LIITE 2. Index.php 1 (10)

<?php

N

=
=
Ok ok X % ok X ok % ¥

\mainpage Artikkelihallintaohjelma

OCO~NOUDWNE

\section intro_sec Introduction
Taman on artikkelienhallintaohjelmiston lahdekoodin dokumentoiti.
\section outro_sec Author

Daniel Tisza, 2011
Jussi lIsosavi, 2012

=
~

*
N

19 /**
20 * Copyright: @author Daniel Tisza, 2011
*/

23 session_start();
24 srand( time() ); // Seed random generator
25 // Force HTTPS, not implemented

27 /*!

28 * \class Root
29 */

30 class Root {

*1

\class Input
\brief sydttokentta

w
al
X R X XN

\details lomakkeella yksi syotekentta
39 */
41 class Input extends Root

43 var $name;
44 var $type;
45 var $value;
46 var $size;
47 var $errormsg;

N
©
N

\brief luomisifunktio
\details luodaan uusi syotekenttad

\param name kayttajalle naytettava nimi

\param type kayttajalle naytettava tyyppi
(numero/teksti)

\param value kayttalle naytettava oletusarvo

\param size kentan koko

\param errormsg kayttajalle naytettava virheteksti,
jos arvo ei kelpaa

(63}
N
Ok R X O X Ok % X F ¥

60 */
61 function Input( $name, $type, $value, $size, $errormsg )

63 $this->name = $name;

64 $this->type = $type;

65 $this->value = $value;

66 $this->size = $size;

67 $this->errormsg = $errormsg;
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/*!

* \brief Luo HTML Input tagin.

* \details Luo muuttujien arvoilla html-tagin.
*

* \return palauttaa html-tagin tekstina.

*/

function html( )

$html = “<input name=""_.md5( $this->name ).""".
" type="""_.$this->type.""".
" size=""_$this->size.""";

ifT( strecmp( $this->type, "file® ) == 0 )

$html .= ">"_$this->errormsg;
}
else
{ _
$html .= " value=""_.$this->value."">";

if ( $this->value == " )

// ilmoitetaan virheviesti jos kentta on tyhja

$html .= $this->errormsg;
}

}

return $html;
}
/*!
* \brief muotoilee sydtekentan tekstiksi.
* \brief Tekstiss&d on ensin nimi ja arvo
* kaksoispisteella erotettuna.
*
* \return palauttaa sydtekentan tekstina
*/

function t~xt( )

}
/*!
* \brief Tiedosto-syotekentdn tiedoston nimi.
* \details Tiedosto-tyyppisessd sydtekentassd ladatun tiedoston nimi.
*
* \return palauttaa valiaikaisen tiedostonimen.
*/

iT( strecmp( $this->type, "submit™ ) == 0 ||
strcmp( $this->type, "file® ) ==

return;

$txt = $this->name.” : ".$this->value;

return $txt;

function filename( )

$filename = "7;
if( stremp( $this->type, "file™ ) == 0 )

$filename = $_FILES[ md5( $this->name ) J["tmp_name~];
}

return $filename;
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/*!

* \brief Keraa tiedot lomakkeen sydtekentista
* \details Keraa tiedot lomakkeen sydtekentista

*

* \return Palautetaan 1, jos kentan arvo kelpaa.
* muussa tapauksessa 0.

*/

function verified _fill( )

iT( strcmp( $this->type, "submit®™ ) == 0 )
return;

ifT( strecmp( $this->type, "file® ) == 0 )
$this->value = $ FILES[ md5( $this->name ) J["name"];

}

else

{
$post = $ POST[ md5( $this->name ) ];
$post = trim( $post );
$post = substr( $post, 0, $this->size );
$post = escapeshellcmd( $post );

$this->value = $post;

}
it ( $this->value == ** ) //* jos arvo on tyhja */

return 0; //* huono arvo */

return 1; //* arvo kelpaa */

1
\class Form

\brief Tietojensyottélomake

\details keraa tiedot lomakkeen sydtekentista

N

Ok Ok X X o X

\details lomake sisaltaa syottokenttia ja tunnistekentéan

*
/
class Form extends Root
{
var $action;
var $method;
var $enctype;
var $inputs;
var $captcha_input;
var $submit_input;
var $captcha_img_url;
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265

266

267

268 4 (10)
269

270 /*!

271 \brief luomisifunktio

272 \details luodaan uusi lomake

273

274

275

276

277

278

279

280 *
281 function Form( $action, $method, $enctype, $captcha_img_url )

282

283 $this->action = $action;

284 $this->method = $method;

285 $this->enctype = $enctype;

286 $this->inputs = array( );

287 $this->captcha_input = new Input( "Verification Code in Image®, """, """, 5 );
288 $this->submit_input = new Input( *", "submit®, "Submit®, 10 );

289 $this->captcha_img_url = $captcha_img_url;

290 }

291

292 /*!

293 * \brief Sydtekentan lisays-funktio

294 * \details Lisataan syotekentta lomekkeelle

295 edellisten peréaan taulukkoon

296

297

298

299 *
300 function add_input( $input )

301 {

302 $this->inputs[] = $input;

303 }

304

305 /*!

306 * \brief Lomakkeen taytdn tarkistaminen.

307 * \details Kaydaan I1l1api kaikki lomakkeen tiedot.
308 *

309 * \return Hyvaksytyn taytdn tunnisteessa

310 */

311 function verified _fill( )

312 {

313 $valid_fill = 1;

314

315 foreach( $this->inputs as $key => $val )

316 {

317 if ( $val->verified_fill() = 1)

318

319 // Joku kenttd on vaarin -> lomake vaarin
320 $valid_fill = 0;

321 }

322 }

323

324 return $valid_fill;

325

326

327 /*1!

328 * \brief Muodosta lomakkeen aloitustégi .
329 * \details Muodosta lomakkeen aloitustégi .
330 *

331 * \return Palauttaa html-tagin tekstina.
332 */

333 function begin_html( )

334

335 $html = "<form action="".$this->action.""".
336 " method="""_$this->method.""".
337 " enctype=""_$this->enctype."">";
338

339 return $html;

340

341

342

343

344

345

346

347

348

349

350

351

352

\param action Osoite, johon lomake lahetetdan

\param method Tapa, jolla lomake lahetettan (GET/POST)

\param enctype muoto, jossa lomake ldhetetddn palvelimelle
(multipart/form-data)

\param captcha_img_url Osoite, mista tunnistekuva haetaan

Ok ok X % ok X o

N

\param input Lisattava syodtekenta

* % o

N
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/*

*
*
*
*

*/

L

\brief Muodosta lomakkeen lopetustégi .
\details Lisda tunnistekuvan ja lopetustagin.
\return Palauttaa html-tagin tekstina.

function end_html( )

/*

*
*
*
*

*/

$html = "<img src="".$this->captcha_img_url.""><br>".
$this->captcha_input->name.* ~".$this->captcha_input->html( ). <br>".

$this->submit_input->html( ).
"</form>";

return $html;

1
\brief Muodota syottekenttien tagit.
\details Sydtekentat laitetaan taulukkoon.
\return sybtekenttien tégit tekstina.

function inputs_html( )

}

/

X ok X X %

*/

$html = “<table>";

foreach ( $this->inputs as $key => $val )

$html .= "<tr><td>".$val->name. "</td><td>" .$val->html ( ). "</td></tr>";

3
$html .= "</table>";

return $html;

\brief Keraa lomakkeen tiedot tesktina.

\details Kerda lomakkeen tiedot tesktinad ja
jokainen syotekentta omalla rivillaan.

\return Palauttaa lomakkeen tiedot tekstina.

function inputs_txt( )

}
/*!

*
*
*
*

*/

$txt = *7;
foreach ( $this->inputs as $key => $val )

$txt .= $val->txt( )."\r\n";

return $txt;

\brief Kerdaa lomakkeen Tiedosto-sydtekenttien tiedostonimet.
\details Tiedosto-tyyppisessd sydtekentassd ladatun tiedoston nimi.
\return palauttaa taulukon valiaikeisista tiedostonimista.

function inputs_filenames( )

$filenames = array( );
foreach ( $this->inputs as $key => $val )
$filename = $val->Filename( );

if ( $filename 1= "7 )

$Ffilenames[] = array("tmp_name® => $Ffilename, "name® => $val->value );

}

return $filenames;
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/*1!
* \brief Tunnisteen tarkistus-funktio

*
*
*
*
*

}
/*

*
*

*

fu

\details Tarkistaa tunnisteen oikeellisuuden.

\return Palauttaa 1, jos tunniste on oikein
ja muissa tapauksissa O.

/

function verify_captcha( )
$this->captcha_input->verified_fill( );
$entered_captcha = $this->captcha_input->value;
$this->captcha_input->value = "*;

if ( $entered_captcha = " )

$captchahash = md5( $entered_captcha.$ SESSION["captchasalt™] );

it ( strcmp( $_SESSION["captchahash®], $captchahash ) == 0 )

unset( $_SESSION["captchahash®] );
unset( $_SESSION["captchasalt™] );
return 1;
}
}

unset( $_SESSION["captchahash®] );
unset( $_SESSION["captchasalt™] );
return O;

}

*

@brief Tunnistekuvassa olevan tekstin generointi
@return Arvottu tunnisteteksti
/

nction captcha_text( )

/* maaritellaan tunnisteen arvot */

$chars = array( "a*, "b*, "c*, *d*, "e", "f", "g", "h-",
nT.otpT. gL trt. tsT. o ttt. Cut. v
"2%, "3", "4, 5%, "6, "8", "97, "@",
“A*. *B*. *C". *D*. "E". “F*. *G*. "H".
“NTLPT. TR TST. TTT. otUT. VT oW

$text = "";

/* arvojen arpominen */
for ( $1 = 0; $i < 5; $i++ )

$text .= $chars[ rand( 0, count( $chars ) - 1) 1;

return $text; /* palautetaan saatu arvo */
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/**

* @brief Tulostaa sivulle Tunnistekuvan.
*/

function captcha_image( )

header( "Content-type: image/jpeg” );

$text = captcha_text( );
$salt = rand(Q);

$ _SESSION["captchasalt™]
$_SESSION[ "captchahash"]

$salt;
md5( $text.$salt ); // Salted hash of solution

/* maaritettaan tunnisteen leveys,korkeus, */
$w = 30;
$h = 30;
$charw =

$zw ;
$zh = 150;

$imgzoom = imagecreatetruecolor( $zw, $zh );

$zoomwhite = imagecolorallocate( $imgzoom, 255, 255, 255 );

for ( $1 = 0; $i1 < 5; $i++ ) // Taustan varit,kirjaimien vari

$img = imagecreatetruecolor( $w, $h );
$color = imagecolorallocate( $img, 255, 255, 255 );

imagechar( $img, 5, 0, 0, $text[ $i ], $color );
$imgrot = imagerotate( $img, rand( -30, 30 ), 0 );
imagedestroy( $img );

$x
Sy

8 + rand( 60, 65 ) * $i;
5 + rand( 0, 70 );

imagecopyresampled( $imgzoom, $imgrot, $x, $y, 0, 0, $charw, $charh, $w, $h );
imagedestroy( $imgrot );
}

for ( $i = 0; $i < 5; $i++ ) // Taustan viivat

imageline( $imgzoom, rand( 0, $zw ), rand( 0, $zh ),
rand( 0, $zw ), rand( 0, $zh ), $zoomwhite );
}

for ( $i = 0; $i < 3; $i++ ) // Taustan kaaret
{

imagearc( $imgzoom, rand( 0, $zw ), rand( 0, $zh ),
rand( 0, $zw ), rand( 0, $zh ),
rand( 0, 360 ), rand( 0, 360 ), $zoomwhite );
}

imagejpeg( $imgzoom, NULL, 15 );
imagedestroy( $imgzoom );
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/

*x

*
(]
(=2
=
D
-

@param
@param
@param
@param

O Ok X X o

\retur
/

*

Muotoilee ja l&hett&d sdhkopostin.

from lahettajan osoite

to vastaanottajan osoite
subject aihe

msg viesti

n Palauttaa lahetys-funktion paluuarvon.

function format_send_email( $from, $to, $subject, $msg )

}
/

function send_email_file( $from, $to, $subject, $Ffilename, $attachedfilename )

}
/

$header

s = "From: $from\n".
"Reply-To: $from\n".
"Return-Path: $from\n".
“"MIME-Version: 1.0\n".
"Content-type: text/plain; charset=iso0-8859-1\n";

$msg = wordwrap( $msg, 69, "\r\n" );

$res

mail( $to, $subject, $msg, $headers );

return $res;

*x

* @brief

* @param
* @param
@param
@param
@param

*oX ok % ¥

\retur
*/

$header

$msg

$res

Muotoilee ja lahettdd sahkopostin liitetiedoston kanssa.
from lahettajan osoite

to vastaanottajan osoite

subject aihe

filename tiedostonimi

attachedfilename liitetiedoston nimi

n Palauttaa lahetys-funktion paluuarvon.

s = "From: $from\n".
"Reply-To: $from\n".
"Return-Path: $from\n".
“"MIME-Version: 1.0\n".
"Content-type: application/zip; name=""_$attachedfilename."""."\n".
"Content-Transfer-Encoding: base64\n".
""Content-Disposition: attachment\n";
chunk_split(base64_encode( file_get contents( $filename ) ) );

mail( $to, $subject, $msg, $headers );

return $res;

*x

* @brief

* @param
* @param
*/

Turha funktio?

originalname ?
tmpname ?

function add_extension( $originalname, $tmpname )

}
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706

707 9 (10)
708

709 /**

710 * @brief pakkaa annetun tiedoston.

711 *

712 * @param filename pakattavan tiedoston nimi.

713 *

714 * \return paluttaa pakatun tiedoston nimen.

715 */

716 function temporary_zip_file( $filename )

717

718 $tmpdir = "/tmp/~;

719 $random = md5( date( "r*, time(Q ) );

720 $tmpzip = $tmpdir.$random.”.zip~;

721

722 exec( "zip ".$tmpzip." ".$filename ); //luo .zip-tiedoston
723

724 $Ff = fopen( $tmpzip, "r" ); //todentaa .zip-tiedoston

725

726 if ( $F)

727

728 fclose( $f );

729 }

730 else

731 {

732 return O;

733

734

735 return $tmpzip;

736 }

737

738 if ( $_ GET["captcha™] == "1" )

739

740 captcha_image( );

741 exit;

742 }

743

744 $captcha_img_url = $_SERVER["SCRIPT_NAME"]. "?captcha=1&nocache="_md5( rand() );
745

746 $form = new Form( $_SERVER["SCRIPT_NAME"], T"post-”,

747 "multipart/form-data®, $captcha_img_url );
748

749 $form->add_input( new Input( "First Name®, "", "7, 20, "Must be non-empty” ) );
750 $form->add_input( new Input( "Last Name®, "", "", 20, "Must be non-empty”™ ) );
751 $form->add_input( new Input( "Email Address®, "", "%, 20, "Must be non-empty” ) );
752 $form->add_input( new Input( "Institution®, *"", "7, 40, "Must be non-empty® ) );
753 $form->add_input( new Input( "Publication Title", "", "7, 40, "Must be non-empty” ) );
754 $form->add_input( new Input( "Publication File", "file", "", 30, "Must be non-empty" ) );
755

756 echo "<html>";

757

758

759

760

761

762

763

764

765

766

767

768

769

770

771

772

773

774

775

776
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if ( $form->verified_fill( ) && $form->verify_captcha( ) )

}

el

}
ec

?>

$from = "k83660@student.uwasa.fi”; /* mista lahetaan*/
$to = "jussiisosavi@gmail.com™; /* minne lahetetaan*/

$res = format_send_email( $from, $to, "Information®, $form->inputs_txt( ) );

if ( $res )
echo "Information Submitted.<br>";
3

else

echo "Information Submission Failed.<br>";

foreach ( $form->inputs_filenames( ) as $key => $val )

$Ffile_extension = pathinfo( $val["name"], PATHINFO_EXTENSION );
$filename = $val["tmp_name™]."." .$File_extension;
if ( rename( $val["tmp_name*], $Ffilename ) != true )
echo "Unable to use file extension. File not submitted.<br>";
continue;
$tmpzip = temporary_zip_Ffile( $Ffilename );
if ( $tmpzip === 0 )
echo "Unable to compress file.";
continue;
$res = send_email_file( $from, $to, "Publication File",
$tmpzip, "Publication.zip”® );
if ( $res )
3 echo "File Submitted.<br>";

else

echo "File Not Submitted.<br>";

se
echo $form->begin_html( ),

$form->inputs_html( ),
$form->end_html( );

ho "</html>";
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