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Opinndytetyon tavoitteena oli testata uuden sukupolven palomuuriratkaisulla toteutettavia eta-
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muodostaen yhden loogisen kokonaisuuden.

OpinndytetyOssa esitetdaan teoria tietoliikenneverkon rajalla olevien useiden perinteisiin menetel-
miin perustuvien laitteiden korvaamisesta yhdelld uuden sukupolven ratkaisulla. Empiirisella tutki-
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The objective of the thesis was to test different kind of remote access methods with different mo-
bile devices and platforms leveraging Next-Generation FireWall features. The most essential objec-
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retical approach was chosen to briefly illustrate the evolution of IT during the past years. The same
method was chosen to illustrate the security perspective and the variety of remote access methods
utilizing traditional technology approaches and the Next-Generation FireWall’s features. Where
traditional technology solutions are based on a single functionalities or services that are not inte-
grated with each other, Next-Generation architecture is based on many functionalities integrated
into one single device solution, forming a one logical solution.

The thesis introduces a theory of replacing several devices based on traditional technology solutions
with a Next-Generation FireWall platform. Empirical research method was chosen to test the Next-
Generation FireWall’s remote access solutions and features. The outcome of combining the theory,
practical experience and empirical research was that a company can replace the devices based on
traditional technology solutions on the border of the network entirely or partially with one logical
Next-Generation FireWall solution. This enables new control methods in remote access environ-
ment and permits the total visibility of the security perspective, which is laborious to achieve with
traditional technology solutions. The benefits achieved with this approach forms a security visibility
that does not deteriorate the overall security visibility; instead the overall security may improve
compared to traditional technology solutions.

Keywords

BYOD, NGFW, Next-Generation Firewall, Remote Access, Mobile devices, Android, iOS

Miscellaneous
FireWall architecture, single pass parallel processing, SP3




Acknowledgements

| want to thank you my tutors Mika Rantonen and Jari Hautamaki for feedback and
guidance during the thesis. | also want to thank NCC Construction Finland for permit-
ting the use of resources and equipment for the past year. Especially, thank you my

family, for supporting my studies during my work and outside working hours.



Acronyms

AD
AES
AP
API
APT
ASIC
BYOD
BYODT
BYOE
CA
C&C
CFO
Clo
CISO
COBITS
CRO
CRMO
DHCP
DMZ
CYOD
GP
GUI
HIP
(H)IDS
(HNIPS
HTTP
HTTPS
HYOD
IPsec
ISP
JAR
LB
LAN
LAN2LAN
MDM
NAT
NGFW
(N)IDS
(N1)IPS
0oYOD
0OslI
PAT
PDF
PMO
QoS
REST
SD

Active Directory

Advanced Encryption Standard

Access Point

Application Programming Interface
Advanced Persistent Threat

Application Specific Integrated Circuit
Bring Your Own Device

Bring Your Own Device and Technology
Bring Your Own Everything

Certificate Authority
Command&Control (also known as CC)
Chief Financial Officer

Chief Information Officer

Chief Information Security Officer
Control Objectives for Information and Related Technology
Chief Risk Officer

Chief Risk Management Officer

Dynamic Host Configuration Protocol
Demilitarized Zone
Choose Your Own Device

Global Protect

Graphical User Interface

Host Identification Protocol
(Host-based) Intrusion Detection System
(Host-based) Intrusion Prevention System
Hypertext Transfer Protocol
Hypertext Transfer Protocol Secured
Have Your Own Device

IP Security Architecture

Internet Service Provider

Java ARchive

Load Balancer

Local Access Network

LAN to LAN (also know as L2L)

Mobile Device Management

Network Address Translation
Next-Generation FireWall
(Network-based) Intrusion Detection System
(Network-based) Intrusion Prevention System
Own Your Own Device

Open Systems Interconnection

Port Address Translation

Portable Document Format

Project Management Office

Quality of Service
Representational State Transfer

Service Desk



SCCM
SIEM
SLA
SME
SP3
SSL
SSO
TCO
UTM
VPN
WLAN
WPA-2
WSUS
XML

System Center Configuration Manager
Security Information and Event Management
Service Level Agreement

Subject Matter Expert

Single Pass Parallel Processing

Secure Socket Layer

Single Sign-On

Total Cost of Ownership

Universal Threat Management

Virtual Private Network

Wireless Access Network

Wi-Fi Protected Access

Windows Server Update Services
Extensible Markup Language



Table of Contents

L INTRODUCGTION .. ctttttcieee sttt ettt s e e e ettt e s e e e e e e eta b e s e e e e eeeaa b e e e eaeeaaesssaaseeeaesennsanannss 5
1.1 K olo] o1 PP UPUPUPPPUPPPRP 6
1.2 The Objective of the RESEArCN .....cciviiiii e 7
13 SErUCtUIre Of the ThESIS..cuiiiiiciiee e e e e s 7
2 LITERATURE REVIEW ...ttt ettt e e et s s s e e e e e e e s e s s e e e e e aaaanneeaaaans 8
2.1 Evolution of IT Organization ........cceeieiiiiiiiee et 8
2.2 Evolution of Internet-related Threats .....ccccvveciee e 10
2.3 Evolution of NetWOrk PErIMELEr .......ceeiiiiieeiciie ettt e 11
24 BYOD SUNVEYS oo 12
2.5 NGFW SUNVEYS ..o 21
3 THEORY OF REPLACING THE SERVICES .....eoiiiiiiiiieeiiie ettt e siee e sive e sae e s e sveeenaae s 31
3.1 Traditional way of doing REMOLE ACCESS ......cceccuriieeeiieeeiciiee ettt e eaee e e evaee e 31
3.2 Traditional way of dOiNg BYOD.......ccccuiiiiiiiiee ettt et e e etre e e e evae e e s eraneeeeaes 33
3.3  Remote Access and BYOD With NGFW .........coooviiiiiiiiiieecieee ettt 33
3.4  Architectural Differences between Traditional FW’s and NGFW’s .........cccoceeevciiieeenns 37
3.5 MDM (Mobile Device ManagemeNnt).......cccccueeecieeeiieerieeecreesieeesreeesreeseeessereesveeessneas 51
4 EMPIRICAL STUDY: TESTING THE FUNCTIONALITIES .....coiiiiiiiieee et eeeeeen 52
4.1  Testing Environment and EQUIPMENT ......coiiciiiiiiciiie ettt 52
4.2  TestPlan and Tested FUNCLIONAlItIES ......eevieciiieiciee e 53
4.3 INStallations @Nd TESES ..ccuuiiiiiiiieee e e e e e e 58
4.3.1 Android Installation with Global Protect Client ..........cccoeevieiiiiiieicciee e 58
4.3.2  Android Usage with Global Protect Client........ccccceeviiiiiieiiieiecree e 62
4.3.3 iPAD installation with Global Protect Client.........cccoccveveeiiieeiiiiee e 70
4.3.4  iPAD usage with Global Protect Client .........coovciiiiiiiiieieeee e 72
4.3.5 Windows7 Installation with Global Protect Client .........ccccceeeveiiieeeciieee e, 76
4.3.6  Windows7 Usage with Global Protect Client .........cccveieeciieeecciee e 78
4.3.7 (@ o T I [ V= PPN 84
4.3.8  Geographical [0Cation USAZE .......coeeecuiiiiieiiiie ettt e et e e e e aae e e e aaee s 85
o I o V| |V, =1 o] o1 V-SSR 86
4.3.10 Threat IdentifiCation.........cceei i e et 89
4.3.11 WildFire Reports during the Test Period..........ccueeeeeiieieeciiiee et 95
4.3.12  CUStOM APPHCATIONS....eiiiiiiie ettt e e e e e et e e e e b ee e e e arae e e enreas 118
0t 1 T U o T =1 o <3PS 121
S RESULTS ettt ettt ettt ettt ettt et e st e s bt e st e e sabteesabee s bt e ebbeesabaeeabeesabaesabaeesabeesanes 124
6 CONCLUSIONS AND DISCUSSION ...cciitiiieeeiiieeeeciireeeeciteeeesrreeeestreeessseseesssnssesessnsseesssssesens 129
6.1  Answering the Research QUESHIONS........ccccuiiiiiiiiieicciieee et e 131
6.2  Validity and Credibility of the Study ......cccccouviiiiiiiiie e 133
6.3  Areas for FUrther RESEArCh........c.uuii i e 134
2] T =T o 1ol YRR 136
Y oY o T=] o Yo [T o] Y3 TSP UP 141

Appendix A: Application Usage and Threat Report — February 2013.........ccccccoveeeecveeeeennen, 142



1 INTRODUCTION

Companies have been allowing remote access to the end users for years to provide
access to the corporate resources. Remote access needs for end users has been
evolved ever since it has been technically possible to arrange. First, it was introduced
for maintenance purposes only and afterwards for end users, but with technology-
dependent solutions and limited support and functionalities. Later on, more user-
friendly solutions have been evolved with standardized protocols, like IPsec (IP Secu-
rity Architecture) using VPN (Virtual Private Network) technology. Traditionally, this
has been arranged by using corporate devices, which is usually a laptop, configuring
the remote access using the technology that the corporate provides and signing a
contract or a remote access policy. Corporate IT manages and supports remote ac-
cess service and has the total responsibility. This traditional way of doing remote

access is still very common in today’s business.

For the past years there has been a great deal of discussion about BYOD (Bring Your
Own Device) for another method of remote access. There are also several acronyms
for similar usage, such as CYOD (Choose Your Own Device), HYOD (Here is Your Own
Device), OYOD (On Your Own Device) and BYODT (Bring Your Own Device and Tech-
nology). The differences between these terms are so insignificant (JGRSC, 2013) that
we can talk about BYODT to refer all of these methods except HYOD. HYOD is similar
to traditional way of doing remote access where corporate has total control of de-

vice, access and data and has total responsibility and support of the concept. All the
other acronyms refer to the model, where neither end user nor corporate has total

control of the device, access or data and neither party shares the total responsibility

or support. Instead, all of them are shared between the end user and the company.

BYODT will provide flexibility to the user when certain job-related functions can be
done remotely with one’s own, familiar device, instead of a corporate device, but
this also introduces risks if not done securely. The same end user’s device now shares

the job-related data and personal data, which both have different kind of data classi-



fication and retention. Additional security needs to be in place, to address risks that
the end user’s device and data expose when it is outside corporate premises and
especially in personal use, since corporate data usually have more strict data classifi-
cation criteria than a user’s personal data. Security adds complexity since the net-
work connection and the user’s device needs to be secured. Increased security also
decreases usability and user-friendliness. Increased security means that user authen-
tication and Need-to-Know or Least Privilege must be in place to meet the security
demands for remote access defined by the corporate itself to protect its data. Lever-
aging BYODT in corporate environment is a direct consequence of Consumerization
of IT. BYODT devices were first designed for consumers’ use and therefore their secu-
rity features were slightly different than devices designed for corporate use. Today,
they are more mature and security and manageability features will meet the corpo-
rate demands on many mobile platforms. BYODT devices have become more and

more common in corporate environments worldwide.

1.1 Scope

Building a remote access that is easy enough for the users, secured from end-to-end
and not too complicated to manage, is challenging. This is the case, because increas-
ing security affects the end user experience and ease of use negatively. Also, bigger
environment and multiple solutions create more complexity and maintenance tasks.
So far, companies have built up their IT infrastructure with devices that usually do
one or few purposes or services only. As the services has been expanded over the
years, the number of devices has been increased, which creates more complexity and
administration tasks. The scope of this research is to leverage the functionalities in
Next-Generation Firewall (NGFW) so that many of those purposes and services can
be replaced with one single device, which would be seen as more simplified envi-
ronment and without degradation of security, performance and latency. In addition,
better overall security visibility and easier maintenance tasks can be achieved. The
scope will be limited to one NGFW product and two remote access solutions. One

remote access solution is based on BYODT method and another based on traditional



remote access method. Remote access devices will be Samsung’s phone with An-

droid Operating System (OS), Apple’s iPAD with iOS and a laptop with Windows 7.

1.2 The Objective of the Research

The objective of this research is functional testing of Next-Generation Firewall
(NGFW) to find out if NGFW can support traditional remote access method and
BYODT technologies at the same time without compromising IT Security and in order
to achieve better visibility of IT related risks. The objective also includes finding out if
NGFW environment can simplify traditional network infrastructure. The research
method was empirical research for the functionality tests of NGFW product and liter-

ature research for BYOD and NGFW solutions. The research questions were:

- Do NGFW functionalities work as expected?

- Can traditional remote access and BYODT Technologies be supported with on-
ly one (logical) NGFW device?

- Can the IT Environment be simplified using NGFW?

- Can security still be measured and not degraded with NGFW?

1.3 Structure of the Thesis

Chapter two introduces the backgrounds of the perimeter network evolution in the
companies for the past years and the existing literature of BYOD models and re-
searches. It also introduces some NGFW surveys and some implementation examples
and surveys. Even though NGFWs has existed since 2005, and many companies have
implemented them in their environments, not so many implementation researches

have been made or are publicly available.

Chapter three introduces a traditional way of implementing perimeter security and
remote access, as well as a theory for implementing and replacing the traditional

network perimeter including remote access system with NGFW solution. Architectur-



al differences between traditional network devices and Palo Alto Networks NGFW

device are also introduced.

Chapter four presents the testing environment, testing plan and tested functionali-

ties with different platforms. The results are presented in chapter five.

The final chapter is chapter six, which presents conclusions and discussion about the

thesis and answers the research questions with areas of further research.

2 LITERATURE REVIEW

2.1 Evolution of IT Organization

Companies’ network and infrastructure has been growing and becoming more com-
plicated in the 2000s and afterwards especially in medium-sized and large compa-
nies. There are many reasons for this concerning business itself and the consequenc-
es effecting IT infrastructure and services directly. Business itself expands, collabo-
rates and changes constantly and sometimes rapidly, which means that the IT infra-
structure and services must adapt to the changes as well. Since business changes
always have possibilities and threats, they will affect the IT and therefore these
changes have also an effect on the infrastructure. In the early 2000 IT Department
was driven by CFO (Chief Financial Officer) or CIO (Chief Information Officer) and IT
expenses were more constant and predictable. In the mid of 2000, new positions
were introduced, like CSO (Chief Security Officer), CISO (Chief Information Security
Officer) CRO (Chief Risk Officer) and CRMO (Chief Risk Management Officer). Organi-
zation hierarchies changed to become more complex and governance and bureau-
cracy increased. In the late 2000, PMO (Project Management Office) was already
introduced in many companies and took responsibility of project management, pro-
ject portfolios and processes was designed to be more productive. IT department,

among others, was starting to utilize SD (Service Desk) and ticketing systems to han-



dle dependencies among systems, projects and incidents. Reporting became more
important to mid-level managers and follow-up of expenses was started, Service
Levels were agreed to services and SLAs (Service Level Agreements) with partner,
including contracts and sanctions. Partners and consultants were more utilized, since
systems became complicated and SME’s (System Matter Experts) were more often
needed to trouble-shoot problems and incidents. Then Cloud-Based Services and
virtualization were introduced and got immediate interest because they offered a
variety of services with low cost expectations. This contributed to outsourcing of IT
Services partially or most of the services and even different partners, which created
more fragmentation and inefficiencies. That is because information must reach all
parties and collaboration and teamwork must work seamlessly over the company
borders. At the same time, application landscape started to move towards more
browser-based form and started to shift from internal networks to the internet and
some of them were encrypted. The total landscape of the network and security was
fragmented over the years and maintaining systems became more complicated, since

more parties and administrators were involved.

A Centralized Management System and Network Monitoring System were needed to
manage changes and monitor network and events and to increase response times.
Also, SIEM (Security Incident and Event Management) was needed to handle the
great amount of events and log entries to intelligently filter only essential infor-
mation. However, the outsourced IT Services were not always able to be monitored,
at least on a satisfied level. Internal and independent audits and regulation compli-
ances were paid more attention to. When organizational and technical landscape
changed rapidly sometimes into even different directions, business alignment suf-
fered resulting in poor operability of the IT services. Today, business changes are
best controlled and managed in the management level with top-to-bottom approach
which should eventually affect the operational level. Thus, active and utilitarian or-
ganization hierarchy, right key-persons, encouraging and recognizing atmosphere,
strong cooperation between departments and training are key elements to success-

fully handle changes throughout organization in reasonable timeframe. COBIT5 (Con-
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trol Objectives for Information and Related Technology) can be a helpful framework
for enterprises to plan, implement and maintain security for remote devices includ-
ing BYODT. Operational level problems and solutions includes technology and archi-
tectural point of view which can be handled with the right training of skilled staff

with effective practices and processes with bottom-to-top approach, which requires

good communication skills in management level.

2.2 Evolution of Internet-related Threats

In addition to business related changes, IT related changes have increased more rap-
idly after 2000 and it seems to be an ongoing trend today. Increased threats towards
a variety of applications and different operating systems have become more com-
mon today than in early 2000s. Vulnerabilities are discovered in almost all applica-
tions and platforms so rapidly that there is barely enough time to patch them before
new vulnerabilities are discovered. Unwanted programs, like malware, trojans and
viruses that exploit vulnerabilities are published more rapidly than in early 2000s. For
the past years, APT (Advanced Persistent Threats) and targeted attacks has taken
place for more sophisticated electronic espionage and spying of government or com-
pany secrets. Unwanted programs are not created by individuals or groups anymore,
since they have become extremely sophisticated and organized by entities that have
capability and means to produce ones (Mandiant, 2013, The Guardian 2013). These
all are commonly used to refer as cyber threats, which have been raised by one of
the largest concerns almost in every business (Lloyd’s, 2013). People’s behavior has
also changed since past years. Today, Social Media and Web 2.0 play a more signifi-
cant part in people’s life, and Social Media itself introduces risks and vulnerabilities
that need to be addressed by the company, since companies’ resources are used to
access Social Media, and Social Media, in turn, can be used to gain information of
company users and to conduct targeted attacks. This behavior has also changed the
remote access thinking. Consumerization of IT has introduced the BYODT approach,

which indeed will introduce threats to the remote access environment. The funda-
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mental feature of BYODT is that a user and company share the same device and data.
The device is user’s property and data is divided into user’s personal data and com-
pany’s data, which both usually have different kind of data classification and reten-
tion. This is the major difference between traditional remote access and BYODT and

it generates the most significant concerns between these two methods.

2.3 Evolution of Network Perimeter

In early 2000, every company had a FW (FireWall) in the border of the network and
every workstation and server had antivirus (AV) programs to address unwanted pro-
grams, which was considered a satisfactory combination at that time. The FW filters
traffic based on the ports and protocols that the administrator had configured, usual-
ly allowing business related traffic to communicate between internal and DMZ (De-
Militarized Zone) networks and denying traffic from the internet. The AV program
inspects the files in the clients and servers for unwanted software just to make sure
nothing gets past the firewall or out-of-band threats, such as files from CD-ROM and
USB drives to name some. Then, gateway level protection was a new technology that
was becoming a more common solution to gain layered protection to email and un-
encrypted www-traffic in addition to AV protection in end points. Yet, they both

based on different AV vendors, instead of a new technology solution.

In the mid of 2000, IDS/IPS (Intrusion Detection System/Intrusion Prevention System)
solution was introduced. HIDS (Host-based Intrusion Detection System) and NIDS
(Network-based Intrusion Detection System) as well as HIPS (Host-based Intrusion
Prevention System) and NIPS (Network-based Intrusion Prevention System) was in-
troduced by different security- and AV vendors. Where IDS could detect the threat or
attack IPS could prevent it, since IDS was only monitoring traffic and anomalies,
whereas IPS was connected in-line to have the ability to reset the connection when
anomalies where detected. So, in-line topology needs to be built as fault-tolerance to

prevent SPFs (Single point of Failure) in the network. To address SPFs, a LB (Load Bal-
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ancers) was commonly used to balance traffic loads to two or more devices. Soon
after IDS/IPS technologies, UTM (Universal Threat Management) was introduced.
UTM was the first try to implement all or most of the previously mentioned technol-
ogies into one box to lower down the device complexity and costs, especially in the
branch offices. However, when all those technologies and numerous functionalities
are put into one device to the hardware that is not built to do that, the latency and
performance will collapse. Another consequence was also that the functionalities
had to be greatly reduced, since one box can have only a limited amount of configu-
rations and features with the hardware used at that time. That is the main reason

why UTM products are not so common today.

At this point, in the late 2000, centralized logging and monitoring was introduced to
handle incidents and events from a variety of sources and platforms. Network proto-
cols, like SNMP, SYSLOG and Netflow were used. Since the amount of logs increased
and was hard to manage, intelligence was needed and SIEM was a solution to filter
out and correlate many log entries to fewer meaningful alarms or alerts. The latest
innovation is the NGFW product, and the first NGFW product shipped out at 2007.
NGFWs continued what UTM could not handle. The only way doing it was to build
the hardware completely all over again. With purpose-built hardware, NGFWs could
take the challenge of implementing many services into one box without any or only
minor latency and performance degradation. Some of the innovations were applica-
tion identification based on behavior regardless of the evasion tactics, identifying
users regardless of IP address, scanning the content to address targeted attacks and
data leakage and introducing sandbox technology based on cloud-based or private

platform.

2.4 BYOD Surveys

Utilization of BYOD technologies in the classroom introduced positive learning at-
mosphere, according to a literature research in Michigan University (Vanwelsenaers

2012, 22-23). It also improved student engagement, interaction with peers and
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communication and extended the place and time of learning. If these opportunities
can be achieved in the student society by supporting BYOD technologies, then there
is potential to enable them by using BYOD in working life as well. Any technology
solution or other method that is supporting productivity and positive learning at-
mosphere is most likely worth of investment, since a happy, innovated and motivat-
ed employee is the most productive employee. Of course BYOD includes risks that
cannot be forgotten and needs careful considerations before implementation. The
whole lifecycle of BYOD technologies needs to be considered at the first place. There
were eight key findings in a research by Educause Center for Applied Research for
The Consumerization of Technology and the BYOE Era of Higher Education (Dahl-
strom & diFilipo, 2013, 4-5, 37):

1. Unmanaged proliferation of devices could result in a situation, where too
many devices access campus networks too fast and institutions find more op-
portunities lost than taken

2. IT leaders express support for BYOE to promote happy and productive faculty
and staff

3. Doing before planning is actually the norm — yet policies are in place where
they matter most, such as security and end-user behaviors

4. Security practices should be invested in managing risks and raising user
awareness

5. BYOE cost savings can be elusive with the cost to upgrade IT infrastructure

6. IT infrastructure should be considered as a BYOD middleware, which should
be robust and nimble at the same time

7. Support strategies need to consider the lag between BYOE ubiquity and do-it-
yourself support and therefore adapt to BYOE environments

8. Utilizing mobile technologies is a priority, but how to best do so, remains un-

common.

The recommendations included that one should not count on savings, but if any,

then invest on infrastructure. It also estimates that user-provisioned technologies
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will proliferate and they do very little to change the basic best practices in security.
Data and access to the data should be secured rather than devices and more collabo-
ration should be done inside organization not forgetting user-awareness. (Dahlstrom
& diFilipo, 2013, 4-5, 37). Investing in the infrastructure is far-reaching and many
security features do not differ so much from the current solutions that companies
already have, however people’s behaviors are more difficult to affect. Although this
research has been in the higher education institutes and among students and teach-
ers, there is still valuable information and experience for companies to develop, since
students who practiced with BYOD will be (and already are) in the working life. There

is competition of good employee in the industry in every field.

According to a research of University of Oregon, Competitive advantage and cost-
savings are factors when developing BYOD Strategy in Higher Education (Emery,
2012, 90-97). It also states that IT policy needs to be more specific than traditional IT
policy to address data network security and the control over it. BYOD policy needs to
be designed in collaboration with users and “IT must educate user as to the dangers
and limitations of using their personal devices at work” (Emery, 2012, 91). A factor to
consider related to data security was found that “a competitive edge promised by
mobility can be wasted if consumer-owned mobile devices are not adequately pro-
tected against mobile device security threats” (Emery, 2012, 94). Appropriate safe-
guards were to implement an access control based on user identification, device type
and access type or location and leveraging the six factors: segregation of data, device
registration, remote access to a mobile device, data encryption, strong passwords
and VPN. (Emery, 2012, 90-97.) The importance of policies cannot be overstated,
since users must be familiar with policies and acceptable behaviors with BYOD devic-
es. Infrastructure is easier to upgrade and manage. If BYOD is being used prior to
policies and appropriate procedures, then it is much more difficult and time consum-
ing to try to change behaviors and attitudes when users are already familiar with
their own usage which may not be the correct way of accessing, using and distrib-

uting corporate data.
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A research was made by Journal of Business Management & Social Sciences Research
about BYOD for 88 respondents in different kind of business sectors like IT, Consul-
tancy, educational institutes and others. Since 88 respondents out of 136 samples
were aware of BYOD policy, only 88 were taken into consideration for data analysis
and interpretation. It concluded that 45 % of respondents agreed that BYOD is lucra-
tive for the organization and only 4 % fully disagree with this view. It also revealed
that if BYOD has some threats and risks, few of the advantages overshadowed its
risks and most of the respondents felt that BYOD should be still applied in the organi-
zations; however with definitely some security measures. 45% of respondents named
Corporate IT Security as the major threat of BYOD, the second was Lack of control
over devices and the third was Complexity of set up. (Nisharika, 2012, 7-10.) 45% of
BYOD users feel that supporting BYOD technologies is lucrative, but 35% of the users
does not even know that a BYOD policy exists. User-awareness and education needs
to be taken care of continually and with several methods to achieve the best possible
coverage among end users. If the device is the property of end user, as it usually is in
BYOD solutions, then the end user is most likely more motivated and concerned with
security threats and countermeasures. Contractual liabilities in the policies are also

one motivation factor with end users commitments.

Nucleus Research made a research of “Understanding the Hard ROl of BYOD” in April
2013. It states that companies must consider six major areas in understanding ROl of
BYOD: Device costs, voice and data costs, helpdesk costs, mobile developer costs,
enterprise mobility management software and the productivity obtained specifically
through personally-owned devices. Device costs are only a small fraction of the total
costs of enterprise mobility. “Voice and data costs reimbursement above 40S per
month implies a company is deliberately giving up money to support BYOD”. Help
Desk costs vary depending on the outsourcing model. For example, for one employee
to device support for every 1000 devices is 55 per month when Tier 1 (basic settings
and device support) is moved to IT Help Desk and Tier 2 (advanced trouble-shooting,
mobile applications and other mobile problems) is outsourced. But depending on the

organization, this can vary 50S per month. Fully-loaded cost of a mobile developer
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was estimated to be at 150,000S yearly. This can lead to significant benefits, includ-
ing increased productivity. Mobility management methods must protect corporate
data in compliance-based market to avoid potential liability issues, regardless of cor-
porate or personal ownership. If an employee needs a specific technology to do their
work effectively, the business should invest in that technology; however if the value
of mobile technology cannot justify a corporate investment, then why does the em-
ployee need it at all. The major winners of BYOD are Telecom Carriers from the fi-
nancial perspective and the losers are the ones that are supporting technology strat-
egy and those responsible for risk and compliance in the companies. (Nucleus Re-
search, 2013.) Intangible or indirect costs are hard to calculate, such as ROl of BYOD
or productivity, however practices also vary in every company, country and culture.
But if the productivity increases, the potential can be huge and yet hard to calculate.
Therefore it can be challenging to justify this for decision makers who want to see
cost-effect solutions and savings instead of estimates that cannot be based on facts
or cannot even calculated with any accuracy. Personalities and relationships have a
major role between decision making level and CIO. Direct costs like infrastructure

costs, including maintenance costs and license costs, are easier to calculate.

A thesis made by Viitamaki at Metropolia of “Aruba BYOD or Citrix VDI as Solution for
Multinational Enterprise” (Viitamaki, 2013, 25-26, 46-47), points out that if applica-
tion or virtual desktop is not designed for touch screens, it is not realistic to assume
that it would be user-friendly. This is the case, when serving Windows based applica-
tion or virtual desktops to iPads or iPhones without separate key boards. They are
also prone to network problems, like all real-time applications. Citrix installation was
multistage and Citrix licenses were found opaque since users and Windows servers
needed to be licensed separately. Citrix was found to be secure, since information is
not saved on end users’ device, instead in the corporate resources. ClearPass’ chal-
lenges were found to be complex roles and policies which may effect to complex
rollout. 802.1X support is a prerequisite for the company’s routers and switches prior
to rollout. The design of the network is essential in ClearPass’ case and the rollout

needs the most design work than installations. (Viitamaki, 2013, 25-26, 46-47.)
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Choosing the right technology solution is essential, since it plays a major role in every
environment. Therefore, companies need to compare different solutions in their
needs to verify that the solution and the support chain operate as expected and it is
customizable and scalable for 3-5 years’ needs, including BYOD solutions and tech-

nologies.

Gartner, the world’s leading information technology research and advisory company,
predicts that by 2017, half of the employers will require employees to supply their
own device for work purposes and enterprises that offer only corporate-liable pro-
grams will soon be the exception. This may take place in the USA, however the rest
of the world will follow subsequently. (Gartner, 2013.) This estimate is in line with
Check Point’s survey. It sponsored a global survey conducted by Dimensional Re-
search of 790 IT professionals in the USA, Canada, UK, Germany and Japan. The result
was that BYOD is growing dramatically in enterprises of all size and the BYOD move-
ment has dramatically increased the expensive security incidents. Some of the key
findings were also, that 79% of the companies reported security incidents in the past
year and 52% of large companies reported costs of mobile security incidents last year
exceeded $500, 000. 45% of businesses with less than 1000 employees reported
costs exceeding $100,000. Half of the respondents cited that Android perceived with
greatest security risk compared to other platforms and 66% stated that a careless
employee is a greater security risk than cybercriminals. 63% of the responded com-
panies do not manage corporate information on personal devices at all. (Dimensional
Research, 2013.) BYOD technologies will be more common in near future and prepar-
ing infrastructure, people and policies will take time. It is expensive to choose not to

manage data or mobile devices, when some of the most common risks are realized.

ISACA (Information Systems Audit and Control Association), an independent, non-
profit and global association, conducted a survey at November 2012 for more than
4,500 of its members in 83 countries, including 980 members in Europe. The results
of the IT Risk/Reward Barometer show slowly growing acceptance of BYOD in the

workplace. In Europe 28% of organizations freely allowed personal mobile devices for
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work, in North America 34%, Africa 38% and Oceania 48%. There was a 20-percent-
point drop in enterprises that prohibit BYOD down from 58% to 38%, in Europe. The
survey also revealed that enterprises will lose on average 12,000 euros in productivi-
ty due to an employee shopping online during work hours in November and Decem-
ber, according to nearly quarter of those surveyed. A quarter also believes that em-
ployees will spend more than a full work day shopping online during work hours us-

ing personal computer or smartphone. (ISACA, 2012.)

According to ISACA’s 2012 IT Risk/Reward barometer, Globally in Europe, Africa,
Canada, North and Latin America, India and Australia and New Zealand, top three

security controls were found to be needed in every organization:

e A password management system
e Remote wipe capability

e Encryption

They all share another similarity: enterprises still do not have a security policy in
place for BYOD. It seems that BYOD has generalized more rapidly among users than
administrative operations and it has been dismounted somewhat uncontrolled in the
organizations. Bureaucracy like policy changes and approvals cannot take too much
time since BYOD may spread uncontrolled in the organization meanwhile. This would
introduce potentially great risks to the organization, since it is most likely unaware of
the situation. The following employee activities were seen to pose a particularly high

risk to the enterprise:

e Storing work passwords on a personal device
e Losing work-supplied computer or a smart phone
e Using an online file-sharing service for work documents

e Downloading personal files onto a work-supplied device
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When in Europe and Africa BYOD was cautiously accepted, Canadians were more
allowing despite the concerns of BYOD related risks. In Latin American BYOD was
seen increasingly risky and the Indians were remained wary, since almost half of the
enterprises prohibit BYOD. Australia and New Zealand, on the other hand, have
growing acceptance of BYOD. (ISACA, 2012). Online shopping was predicted to in-
crease in the future and especially in the holiday seasons. Online shopping was seen
to increase IT risks in every continent. (ISACA, 2010, 2011.) There are similarities in
every continent concerning BYOD and its risks. Therefore it is possible to implement
solutions, technologies and policies to adapt BYOD usage, even in multi-cultural,
global enterprises. Local exceptions may need to be done in order to support global
policies and standards inside the company. Reasons can be legislations, size or loca-
tion of the branch offices, criticality or sensitivity of the location or the local know-
how (or absence of it) that plays a significant role in the wholeness. Handling of secu-
rity incidents must be managed rapidly and effectively, since IT security threats tends

to transform towards Advanced Targeted Threats which are harder to detect.

A survey made by ISACA of APT (Advanced Persistent Threat) Awareness Study at
2012 from 1,551 individuals results that 87.3% of respondents think that BYOD com-
bining with rooting or jailbreaking makes a successful APT attack more likely. It also
reveals that antivirus, anti-malware and traditional network perimeter are the most
used technologies to thwart APTs, instead of many defensive approaches. Also,
53.4% of respondents believe that APTs do not differ from traditional threats and
one in five enterprises have experienced an APT attack. (ISACA, 2012.) If there is no
understanding in the companies, how APTs differ from traditional threats, then it
explains why no additional actions have not been taken into account and why com-
panies stick to the traditional countermeasures — and usually fail to detect or prevent

APTs.

It is clear that young generation adapts new technology more naturally and effective-
ly because they have already adopted new technology at the very early stage. In ad-

dition, more institutes and schools are leveraging BYODT or similar technologies.
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Thus, supporting BYODT kind of technologies could be a far-reaching investment for
corporates, since new generation will already be familiar with new technology when
entering the work life, while the older generation will be minority. Since the new
generation interacts with social media and new technology in their daily life, it could
be a good strategy for companies with low middle age to start shifting towards
BYOD. It has been seen that office hours and outside office hours are not so precise
anymore depending somewhat on the job description. Work can be done at a differ-
ent time of the day or night or even in one’s personal time, regardless of the office
location or need to be physically in the office. So, there may be benefits to mix per-
sonal and business time by leveraging BYODT. Even personnel would spend time on
work hours with personal issues, like shopping online they would probably work
equally or more outside working hours. These kinds of individuals will likely gain the

most out of BYODT.

It is hard to make comprehensive and somewhat accurate estimation of BYOD ROls,
productivities or intangible costs, because there are just so many uncertainties and
pieces of expenses which all effects to the total cost of BYOD, such as roaming costs,
domestic data and voice costs. Globally increasing traffic amount drives telecom car-
riers to upgrade their infrastructure which will eventually increase data costs for end
users and companies. If the company pays, reimburses or owns the end user’s voice
and data interface, the Subscriber Identity Module (SIM) card, this will be a consider-
able part of the mobile costs for a company. Security controls and threat counter-
measures for the end user device, communication path and the gateways needs to
be planned for BYOD, including logging, monitoring, capacity planning and AAA (Au-
thentication, Authorization and Accounting). If the existing remote access method
company is currently using, does not provide sufficient capabilities, then these will
cause costs in terms of increased license costs and possible hardware and support
costs. Then, there is human factors concerning personnel, and how will they choose
to adapt BYOD in real-life and is it implemented correctly, is it still usable in the us-
er’s point of view and can they access applications they need today and in the near

future? And if they can, are they developed for touch screen and smartphone use.
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BYODT is not so different if compared to partners, support or 3" party remote access
to corporate resources. Companies have typically implemented VPN solution, SSL-
VPN access or Citrix solution for a partner’s remote connection. Whichever solution
is used, it is most likely the same solution as the company’s own remote users have.
Partners have always had their own workstations for remote access and only in rare
cases a company provides them a company workstation. This is a BYOD model, since
partners have total control of their own devices and a company can only authenti-
cate the 3" party users and limit their network access and of course log and monitor
their actions. Partners have their own policies to follow in addition to other company
policies, remote agreements, NDAs and contracts with other companies. These con-
tractual procedures in administrative level have been the only possible controlling

method, since device control in operational level is the responsibility of the partner.

2.5 NGFW Surveys

Using only traditional FWs in the border of the network has not been sufficient for at
least ten years anymore. AV has also been seen inefficient to detect new malware
and variants not only because of encryption, polymorphism and metamorphism be-
havior of viruses, but also the exponentially rising speed of new variants (Rissanen,
2012). Functionalities provided by NGFW solutions have been implemented more
and more, to address these kinds of threats that traditional FW cannot detect (Os-
terman Research, 2013). Osterman Research conducted a survey for 209 organiza-
tions, 106 from United States and Canada and 103 from EU (UK, France and Germa-
ny). Survey was about NGFW management adoption and practices in medium- to
large-size organizations in different industries. 19% of North American companies
and 17% European reported that majority of their FWs are NGFWSs and during the
next 12 month 44% US’ and 47% EUs responded expect the majority of their infra-

structures to be NGFWs. The primary reasons were to improve their protection
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against complex threats, limit access to internal and external applications, and im-

prove network performance, see Figure 1.

Why did your organization (plan to) move to a NGFW? Please check all that apply.

|
o
To increase protection against complex attacks <;_J 29% difference

o
To control access to external applications 19% difference

To enable mobile device “BYOD" (bring your own device) initiatives
To improve firewall performance {increase speed, throughput)

To cut management time

X X X =M. America
For better malware identification
= Europe
To reduce operational costs

Selecting the newest technology for a planned firewall refresh

To reduce the number of security devices

To control access to internal applications

<:':I 19% difference

0% 10% 20% 30% 40% 50% 60% 70%  80%
Percentage of Companies

FIGURE 1. Reasons to move from traditional FW to NGFW (Osterman Research,
2012, 5)

93% of the organizations use/plan to use IPS module of their NGFW and 62% in ac-
tive prevention mode. The key functionalities used or anticipated by organizations
adopting NGFW are illustrated in Figure 2. Standard firewall capabilities will remain
after migration because of backward compatibility, but their existence will be minori-
ty after migration, since more and more enhanced functionalities, like application
identification, IPS, user group mappings and content and threat prevention capabili-

ties will be used to replace traditional capabilities.
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| Which next-generation firewalls capabilities are you using or planning to use in
the next 12 months? Please check all that apply.

29%

Standard firewall capabilities

difference
Int; ted network intrusi renti — 24%
ntegrated network intrusion prevention :‘ difference
Content-specific policy enforcement
Integrated malware detection .
=M. America
m Europe

Application-aware policy enforcement

Directory integration for user-aware policy enforcement

Address blacklisting and whitelisting

0% 10% 20% 30% 40% 50% 60% T0% 80%
Percentage of Companies

FIGURE 2. NGFW capabilities adopted or anticipated by companies (Osterman
Research, 2012, 8)

Migration from traditional FW to NGFW is a big step because of enhanced features
that will replace the traditional method and that will apply to the production controls
of the traffic. For example, traditionally allowing HTTP would allow almost every sin-

gle application that used TCP port 80. In NGFW with application identification, the
company needs to know what application will be allowed through 80 or regardless of
the port, as long as it is HTTP traffic. Thus, after implementation there are dozens of

applications that needs to be permitted in order to get them replaced if compared to
the traditional method. For example, Adobe has 11 different application characteris-
tics. “adobe-connect” will permit all the three characteristics of adobe connect appli-
cation and allowing only “adobe-meeting” would allow only adobe-meeting func-

tionalities, without any file transfer or remote control functionality, see Figure 3.

adobe-connect
@aduhe -meeting
Efadobe-meeting-file-transfer

@aduhe -meeting+emote-contral

FIGURE 3. Application identification characteristics for Adobe Connect
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Other similar applications using HTTP are numerous such as, dropbox, google’s appli-
cations and features, FTP, facebook, twitter, webex etc. All of these NFGW capabili-
ties (including application identification) can be seen in Figure 4 with the following

characteristics:

e Validating the correct operation of next-gen firewalls

e Planning the architecture changes to minimize impact on operations

e Creating new, more granular policies based on applications, users, content
types

e Converting traditional firewall configurations to the new NGFW configura-
tions

e Changing processes related to auditing, change management, reporting

| On a scale of 1 to 5, please rate the following challenges when migrating
to/fimplementing next-generation firewalls, where 1 is “this is no problem at all”
and 5 is “this is a major challenge for us”? Please check all that apply.

017
Validating the correct operation of nexi-gen firewalls :
g corcon e | T Gtdece
Planning the architecture changes to minimize impact on operations — : 1 0.20 difference
Creating new, more granular policies based on applications, users,
content types
Managing multiple types of firewall devices and vendors at the same <:_\ 0.15
time difference  wN. America
m Europe
Training administrators on new firewall platfiorm and concepts _
Converting traditional firewall configurations to the new NGFW
configurations
Changing processes related to auditing. change management, .
reporting <::I 0.25 difference

280 290 300 310 320 330 340 350 360 370
Rating From 1 (no problem) to 5 (major challenge)

FIGURE 4. Migration characteristics to consider when migrating to NGFW (Osterman

Research, 2012, 10)

After migration, the management of the NGFW is somewhat similar to traditional

FW, however the control methods will be different from the traditional ones. Figure
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5 illustrates the distribution of the top three challenges in on-going management of
NGFW. In Europe NGFWs are more used to control an internal application than in
Noth America (Figure 1). North America uses traditional FW simultaneously with
NGFW more than in Europe (Figure 5) and also for troubleshooting time is spent
more than Europe. Troubleshooting connectivity issues seem to be less challenging in
Europe than in North America, while training administrators on a new firewall plat-
form and concepts are ranked as almost similar challenges in Europe and North
America (Figure 4). The survey also summarizes, that in Europe FW changes per
month are twice more than in North American organizations, 273 vs. 123. All of this
could indicate that in Europe, there are more trained and educated IT personnel than

in North America.

What are the top three challenges now in on-going management of NGFW?
Please select only the top three.

Compliance with vendor best practice configuration — <::I 8% difference
recommendations
= 7% difference

Internal reperting

Verifying that access and network segmentation policies enforced
correctly

Demonstrating policy compliance to auditors

Verifying rule compliance

o . m Curope
Maintaining the set of IPS signatures
= North America

Optimizing rule-sets

Managing firewall changes

Managing traditional and NGFWs simultaneously

|

< ] 16% difference
<:::;I 18% difference

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
Percentage of Companies

|

Troubleshooting connectivity issues

FIGURE 5. Top three challenges in on-going management of NGFW (Osterman
Research, 2012, 12)

3,056 Enterprises worldwide have used Palo Alto’s NGFW during May 2012 and De-
cember 2012 and an Application Usage and Risk Report have been generated from
that data by Palo Alto Networks (Palo Alto Networks, 2013). The data included 12.6

petabytes of data, 1,395 applications with 5,300 unique critical, high and medium
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severity threats. No survey was made, only raw data was collected from live traffic.

Key findings were as follows:

Applications that are commonly viewed as top threats are not. That is be-
cause 339 social networking, video and filesharing applications represent 20%
of the bandwidth; however, displayed only 0.4% of the threat log. Exploits
were commonly detected in social networking by ratio of 49:1 and Facebook’s
3" party applications and widgets were 228 times greater in number than
other social media applications. FTP and WebDAV represented the highest
number of filesharing threat (mostly exploits) logs and were the 4" and 6"

most heavily used filesharing application.

Out of 1,395 applications found, only 10 were responsible for 97% of all ex-
ploit logs observed and out of 10 applications, 9 are internal applications and
represented 82% of the exploit logs. Exploits focused on the internal applica-

tions, like database, active directory, RPC etc.

Malware relies on custom applications, since custom or unknown UDP traffic
represented 55% of all malware traffic and was the number one type of traffic
associated with the malware communication (Figure 6). Leading malware
families continue to customize their command-and-control traffic; however,

in contrast, exploits were only a small percentage of custom/unknown traffic.

Encrypted traffic, SSL, represented 5% of all bandwidth and the 6" highest
volume of malware logs within known applications. It was used primarily on
command-and-control traffic. Total application count that used SSL in some
way was 356 and 85 out of them did not use standard SSL ports, instead most
of them used port hopping, the second most TCP/80 (for HTTP) and 3" other
ports than default, TCP/443. HTTP proxy was the 7t highest volume of mal-

ware logs.
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Unknown or custom traffic exists in every organization, typically in range of 8-10% of
all traffic. It can be an internally developed application, a not yet identified commer-
cial application or a threat. It presents a low volume of traffic but high volume of risk.
It is significant for enterprises for determining and then managing a small volume but
high risk traffic for controlling threats. This is because attackers and their malware
will usually customize existing applications and protocols to fit the attacker’s needs.
While unknown/custom-UDP and TCP traffic is the largest part of malware logs,
malware also masks itself to more traditional paths, such as DNS, IRC, SSL and Web-
Proxies. Custom traffic was observed in use in variety of very popular malware fami-
lies including: Zero Access Botnet, Conficker, The Poison Ivy RAT and the IMDDOS
denial of Service Botnet. Web-Browsing, DNS and SSL were the top three, which have
both the most frequency of use and volume with the highest concentration of mal-
ware logs. And when viewed in tandem with malware data they are found commonly

and can utilize any port. (Palo Alto Networks, 2013, 3-5, 11, 13-14.)

Breakdown of Malware Logs Observed - by Application

Custonv
unknown-tcp
{1%)

IRC (0.1%)
SSL{0.01%)
HTTP-proxy
Customy (0.01%)
unknown-udp
(55%)

)

FIGURE 6. Applications with the highest concentration of malware logs (Palo Alto

paloalto

Networks, 2013, 13)
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Exploits in custom traffic were a small percentage, but 83% of them were classified
as critical and the remaining 17% as either high or medium. Critical exploits are the
most dangerous ones, since they can take near total control of the system by infect-
ing the target with malware as part of ongoing persistent attack. The majority of the
exploits used in custom traffic was targeting IIS web-servers, SQL databases or were

used in cross-site scripting attacks. (Palo Alto Networks, 2013, 14-15.)

Most of the vulnerabilities of internal applications (97%) were found only by 10 ap-
plications out of 1,395. And 9 out of these 10 applications are considered as internal
applications or infrastructure applications that internal applications are highly de-
pendent on and they are all high-value assets. This indicates that critical resources
attacked from inside the network continue to be the rule of the attacking strategy
and not the exception. Therefore, enterprises need to monitor the internal networks
for threats in addition to perimeter security and monitoring, see Figure 7. (Palo Alto

Networks, 2013, 11.)

Breakdown of Exploit Logs Observed - by Application

MS-SQL (25%) rrms (1%)
RPC (2%)

MS-RPC (21%)

paloalto

FIGURE 7. Top 10 applications based on criticality (Palo Alto Networks, 2013, 11)

A summary of the report can be seen as a figure in the Appendix 1.
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Palo Alto Networks analyzed more than 1,000 real-world enterprise networks for 3
months. The focus was on 26,000 malware samples that were completely undetect-
ed by 6 fully updated enterprise AV products at the time they were found in the cus-

tomer networks. Key findings were:

e 94% of unknown malware was delivered via web browsing or proxies
e It took 20 days for traditional AV to deliver coverage for malware for web

and 5 days for email.

The analysis showed that 70% of unknown malware had indicators in the payload or

traffic that can be used to improve protections. The indicators were as follows:

e 40% of malware can be blocked with payload-based signatures, if delivered in
time

e 30% of malware generates unknown traffic, which can be blocked, if un-
known traffic is blocked

e 30% of malware traffic can be blocked, if concerned files or traffic to or from

fast-flux domains or newly registered domains or DNS servers

The most common technique to avoid end-point security was for the malware to
sleep a long period of time to avoid analysis. More sophisticated behavior focused on
disabling security measures and internal checks within the operating systems. (Palo

Alto Networks, 2013b.)

By replacing traditional technology solutions, like IDS/IPS, Proxy + ICAP integrated AV
and URL Filtering solution and VPN GW/SSL-VPN to one NGFW solution, potential
benefits are numerous. Many of them are intangible like reduced license costs, sup-
port costs and less hidden dependencies between security devices, smaller latencies
and better performances without capacity or resource bottlenecks. The outcome can
be less troubles and problems and less time is spent trouble-shooting and therefore

more time is available to the efficient working. There are also significant advantages
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in administration tasks, like simplified network topology and lesser devices to admin-
ister, backup and configuring tasks. Also, more security features and controls can be
used in almost any kind of combination to gain more advanced control over the traf-
fic with wider security monitoring in a single system. Gaining knowledge of the con-
tent of the internal network’s data in addition to perimeter data is utmost important.
Comprehensive monitoring includes applications usage combined with threats and

risks monitoring. (Laine, 2012.)
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3 THEORY OF REPLACING THE SERVICES

3.1 Traditional way of doing Remote Access

Figure 8 illustrates a typical medium- and large sized IT infrastructure in the border of
the network. Black arrows illustrate the flow of events and logs generated by the
device or administrator. Client location varies between the LAN and the internet.
Traditionally, VPN technology is used when client location is on the internet and it is
common also that VPN connection is established by the user. Then, during VPN con-
nection attempt, authentication occurs by challenging the user a userid and pass-
word request and then possible two-factor authentication follows. Userid with pass-
word and/or two-factor authentication combination can be also replaced by a smart
card or certificates, but the userid and password combination is the most used
method, because it is the simplest and cheapest one to use —and the most insecure,
if used alone. After successful authentication, the connection is established and job-
related work can start. If there is any personal-related work that the user would like

to do, then the company policy will define what can be done and what is prohibited.

Usually, when a VPN connection is terminated, the internet access is useless for per-
sonal work, since the corporate security settings prevents any other connections,
except VPN connection to the company’s VPN gateway. Therefore personal comput-
er based usage is separated from company issued computers to the personal com-
puters. Remote access built solely with traditional technology holds one significant
challenge that should be addressed. Once the user or partner establishes a remote
access connection and connects to a remote server to the company’s internal or DMZ
network, security measures should be in place to prevent leapfrogging from server to
server. This is a challenge with traditional technology, since application identification
and user identification in different servers through remote access connection are not
achieved easily. It is challenging to identify different sessions generated by the same

user from different client and servers because user identification information is not
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transferred within different sessions and protocols. Therefore, traditional network
technology cannot address this problem easily, because it cannot differentiate users’
sessions from each other if they are coming from the same server, for example. User
identification is essential, since a policy can be tied to the user’s identity and usually
requirements are quite the same for the user regardless of the access method, loca-
tion or even the device. The traditional method has never had to address external
MDM (Mobile Device Management) solution, since end devices have always been
under corporate IT department and support has been provided by IT support systems
already in place, like Microsoft Windows Server Update Services (WSUS), System
Center Configuration Manager (SCCM), remote desktop software (like Netop or

DameWare) or some other 3" party product.

'j Console Access and
B3 Backups
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Remaote Access Anti-Spam
. IDS/IDP \_ ! o
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Routers Load Balance AV Solution Proxy FW
Solution Solution Solution
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Management and Report Log and Event Managemt Management and Report
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Contract 1 and SLA 1 Contract 2 and SLA 2

FIGURE 8. High-level design of traditional perimeter network
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3.2 Traditional way of doing BYOD

Introducing BYOD into traditional kind of network infrastructure will cause IT de-
partment to face real challenges, since the traditional model does not support BYOD
in any way. If there is no real application identification, user identification and end-
device identification in place, then there is a missing control in place. For partner’s
remote connection BYOD has been working because of limited number of partners,
limited connections needs and some additional contractual procedures. But still
there are caveats, such as preventing effectively leapfrogging in a technical way can
even prohibited in contracts. Using traditional control methods to BYOD environ-
ment limits the controlling BYOD. Since there are many ways to use BYOD and tradi-
tional control methods are limited, based only on port or protocol restrictions and
user authentication, a comprehensive BYOD environment may not be achieved with
this combination. Even MDM does not help much, since it only controls device set-

tings, however it does not control traffic.

3.3 Remote Access and BYOD with NGFW

Figure 9 illustrates a traditional network perimeter with red circles and dotted line
red circles. Red circles illustrate services and devices that can be completely replaced
by NGFW and dotted line circles illustrates partially or completely replaced services,

depending on the company’s current setting.
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FIGURE 9. Overlapping services and devices between traditional FW and NGFW

IDS/IPS systems can be replaced completely depending on how complex these rules
are. For IDS and not too complex IPS configuration, both can be completely replaced
with NGFW. Since NGFW and IDS/IPS are a bit different technology they are not
100% comparable, but the same features are found in both devices. Load balancers
cannot be replaced at all, since NGFW does not include load balancer. However, if
load balancers are for network perimeter devices only, and network devices are
completely replaced, they are left unused and can be therefore terminated. If they
are used for servers or other services in addition to network perimeter devices, they
cannot be completely replaced, but instead moved to another zone, perhaps closer

to the servers.

Proxies are used for user authentication, group mapping, content filtering, AV inte-
gration, logging and alerting, caching the content, restricting access, content rewrit-
ing, SSL decryption and encryption and similar purposes. The only feature that can-

not be replaced in proxy server is cache service. Since internet has become more and
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more dynamic, encrypted and password-protected, the significance of a cache has
become less important, since proxy server cannot cache those features. Thus, in
many cases proxy server including AV integration can be completely replaced. NGFW
will completely replace traditional FW and remote access services run by VPN Client
or VPN LAN2LAN solution, or any other IPsec functionality. If remote access has been
implemented using SSL-VPN solution, it cannot be replaced. SSL-VPN offers features
for HTTP and HTTPS services and some authentication features for browsers, but
these can be replaced with application identification and user identification in
NGFW. A company should balance benefits and costs between SSL-VPN versus VPN

with NGFW to avoid double costs for similar services in the environment.

After implementation, high-level design can be seen as illustrated in Figure 10. Using
the functionalities in NGFW will enable more advanced control of the traffic, based
on application or application filters, user or user groups, time and date or recurring
time or date, threat or content, HIP (Host Information Profile) and it also controls

BYOD technologies in addition to traditional technologies.
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Replacing FW with NGFW introduces also some application installations. There are so
called User-ID Agent and Terminal Services Agent. User-ID Agent functionalities can
also be carried out with the firewall itself, which polls for AD (active directory)’s DC
(domain controller)’s security logs to notice any user authentications in the AD envi-
ronment. This information is then replicated to the NGFW, which now knows the
User’s IP address, userid and AD group memberships. This information can be used in
the security policies. Terminal Services Agent does the same for MS Terminal Ser-
vices and Citrix Metaframe Presentations Servers. When there are multiple users
logged in, it distinguishes the user’s sessions each other. This information is also rep-
licated to the NGFW and used in the security policies. This is an effective technical
countermeasure against leapfrogging. Similar User-ID functionalities can be done to
MS Exchange environment to once again to feed the information to NGFW. This is
effortless solution to identify users that cannot be found anywhere in the domain,
such as users using personal devices to access corporate email system directly from

the internet.

As soon as NGFW has been installed, the WildFire functionality should be enabled to
compare the defined traffic between company and the internet with wildfire to gain
extra security and to get the latest updates from the WildFire. This can be as fast as
with 15 minutes interval, if using WildFire license. Without a license WildFire is still
available, but updates are pushed from the Palo Alto network approximately once a
day. WildFire license includes a capability to feed information to the WildFire Cloud
Services from different servers/services, like company mail gateways, to the wildfire.
This feature leverages xml API (Application Programming Interface) in the NGFW. The
server/service sends the hash of the file to the Wildfire and if the hash has been seen
before by the WildFire, then the information is already known and replicated back to
the NGFW. If it has not been seen, then the file is sent to the WildFire to get the
feedback of its behavior, whether benign or malware. Then, the update is available

not only to the company itself, but all the other customers as well. This way, the
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“WildFire community” protects itself by sharing the protection information to gain

extra security.

3.4 Architectural Differences between Traditional FWs and NGFWs

Traditional FireWall technology was implemented more than 20 years ago. It has
evolved from packet filtering to stateful Inspection FireWall and today they include
Content Inspection Capabilities, such as IDS/IPS features, signatures for malicious
traffic behavior and viruses. The functionalities have evolved during the years, but

the most important feature has not; the architecture.

The traditional FireWall architecture consists of the hardware components and the
core software inside the Central Processing Unit (CPU). The only change in the plat-
form is that the server hardware has changed to higher performance hardware and
some of them with efficient Application Specific Integrated Circuit (ASIC) circuits.
When the processing is done with the hardware, it is always more efficient than by
software with the CPU. However, the industry standard and general-purpose pro-
cessors are not sufficient anymore, which affects the processing capacity negatively,
because they cannot process the traffic more than a small minority of packets trav-

ersing the device at a time (Metzler, 2007, 1-2).

The traditional FireWalls are based on stateful inspection, which means that they
identify traffic based on the state of the connection. The attributes that form the
state of the session includes source and destination port, protocol, source and desti-
nation IP addresses and the sequence numbers. The most CPU-intensive task is the
start of the session and traditional FireWalls identify and classify the traffic by the
start of the session information including the port and protocol information, not by
inspecting the content of the packets (Metzler, 2007, 1). The less-intensive task for
CPU is to check whether a packet belongs to an existing session or not. After the ses-

sion is initialized by the CPU, the session is established and the rest of the packets of
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the same session will be processed with hardware and only minimum need of the

CPU’s time is needed.

Because all of the Content Inspection Capabilities that requires deep packet inspec-
tion are done in the CPU, the overall performance collapses when the traffic increas-
es, since more content are inspected. This is the reason why all the traditional Fire-
Walls struggles to process CPU-intensive traffic with deep packet inspection turned
on, with any accuracy of guaranteed performance. It also affects to all of the remain-
ing traffic, because the degradation in performance causes delays to all traffic trav-
ersing through the FireWall, not just the content inspected traffic. VolP is one exam-

ple of latency-critical application that suffers if network latency is varying too much.

This CPU processing problem has been tried to circumvent by creating a specialized
blades or dedicated expansion modules for existing hardware to provide CPU inten-
sive tasks with additional CPU processing unit. It may be temporary solution, but only
postpone the inevitable: traditional technology will need to redevelop in order to
manage the continually growing traffic amounts and to detect and prevent advanced
threats in the traffic. In order to address both, the architecture needs to be different
to face the traffic amounts and the internal logic needs to be redeveloped to detect
the behavior of the traffic and address application and threats accordingly. The tradi-
tional way of inspecting the start of the session information only, is not sufficient
anymore. It takes more than just the initialization phase to correctly identify the ap-
plication, since application can change the port ranges or do other range of functions

over a single connection (Metzler, 2007, 2).

This architectural problem lead to the situation where the whole implementation
and architecture needed to redesigned in order to achieve real performance im-
provements. This means special-purpose programmable hardware in the platform
and identifying correctly the application traversing the firewall, which both have a
big role in the architecture. They also need to have ability to create custom applica-

tions, track port-hopping and dynamic ports and look over the IP header information



39

into the payload of the packet to look for identifiers (Metzler, 2007, 4). They also
need to perform SSL decryption/re-encryption, segregate application functionalities
(e.g. facebook-apps, facebook-chat, webex-chat, webex-file-sharing etc.), identify
users and tie events and traffic to them and create reports and alerts — all of this at
multigigabit throughput (Metzler, 2007, 4). In addition, it cannot be too complex for

inputting a rule set or analyzing it for a HelpDesk level analyst (Metzler, 2007, 4).

The advantage of application identification is that it prevents forged applications to
traverse through the NGFW, but also unnecessary load of IPS module, since only al-
lowed and correctly behaved applications are passed to the IPS module, instead of all
traffic. In addition to application identification, if the architecture is also built on lay-
er 7 in the Open System Interconnect (OSI) model, then the result is more powerful
than layer 4-based architecture. The application layer is in layer 7 in OSI model and
stateful inspection features are in layer 4. If the architecture relies on layer 4 and has
added features (modules) for layer 7, the combined results usually show in poor per-

formance and visibility (Palo Alto, 2010, 11).

Table 1 summarizes the features between Palo Alto Networks architecture and tradi-

tional FW architecture.



(Palo Alto, 2010b, 4)

TABLE 1. Differences between Palo Alto Networks and UTM or IPS-based products
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Primary traffic App-ID™ the Stateful inspection: | UTM: Applications adhere to neither port

classification application identity is | by port and nor protocol associations. Classification

mechanism determined network protocol. by port Is ineffective, offers no visibility
imespective of the Application and poor control.

port, protocol, or SSL
encryption.

protocol is (often
wrongly) assumed

Palo Alto Networks: App-ID™ enables
comprehensive visibility and fine-grained
control.

Primary security
policy element

The application’'s
identity.

Port numbers and
protocols believed
to be associated
with specific traffic.

UTM: Allow port 80, block port 5605.
Effectively, this policy blocks nothing
because ports can no longer enable
appropriate levels of control.

Palo Alto Networks: The actual identity
of the application is used in policy: e.g.,
allow Gmail, block BitTorrent and
UltraSurf.

Application identity
visibility

Complete picture of
all application traffic
is displayed
graphically; used as
primary policy
element; viewed in
logging and
reporting.

Limited to IPS log
filtering and

reporting.

UTM: Log viewing is an “after the fact
exercise” providing data too late. The
data is incomplete, because it only
reflects the applications expressly
searched for.

Palo Alto Networks: The application
identity — what it does, how it works, and
who is using it — is the primary policy
element.

Application control
model

Positive control: allow
only what has been
configured, block all
glse — ideal for
enabling secure use.

Negative control:
Block what has
been configured,
allow all else —
cumbersome fo
enable secure use.

UTM: Coarse-grained model forces IT
admins to say “No” too often.

Palo Alto Networks: Employees are
given more application freedom, with IT
ensuring "safe enablement” to improve
the company bottom line while protecting
the network.

Enterprise directory
services integration

Displayed
graphically; as a
policy element; in

Integration is for
authentication
purposes only; or it

UTM: Using IP addresses in lieu of
users and groups makes positive control
of applications nearly impossible.

logging and is limited to Palo Alto Networks: Able to enable
reporting. secondary policy applications is based on users and
element. groups in addition to, or regardless of, IP
address.
Visibility and Yes. No. UTM: Typically, all SSL traffic is

control of SSL
traffic (inbound and
outbound)

unceontrolled, un-scanned, and invisible
to traditional security infrastructure — and
IT administrators.

Palo Alto Networks: Incorporates
policy-based decryption and inspection
of S5L traffic (both inbound and
outbound), ensuring total visibility.

Single pass architecture means a common decoder protocol engine for scanning all
traffic. Decoding engine pick apart application stream to separate different pieces of
the application; start and stop of the file, posting data versus downloading data and
were a command is executed. Scanning engine uses this information to scan the con-
tent of the files, data, threats and URLs. Since this is the most processing-intensive
task, it is done only once by using single pass architecture, see Figure 11 (Palo Alto,

2008, 6).
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FIGURE 11. Palo Alto Networks single pass architecture (Palo Alto, 2008, 6)

Another difference between Palo Alto architecture and traditional architecture is a
stream-based signature engine. This component replaces a file proxy for data, virus
and spyware, a signature engine for vulnerability exploits and an HTTP decoder for
URL filtering. This single component has the benefit of real-time scanning and only
reassembles the small minor of packets when needed, without the need of down-
loading the entire file in order to scan it. And second, scanning happens only once,

instead of multiple times, like traditional technology does (Palo Alto, 2008, 6).

Traditional technology processes the content multiple times, as illustrated in Figure
12 in worst case scenario, where multiple hardware and software are used to per-
form the same tasks that single pass architecture model does in the Palo Alto archi-
tecture. In multi-task architecture, CPU-intensive tasks, e.g. file proxies, application
decoding, signature engines and policy enforcement are processed separately, which
generates processing overhead, latency introduction and throughput degradation

(Palo Alto, 2008, 9).
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In multi-pass architecture, the processing is divided into different engines and con-
tent scanning features are proxying files. Therefore, the hardware acceleration is
impossible to achieve. Another challenge is the architecture that does not allow to
add content scanning with hardware accelerated afterwards, instead of implemented

in the architecture and software into the platform (Palo Alto, 2008, 8).

Palo Alto Networks does the hardware acceleration by the platform for the following

functionality blocks:

e Networking; Packet routing, flow lookup, stats counting, NAT and similar
functions

e User-ID, App-ID and policy engine in multicore security processor for encryp-
tion, decryption and decompression

e Content-ID; signature lookup

e control plane; Management functionalities, logging and reporting

These blocks are illustrated in Figure 13 for data plane and control plane.
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There are benefits and trade-offs when changing proxy-based scanning to stream-

based scanning. Benefits are:

e Scalability; Stream-based scanning requires significantly less memory and
processing power, because it does not need to store the entire file prior to
scanning. Therefore it’'s more feasible for scanning large files

e Low latency; stream-based engine forwards the file as it receives it, which is
the fastest way of scanning content

e Common processing; stream-based scanning can process all traffic with one
processing engine, whereas file proxy cannot scan vulnerabilities and there-

fore requires multi-scan approach.

Trade-offs:

e Blocking viruses, spyware or data over traditional email protocols like SMTP
cannot be done. Blocking infected attachments will often cause a continuous
retransmission of the attachment over SMTP. In addition, it is not possible to

guarantine the email message
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e Compression operates only for zip and gzip formats without password protec-
tion. That is, because these are the only two compression formats that com-
press in blocks of data instead of the entire file as compressed blocks. How-
ever, these are the most common compression algorithms and file type scan-
ning can be used to monitor or block from traversing certain network seg-

ments.

Benefits are more significant than trade-offs, because the outcome is quaranteed
throughput with increased operational performance, even in multi-gigabit speed

(Palo Alto, 2008, 8).

NSS Labs is the world’s leading independent information security research and test-
ing organization. Its expert analyses provide unbiased data for information technolo-
gy professionals in companies that they need to select the right product for their
companies. According to NSS Labs’ Networks Intrusion Prevention Systems individual
product test results for Palo Alto Networks NGFW model PA-4020 at August 2010,
PA-4020 blocked 56,6% of attacks for “out-of-the-box” or default configuration and
with rapid tuning that consisted of three settings in the policy by Palo Alto Networks
engineer, the effectiveness improved to 93,4%. The throughput was informed as
2,000 Mbps of inspected traffic but it was verified to be 2,259 Mbps with “Real
World” protocol mix traffic. It also provided an outstanding 3-year Total Cost of
Ownership (TCO) including labor. 3-year TCO was calculated as $80,450 and price per
Mbps-protected was $38. (NSS Labs, 2010, 1).

At April 2011, the same test was done again to the same model by the NSS Labs. This
time the throughput was measured 5,207 Mbps, 3-year TCO was calculated $53,825
and price per Mbps-protected was only $10. The TCP split handshake spoofing test
failed at the first test, but a software update was done and it was verified by NSS
Labs to pass the test at the second time. All the other tests were successful at the
first try (NSS Labs, 2011, 14). Even the test organization was the same the test meth-

odology versions were different in both tests and the PAN-OS version was also dif-
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ferent, which may explain the variation in the test results. At 2012 NSS Labs made a
Next-Generation FireWall Group Tests to seven vendors, which only two earned
“recommended” rating and Palo Alto’s model PA-5020 was one of them. It passed all
the resistance to evasion tests with Methodology Version 4.0, except HTTP evasion,
which resisted only 33% of evasion attempts (NSS Labs, 2012, 8). Table 2 illustrates

the individual test results.

Table 2. Resistance to evasion (NSS Labs, 2012, 8)

IP Packet TCP Stream RPC URL HTML FTP TOTAL
Fragmentation Segmentation Fragmentation Obfuscation Evasion  Evasion

Palo Alko

MNetworks PA-

5020 PAN-OS 100% | 87%
| 2.0.5 | | _ |

NSS Labs stated “Palo Alto Networks has acknowledged this issue and a public fix

should be deployed by the time this report published” (NSS Labs, 2012, 8). The HTTP
obfuscation is listed more detailed in Table 3, which shows that they are all codec

(encoding) obfuscations.

Table 3. HTTP obfuscation with PA-5020 (NSS Labs, 2012, 24)

2.3.3 HTML Obfuscation 33%
3.5.5.1 UTF-16& character set encoding (big-endian) 0%
3.5.5.2 UTF-16& character set encoding (little-endian) 0%
3.5.5.3 UTF-32 character set encoding (big-endian) 0%
3.5.5.4 UTF-32 character set encoding (little-endian} 0%
3.5.5.3 UTF-7 character set encoding 0%
3.5.5.6 Chunked encoding (random chunk size) 100%
3.5.5.7 Chunked encoding (fixed chunk size) 100%
3.5.5.8 Chunked encoding (chaffing) 100%
3.5.5.9 Compression (Deflate) 100%
3.5.5.10 Compression [(Gzip) 100%
3.5.5.11 Base-64 Encoding 0%
3.5.5.12 Base-64 Encoding (shifting 1 bit) 0%
3.5.5.13 Base-64 Encoding (shifting 2 bits) 0%
3.5.5.14 Base-64 Encoding (chaffing) 0%
3.3.5.15 Combination UTF-7 + Gzip 0%

The throughput for 2,000 Mbps device was measured 3,805 Mbps with inspection

on, but the connection rates was considered low for a 3,8 Gbps device. However,
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connection settings are set for a 2 Gbps device, where the connection rates are ap-

propriate. (NSS Labs, 2012, “).

NSS Labs made a Next-generation Firewall Comparative Analysis at 2013 and the re-
sults were published at February 26", The testing methodology was NSS Labs’ Next-
Generation FireWall Methodology version 5.2. It stated that 8 out of the 9 products
scored over 90% for security effectiveness, while only half of tested vendors scored
90% in this category at 2012. The overall scores for security effectiveness in 2013
ranged from 34.2% to 98.5% compared to 18% to 98.9% in 2012. Also, only 2 of 9
products tested had throughput rates that were significantly less than their vendor’s
stated claims, while in 2012 5 of the 8 products tested performed well below their
advertised speeds. TCO remained fairly stable. Most tested devices costs below $44
per protected-Mbps. The overall range in 2013 was $18 - $124 per protected-Mbps,
while in 2012 it was $30 - $375 (NSS Labs, 2013).

Top scores for Security Effectiveness and Overall Protection were given to Check
Point by NSS Labs at 2013. Test result show that Check Point’s Next-Generation
FireWall solution provides the best out-of-the-box protection in the industry (Check
Point, 2013, 1). See the NGFW Security Value Map in Figure 14. Out-of-the-box
means default settings or minimal configuration for the device before connected into
production environment. All security devices require additional configuration, when
deployment is for large or mid-sized company. Most of the cases existing FireWall’s

configuration is transferred to the new FireWall.
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FIGURE 14. 2013 Security Value Map (Check Point, 2013, 1)

According to Security Value Map, most of the other vendors have achieved Palo Alto
Networks’ head start within the past year, since many of them are in the upper right
corner and they are equal or even better position. The essential is to choose from the
vendors in the upper right corner, whose differences are relative small. If the security
is the only feature that matter, then Check Point or Sourcefire would be the best so-
lution to choose from, since they provide the best Security Value. However, they can
change places at the next test. If the benefits brought by the new architectural solu-

tion matters in addition to security, then Palo Alto would be the best solution at the

small expense of security effectiveness and TCO.

While Check Point has the best Security Value Map, the architecture still matters.

According to Check Points’ Software Blade Architecture: Achieving the right balance

between security and protection and investment:

47
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The architecture also delivers a high level of flexibility without sacrificing
performance. Security gateway performance can be guaranteed when
multiple blades are deployed by enabling performance thresholds.
Thresholds, set by IT personnel, control the provisioning of system re-
sources—such as CPU cycles and system memory—to the IPS Software
Blade. (Check Point, 2013, 7).

Figure 15 illustrates this functionality.

Gateway Load Thresholds @
IPS inspection is disabled if
resource usage exceeds the High . )
thresholds. @) High 7
If disabled, it is re-enabled when / A\
usage falls below the Low thresholds. € Lo ;,"r y N
9\ N

CPU Usage

Low: 70 + % High: 90 Sk
Memory Usage

Low: 70 * o High: 90 =

| OK Cancel

FIGURE 15. Setting usage tresholds to quarantee performance

In the higher resource load, the security gateway either suddenly will suffer perfor-
mance degradation and stops handling traffic or stops inspecting the traffic until re-
sources are at defined level again. This way, a DoS attack could be used to disable IPS
feature and inject malicious traffic into the network. Another more likely example is
no more than a normal heavy load in the environment, such as backup system or
another bandwidth consuming application that can do the same thing and cause un-
necessary risk by disabling IPS inspection. This affect to the Security Value Map nega-
tively, depending how long the resources are overloaded. It also causes degradation

in latencies and throughput by filling up Device’s TCP buffers, which will end up
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packet losses to all the traffic passing the device, since the traffic that cannot fit into

the buffers will be discarded.

Even there are unbiased companies that test the functionalities with different kind of
test methods, they provide results that are not the same as in the real-life environ-
ments. But testing the equipment in controlled environment gives the advantage to
make comparative analyses between the devices in the exact same situation and in
the exact same way. However, the reality is still different and they cannot be easily

verified in the lab environment.

Gartner defines the NGFWs as follows:

Next-generation firewalls (NGFWs) are deep-packet inspection firewalls
that move beyond port/protocol inspection and blocking to add applica-
tion-level inspection, intrusion prevention, and bringing intelligence
from outside the firewall. An NGFW should not be confused with a
stand-alone network intrusion prevention system (IPS), which includes a
commodity or nonenterprise firewall, or a firewall and IPS in the same
appliance that are not closely integrated. (Gartner, IT Glossary).

According to Gartner’s Magic Quadrant for Enterprise Network Firewalls 2013, Palo
Alto Networks has a design advantage of “single pass” technology including applica-
tion identification and IPS features throughout the inspection stream. Competitors,
instead, have separate modules forming a serial order processing; from FireWall to
IPS and then to the application control (Gartner, 2013). Figure 16 illustrates the situa-
tion of network enterprise Firewall market in 2011. Palo Alto Networks has taken the
place of visionary, whereas the biggest competitor Check Point Software Technolo-

gies is the leader.
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FIGURE 16. Magic Quadrant for Enterprise Network Firewalls 2011 (Gartner, 2011, 1)

When compared to the 2013 statistics, Palo Alto Networks has established its place
in visionaries within only in the past few years, headed towards to the upper right
corner to the leaders and visionaries. At the same time, the biggest competitor Check
Point Software Technologies is still the leader but moving towards the challengers,

see Figure 17.
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Palo Alto Network represents the only vendor in the market that has completely re-
designed and rebuilt its product and has also gained the strongest position in the
network firewall market. All the other vendors are still built on the traditional Fire-

Wall technology solutions.

3.5 MDM (Mobile Device Management)

MDM Solutions is excluded from this thesis, but it is worthwhile to mention that
MDM solution is an absolute solution before starting to implement any BYOD solu-
tion. MDM can force settings to mobile devices and therefore not only facilitates, but
also secures the remote access devices at implementation and change management

stages as well as throughout the whole life cycle of a mobile device.



4 EMPIRICAL STUDY: TESTING THE FUNCTIONALITIES

4.1 Testing Environment and Equipment

NGFW vendor was chosen to be Palo Alto Next-Generation Firewall, since it is the

only vendor that has not built on traditional hardware technology with serial order
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processing, instead it is purpose-build hardware with single pass architecture (Gart-

ner, 2013). Palo Alto Next-Generation Firewall model is PA-200, with the most cur-

rent software image and with full license capabilities: Threat Prevention, URL Filter-

ing with Brightcloud and Pan-DB, Global Protect Portal + Subscription + Gateway Li-

cense and WildFire Subscription. Mobile devices will be Apple iPAD, Samsung Galaxy

Sl (Android) and Windows 7 Pro laptop, all of them with the most current Global
Protect software image. Wireless Access Point (AP) will be Aruba RAP-3 and WAN

router is A-Link RR24 and both with the latest software image, see Figure 18.
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FIGURE 18. Testing environment

Global Protect for Android version: 1.3.2

Android version: 4.1.2, Phone: Samsung Galaxy SlI, GT-
Global Protect for Windows version: 1.2.4, 1.2.5 and 1.

19100
2.6
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Windows version: Windows 7 Professional with SP1

Global Protect for Apple iPad version: 1.3.1

iPAD version: i0S 6.1.3

Pan-0S versions for PA-200: 5.0.4, 5.0.5, 5.0.6, 5.07, 5.08

Aruba RAP-3WN Wireless AP: Version: 6.1.3.4-3.1.0.2_36584

ADSL Router A-Link RR24: Software: 3.7.1 and firmware: 845_AVK_020907.02FA

Some of the functionalities will be tested using NCC’s Palo Alto NGFW 5000-series,
with version 5.0.x. This is, because some features need a greater amount of real-life
data samples that cannot be generated in the lab environment easily, or because of
special custom application existence and real-life behavior. Tested functionalities
were Custom Application functionality, Threat Profiles, some of the Reports, WildFire

statistics and pre-logon feature on VPN functionality.

4.2 Test Plan and Tested Functionalities

Tested functionalities for all mobile devices:

e Global Protect Portal and Gateway (location aware VPN) with user-logon, on-
demand and pre-logon modes

e Built-in VPN client provided the mobile device’s OS

e SSL-Decryption/Encryption

e Application identification and usage in the policy

e QoS (Quality of Service) filtering

e Geographical location usage

e HIP (Host Identification Profile) for identifying end device

e Threat identification (virus, malware, vulnerabilities, web categories, data fil-
tering, WildFire)

e Reporting functionalities for WildFire and custom reports

e Custom application
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e Software and dynamic updates

At first, the PA-200 NGFW was configured with all the features listed above. Internal
network was created with DHCP pool in the NGFW. WAN network was created with
obtaining interface IP address via DHCP from the ADSL Router, as well as DNS set-
tings provide by the ISP. All IP addresses in the NGFW were private addresses, includ-
ing WAN interface. Zones were created for Internal (named as Koti), Internet (named
as ADSL) and VPN Zone (named as VPN). Threat Detection and WildFire functionality
was configured to all traffic by default. NAT was created for outbound traffic from
internal networks and another NAT for outbound traffic from VPN zone to separate
the NATted traffic from each other in the logs. Global Protect Portal and Gateway
was created to the WAN interface address and Country Specific IP addresses (Re-
gions) were configured to allow IPSec VPN and SSL connection to the GP Portal and
gateway from Finland and Sweden only. GP modes were tested separately; first user-
logon, then on-demand and finally pre-logon. Since GP needs certificates in order to

work, the following certificates were created:

e One self-signed Root CA Certificate (KotiRoot)

e One Server Certificate for external VPN Gateway signed by Root CA (KotiOut-
side2)

e One Server Certificate for internal VPN Gateway signed by Root CA (Koti-
Inside)

e One Device Certificate for Win7 Laptop (KotiLaptop)

e One Device Certificate for iPAD (700padIv100...)

e One Device Certificate for Android Phone (PL-SII)

e One Sub-CA Certificate signed by Root CA for SSL Decryption/Encryption (Ko-

tikoti)

Certificates are illustrated in Figure 19.
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Mame Subject Issuer CA Key Expires Status Usage
F| e 192.168.12.1 192.168.12.1 Apr 24 18:58:25  walid Forward Trust
ankit 2014 GMT Certificate
Forward Untrust
Certificate
Trusted Root
CA Certificate
S5L Exclude
Certificate
10.0.0.100 10.0.0.100 Jun 18 15:28:05  wvalid
4 8 Kotiroot 2014 GMT
Q'_| 192.168.12.1 10.0.0.100 Jun 18 15:30:06  wvalid S5L Exclude
Kofilnside 2014 GMT Certificate
Q'_—| B8.114.52.165 10.0.0.100 Jun 30 07:54:19  wvalid
s e 2014 GMT
KotiCutside2
°'=5| maarit-PC 10.0.0.100 Aug 907:29:10  wvalid
Y 2074 GMT
KotiLaptop
T00padiv100- 10.0.0.100 Aug 25 05:05:56 walid
D023DBCFS... 2014 GMT
PL-SII 10.0.0.100 Aug 25 05:06:55 walid
2014 GMT

FIGURE 19. Certificates used during the test.

All the certificates were delivered and installed to the clients to constitute a trust
relationship between the clients and portal. Management address was created to the
same address space with WAN interface, but with dedicated IP address to the man-
agement interface. Management interface cannot be reached from the internet even
it is connected to the WAN interface address space, because ADSL router in the front
of the NGFW was configured to port forward WAN traffic to the NGFWs WAN inter-
face only. ADSL router had only one public IP address and it was configured to use
PAT (Port Address Translation) to the outbound traffic. This enabled the use of pri-
vate addresses in the NGFW WAN interface and in other network segments. All the
inbound traffic originated from the internet to the ADSL router’s WAN address was

denied except the port forwarded traffic to the public IP.

Also, Security rules were created to the NGFW to allow traffic from the Inside and
VPN Zones to the management IP address and also management interface itself has
access lists for allowed IP addresses. This way, management interface could not be
reached directly from the internet, but with VPN connection it was reached from the
internet forcing the traffic to go through the NGFW security policies. ADSL router has
one Public IP address in the WAN interface, using DHCP from the operator and LAN

interface was configured with DHCP pool where NGFW WAN interface was connect-
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ed. Wireless AP (Access Point) was configured and connected to the internal inter-
face of NGFW, using WPA-2 with AES encryption in the wireless radio. This internal
WLAN was configured to all mobile devices. WLAN interface of the AP had DHCP pool

for wireless clients and by default it was NATing traffic for outbound connection.

Testing period was 6 months for all devices. All the device-specific updates were ap-
plied during the test period that was available to each device, including NGFW. Rules
and features were fine-tuned whenever needed to achieve desired outcome, resolve

problems or correcting misconfigured results.

Connection Methods to Test in the Gateway

There are three different connection methods to choose from:

e User-Logon
e On-Demand

e Pre-Logon

User-Logon method operates in the following way: when user logs on to the device,
GP Client attempts to establish a VPN connection automatically to the GP gateway.
Combined to Single Sign-on (SSO) option, Windows logon credentials are used to
authenticate the user. If Global Protect Portal and Gateway License (subscription) is
applied, then the location awareness is automatically on. This way, VPN is estab-
lished in the external network and is not established in the internal network. Without

the license, VPN is always established as soon as user logs on to the computer.

In On-Demand method, a user must explicitly initiate the VPN connection to the GP
gateway. Credential stored on the GP Client can be used to authenticate the user.
This is an ideal solution for partner remote access usage as well as some BYODT de-
ployments. VPN will be disconnected when idle time out exceeds or user disconnects

the VPN connection.
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Pre-Logon method means that whenever user machine is turned on, regardless of
the location, the VPN connection is established prior to user logon, using machine
certificates for authentication. This way, client machine can logon directly to AD do-
main, just like in corporate LAN, which enables AD group policy enforcement, pass-
word reset/changes, drive mappings and software deployments downloads — even
when the user is not logged in to the machine. It only requires that the machine is
turned on and has an internet connection. HIP profiles can be used to limit traffic to
or from these pre-logon identified machines, since specific user identification cannot
be used prior user logon. When user logs on to the machine, user is identified and
user logs in to the domain and the rest of the security policies can be applied to the

VPN connection, since user is identified during the logon.

Agent Options

There are several options to choose to enable or disable in the end user’s VPN client.
The Graphical User Interface (GUI) existence can be enabled or disabled. By enabling
this option, user has some visibility for the agent and connection. This should be en-
abled to provide support in trouble-shooting tasks. It also enables support or end
user to temporarily disable the whole client with passcode, comment or using ticket-
ing system by using Agent User Override option. This can be set to disabled as well,
to provide read-only view for the user. User can save password —option should be
enabled to provide SSO (Single Sign-On) feature. Client upgrade can also be per-

formed transparently or with option to select user to choose it, see Figure 20.



58

®
Agent

Agent UT

I Enable advanced view
[£ User can save password
Passcode  esssssss
Confirm Passcode  sessssss
Agent User Override | with-passcode v

Agent User Override Timeout | 0
{min)

Max Agent User Overrides 0

|:| Display welcome page

Welcome Page  Mone v

Agent Configuration

[ Enable rediscover netwark aption

D Enable resubmit host information option

Client Upgrade () Prompt (®) Transparent

FIGURE 20. Agent options for end user’s GUI

When testing the different features, GUI was left on, with a possibility to change all
the settings that are changeable. In production environment, GUI provides some vis-
ibility to the user, so it should be turned on in read-only mode. The password option
may be left on also for administration purposes, or disabled, if the company policy
requires the machine to be carried to the office for troubleshooting case or if the

remote connection is not so critical service in the company.

4.3 Installations and Tests

4.3.1 Android Installation with Global Protect Client

Android installation was performed from Play Store and there was not any errors
encountered during installation of Global Protect (GP) Client. After entering the por-
tal address, username and password with remember me option, the connection was
established and fully working (Figure 21). The only negative effect was that user
needs to click “I trust this application” every time the device is started up (Figure 22).

After clicking OK, the device never asked it again, until the device is rebooted again.



59

This should be one time feature only, instead of a feature asked after every boot. The
default behavior when the gateway is unavailable is that the GP client allows all net-
work connectivity. When the GP gateway is available again, VPN connection is estab-

lished automatically.

(0a) O il N % Select to trust the app

'i GlobalProtect Settings

A Attention

Portal 88.114.52.165

= GlobalProtect attempts
") to create a VPN
connection.

Username paulilaine

Password
By proceeding, you are giving
the application permission to
intercept all network traffic. Do
NOT accept unless you trust
the application. Otherwise, you
run the risk of having your data
compromised by malicious
software.

v/ Remember Me

Connect

| trust this application.

Cancel

FIGURE 21. GP Portal Settings FIGURE 22. Connection establishment

Figure 23 illustrates the situation, when connection has been established to the
gateway and location is an external network (internet) and therefore VPN has been
automatically turned on. Figure 24 presents the statistics of the VPN connection. IP
address has been assigned from the VPN Pool, network is mobile network and Proto-
col is IPSec, since it is the most efficient transport method, because it is using UDP
instead of TCP. If IPSec connection to the gateway cannot be established, then
fallback method is SSL, which is usually open in the network. IPSec may be prohibited
in some networks by service provider. If the portal’s certificates have not been im-
ported to the Android device before connecting to the gateway, the certificate notifi-
cation will be prompted. This needs user to agree prior to connect to the gateway.

After installing the certificates, no prompts were generated; however in an Android



device, this kind of prompt occurred once in the test period, even when the certifi-

cates were installed.
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FIGURE 23. Connection established

The user can circumvent the VPN connectivity by uninstalling the application, not
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FIGURE 24. VPN Status.
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trusting the application when it asks to trust the application, disabling the application

(see Figure 25 and 26) if that is allowed in the gateway parameters (Agent User Over-

ride parameter) or with a factory reset. These circumvents can be addressed by the

following way:

e Palo Alto Networks changes the (default) behavior of the application from

“trust approved by the user during every boot” to “one time only feature”, in-

stead of asked after every boot in the Android version of GP.

e Disabling application by the user is controlled in the gateway using Agent Us-

er Override parameter with the password or disabled option. Password must

be protected by need-to-know basis and cannot be revealed to end users.

e Uninstalling application can be prevented or detected with MDM solution by

password protection or similar controls
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e Factory reset is not feasible to be address, since encrypted device remain pro-

tected and user will lost all the phone-specific data during the factory reset.

Also, company will lose the data in the device and company data and network

cannot be accessed until MDM forces the company security settings to the

device again.
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FIGURE 25. Disabling GP
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FIGURE 26. Enabling GP

If all of the mentioned improvements are done, GP can be forced with the desired

settings for the remote users with some level of confidence that the application is

always up and running. Comprehensive protection means that security is addresses

in a controlled manner in the NGFW gateway and portal, by the vendor’s software

and using MDM solution to force and control settings and behavior or the device. In

addition, company’s processes and agreements should be in place to support user

education and responsibilities.
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4.3.2 Android Usage with Global Protect Client

In the daily mobile use, GP client is transparent. There is only a small icon on the top
left side of the Android bar indicating the network location and VPN status. Figure 27
illustrates the network location as Internet and the key indicates that the VPN is
turned on based on the location (outside defined home-network). Figure 28 illus-

trates the defined home-network, where the VPN is not enabled.

FIGURE 27. Internet-connection with VPN FIGURE 28. Internal-network without VPN

When Wi-Fi was turned on in home location (Figure 29), GP client noticed the new
network and whether it is able to connect to its own internal gateway, then the net-
work is considered as internal network and the VPN is disconnected. Once the Wi-Fl
is turned off or connected to another network, then connectivity to the internal
gateway is lost and VPN will be established to the GP Portal (external gateway), Fig-
ure 30). Notifications can be turned off to better support transparency for the user.
This can be done from the phones’ settings by selecting Settings, Application manag-

er, then selecting GlobalProtect and tapping off the Show notifications -option.
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FIGURE 29. Wi-Fi in internal network FIGURE 30. Switching to external location



63

Figure 31 illustrates a management view of NGFW in an Android’s phone browser
using VPN connection. Management IP address is in private address space and can-

not be reachable directly from the internet, only from internal network or via VPN.
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FIGURE 31. Using management interface with VPN enabled.

Testing the functionalities of SSL Decryption/Encryption, a web page was opened
from the internet using the VPN connection and Android’s web browser. Eicar.org-
site has a Test Virus called Eicar that can be tested against company’s AV functionali-
ty. It can be downloaded using plain (unencrypted) HTTP and more secured (encrypt-
ed) HTTPS protocol. Figure 32 illustrates the web site where the test virus can be

loaded using SSL (HTTPS).



64

!E ESSI SIC| mII !EI’TI

Informationsaustausch lber

Malware und Antiviren Programme

zwischen Administratoren, IMPORTANT NOTE

» read more EICAR cannct be held responsible when these files or your AV scanner in combination with these files
cause any damage to your computer. YOU DOWNLOAD THESE FILES AT YOUR OWN RISK. Download
these files only if you are sufficiently secure in the usage of your AV scanner. EICAR cannot and will not

Previous pravide any help to remove these files from your computer. Please contact the manufacturer/vendar of
your AV scanner to seek such help.

BE UP TO
DATE
RSS FEED -

Download area using the standard protocol http
A R eicar.com eicar.com. txt i eicarcom2.zip
and events as rss I Byies 2 SRR
feed.

ownload area using the secure, SSL enabled protocol https

elcar.com glcar com. tat gicar_com.zip eicarcomz. zip
68 Bytes 63 Bytes 184 Bytes 308 Bytes

EICAR Mews EICAR Events

How to delete the tes!

‘We understand (from the many emails we receive) that it might be difficult for you to delete the test file
from your PC. After all, your scanner believes it is a virus infected file and does not allow you to access it
anymore. At this point we must refer to our standard answer concerning support for the test file. We are
sorry to tell you that EICAR cannot and will not pravide AV scanner specific support. The best scurce to get
such infermaticn frem is the vendor of the tool which you purchased.

Please cantact the support people of your vendaor. They have the required expertise to help you in the

FIGURE 32. Using Android browser to access encrypted web page with SSL

Figure 33 illustrates the message displayed to the user when unwanted programs has

been detected and blocked from the user’s traffic.

SN () https://s¢cure.eicar.org/eicar.com

Virus Download Blocked
Download of the virus has been blocked in accordance with company policy. Please contact your system administrator if you believe thisis in error.

File name: eicar com

FIGURE 33. Blocked Eicar test virus from encrypted SSL traffic

Eicar was used only to test the correct behavior and configuration of NGFW. Using
SSL Decryption/Encryption in the real traffic is more challenging, because user’s pri-
vacy needs to be protected while unwanted software needs to be blocked. Also, per-
sonnel need to be informed before any changes to logging or collecting user’s data
are done, depending somewhat on country specific privacy laws. Also, collecting us-
er-specific data, users must be informed in advance and they must have a change to

accept or decline it and they have the right to know all the details of their records, its
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usage, how it is protected and its lifecycle. They have also right to get their infor-
mation when requested and the records must be deleted if user later on decides to
resign from its usage. SSL Encryption/Decryption cannot be done, if applications re-
quire browsers to present a client side certificate or if the encryption is proprietary
decryption. It is challenging to use SSL Encryption/Decryption efficiently without
breaking the functionality of business applications and still decrypt questionable traf-
fic, especially in BYOD environment. During the tests, Apple Store and iTunes connec-
tions and Google Maps stopped working when SSL Encryption/Decryption was ena-
bled. Since restriction cannot be done based on the application, instead by catego-
ries, those categories must be excluded from the decryption process. After exclusion,

functionalities worked again.

Custom categories can help distinguishing the web sites from each other, since wild-
cards can be used, like *.facebook.com, in addition to “content-delivery-network”
category, for example. In Figure 34 a custom category “PL-Exemptions” rule was cre-
ated to decrypt traffic to the desired domains that overlaps with pre-defined catego-
ries in the rule below in “NO-Decrypt2” rule. The last rule will decrypt every SSL-
traffic that is not excluded in the rules above. It is important, that Financial-category
is not decrypted to prevent decrypting of user’s banking and credit card transactions.
Web-email Category is also challenging, since user’s use personal web-based emails
for personal usage. Therefore, privacy issues may arise if decrypting Web-email Cat-
egory, however it also poses a risk, since users tend to receive phishing emails and
transfer attachments via encrypted email services and if not decrypted, this poses a
risk to the company. Finnish legislation of user’s privacy is determined in the law

13.8.2004/759 and concerning EU countries, in EU’s directive 2002/58/EC.



66

Address User Zone Address URL Category Action Type

EEEEEEY
& 5 8 B & B9

FIGURE 34. Fine-tuning SSL Decryption/Encryption with categories

Eicar was also downloaded as unencrypted with Android using Avast! Mobile Security
product and it did not recognize Eicar test virus downloaded from the internet at
eicar.org. Application version was 1.0.2129 and it recognizes 5944 definition with
definition version of: 130813-01 updated at 13" of August 2013. Test was done at
14™ August 2013.

User-Logon Tests

During the test period, Wi-Fl and Bluetooth tethering could not be used while GP
Client was running VPN. Therefore, internet connection cannot be sheared with the
device running GP with some other devices using Wi-Fi or Bluetooth connection. This
prevents unknown devices to share VPN connection that would cause security risks
to the company. A personal wireless device and application was tested during testing
period. A wireless transmitter was attached to the earphone plug and a radio con-
trolled car was used with iPAD and Android phone without any problem with GP Cli-
ent running VPN connection. iPad and Android have a small application called SP Au-
to (Figure 30) that loads a car controller board to mobile device touch screen and
controls the car using wireless adapter on the earphone plug. Another similar kind of
devices and applications (like Radio) can be used together with GP client, since they
do not interact with any communication channels of the mobile device, such as blue-

tooth or Wi-FI.
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When VPN is enabled, it prevents any other direct connections to the client, e.g. re-
mote access connection using Kier Air or similar software. When VPN is turned off in
the internal network, these kinds of direct connections to the phone are available
again. Thus, in BYOD solution GP will protect the mobile device like any other VPN
solution that is configured for Full Tunneling Mode. This means that the company
policy applies to the user mobile device 24h per day, 7 days a week. If the company
policy conflicts with the user behavior, the company can apply different kind of poli-
cies for outside office hours and weekends using scheduled security rules, user
groups and HIP rules for different mobile devices. This may limit a user’s personal
internet usage, depending how internet-usage conflicts with the company policy;

however it also provides better security for the user.

Data usage examples for two months are illustrated below, in Figures 35 and 36, tak-
en during User-Logon testing period. Data usage has considerable effect on battery
lifetime of a small device, whereas tablets have more capacity on their battery and

therefore effect on lifetime is smaller.
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Data usage limits and alerts can be configured to prevent unnecessary data or roam-
ing costs, especially in when abroad. GP Client itself does not generate traffic much
more than without VPN, but it will consume some CPU processing power and there-
fore effects battery consumption. Based on the tests, without GP Client actively
turned on, the battery lasts for about 1.5 day before it need to be recharged. With
GP Client actively on, it lasts whole day (from 8 am to 8 pm) before it must be re-
charged. Testing days were typical working days for one person; however phone us-

ages vary much between different people. Testing device’s battery was one year old.

On-Demand Tests

When On-Demand mode was selected in the connection method, the Android GP

Client changed the behavior with the possibility to connect/disconnect VPN. Thus,

VPN must be initiated by the user as illustrated in Figures 37 and 38.
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Pre-Logon Tests

Pre-Logon functionality is used only for Windows operating systems and only with
machine certificates. However, a test was done with a user certificate generated for
user’s device, signed by NGFW’s root CA. Then, a certificate profile using NGFW’s
root CA was generated and assigned to the portal. When installing the certificate to
the device and applied the Certification Profile to the NGFW, GP worked as in User-
Logon tests. However, if the certificate was missing from the device, an error mes-
sage was displayed, as illustrated in Figure 39 and VPN Connection was not estab-
lished until the device certificate was installed. Users can install the certificate by
clicking the Install-button and selecting the folder where the certificate file exists (if
distributed to the user) or choosing to install the certificate later. After installing the
certificate, or if the certificate has been distributed to the user, user needs to choose
and accept (allow) the certificate when the connection attempts the next time, see
Figure 40. This is a one-time functionality and the device remembers the certificate

for the future connection attempts and uses it automatically.

Choose certificate

No certificates found

The app GlobalProtect has requested a
certificate. Choosing a certificate will let the
app use this identity with servers now and in
the future. The app has identified the
requesting server as 88.114.52.165:443, but
you should only give the app access to the
certificate if you trust the app

You can install certificates from a PKCS#12

file with a .pfx or a .p12 extension located in
external storage.

Install

Cancel

The app GlobalProtect has requested a
certificate. Choosing a certificate will let the
app use this identity with servers now and in
the future. The app has identified the
requesting server as 88.114.52.165:443, but
you should only give the app access to the
certificate if you trust the app.

1b2dc531239d985dc6e4ae..
CN=PL-SII

You can install certificates from a PKCS#12
file with a .pfx or a .p12 extension located in
external storage.

Install

Allow

FIGURE 39. Certificate not installed FIGURE 40. Certificate installed

Using certificates limits the connections to the portal and gateway for devices only

with a valid certificate installed. If this certificate profile was chosen also to the
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gateway and the user-logon was changed to pre-logon mode, the Android GP appli-
cation crashed when connected to the internal network via Wi-Fi and stayed in the
crash-loop until Wi-Fi was disconnected. However, connection using GSM data was
operated normally to the WAN portal and gateway. This behavior was tested a few
times and the only way to recover was to delete user certificates, reboot the device
and reinstall the application. Apple’s iOS (iPAD) and Win7 worked normally during
this test. This possible bug will be reported to the Palo Alto Networks. Another ver-
sion of Samsung phone did not crash, so this may be a device model specific bug for
Samsung Sl GT-19100 model. The purpose of this test was only to see, that Pre-Logon

mode would not affect the devices that cannot do pre-logon.

Android with built-in VPN Client

Android built-in VPN Client was also tested. Built-in VPN Client in Android version
4.1.2 and one version earlier were not able to establish a VPN connection. Version
4.1.2 establishes a VPN connection, but no traffic was seen in or out of the device.
The earlier version crashed the software and the phone rebooted every time the VPN
connection was established. This build-in VPN Client could have been used for on
demand VPN connections. This way user could establish and disconnect the VPN
when needed. GP Client offers the same functionality with expanded functionalities,

so build-in VPN client test was not tested any further.

4.3.3 iPAD installation with Global Protect Client

Global Protect for iPAD was downloaded and installed from AppStore. No errors or
problems were encountered during installation. After entering the portal address,
username and password with remember me option, the connection was established

and fully working (Figure 41).
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iPad = [ 9.59 20
Settings
Portal 88.114.52.165
Username paulilaine
Password sscesesseseRRReROee
Connect

FIGURE 41. GP Settings in iPAD

The default behavior when the gateway is unavailable is that the GP client allows all
network connectivity. When the GP gateway is available again, VPN connection is

established automatically. However, user can circumvent VPN connectivity from the
VPN Settings page, by disabling automatic connection establishment (Yhdista tarvit-
taessa), see Figure 42 or completely uninstalling the application. Modifying applica-
tion parameters by the user, such as enabling or disabling the GP client, can be pre-

vented from the GP gateway.

Next time user is connected to the GP Portal, the settings are obtained automatically
from the GP gateway, which will override any user-made changes. So, these settings
are centrally managed and forced to the GP Clients. Different GP Client operating
modes requires different GP gateways and portals, meaning different Public IP ad-
dresses at the gateway. Like in Android, IPSec is the default connection method and
SSL is the fallback method. If the certificates are not imported to the iPAD, when
connecting the first time to the portal, the connection is not established. When the
certificates have been imported and installed, the connection will establish without

problems.
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ﬁ GlobalProtect

Yhdista tarvittaessa ‘\I

FIGURE 42. GP VPN Settings

4.3.4 iPAD usage with Global Protect Client

In the daily mobile use, GP client is transparent, just as it is in Android devices. There
is only a small icon on the top left side of the iPAD’s information bar indicating the
network location and VPN status (Figure 43). The VPN icon is displayed in both, in-
ternal and external locations, unlike Android, where the icon was different based on

the location.

FIGURE 43. VPN indicates that GP is up and running.

FIGURE 44 illustrates the network location as Internet and VPN is turned on based on

the location (outside defined home-network). Figure 45 shows the VPN details.

20.00

Status Connected

VPN Enabled | @)

FIGURE 44. Location is Internet and VPN is enabled
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Unlike Android’s GP Client informed GP specific information in the mobile phone’s
information bar at the top of the phone, all the information regarding to GP Client is
informed under the GP Client’s application tab “info”. So, user really does not need

to be aware of this application — only the “VPN” text is seen in the top left bar.

Info Details
Status Connected
Network WLAN Pajulahti
Gateway Outside
Local Address 192.168.100.11
Gateway Address 88.114.52.165
Protocol IPSec
Bytes In/Out 43.0KB / 22.6KB
Packets In/Out 167 /209
Error Packets In/Out 0/0

FIGURE 45. VPN Connection details when connected via Internet

Figure 46 illustrates the defined home-network, where the VPN is not enabled.

Connection

Portal 88.114.52.165 »

Gateways

Auto Discovery

FIGURE 46. Location is Internal and VPN is not enabled

The same sites were tested as with Android and also SSL Decryption and Encryption
for verifying the correct behavior of the gateway’s security policy and that certificate

was trusted and no error messages appeared.
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User-Logon Tests

Tests and behavior with iPAD were uniform with Android. Certification prompts were
never shown if the certificates were installed before using GP Client, unlike Android
prompted it once even they were installed. If the iPAD does not have SIM-card in-
stalled and uses only WLAN, there is no need for paying attention to roaming costs.
Battery lifetime is much longer than a phone’s lifetime, therefore GP Client has a
minor effect on it. As in Android’s User-Logon Tests at page 66-68, GP prevents local
access to the device if using any communication channels like WiFl or Mobile data via

SIM card.

On-Demand Tests

When using On-Demand Mode, the possibility to “connect automatically” disappears

from the VPN Settings, as seen in Figure 47.

GlobalProtect

Maarita kohteen GlobalProtect asetukset ohjelmaa
GlobalProtect kayttaen.

FIGURE 47. VPN Settings in On-Demand mode

User must open the GP Client and touch the connect-button in order to establish a
VPN connection to the gateway. VPN disconnects automatically after about a 2-
minute idle time or when user chooses to disconnect. This is equal behavior to iPAD’s
built-in VPN Client. This gives a great deal of freedom to the user, since VPN is con-
nected only when access to the corporate data is needed. Thus, any personal com-
munications can take place when disconnecting the VPN and the user-specific per-

sonal communication has minimum interaction with corporate network and data.
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Pre-Logon Tests

Pre-Logon functionality is used only for Windows operating systems and only with
machine certificates. Device certificate is distributed to the client and installed by
the user (Figure 48). After installation, GP works as in User-Logon tests and this is the
way it should be, since Pre-Logon tests should not affect devices that cannot present

machine certificates. If pre-logon fails, then normal authentication follows.

Profiili asennettu

700padiv100-D023DBCF5CFF

i
@ Luotettu

Vastaanotettu 25.8.2013
Sisltd Varmenne

Lisaa yksityiskohtia

FIGURE 48. Device certificate installation by user

iPAD with built-in VPN Client

Build-in VPN Client works as expected. User needs to enter gateway information and
userid and password information in order to establish a connection (Figure 49). At
the gateway side, “Enable X-Auth Support” needs to be enabled with group creden-

tials or certificate configured in NGFW in order to support 3" party IPSec Clients.
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PPTP
)
cisco
Kuvaus —
Palvelin ———3
—

Kéyta varmennetta

Ryhmiin nimi G

Salaisuus

Vilityspalvelin

FIGURE 49. Apple iOS native VPN Client

The idle time-out in the device seems to be configured in around 2 minutes. After
two-minutes of inactivity, user needs to re-establish the connection. This is a device
specific feature, which cannot be changed by the user. Built-in VPN Client can be
used together with GP installed on iPAD as long as they are not enabled at the same
time. This way user can have several different VPN tunnels to several locations or
companies. Best result is achieved, when all the VPN tunnels are configured as on-

demand mode to prevent them to interference each other’s behavior.

4.3.5 Windows7 Installation with Global Protect Client

Windows7 installation and settings were applied and a connection was established
without problems. Client needs to have a connection to the Portal and Gateway dur-
ing installation, in order to test the Client and credentials. Settings are illustrated in
Figure 50. Client can be delivered to devices without GUI (Graphical User Interface)

and also preconfigure to use the user’s logon credentials.
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& GlobalProtect [

File View Edit Help
Status | Details Settings | Host State | TroubleShooting

Settings

Username: | maaritiaine

Password: | ssessseessees s

[ Remember Me

Portal: |88.114.52.165
Apply I Clear

Login Messages

FIGURE 50. Connection Settings with Windows7 GP Client

GP Client is transparent, just like in Android and Apple devices, where only the ser-

vice icon is displayed located in the lower right corner of the screen, see Figure 51.

1319 [

31.7.2013

Fl o W m G a4 0

FIGURE 51. GP Client icon

Windows GP Client collects information about the host state, e.g. installed AV, Mi-
crosoft patches and version information, logon domain, IP addresses in use, network
interfaces, registry entries, etc, see Figure 52. This information can be used against
the NGFW'’s security policies to verify what kind of device is connecting to the gate-
way and make policies according to the HIP information. Different settings can be
defined to the HIP profiles, and used to distinguish devices with different access lev-

els, such as corporate devices, BYOD devices and partners’ devices.
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& GlobalProtect [ )

File View Edit Help
Status ] Details 1 Settings HostState | TroubleShooting ]

Settings
Hip Interval: 3600

= Host Information Profile -
= C:EtEQUViES Microsoft Windows 7 Professional Service Pack 1, 64-bit
- host-info

m

Legon Domain

- Host Name

[=- Network Interfaces
- PANGP Virtual Et
Micresoft Virtual
. Bluetooth-laite (
Intel(R) Centrinol
. Intel(R) 82577LM _ 2

4 1 3 « 11 3

FIGURE 52. Host identification information

4.3.6 Windows?7 Usage with Global Protect Client

Discovery works as expected. Every time the network changes, GP Client detects
whether internal or external network and establish VPN accordingly, see Figures 53-
54. Without GUI, only a small icon is displayed with a splash bubble displaying any

changes in the GP Client’s connectivity.

Internal network

Mukauta...

Floe B e @ .

™ |l

2017
31.7.2013

20:15
31.7.2013

O B = )

FIGURE 53. Discovery process FIGURE 54. Discovery completed

SSL Decryption/Encryption was also tested to verify correct functionality and it
worked as expected, see Figures 55-56. A virus was blocked inside SSL traffic and the
certificate was fully trusted and user was not asked to trust the certificate. Figure 56
illustrates the certificate chain and Figure 57 illustrates how Subordinate Certificate

Authority —type of certificate generates server certificate on-the-fly and signs the
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secure.eicar.org —certificate. This way, the traffic can be automatically analyzed by
the security policy, and automatic alarms can be generated if critical and/or high
threats are detected and the traffic can be prevented before it is delivered to the

client.

€& am eicar.org

& Use Todentaja 1921681X1 sy Lhtataikat Tydisd innostuminen: .

Virus Download Blocked
Download of the virus has baen blockad i accondancd with company pobdy. Pease CONTact your fyEtem admingtrator ¥ you Bebive thE & N @mar,

File name; eicar,comubd

FIGURE 55. Eicar-virus blocked inside SSL traffic

r - "
Varmenne &] Tarkastele varmennetia:"secure.cicar.org”
Vieistiedot | Yksityiskahdat
Yleiset | Tiedot | Varmennuspolku | vl

Varmennehierarkia
Varmennuspolku
4192168121
5 192.168.12.1 securecicar.org
T o)

Varmenteen kentat
4192168121
aVarmenne

Versio
Sarjanumero
Varmenteen allekirjoitusalgoritmi
Myéntaja
aKelpoisuus
Ei ennen
i jalkeen
P p— Kohde
i Kentan arvo

Varmenteen tla:

Famé varmenne on kunnossa.

Lisatietoja varmennuspoluista

Vie..

FIGURE 56. Certificate chain FIGURE 57. Certificate Details

In order to distribute the certificate to the clients, several methods need to be done.
In IE (Internet Explorer) distribution is the easiest in corporate environment, since
certificates can be delivered using existing methods, like WSUS, SCCM or Group Poli-
cy updates. This is because IE uses Windows OS’ certificate store, where-as Firefox

uses its own database for certificates as well as other Firefox specific settings. Firefox
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and Chrome need some additional scripts to deliver the certificates to the users.
When using Apple’s Safari browser, usually the end user installs the certificate, even

when pushed via MDM solution, user still needs to accept the certificate.

User-Logon Tests

In user-logon mode, GP establishes a connection, when user logs on to the computer.
It automatically discovers the network and connects to the portal for latest configu-
ration changes or updates and establishes a VPN tunnel to the corporate gateway, if
located outside corporate network. If located in the internal network, VPN will not be
established. Usually, devices are not connected to two or more different network at
the same time. Interfaces are typically prioritized because of routing issues to decide
which route will take effect if there are several interfaces available. One of the inter-
faces must be the default route where traffic is routed unless static entries define
differently. This will cause a problem to client connectivity, therefore it is usually
solved by disabling WLAN if LAN is available in BIOS settings or alternatively with ad-
ditional software delivered with the laptop. And, when LAN is not available, WLAN is
turned back on which will prevent simultaneous interfaces to be active at the same

time.

With mobile devices like phones and tablets, this is not a problem either, since they
only have wireless interfaces and once one interface is on, others are shut down.
Thus, it is not so important to test VPN functionality with simultaneous interfaces on,
since it will establish a VPN connection whenever it discovers to be on the internet.
But, if the previous problem exist, that simultaneous interfaces are actively on with
different security zones (connections, like internal and internet network), the prob-
lem needs to be resolved in the host side, not in the VPN client. In this kind of situa-
tion, VPN Client is typically configured to secure the client connection and establish
the VPN connection. Overall, user-logon tests were reliable and successful and there

were no problems using it with other security products likes AV or FW in the host.



81

On-Demand Tests

On-demand test worked as reliably as the user-logon test. The gateway was config-
ured to use on-demand, instead of user-logon and next time the client connects to
the portal, it will get the updated parameters and works accordingly. After that, user
can connect or disconnect VPN by on-demand, when needed. This setting is ideal for
partners and GP client works with other VPN products installed in the client’s com-
puter, like Juniper Network Connect Virtual Adapter, Cisco Systems VPN Adapter and
PAN Virtual Ethernet Adapter.

Pre-Logon Tests

Pre-logon feature requires a machine type of certificate installed into the client en-
rolled by the Certificate Service in the Windows AD. No other type of certificate is
sufficient to test this feature, which limits the Operating System requirement also to

the Windows platforms.

Figure 58 illustrates a pre-logon user that has turned on a company laptop and has
not yet logged in, or the user has logged off from the computer but the computer still
has a network connection to the company. The user cannot be authenticated if he or
she is not logged in and therefore the user is not identified; however the computer is
authenticated using the machine certificate. This way, a company’s computer is un-

der the control of IT services and it can be supported remotely.

User Information - VPN-NCC-Production ®
Domain User Computer | Client Private IP Public IP T.:_J:;: Login At Lrﬂ?:;-ne Logout
FILSCB2... | Microsoft 10.241.2... B88.114.52.165 PSec 2013/09/24 2592000 ]
Windows 7 17:12:18
Enterprise
Edition
Service
Pack 1, 64-
bit

FIGURE 58. Pre-logon user identified



As soon as the user logs on to computer, he or she can be authenticated and more

network level access can be granted defined by the security policy rules. Pre-logon

82

feature offers a domain-level logon, which enables the use of network shares, print-

ers, logon scripts, updates and all the other domain-level services, including the us-

er’s password reset remotely by the support team. Therefore, pre-logon feature of-

fers virtually the same services, as if the user were in the office. Figure 50 illustrates

the log entries, when the user logs in to the computer. The first four log entries are

located at the bottom of Figure 59 and the computer is identified as pre-logon, since

the computer was restarted with the internet connection. The rest of the log entries

were generated, when the user logged on to the computer and the user was identi-

fied with Single Sign-On. Single Sign-On feature enables the VPN connectivity without

any user interaction. This way, VPN works seamlessly from the end user perspective.
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FIGURE 59. Pre-logon user logs in to the computer

In the pre-logon scenario, it is important to secure the end device with a passcode, a

password or some other method during the boot process but also use the idle time

or smartcards that locks the computer after a certain period of idle time or if the

smartcard is removed. If the company already has a strong authentication, it should
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not be changed to worse when implementing a VPN solution. Therefore, it is im-
portant to implement a password request before boot, which is something the user
knows. Then, taking advantage of the machine certificate which is something the
user has, which cannot be accesses without a boot password. Alternatively, a smart-
card carrying a certificate secured by a PIN code or password in addition to domain
credentials can be utilized during the logon or VPN connection or both. Also, the end
device’s data should be encrypted either partially for confidential and critical data

only or entirely.

Pre-logon configuration in the NGFW included a Certification trust parameters con-
figured in the Certification Profile, which was assigned to the Global Protect Portal

and the Gateway, as illustrated in Figures 60 and 61.

Certificate Profile ®

Name Jsikiinfim— C A-and-ROOT

Location

Username Field Subject v

Domain

CA Certificates Name Default OCSP URL OCSP Verify CA

[C] O —————

[ nt— 15

] e——c.2

[ —— o

[ weS—— 5-3

Add (=) Delete

Default OCSP URL (must stat with o or itped)

[) usecRL CAL Receive Timeout (sec) 5 [] Black session if certificate status is
OCSP Receive Timeout (sec) 5 unknown
[C] use ocsP (sec)
e Certificate Status Timeout (sec) 5 || Block session if cerlificate status cannot

be retrieved within timeout

FIGURE 60. Certification Profile defines the trust relationship of the certificates

GlobalProtect Portal

Client Configuration

Configs UserlUser Group | Internal Gateways  External Gateways fd"‘”‘”‘ Use SSO
O vt - 1 — — pre-logan V]
(Highest)
7| — “— wserlogon | [
— (Highest)

2

g
]
8

3
i
I8
]
s
o83

[Badd (S)pelete (JClone (#)Move Up [3)Move Down

" Tusted Root GA & Agent User Override Key sese
[ — Ganfirm Agent User Override Key sses
[C]  A———— 1

7] — 2015

[HAdd (SIDelete

=T

FIGURE 61. Pre-logon and the Trusted Root CA definitions
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Pre-logon tests were done in the NCC’s environment with a 30-day of trial license,
because the test environment did not include a Windows domain and a Certification
Service. Therefore the test period was limited to 30 days for pre-logon feature and

the PAN-OS version was 5.0.6 and GP Client version was 1.2.5.

4.3.7 QoS Testing

Quality of Service was tested with Youtube application by defining Youtube as class 8

with maximum bandwidth of 1 Mb/s as illustrated in Figure 62.

QoS Statistics OB
Guaranteed Maximum Runtime: Banduwidth I W
Name Egress Egress Bandwidth
{Mbps) {Mbps) {Mbps) [ default-group [ class 1 [#] clas= 2 [#] clas= 3 [¥] clas= 4
3 Setnemett/2 W class 5 W dlass & cd M <
& Trequiar-traffic 1.01
= Jdefaultgroup  0.001 1000 1.01 e
Elcass 1 0.001 1000 0

Elcass 2 0.001 1000 0 >4
Eldass 3 0.001 1000 0 2.2
Eldass 4 0.001 1000 0.01 2
Eldass 5 0.001 1000 0 B ag
Eldasss 0.001 1000 0 % e

Eldass 7 0.001 1000 0 u
Eldass s 0.001 1 1 gl
= tunnel-traffic 312
) Jbvpass-u'afﬁc 0.001 1000 0 i 1
'§- 0.8
0.6
0.4
0.2
]

21:29:00 21:30:00
Time

FIGURE 62. QoS example with bandwidth limitation based on application

All the other data are class 4 by default with no maximum bandwidth limitation. Fig-
ure 62 illustrates how class 8 cannot exceed 1 Mb/s limit, while class 4 can reach the
maximum limit, which is about 2 Mb/s, see the “Runtime Bandwidth” and “Maximum
Egress Bandwidth” for both classes. Because of QoS-limit, the downloading will take
more time, since bandwidth is less than class 4 with no limit; however, the applica-
tion is still allowed and fully functional. This helps enterprises to prioritize traffic

based on application criticality to guarantee bandwidth to more important applica-
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tions while still allowing less important applications in race condition. Figure 63 illus-

trates how less important applications get less capacity, thus showing in horizontally

and more important applications get more capacity and are seen in vertically.
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FIGURE 63. Important application gets more bandwidth than less important

4.3.8 Geographical location usage

The use of regions is practical, when limiting traffic from the internet, for remote

access users for example, as illustrated in Figure 64. If users are located in the specif-

ic countries, they can be allowed and others denied by default. For example, Global

Protect gateway can be allowed for IPsec, but portal access can be limited to coun-

tries, where company has business or partners. This reduces the noise hitting from

the Internet to the perimeter network and false logon attempts to the portal. Com-

bined to the DoS Protection and Zone Protection, it will reduce network scanning,

reconnaissance and flooding further.



From Zone

To Zone

Source

Source User

Source Country

FIGURE 64. Other regions than Finland are dropped by default, like USA (US)

86

Drop in the log means dropped connection and end in the log means successful con-

nection.

4.3.9 HIP Matching

HIPs are logged under HIP Match logs, where detailed information of the devices and

their appearance times can be seen, as illustrated in figure 65.

3= Logs
2} Traffic
Fgl Threat
[@ URL Filtering
[, wildFire
r; Data Filtering
& HIP Match
=

Receive Time

E‘- 08/14 08:48:15

|;' 08/14 08:48:13

Source address
182.168.100.11

192.168.10.19

Source User

paulilaine

maaritlaine

Machine Name

T700padh100
DOZ3DBCFSCFF

MAARIT-PC

HIF HIF Type

Home Apple iOS
8.1 Profile

object

Home win7 Profile  object

FIGURE 65. HIP logs of remote users’ devices

When choosing the first log entry in Figure 56, Apple iPAD’s HIP information can be

seen, as illustrated in Figure 66. It includes userid, assigned VPN IP address and real

IP address obtained from the local network, MAC address, device name and OS ver-

sion.
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Log Details @ E.
Report Generated  08/14/2013 08:04:12
User Information User: paulilaine IF Address: 192.168.100.11
Host Information Machine Name: T00padlv100-D0Z3DBCFSCFF Domain:
0s Apple DS 6.1.3
Client Version 1.3.1-10

Interface MAC Address IP Address

end D0:23:DB:CF:5C: FF (o0 6223 biffect scf
Network Information 10.115.4.

pdp_ip0
pdp_ip1
pdp_ip2
Custom Checks
Registry Keys

Processes

Property List Files

FIGURE 66. Apple iPAD HIP information

Choosing the second log entry, MS Windows7 device HIP information is revealed, as
illustrated in Figure 67-69. Just like in Apple iPAD, the similar information is revealed,
but in case of Windows, all the details about patches, disk encryption, backup etc.

are revealed as well and all of this information is available to make use of in the HIP

profiles.

Log Details @ E.

Report Generated 08/14/2013 08:25:05

User Information User: maaritiaine IP Address: 192.168.10.19

Host Information Machine Name: MAARIT-PC Demain: maarit-PC

05 Microsoft Windows 7 Professional Service Pack 1, 64-bit

Client Version 1.2.4-5
Interface MAC Address IP Address
PANGP Virtual Ethemnet Adapter 02-50-41-00-00-01 169.254.88.37
Microsoft Virtual WiFi Miniport Adapter 58-894-68-60-85-7D 169.254 242 44

Network Information Bluetooth-laite (henkilikohtainen verkko) 1C-85-9D-AC-TA-DB 169.254 67.198
Intel(R) Centrino(R) Advanced-N 6200 AGN 58-94-68-60-85-7C 192.168.10.19
Intel(R) 82577LM Gigabit Network Gonnection 5C-26-0A-26-63-F6 169.254.118.198
Software Loopback Interface 1 127.0.0.1

Software Vendor Version Engine Version Definition Version Date Real Time Protection Last scanned
|1

Software Vendor Version Engine Version Definition Version Date Real Time Protection Last scanned

Windows Defender  Microsoft Corp.  6.1.7600.16385  1.1.9700.0 1.155.831.0 712612013 o 07/18/2013 11:00:44

Plok Bankim

FIGURE 67. MS Windows device HIP information
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Log Details ®B
Softwara Vandor Version Last Backup
Windows Backup and Restore Microsoft Corp 6.1.7600.16385 n/a

Disk Encryption

Softwara Vendor Version

Softwara Vendor Version Enabled

Microsoft Windows Firewall Microsoft Corp. T LY 4

Softwara Vendor Version Enabled
Microsoft Windows Update Agent Microsoft Corp 7.6.7600.256 n/a
Microsoft Windows AutomaticUpdate Microsoft Corp 7.6.7600.256 o

FIGURE 68 MS Windows device HIP information of FW, encryption and backup

Software Vendor Version Enabled
Microsoft Windows Update Agent Microsoft Corp. 7.6.7600.256 nfa
Microscft Windows AutomaticUpdate Microsoft Corp T.6.7600.256

Missing Patches
Title pigtaan Saverity

D

X64-jarjestelmien Windows 7:n péivitys (KB2574818) 2574818
XBd-jarjestelmien Windows 7:n paivitys (KB2592687) 2592687
Windows 7 x64 Editionin Platform Update -paivitys (KB2670838) 2670838
X&4-jarjestelmien Windows 7 -kaytttjérestelman Internet Explorer 10 2718695
Suojauspaivitys: Microsoft Publisher 2010 (KB2553147) 32-bittinen versio 2553147
Suojauspaivitys: Microsoft Visio 2010 (KB2810068) 32-bittinen versio 2810068
X&4-jarjestelmien Windows 7:n tietoturvapéivitys (KB2862966) 28629656
X84-jarjestelmien Windows 7.n tietolurvapaivitys (KB2861855) 2861855
X84-jarjestelmien Windows 7:n tietolurvapaivitys (KB2888623) 2868623
X&4-jarjestelmien Windows 7:n tietoturvapéivitys (KB2849470) 2849470
X64-jarjestelmien Windows 7:n tistoturvapiivitys (KB2858537) 2859537
XBd-jarjestelmien Windows 7 R2 SP1:n ja Windows Server 2008:n Microsoft .NET Framework 3.5.1:n tietoturvapaivitys (KB2844286) 2844286
XE4-jarjestelmien Windows 7:n Intermet Explorer 9:n koottu tietoturvapéivitys (KB2862772) 2862772 =
X64-jarjestelmien Windows 7:n péivitys (KB2B63058) 2863058
X84-jarjestelmien Windows Server 2008 R2:n, Windows Server 2008:n, Windows 7:n, Windows Vistan, Windows Server 2003:n ja Windows XP.n 2840638
Microsoft MET Framework 4:n tietoturvapaivitys (KB2840628)

XE4-jarjestelmien Windows 7:n tietoturvapéivitys (KB2803821) 2803821 =

AMindowsin haittachielmien paistoiviskaly (x64)_elok 013 (KBEI0830} 890830

FIGURE 69. MS Windows device HIP information of patch management

HIP information was tested in the security policy as follows: Security policy was gen-
erated allowing management access to the NFGW and Aruba management interface
by defining also certain devices in the HIP column in the “Admin HIP to MGMT” rule.
After the rule was tested to work, as illustrated in Figure 70, then additional “Deny
MGMT Rest” rule was added to deny the rest of the traffic to the management, as
illustrated in Figure 71. The security police operated logically with the rules and An-
droid device could not log in to the management console after the security policy

was committed, since only Apple’s iOS 6.1 and Windows7 were allowed.



Log Details

Session ID
Type

Action
Application
Rule

Category
Wirtual System
Device

Source User
Source address
Source Country

Source Port

Source Zone

Inbound Interface

Receive Time

08/14 09:15:38

14132 IP Protocol
end Log Action
allow Bytes
ssl Bytes Received
Admin HIF to Aruba gw Byles Sent
private-ip-addresses Repeat Count
vsys1 Packets
(RN, | 55 Packets Received

Packets Sent

e Joutnen

paulilaing Destination User
192.168.100.11 Destination address
192.168.0.0-192.168.255.255 Destination Country
61068 Destination Port
WPN Destination Zone
tunnel. Qutbound Interface

Log Type Application Action  Rule

tep

5,635
3,865
1,770

10
14

192.168.12.11

192.168.0.0-192.168.255.255

4343
Kot
ethemnetl/2

traffic end ssl allow Admin HIP to Aruba gw

Bytes
5,635

Packets
24

Generate Time
Start Time
Receive Time

Elapsed Time (sec)

Captive Portal
Proxy Transaction
Decrypted
Packet Capture
Client to Server

Server to Client

Saeverity  Category

®EHR

2013/08/14 09:15:39
2013/08/14 09:14:58
2013/08/14 09:15:39
11

OooOoooo

URL / Filename

FIGURE 70. A log entry of a successful management connection with HIP enabled
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Admin HIP to MGMT

Deny MGMT rest

DenyRest

none g VPN any any

none i VPN any any

none i) ADSL any an
o RN

@ Adminpad
@ Admin-vin7

any

i ADSL
i Koti
e ADSL

iy ADSL

K

§ Aruba-instant-gw ssl any
8§ Palo Alto MGMT... web-browsing
8§ Aruba-instant-gw | any any

8§ Palo Alto MGMT.

FIGURE 71. Security Policy leveraging the HIP information for management access

4.3.10 Threat Identification

Threats are identified using dynamic updates from Palo Alto and criterions are de-

fined based on the threats’ risk levels (severities), threat types or individual threat

IDs. Those criteria can then be grouped to a Profile and are leveraged in the Security

Policy’s Profiles in each Security Rule. Different threat Profiles are:

e Antivirus (using following decoders: FTP, HTTP, IMAP, POP3, SMB, SMTP)

e Anti-Spyware (can be customized in addition to dynamic updates)

e Vulnerability Protection (in CVE-database format)

e URL Filtering (using Palo Alto’s database or Bright Cloud’s database)
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e File Blocking (can be used to send to the WildFire Cloud)
e Data Filtering (using regex-format)

e DoS Protection (flood and resource protection).

Figure 72 illustrates Threat, WildFire, Global Protect and Application updates that are

used in the Threat Profiles.

Version File Name  Features Type Size et Download... Gy Action Documen...
Date Installed

(= Antivirus Last checked: 2013/08/02 06:57:25 Schedule: Every day at 05:30 (download-and-install)

1070-1481  panup-inc- Incremental 12 MB 2013/08/01  w v Release 4]
antivirus- 09:30:01 MNotes
1070-1491

1069-1490  panup-inc- Incremental 13 MB 2013107131 w Revert Release )
antivirus- 13:41:55 previously Notes
10689-1490

(= Applications and Threats Last checked: 2013/08/02 06:57:21 Schedule: Every day at 05:45 (download-and-install)

386-1889 panupva- Apps, Full 18 MB 2013/07/30  w v Release @
all-contents- Threats 15:08:40 Motes
3B6-1889

385-1883 panupvZ- Apps, Full 18 MB 2013007123 | v Revert Release @
all-contents- Threats 13:12:11 previously Motes
385-1883 :

= GlobalProtect Data File Schedule: Every day at 01:00 (download-and-install)

= WildFire Last checked: 2013/08/02 07:00:54  Schedule: Every 30 Minutes (download-and-install)

17511~ panup-all- Full 3MB 2013/08/01 v v Release >

23290 wildfire- 20:45:01 Notes
17511-
23290

FIGURE 72. Scheduled dynamic updates

All of these include individual signatures that can be included or excluded from the
profiles or defined with another criterion like a threat’s severities which all have simi-
lar behaviors, like block or allow. These properties have been illustrated in Figures

73-75.



Name | default-shared-INET

Description | Block All

Antivirus Profile @

Shared
Antivirus [RULTEI ST
Packet Capture
Decoders Application Exception
Decoder ‘Adlm wildFire Action | 3 \ \ (=) (%)
fip default default |pppimum Action
http default default
imap block default
pop3 block default
smb default default
smip block default
Badd (Sloelete

FIGURE 73. Antivirus profile with default and block definitions
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Default actions means, that every threat ID has a default action based on the behav-

ior: The more serious the threat, the stricter the default action. It can also be select-

ed manually as allow, alert, block or default.

Anti-Spyware Profile
Name | Default-shared-INET

Desaription

Rules

Rule Name Severity Action

7 | sm

Anti-Spyware Rule ®

Rule Name | simple-itical

ThreatName | any

Used t

Action | Block Packet Capture

Hadd (=)Delet=
- - ] any (all severities)

criical

] high
[_] medium
] tow

["] informational

oo ] o

Category any ¥ | Severity s

Packet Capture

FIGURE 74. Anti-Spyware profile with criterion that blocks all critical threats
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Vulnerability Protection Profile ®B
Name | default-Shared-INTERNET
Description
Shared
T2l Exceptions
| Rule Name | Threat Name CVE Host Type Severity Action Packet Capture

simple-dient- any any dient critical default

critical
[ simple-dient-high | any any dient high default
[E] simple-dient- any any dient medium default

medium
[[] simple-server- any any server critical default

critical
[E simple- any any server high default

server-high
[F]| simple-server- any any server medium default

medium
(#)add (=)pelete (#)MoveUp (#)MoveDown [ |Clone . Find Matching Signatures

FIGURE 75. Vulnerability Protection profile where critical threats are captured

It is important to remember that in every Profile’s Action criteria, Alert means that
traffic is allowed and logged, whereas Allowed means allowed, but not logged. So
Alert should be always used for allowed traffic to get the log entries, unless specifi-
cally not wanted to log traffic. An example of URL Filtering Profile is illustrated in Fig-

ure 76.

URL Filtering Profile ®

Name | PEFAULT-URL shared |

Description
Shared

Action On License Expiration () Block () Allow

D Dynamic URL filtering D Log container page only
Block List www.s!hteer!np!sm.b\z b | ‘ =) [x)
www.sihteeriopisto. fi
‘ Category a | Action |
i L e Rt At |
D internet-communications alert .
[0 internet-portals alert
Action | block i

[F] job-search alert
[F] keyloggers-and-monitoring block

Allow List [ kids alert D
[ legal alert
[ local-nformation alert
[ malware-sites block
[E] marijuana alert

[F]_miltary

tom URL categon

Chedk URL Category

FIGURE 76. URL Filtering with blocked and logged (alert) categories
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URL-Filtering uses Bright Cloud or Palo Alto Networks databases. During the past year
(24.8.2012 — 30.8.2013) at NCC using Bright Cloud database, 22 false categorized
web sites were found that prevented business traffic. They were all categorized as
adult-and-pornography category, which they were not. Comparing these sites to Palo
Alto Network’s database, it categorized 11 of these to right — or close to right — cate-
gory and 11 for unknown category. Unknown means that the database does not
know the category yet, but it will be categorized by the cloud after a while and will
be recognized in the future updates and will be pushed to the client by the vendor. In
addition, four sites were found to be suspicious: two of them as malware sites and
another two for spam sites. One of the spam sites was asked to be re-categorized
since it was needed by the business and it was changed to the business-and-
economy category. All of these sites were located in Russia, Estonia, Latvia and Fin-

land.

File Blocking and URL Categories work in a similar way as the previous threat protec-
tion profiles; however File Blocking Profile also includes the possibility to send the
file to the WildFire Cloud, see Figure 77. This should be used as default behavior in
Internet traffic, whereas internal traffic may not want to be sent to the cloud, but all
the other protection mechanisms should be used internally. As a rule of thumb, all
internet-related critical threats in every profile should be blocked packet captured
and send to the WildFire if possible. Internally, all critical threats should be blocked,
except vulnerabilities may want to be left as alert, instead of blocking mode at least
some part of the internal network. This depends somewhat on the company’s seg-
mentations, like server’s criticalities, DMZ traffic’s criticalities and business applica-

tions.



File Blocking Profile

I (o
=

Name “NF—shared |
Description
Shared
4 | B &)
‘ (o= ‘ CriErTE | File Types ‘ Direction ‘ Action |
O] wr any any both forward

FIGURE 77. File Blocking Profile with all files sent to the WildFire for analysis

Data Filtering is about administrator defined regex strings that can be used as filters

in different kind of traffic. Data Pattern for “Luottamuksellinen” (“Confidential”) is

illustrated in the Data Filtering Profile in Figure 78. These filters can then be used to

block, allow, packet capture and alert desired groups of peoples.

Data Patterns @

Mame | Luottamuksellinen

Description

Shared

Weight (0 - 255)

Mame  Luottamukselinen

cc# | [0- 255 SSN# | [0 - 255] SSN# (without dash) | [0 - 255]
Custom Patterns = | (=] ]
Mame | Regex | ‘Weight |
Luottamukselinen A (Luottamukselinen) | (LUCTTAMUKSELLINEN) | (uottamukselinen)) 1

Data Filtering Profile @

Description |Luot13muksel|inen

Shared

D Data Capture

o |

=)0

Direction
both

‘ Data Pattern
Luottamukselinen

|ﬁ|::|:i¢3tinns

any

File Types

any

Alert Threshold ‘Endcﬂted’ldd |

FIGURE 78. Data Pattern in the Data Filtering Profile
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Once the Security Profiles are defined, they can be activated in the Security Rules.
Different Profiles should be created for at least Internal, DMZ and External (Internet)
traffic for easier management of different needs. In Figure 79 there is an example of
security rule for Internet traffic, where allowed applications are in one application
group and a “Tuotanto-INTERNET” Security Group that consists of Security Profiles of
all of the threats: Antivirus, Anti-Spyware, Vulnerability Protection, URL Filtering, File
Blocking and Data Filtering. DoS Protection needs to be defined in a different Securi-

ty Policy and cannot be added into the Security Group Profile.

M
m
b
=
1~}

m
[

=]
=

Application

Profile Type  Group

Group Profile | Tuotanto-INTERMET

FIGURE 79. Security Group that includes all Security Profiles for Internet traffic

4.3.11 WildFire Reports during the Test Period

After the test environment was set up including WildFire functionality, the ADSL
Router was updated to the latest firmware, since it was jamming (halted) regularly.
During the search of the latest firmware from the Internet, the following WildFire log

entries were encountered at 7" of June 2013, see Figure 80.



Log Details ®

— B

SessionID 50733 ID 205735073 Generate Time 20130712 04:02:52
Threat/Content Type  wildfire Severity  medium Receive Time  2013/07/12 04:02:52
Action  wildfire- IF Protocol  tep
o upload-skip Log Action Captive Portal [
Application  fip Repeat Count 1 .
Fue  Koti-to- . o Proxy Transaction  []
Filename  indiftpd.exe
OUT-Allow Decrypted D
Cate lici
_ ategory  malidous Packet Capture [
Virtual System  vesysl
Device OGS Direction  server-to-dient
Sowre ] Dot
Source User Destination User
Source address  213,157.92,196 | Destination address  192,168,12,11

Source Port 50092
Source Zone  ADSL
Inbound Interface  ethernetifi
MAT Source IP 213,157.92. 196
MAT Source Port 50092

Destination Port 57017
Destination Zone Kot
Cutbound Interface  etherneti/2
MAT Destination IF 10.0.0.100
MAT Destination Port 53408

Related Logs (+/- 24 Hours)

Type Application Action Rule Bytes Packets Severity Category URL [ Filename

wildfire-upload-skip Koti-to-OUT-Allow

Receive Time Log

07/1204:02:52 threat wildfire fip medium malicdous  indiftpd.exe

View WildFire Report

FIGURE 80. Malicious file detected from the traffic

When the log details were further analyzed, the indiftpd.exe file included several
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files with pv.exe file and a virus in it, called a Win32.neshta.bxs detected at 2" May

2013, see Figure 81.

Log Details

Session ID 50733 Threat/Content Mame  Virus/Win32.neshta.bxs Generate Time 2013!05!0214.13.53

Threat/Content Type  wvirus D 2023117 Receive Time  2013/05/02 14:13:58
Action  deny Severity  medium _
Application  ftp IP Protocol  top Captive Portal D
Rule  Koti-to-OUT-Allow Log Action Prascy Transaction D
Category  any RepeatCount 1
Virtual System  vsys1 Misc  pwv.exe Decrypted D

Device DN 155
soce | estination

Source User Destination User
Source address  213.157.92.196 | Destination address

Source Port 50092

Source Zone  ADSL
Inbound Interface  ethernetif1l

MAT Source IP 213.157.92.196

NAT Source Port 50092

Related Logs (+/- 24 Hours)

Packet Capture

Direction  server-to-dient

192.188.12.11
Destination Port 57017
Destination Zone Kot
Outbound Interface  ethernet12
MAT Destinaton IP - 10.0.0.100
MNAT Destination Port 53408

Receive Time Log Type Application Action Rule Bytes  Packets Severity Category URL / Filename
05/02 14:13:55 threat fle fip forward Koti-to-OUT-Allow low any FTPS.exe
05/02 14:13:55 threat file fip forward Koti-to-OUT-Allow low any upgrade.bat
05/02 14:13%:55 threat file fip forward Koti-to-OUT-Allow low any Fullupdate3.02.zip
05/02 14:13:55 threat fle fip forward Koti-to-OUT-Allow low any FTPS.exe

E& 0502 14:13:58 threat virus fip deny Koti-to-OUT-Allow medium any pv.exe
05/02 14:14:23 traffic end fip allow Koti-to-OUT-Allow 415,728 402
05/02 15:06:42 threat fle fip wildfire-upload-fail Koti-to-0OUT-Allow informational any FTPS.exe
05/02 15:06:59 threat file fip wildfire-upload-success  Koti-to-OUT-Allow informational any FTPS.exe
05/02 15:07:02 threat fle fip wildfire-upload-skip Koti-to-OUT-Allow informational any indiftpd.exe

FIGURE 81. Pv.exe contains a malicious file
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A packet capture was defined to all critical threats, thus the content can be seen in
the NGFW GUI or exporting the network traffic using the Export button, see Figure
82. Exported file is pcap-format which can be viewed with packet capture programs,
like WireShark, for example. Packet capture captures packets only until traffic is ter-
minated by the NGFW, therefore only first packets are captured. If the traffic is con-

figured to allow or alert, then more packets are captured.

Packet Capture

14:13:-53_000000 00:13:64:28:d4:6e &gt; b4:0c:25:0c:af:10, ethertype IPv4 (0x0800),
0x0000: b40c 250c afl0 0013 &428 d4ce 0B00 4500 . %..... d{.n_._E._ F
0x0010: 05dc b258 4000 370& Bcte d55d Sccod claB ... @.7..m._N\...
0x0020: OclOb c3ac debS Sabo 31£3 163k cVac 5010 ........ Loofoafs =
0x0030- 002e a3%6 0000 4dSa 5000 0300 0000 0400 ._..... i occocsoos 1
0x0040- 0000 £££f 0000 bBOO 0000 0000 0000 4000 .. .. ._.._._. @.

0x0050:- 0000 0000 0000 0000 0000 0000 0000 Q000 ... .. ... ... __.__.. —
Ox00&0:- 0000 0000 Q000 0000 0000 0000 0000 0000 ... .. ... ... __.__..
0x0070:z 0000 £000 0000 Oelf bale 00b4 0%cd 21b& ... ... ... ____ I
0x0080: 0ld4c cd2l 5468 €373 2070 726f 6772 6léd _L.!This_program
0x00%0: 2063 elee Geef 7420 &Z65 2072 756e 2069 _cannot. be_run._i
Ox00a0: &e20 444f 5320 edef ©465 ZelOd O0dO0a 2400 n. DOS mode. .. 5.
0x00b0:- 0000 0000 0000 7es? 79cf 3al6 1735c 3ale z
0x00c0:z 17%c 3a06 179c 41la 1bS3c 3506 1735c 5513
0x00d0: 1lcSc 3b0& 179c 5515 1dSc 0406 1735c bSla
Ox00e0: 15%c Zb0g 179c 5815 045c 3d0e 1735c 3ale
0x00£0: 169c 7806 179c 3c2b5 1ldSc 3ele 1735c 3cib
0x0100: 1lecSc 3b06 179c 5285 €368 3a0e 175c 0000
0x0110: 0000 0000 0000 0000 0000 0000 0000 0000
0x0120: 0000 0000 0000 5045 0000 4c0l1 0300 Oecd
0x0130- e73f 0000 0000 0000 0000 2000 OFf01 ObO1
0x0140: 0&00 0030 0000 0070 0000 0000 0000 3752
0x0150: 0000 0010 0000 0O0=0 0000 0000 4000 0010
Ox01e0: 0000 0010 0000 0400 0000 0000 OOOO 0400 ... ... .. ____..
0x0170:z 0000 0000 Q000 0010 0100 0010 0000 Q000 ... ... ... .. __._..
0x0180: 0000 0300 0000 0000 1000 0010 0000 Q000 ... ... ... __._..
0x0150: 1000 0010 0000 0000 0000 1000 0000 Q000 ... ... ... __.__..
Ox01a0: 0000 0000 0000 &0=5 0000 5000 0000 QOO0 ... [ =
O0x01bL0- 0000 0000 0000 0000 0000 0000 0000 0000 .. ________ s
4 i | +

Fo--ElT;%

FIGURE 82. Content of the pv.exe

In Figure 83 is the analysis result of the Win32.neshta.bxs. It creates an executable
file in the windows folder, which is seen as the most severe threat behavior in this
case. All the other behaviors are not malicious and therefore this particular case can
be a false positive alert. However, this report is not detailed enough to decide

whether it is reliably a virus or not, even there seems to be some malicious behavior.
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Virus/Win32.neshta.bxs

Overview

Wirus MName Virus/Win32.neshta.bxs

SHA - 256 cl6c2aBlacadfvbc7954536cad1f61a0fc8a7o6dad73555c9a62042234a6661
MD5 efcd{c0f3fd7241545feabb7 39517 cfb

Content Release

Wirus Total Virus Coverage Information
Behavior Summary

This malware exhibited the following behaviors -

Created or modified files |

Spawned new processes |

Modified WINDOWS registries |

Created an executable file in Windows folder |
Created an executable file in an user document folder .

Process Activity

Process Parent Process Action
Clsample.exe UNKMNOWN Create
Clsample.exe explorerexe Create
Cisample.exe explorer.exe Terminate
CAWINDOWS\system32\userinit exe CAWINDOWS\system32winlogon exe Terminate
File Activity

File Process Action
C\Documents and Settings\Administrator\Application DataWWplugin.dil Chsample.exe Write
CAWINDOWSWplugin.dil Clsample.exe Write

Registry Modifications

Registry Key Action
HKCU\Software\MicrosoftWindows\CurrentVersion\ExploreriShell Folders\AppData Set

FIGURE 83. Overview of the Win32.neshta.bxs file

To present more confidence and reference to the inspected file, WildFire integrates
directly to the Virustotal.com service. Virustotal will compare the result of the given
hash of the sample file to its own database. Its database has the information of total
44 of different AV vendors and whether they can detect the file, and if they can then
what the signature version is. Figure 84 illustrates how many vendors detect the file

(hash) at 13" August 2013.
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total

SHAZ256: c16c2a83acad67bc7954536cad4 1f61alfcBabbdad T3555c9ab20422a4a6661
File name: efcd1c0f3fd7241545feabb739517cfb
Detection ratio: 37 /44

Analysis date:  2011-09-25 04:53:17 UTC ( 1 wuosi, 10 kuukautta ago )

FIGURE 84. 37 AV vendors out of 44 detects the sample file (hash)
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Even though the file has been in the database since one year and 10 months, still not

all AV vendors can detect it, see Figures 85 and 86.

@ File identification

MD5
SHA1
SHA256

ssdeep

File size
File type
Magic literal

TriD

& VirusTotal metadata

First submission
Last submission

File names

= Analysis @, File detail

@ Additional information ® Comments ) \otes

efcd1c0f3fd7241545feabb739517cfb
d8436c6611c3adbb11eTedd6eabbfdc5T4c1de74
c16c2adiacadb7bcT954536cad 1f61alfcGarbbdad 73555c9fab20422a4a6661

1636:FzdED/TLhhJmaTnUJzoS2RvuFFDUIY kK4 cEui1gNNx0eWEQPB
147WAckBzHhTdud:kTY2nUJzoihYZ4z 1sxtbjlUWnoRzNj

162.6 KB { 166131 bytes )
Win32 EXE

Win64 Executable Generic (59.6%)

Win32 Executable MS Visual C++ (generic) (26.2%)
Win32 Executable Generic (5.9%)

Win32 Dynamic Link Library (generic) (5.2%)
Generic Win/DOS Executable (1.3%)

2011-09-25 04:53:17 UTC ( 1 vuosi, 10 kuukautta ago )
2011-09-25 04:53:17 UTC ( 1 vuosi, 10 kuukautta ago )
efcd1c0f3fd724 154 5feabb739517cfb

FIGURE 85. First and last submission of the hash

Many of the AV vendors have named the malware as “Slugin”, as seen in Figure 86.

The green spot under the Result indicates that the AV vendor does not recognize the
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variant or it considers it as benign and name of the variant indicates that the vendor

detects the variant.

Antivirus Result Update

AhnLab-V3 Win32/Slugin 20110924
AntiVir W32/Slugin.A 20110923
Antiy-AVL (] 20110924
Avast Win32:Patched-HO [Trj] 20110924
Avasth Win32:Patched-HO [Trj] 20110924
AVG Win32/Slugin.A 20110924
BitDefender Win32.Slugln A 20110925
ByteHero < 20110923
CAT-QuickHeal W32.5lugin.A 20110924
ClamAV Trojan.Spy-59563 20110925
Commtouch W32/Slugin B 20110924
Comodo TrojWare Win32.Patched.Q 20110925
DriWeb Win32 Wplugin.2 20110925
Emsisoft Trojan Win32 Patched!K 20110925
eSafe o 20110920
eTrust-Vet Win32/Slugin.A 20110923
F-Prot W32/Slugin.B 20110924

FIGURE 86. Different AV vendors detect or do not detect the malware sample

37 out of 44 AV vendors detects the file and identifies it either a Trojan Horse or a
Virus and only 7 AV vendors do not recognize it or considers it benign. According to
both WildFire and Virustotal analysis information, it is reasonable to believe that this

particular file is a malware.

When inspecting the Palo Alto Networks Threat Database with the identified mal-
ware ID: 2023117 again at 22" November 2013, the name of the variant has changed
from Win32.neshta.bxs to Trojan/Win32.llac.nar with the new WildFire content re-
lease version of 1143 dated as 8" November 2013, see Figures 87-89. Figure 87 illus-
trates the behavior that has been detected with recent WildFire analyze. The file at-
tempts to modify system registry entries and system configuration to enable auto-

start capability, which is seen questionable behavior (yellow). It also change Internet
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Explorer settings and inject code to another process, which is definitely a malicious

behavior.
Trojan/Win32.llac.nar
Qverview
Virus Name Trojan/Win32 llac.nar
SHA - 256 77782d6d2035e2a561a391181cBBcaeaf73a3cal07e3589cde1bc1407529f021
MD5 0f74a96f46d091e9748561fb70a6f175
Content Release 1143 (11/8/2013)
Virus Total

Behavior Summary

This malware exhibited the following behaviors :

Behavior Severity
Created or modified files |
Modified WINDOWS registries ||

Modified registries or system config to enable auto start capability |
Changed security sefings of Internet Explorer [
Created file in Windows folder |

Injected code into another process |

Process Activity

Process Parent Process Action
Cihsample.exe explorerexe Create
Cihsample.exe Cisample.exe Create
Clsample.exe explorer.exe Terminate
Clsample.exe Ciisample.exe Create
CAsample exe UNKMOWHN Create
Cihsample.exe Cisample.exe Terminate
FIGURE 87.

Figure 88 illustrates file activity of the sample, including writing files to the temp,

root, Windows and Windows Systems folders and also a Facebook icon file. At the

end some of the temp folder’s files are deleted. The file (sample) and hashes are dif-

ferent than in the previous analysis, since WildFire analysis has been done to another

file with identical behavior and the behavior and virus definition has been updated

accordingly.



File Activity

File

C:\Documents and Settings\AdministratoriLocal Settings\Temp U —C—00 b
Ci\Documents and Settings\AdministratoriLocal Settings\Tempbd—xX—Cltd
C:\Documents and Settings\AdministratoriLocal Settings\TempUGoC o
C\Documents and Settings\AdministratoriLocal Settings\Temp\7483-ico-facebook-icon.ico
Ci\Documents and Settings\AdministratoriLocal Settings\TempiUJuU.uUu
C:\Documents and Settings\AdministratoriLocal Settings\TempiUul ullu
C:\Documents and Settings\AdministratoriLocal Settings\TempEWEB.abc
Ci\Documents and Settings\AdministratoriLocal Settings\Tempuood oo
CAWINDOWS\system32

CAWINDOWS

CA

C\Documents and Settings\Administrator

C:\Documents and Settings\AdministratoriLocal Settings

CiDocuments and Setings\All Users

C\Program Files

CAWINDOWS\system32\CatRoot2

CWINDOWS\WIinSxS

C\Documents and Settings\AdministratoriCookies

C:\Documents and Settings\AdministratoriLocal Settings\History\History|ES
CiDocuments and Settings\Administrator\Application Data

CAWINDOWS\SoftwareDistribution

Process
Cilsample.exe

Cizample.exe
Cilsample exe
Cilsample.exe
Cizample.exe
Cilsample exe
Cilsample.exe
Cizample.exe
Cilsample exe
Cilsample.exe
Cizample.exe
Cilsample exe
Cilsample.exe
Cizample.exe
Clsample exe
Cilsample.exe
Cizample.exe
Clsample exe
Cilsample.exe
Cizample.exe

Clsample.exe

Ac
Write

n

Delete
Write
Write
Write
Delete
Write
Delete
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write

FIGURE 88.
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Figure 89 illustrates registry modifications including Internet Explorer’s settings, as

informed in the Behavior section in Figure 87 “Changed security settings of Internet

Explorer” and “Modified Windows Registries”.
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Registry Modifications

HKCU\Software\MicrosoftWindows\CurrentVersion\ExploreriShell Folders\Personal Set
HKCU\Software\WicrosoftWindows\CurrentVersion\ExplorenMountPoints 24{e86064ca-57e4-11e0-bef8-806d6 17 2696)\BaseClass Set
HELM\SOFTWAREWMicrosoftWindows\CurrenfWersion\ExploreriShell Folders\Common Documents Set
HKCU\Software\MicrosoftWindows\CurrentVersion\ExploreniShell Folders\Desktop Set
HKLMSOFTWAREWIicros oftiWindows\Currentversion\ExploreniShell Folders\Common Deskiop Set
HKCU\Software\MicrosoftWindows\CurrentVersion\internet Settings\ZoneMap\ProxyBypass Set
HKCU\Software\MicrosoftWindows\CurrentVersion\internet Settings\ZoneMap\intranetiame Set
HKCU\Software\WicrosoftWindows\CurrentVersion\internet Settings\ZoneMap\UNCAsIntranet Set
HKCU\Software\MicrosoftWindows\CurrentVersion\internet Settings\ZoneMap\AutoDetect Set
HKCU\Software\MicrosoftWindows\CurrentVersion\ExplorenShell Folders\Cache Set
HKCU\Software\MicrosoftWindows\CurrentVersion\ExplorenShell Folders\Cookies Set
HKCU\Software\MicrosoftWindows\CurrentVersion\ExploreriMountPoints 2{e86064c3-57ed-11e0-bef3-806d617 26061\ BaseClass Set
HECU\Software\adminiMewldentification Set
HKCU\SoftwareladminiNewGroup Set
HKCU\Softwareladmin\FirstExecution Set
HKCU\Software\MicrosoftiWindows\CurrentVersion\ExploreniShell Folders\Personal Set
HKLMSOFTWAREWMIicros oftiWindows\Currentversion\ExploreniShell Folders\Common Documents Set
HKCU\Software\MicrosoftWindows\CurrentVersion\ExploreniShell Folders\Desktop Set
HELMSOFTWAREWMicrosoftWindows\Currentversion\Explorer\Shell Folders\Common Deskiop Set
HKCU\Software\MicrosoftWindows\CurrentVersioniinternet Settings\ZoneMap\ProxyBypass Set
HKCU\Software\MicrosoftWindows\CurrentVersion\internet Settings\ZoneMapiintranethlame Set
HKCU\Software\MicrosoftWindows\CurrentVersion\internet Settings\ZoneMap\WWMNCAsIntranet Set
HKCU\SoftwareiMicrosoftWindows\CurrentVersioniinternet Settings\ZoneMap\AutoDetect Set
HKCU\Software\MicrosoftWindows\CurrentVersion\ExplorenShell Folders\Cache Set
HKCU\Software\MicrosoftWindows\CurrentVersion\ExploreniShell Folders\Cookies Set
HKLMSOFTWAREMicros oftWindows\Currentversion\Explorer\Shell Folders\Common AppData Set
HKCU\Software\MicrosoftiWindows\CurrentVersion\ExploreniShell Folders\AppData Set
HKCU\Software\MicrosoftWindows\CurrentVersion\ExplorenShell Folders\Cache Set
HKCU\Software\MicrosoftWindows\CurrentVersion\ExploreniShell Folders\Cookies Set
HKCU\Software\MicrosoftWindows\CurrentVersion\ExploreriShell Folders'\History Set
HELMSOFTWAREWMicrosoftWindows\CurrentVersion\policies\ExploreriRun'\Policies Set
HKCU\Software\MicrosoftWindows\CurrentVersioniPolicies\ExploreriRun\Policies Set
HKLMSOFTWAREWMicros oftiActive Setupiinstalled Components\{FEYUOG0N-1275-0F82-28U0-5M1JEI7 2426 1AStubPath Set

FIGURE 89. Detailed registry setting’s modification

Updated WildFire analysis (content release version 1143) is more precious than earli-
er content release and now it clearly shows that the submitted file is a malware. This
information can be compared to the Virustotal information again to get some refer-

ence to the analysis. See Figures 90-93 of the result of the Virustotal database.

Figure 90 illustrates the detection ratio with 41 AV vendors out of 48 detects the ma-
licious file as Trojan Horse or a Virus while only 7 vendor does not recognize it or
considers it as benign. The file has been re-analyzed, since analysis date has changed

to one month and three weeks ago.
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)

SHA256:
File name:
Detection ratio:

Analysis date:

= Analysis

Antivirus
Agnitum
AhnLab-V3
AntiVir
Antiy-AVL
Avast

AVG
Baidu-International
BitDefender
Bkav
ByteHera
CAT-QuickHeal
ClamAV

Commtouch

@, File detail

total

TT762d6d203522a561a391181c86caeaf73a3cal07e3589c4e1bc 1407525021
server.exe
41748

2013-09-27 10:33:06 UTC { 1 kuukausi. 3 vilkkoa ago )

@ Additional information ® Comments o Q) Votes

Result
Worm.DR.Rebhip.Gen
Trojan/Win32. Llac
TR/Spy. Gen

(]

Win32:Rebhip-B [Trj]
PSW.Generic7 BULM
L]
Trojan.Generic.3904046
[]

(]

Worm_Rebhip A8
Trojan.Agent-192978

W32/Rebhip.A.gen!Eldorado

[ Behavioural information

Update

20130926
20130926
20130927
20130927
20130927
20130926
20130927
20130927
20130926
20130924
20130927
20130927

20130927

FIGURE 90. Virustotal database results for given file (hash)

The file has been re-analyzed and the behavior has updated but also the first and last

submission has been changed, as illustrated in Figure 91.



3 Analysis @ File detail

@ File identification

MD5

SHA1
SHA256
ssdeep

File size
File type
Magic literal
TrD

Tags
& VirusTotal metadata

First submission
Last submission

File names

@ Additional information @ Comments n ) Votes 8 Behavioural information

0f74a36f46d091e9748561fb70a6f175

eecdd1b6c8550b562850203b7 1e225fcb58ecE66
T7782d6d2035e2a561a391181c86caeal? 3a3callTe3569cde1bc 14075291021
12288:0UD6jbQGaFZyaM8b0QcYqGLyWSKaASTIMEgfGe:0UDaP4IMddY fyiSZgfGe
518.0 KB ( 530432 bytes )

Win32 EXE

PE32 executable for MS Windows (GUI) Intel 80386 32-bit

Win32 Executable (generic) (42.5%)

Win16/32 Executable Delphi generic (19.5%)

Generic Win/DOS Executable (18.9%)

DOS Executable Generic (18.8%)

Autodesk FLIC Image File (extensions: fic. fli, cel) (0.0%)

peexe

2013-08-27 10:33:06 UTC ( 1 kuukausi, 3 viikkoa ago )
2013-09-27 10:33:06 UTC ( 1 kuukausi, 3 viikkoa ago )

senverexe

FIGURE 91. First

The Virustotal’s behavioral information identifies the malicious activity as well, as
illustrated in Figure 92 and 93. Figure 92 illustrates the Code Injection activity and
identifies the injected file as explorer.exe (run also as explorer process) with mali-

cious file’s own spawned file and process that it creates in the Created Processes,

and last submission of the file
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Opened Files and Read Files section. The Shell command seems not working with the

virtual system which made the analysis, since the result of the shell command is

failed. Figure 93 illustrates UDP traffic to an IP address that indicates communication

traffic which usually is directed to Command and Control (C&C) server to confirm

that the client is compromised and ready to serve the C&C server.
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&= Opened files Q Searched windows

CADOCUME~1\<USER>~T\LOCALS~1\Temp XXX txt (successful)

: an

CATTT82d6d2035e2a561a391181c86casalT3a3cal07e3589c4e1bc 1407529021 (successful) CLASS: Shell_TrayWnd
NAME: (null)

@ Read files

C:ADOCUME~1\<USER=~1\LOCALS~1\TempX-XX—XX txt (successful) & Runtime DLLs

C:\77782d6d203522a561a391181c86caeal73a3cal07e3589c4e1bc 1407529021 (successiul)

kernel32.dll (successful)
[ Written files

advapi32.dll (successful)
CADOCUME~1\<USER>~1\LOCAL S~1iTemphiX-XX--XX txt (successful)

- user32.dll (successful)
Created processes

avicap32.dll (successful)
C:\77782d6d2035e2a561a391181c86caeal73a3cal07e3589c4e1bc 140759021 (successiul)

gdi32.dll (successful)

>_ Shell commands

{open) C-\77782d6d203552a56 123018 1c86caeaf3a3cal0Te3580c4e 1be 1407528021 [(null)] (failed) gdiplus.dil (successful)

L ; mprdll (successful)
X Code injections in the following processes

explorer exe (successful) msacm32.dll (successful)

T7782d6d2035e2a561a391181cB6caeal73a3call7e3589c4e1bc14075a9f021 (successiul) ntdll.dll (successful)

[# Created mutexes ole32 dll {successful)

_x_X_UPDATE_X_x_ (successful)
_x_X_PASSWORDLIST_X_x_ (successful)
_% X _BLOCKMOQUSE_X_x_ (successful)

MA0STYULCEWIUK (successful) = UDP communications
M40STYULCEWIUK_PERSIST (successfil)

Show all

M40S1YULCEWIUK_SAIR (successiul) 64.4.10.33:123

& Opened mutexes

ShimCacheMutex (successful)

FIGURE 92. Behavior information FIGURE 93. UDP traffic

These two analyses of the same threat ID provided by the Palo Alto Networks threat
database together with Virustotal’s database analysis information illustrates the con-
stantly changing threat landscape that the companies are facing in a daily basis.
Threats are changing and new signatures and behavior are constantly analyzed,
compared and behavior and threat databases are updated to match the recent re-
sults. The behavior based analysis and threat information sharing between parties
are essential for detecting and preventing zero-day attacks and constantly changing
threats. Automatically generated information; e.g. statistics and results of analyses
from sandboxed and virtualized environments with different set of OS and software
installed that are delivered to the companies, are definitely valuable for identifying

threats. They are also a competitive advantage among competitors.
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Some general WildFire statistics were taken from the production environment in NCC

Finland’s network during the past year at 24.8.2012 — 30.8.2013.

Total number of samples: 2294 (100%)
Number of malware samples: 326 (14%)
Number of benign samples: 1968 (86%)

Four different anomalies separated from the samples represented a total of 154
samples. Those were compared to Virustotal’s AntiVirus database to see how many

AV vendors detect those threats after one year’s period, on 30™ August 2013.

Anomaly 1, time of occurrence: 24.8.-30.8.2012.

Method: SMTP (email)

AV coverage by vendor per variants: 34/42, 39/46, 42/46 (detected/total vendors)
Number of samples: 11

Behavior: Similar threats (malware) were sent via email using three different variants
with similar behavior. They all tried to trick a user to click a link or open the attach-
ment disguised as Adobe’s PDF (Portable Document Format)-document but was ac-
tually executable file format (.exe), which would have infected the client and down-
loaded some more malware from identified malware domains, if succeeded in infect-
ing the client. These samples were detected four days after WildFire functionality

was taken into production, so they may have been seen before WildFire was in use.

Anomaly 2, time of occurrence: 27.8.-12.10.2012

Method: Web browsing (using browser)

AV coverage by vendor per variants: 28/40, 16/40

Number of Samples: 58

Behavior: Two variants tried to infect client machines using the server side scripting
language in the destination server. If successful, it would run an executable file in the

client’s document folder, spawned new processes, created a backdoor, deleted itself,
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inject code to another process, registered a file as auto-start from a local directory,

modified IE settings and several other unwanted behavior.

Anomaly 3, time of occurrence: 23.-30.10.2012

Method: SMTP (email)

AV coverage by vendor per variants: 42/47, 43/46, 42/47, 40/45, 40/45, 39/46
Number of samples: 74

Behavior: six variants tried to infect client using an attachment in the email that
would have stolen the saved passwords of the FireFox. The attachment appeared to

be an Adobe PDF document, but it was actually an executable file.

Anomaly 4, time of occurrence: 16.1.-28.1.2013

Method: Web browsing (using browser)

AV coverage by vendor per variants: 32/46, 32/46, 30/46, 28/46, 33/44

Number of samples: 11

Behavior: five variants tried to infect clients by serving a malware in the web server.
If the client enters the infected web site, the executable file is downloaded and exe-
cuted in the user document folder. If succeed, then new processes are spawned, the
code is injected to another processes, |E settings are affected, FireFox passwords are

stolen, it visits malware sites and attempts to sleep for a long period of time.

Anomalies number one and three represents threats sent to the user through email
with a malicious attachment or link included. It is worthwhile to mention the
ThreatSim’s phishing-for-hire campaigns (Verizon, 2013, 38). It states that running
with three emails grants the attacker more than 50% possibility of getting at least
one click. Running that campaign twice and the probability rises up to 80%, and send-
ing 10 phishing emails will almost guarantee on getting a click. The inevitability of a

click is illustrated in Figure 94. (Verizon, 2013, 38).
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Figure 28: The inevitability of the click

100%

80%

60%

40%

20%

Probability of at least one click

0%

2 4 6 8 10 12 14 16 18 20
E-mails per campaign

FIGURE 94. Inevitability of a click in a phishing campaign (Verizon, 2013, 38)

The exploit is only possible, if the user actually clicks the link, has a vulnerability on
the system, and the malware can be quietly installed without the user awareness and
the communication path is available to the attacker (Verizon, 2013, 38).

All the other malware samples represent more evenly distributed behaviors that var-
ied greatly. Some worrying example was seen although, which was at the end of the
test period. One backdoor was seen in the Hewlett Packard’s BIOS driver during the

download from HP’s web site (Figure 95).
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Log Details

Session ID
Threat/Content Type
Action

Application

Rule

Category

Virtual System
Device

Source User
Source address
Source Port
Source Zone
Inbound Interface
MNAT Source IP
MAT Source Port

Receive Time
08/15 09:21:12
08/15 09:2L:12
§ 08/1500:21:12
08/15 09:21:40

636160 Threat/Content Name
virus D
deny Severity
ftp IF Protocol
INT OMNS Log Action
any

veys3 Repeat Count
— Misc

souree _ [Destmbon

Destination User 2"
15.193.112,142 | Destination address 145" 2
44955 Destination Port 50013
INTERMET Destination Zone -WKS
etherne | 140 Cutbound Interface  etherne | 30
15,193,112, 142 NAT Destination IF  S6G—_g_—__—_—
44985 MAT Destination Port 10274

Log Type Application Action Rule
threat file ftp forward INT
threat file fip forward INT
threat wvirus fip deny INT
traffic end fip allow INT

Backdoor,Win32.Rbot.nm Generate Time  2013/08/15 09:21:07
2222844 Receive Time  2013/08/1509:21:12
medium

tcp Captive Portal ]

Criﬁajg';g](}g Proxy Transaction ]

i Decrypted [

£p62738.exe Packet Capture  [v/]

server-to-dient

Direction

Bytes Packets Severity Category WURL [ Filename

ONS low any Sp62738.exe
CONS low any sp62738.exe
OnNS medium  any Spha2738.exe
ONS 4,688 o

FIGURE 95. Backdoor in HP BIOS driver file sp62738.exe

File “sp62738.exe” is a HP’s BIOS update for certain models of HP’s laptops. Wild-

Fire’s analysis of the file was categorized as malware, see Figures 96-98. There are

several behaviors that do not apply to BIOS installation package, e.g. backdoor be-

havior (listening to a specific port), creates hidden executable in the Windows and

Windows system folder, removes itself and visited a malware domain.
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Backdoor/Win32.Rbot.nm

Overview

Virus Mame BackdoorWin32.Rbotnm

SHA- 256 d19486767d7527ca55bd768761004f847f9862b452a22d1f90117dectd311278
MD5 7b309a57e32b418fa9ch9361074f2ebb

Content Release 1084 (8/21/2013)

Virus Total Virus Coverage Information

Behavior Summary

This malware exhibited the following behaviors :

Behavior Severity

Created or modified files

Spawned new processes

Modified WINDOWS registries

Modified registries or system config to enable auto start capability
Changed security settings of Internet Explorer
Visited a known dynamic DNS domain

Created an executable file in Windows system folder
Backdoor behavior: listen on a specific port

Deleted itself

Created hidden executable files

Visited a malware domain

Changed browser proxy

Changed network connections setting of IE

Created hidden files in Windows folder

Registered file as autostart from local directory

FIGURE 96. Backdoor behavior analyzed by WildFire

Network Activity
This malware performed the following network activities
DNS Queries

dns1.us NS

ravo.dnslus A
Process Activity

Process Parent Process Action
CWINDOWS\system32wingls.exe Clsample.exe Create

Clsample.exe UMNKMNOWN Create
Clsample.exe explorer.exe Create
Clsample.exe explorer.exe Terminate

CAWINDOWS\system32wuserinit.exe CAWINDOWS\system32winlogon.exe Terminate

File Activity

File Process Action
CWINDOWS\system32wingls.exe Clsample.exe Write

Clsample.exe CAWINDOWS\system32wingls.exe Delete

FIGURE 97. Network activity of identified backdoor by WildFire




Registry Modifications

HKCUSoftware\Wicros offWindows\CurrentVersion\ExploreriMountPoints2\{e86064ca-57e4-11e0-bef3-806d61726967\BaseClass
HKLMSOFTWAREWicrosoftWindows\CurrentVersion\ExplorenShell Folders\Common Documents
HKCUSoftware\Microsoftivindows\Currentversion\ExplorenShell Folders\Desktop
HKLM\SOFTWAREWicrosoftiindows\CurrentVersion\ExploreriShell Folders\Common Desktop
HKCUSoftware\MicrosoftiWindows\Currentversioniinternet Settings\ZonelMap\ProxyBypass
HKCU'Software\Micros oftWindows\Currentversioniinternet Settings\ZonelMap\ntranethame
HKCU\SoftwareMicrosoftWWindows\Currentversioniinternet Settings\ZoneMap\UNCAsIntranet
HKCU\SoftwareMicros oftWWindows\Currentversioniinternet Settings\ZonelMap\AutoDetect
HKCU\SoftwareMicros oftiindows\Currentversion\ExploreniShell FoldersiCache
HKCU\SoftwareMicros oftiWindows\Currentversion\ExploreniShell Folders\Cookies
HKCU\SoftwareMicros oftiindows\Currentversion\ExploreniShell FoldersiCache
HKCU\SoftwareMicros oftWWindows\Currentversion\ExplorenShell Foldersi\Cookies
HKCU\Software\Micros oftWindows\Currentversion\ExploreniShell Folders\History
HKCU\Software\Micros oftWindows\Currentversion\ExploreniShell FoldersiCache
HKCU\SoftwareMicros oftiWindows\Currentversion\ExplorenShell FoldersiCookies
HECU\Software\Micros oftWindows\Currentversion\ExploreniShell Folders\History
HELM\SOFTWAREWMicros oftWindows\CurrentVersion\Run\Microsoft IT Update
HELM\SOFTWAREWicrosoftiWindows\CurrentVersion\RunSenvices\Microsoft IT Update
HKCU\Software\MicrosoftWindows\CurrentvVersion'\Run\Microsoft IT Update

HKCU\Software\Micros oftWindows\CurrentVersion\Run\internat.exe
HKLM\SOFTWAREWicrosoftiWindows\CurrentVersion\ExplorenShell Folders\Common AppData
HKCU'Software\Micros offWindows\Currentversion\ExploreriShell Folders\4ppData
HKCU\Software\MicrosoffWindows\Currentversioninternet Settings\MigrateProxy
HKCUSoftware\Micros oftWindows\Currentversioniinternet Settings\ProxyEnable
HKCUSoftwareMicros offWindows\Currentversioniinternet Settings\ProxyServer
HKCU\Software\MicrosoftWindows\Currentversioniinternet Settings\ProxyOverride
HKCU\Software\MicrosoftWindows\Currentversioniinternet Settings\AutaConfigURL
HKLM\SYSTEM\ControlSet001\Hardware Profiles\000 \Software\Microsoftwindows\Currentversioniinternet Settings\ProxyEnable
HKCU\Software\MicrosoftWindows\Currentversioninternet Settings\Connections\SavedLegacySettings
HKCU\Control PanelKeyboardinitialKeyboardindicators

Registry Key Action

HKCU'Software\Micros offWindows\Currentversion\ExploreriShell Folders\Personal

Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Set
Delete
Set
Set
Set
Set
Delete
Delete
Delete
Set
Set
Set

FIGURE 98. Registry modifications by identified backdoor by WildFire
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36 out of 44 AV vendors detected this backdoor after being 1 week and 2 days in the

Virustotal’s database. When queried again at 30" August 2013, the same detection

ratio still exists, being 2 weeks and 3 days in Virustotal’s database (Figure 99-100).

—

2

SHAZ56:
File name:
Detection ratio:

Analysis date:

total

d19486767d7527cas5bd 768761004184 79862b452a22d1f9b117dec6d3 11278

9bc8d97a01d259b7250dfd4 1931 3e4f5b45c766-7b309a57e32b418fa9%¢ch9361. .

36/ 44

2013-08-12 20:15:02 UTC ( 1 viikko, 2 paivaa ago )

FIGURE 99. Virustotal’s detection ratio for a given sample at 22t Aug 2013
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SHA256:
File name:
36744

Detection ratio:

Analysis date:

total

2013-08-12 20:15:02 UTC ( 2 viikkoa, 3 paivaa ago )

d19486767d7527ca55bdT68761004f847fI862b452a22d1f9b117dec6d3 11278

9bc8d97a01d259b7250dfd4193f13e4f5b45cT66-Th309a57e32b418fa% 9361

FIGURE 100. Virustotal’s detection ratio for a given sample at 30" Aug 2013

If this many AntiVirus vendors can detect this specific backdoor so soon, within a
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week and two days, then it must have been seen within many customer’s networks

globally. Usually different AntiVirus vendors do not detect malware this rapidly in

web traffic.

Predefined Reports and Custom Reports

In addition to WildFire reports, the device itself generates predefined and custom

reports defined by the administrator. An example of a predefined report is seen in

Figure 101.

Bandwidth Trend

3488GB

2616GB

1744GB

872GB — - -

Risk Trend

O

08/26 09/01

Summary
S - Scp 01, 2013

Top 5 Application Categories

M business-s: ystems (50.13%)
networking (28.21%)

B general-intemet (18.29%)

I unknown (2.28%)

M coiaboration (1.10%)

Top 5 Blocked URL Categories

Category
online-personal-storage 2,596

social-networking
malware-sites
search-engines
business-and-economy

596
586
431
372

Threat Trend

Top 5 Blocked Websites

la-in-f189.1e100.net 2,117
ip94.147.odnoklassniki.ru 531
bk-in-f125.1e100.net 350
hg-in-f125.1e100.net 315
212.7.8.176 271

FIGURE 101. Example of a Summary report scheduled by the device
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Multiple predefined and custom reports can be scheduled to the email or viewed
from the device itself. Figure 102 illustrates a data content report from the past 7
days grouped by the application. On the right pane is the report list per category and

below that is a list of different report categories.

—
Apphcation  Source.  Source Host ame Destioation | Destination Host Name Name. D Acton  Drecton R. FieName (o Sl | Custom Reports -}
WIIEI. - oimevestoom @ | L BSI00 - BLESIODE o 3 X | 8 aophcaton Stabtcs Last 74
0 Data Content Last 7Days.
2 . com & 192.168.100. 2 168, @ Android Padkage Fie Detected 5. fovard  server resources.anc ol -
192.368.100.10 00 g b 6 Data Fiterng Last 7Days
2 - 192.168.100. .| 192.168.100.11 0 Adcbe Portabie Doamen 5. forward | senver- M OFSFRt AndrouTveats.odf 11| W westiast mays
17-161:26.025577.net todent 9 Top Avplcatins Last Miys
= 2330vg.vast.com 192.168.100.13 Arcro Padage Fle 0 S, fovard server. I resources s 11| B Top Soyware Infected Hosts:
- " 8 LRLs Last Davs
24 50.7.188.185 | ad01fs.svast.com ¥ 192.168.100.11 6% Android Package Fie Detected 5. | forward | server- Wl resources.arsc 1
25 100.123.117.... 33%0vg.evasticom @ 100.... 152.168.100.10 Anchaud Pachage Fie Detected 5. forward  server. M cesources.arsc L1
tochent
% pop3 CRTRIR——rl : 1| Arbaristant g = 5. formard | smer, I AsskacAris 3k docx EX
o
£
z L2110 | wwwenic 8 i 192,168.12.11  Arvbanstantgw S, forward  server. I 385-17Q7Ty ~Féhyvmontia_yhdessof o
et
k] £2.192.11.10 TF 1 Arubainstantgu S. | forward | server. N -2 7
—— ool il to-chent. 8259-1QMestnn«E4n_analyys_hyver
2 E21921110 | wawnic§ i 192.168.12.11  Arubadnstantgw B 5. forward | server- M Master 2014 este.pdf 3l
todent ey
x = 3 2,10 tgw s formard | server- | 21
ow.nic. & 8 Arvbanstant gw e Ll ‘Apphcation Reports 7]
an 621921110 | wwwnc AP 1 Arubadnstantgw P S. forward  server- N 2899-1Q Ty <Féhyvontia_yhdessf BRI Tratfic Reports. 1+ ]
todent
2 p—— 1 1 | Arsbainstant gw G Maosoft Office 2007 WordDoaument | S, . I AsokasAurks Jkasu docx [ "reat Reports a
3 R/ s Filtering Report o
S2I2ILI0 | e £ 1| Arubainstantgw Maosoft MSOFFICE Kohousustsu 1 2013.doc 1
o oot on W s POF Summary Reports B
» ) 1 1 | Arvbe-wstant g i Maosoft viord e M ¥obouskutss 1 2013.doc tl September 2013 ¥
3 0 | w0 1 rbasnstantgn Merosof Office 2007 Vierd Doaument server- s Nl s mn T w T Fs
uba nstant g fodent 3855 17Qvesten=E4n_anslyys_hyver 5
% smtp Abs-nstant g post.saundaht. £ s, | forward | dent I 56551077y ~Fehyvonta_yhdess < | el - |
e
7 1 st @ sourioht f @ ar 5. foward et 250 i
e O peud — tozerver - 3859- 1ty =Féhyvmomtsanniteimal
Bl s matant gu s214255 4 saursihn f & w 5. | forward | dent- [ B
st fazs to-server 70 parmata=C3=Ad v, o0 = 3

FIGURE 102. Reports viewed using the management interface.

Traffic can be seen as a map where traffic sources or destinations are divided per
countries, the color illustrates the risk and the size of the bubble illustrates the traffic

amount, as seen in Figure 103. The Atlantic sea represents private addresses.

U Top25 ~ incoming affc [Outgong waic | )3

%) Hong Kong (2.11 M bytes) average risk 4.0

Last6hours Last 12hours Last24hours  Last7days —

FIGURE 103. Traffic map for past 30 days for outgoing traffic
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All reports are generated with active links and filters. Therefore choosing the traffic

generated to Hong Kong in Figure 103, for example, will open up an Application

Command Center illustrated in Figure 104-105.

Top Applications

Risk Application Sessions Bytes
1 web-browsing 13 C— 20v CCOo—
2z icmp 4+ [l 640 Il
Top Sources
Source Address ‘Source Host Name Source User Bytes Sessions
1 192.168.12.11 Aruba-instant-gw & Pl — ] 11 o
2 80.186.141242  80-186-141-242.elisa-mobie.fi G 60 1 =
3 192.168.100.11 192,168,100, 11 & paulizine 122.3K @
Top Destinations
Destination Address | Destination Host Name Destination User Bytes Sessions
1 180.150.130.240 i.haymarketmedia.com.au &' 20M [CCo— 8 [
2 180.150.130.230 www.haymarketmedia.com.au B 2141 1 s
3| 219.73.77.6 n219073077006.netvigator.com & g0 1 4 O
Top Source Countries
Source Country Bytes ‘Sessions
1 192.168.0.0-192.168.255.255 20M CCOo— 13 [
2 A= Finland 640 1 4 3

FIGURE 104. Traffic map filtered for Hong Kong for past 30 days

Any of the blue colored texts are links to another filter, if more detailed filters are

required. For example, selecting web-browsing in Figure 104 will add another filter

based on web-browsing application in addition to existing filters, see Figure 105.

Top Destination Countries

| 1| EllHong Kong

ytes
20 Coo—

Top Security Rules

Rule Bytes Sessions
1 Koti-to-Out-alow LoM C— ]
2 | VPN-to-Qut 1230k @ 6
Top Ingress Zones
Source Zone Bytes. Sessions
1 Kot Lom [— rg——
2| vPN 123.0K 6 ol
Top Egress Zones
Destination Zone Bytes ‘Sessions
= 20M [ — 17 [ — |
Category Sessions Bytes
1 business-and-economy = 200 C—
2 computer-and-nternet-nfo ] 214K 1

No matching record

FIGURE 105. Web-browsing traffic filtered for Hong Kong for past 30 days
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Traffic Map and Threat Map can be used in the similar way or in the Traffic Monitor

or Threat Monitor view, as illustrated in Figure 106.

UTop 10 v [ Threats + | rier 9]0 (D 1 & e
160x,

e ser Brute-force Aftempt, 525 5, 417K

Last6hours Last 12hours Last 24hours  Last 7 days | Last 30 days

FIGURE 106. Threat Monitor for the past 30 days for top 10 threats

Once again, by selecting a threat it works as an active filter to the next view, where
traffic is filtered with a selected threat type, like a User Authenticated Brute-force
Attempt in this case. That kind of threats occurred during several days and on Tues-
day, September 5™ it occurred 41,970 of times. A similar figure as Figure 104-105 will
appear, but as filter set to User Authenticated Brute-force Attempt and on Tuesday

5™ September.

Browser based web applications can be separated as well, as illustrated in Figure
107. All of these applications use either port 80 known as HTTP or dynamically allo-
cated port or port range or port hopping; however their behavior reveals the true

application behind the traffic.
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Application Name

Bytes
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FIGURE 107. HTTP-Applications separated from the browser based traffic

Sometimes it is convenient to compare traffic behavior between two timelines, tak-

ing for example this Monday to last week’s Monday or a certain day of the week or

month to another day of the week or month. Figure 108 illustrates a change monitor

for a given day.

U Top 10~ | Application ~ t:_gLusers {New =% Dropped | Filter (% None ~ ?E? Sart:E O

entage Growth
t
2
g

180%

0%

Compare  last 24hours = to the same period ending 7 days * ago

*,

O

FIGURE 108. Change monitor for a Monday to previous Monday

Change monitor offers a possibility to find behavior on certain days, if some troubles

are experienced, e.g. larger traffic amounts or threats on a given day. Filter can be

applied to as gainers, losers, applications, new or dropped traffic and so on.

Many general reports are also available, like Top Categories and Top Denied Catego-

ries, illustrated in Figures 109 and 110.
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FIGURE 109. URL Categories

An example of custom report is illustrated in Figure 111.

spyware for the past week.

Application Threat/Content Name ol

BEEEEEEEEHECONEEEEERDEEER

FIGURE 110. Blocked URL Categories

There is a list of viruses and

FIGURE 111. A list of viruses and spyware for the past week grouped by application

4.3.12 Custom Applications

Sometimes it is necessary to write own customized applications for unknown-TCP or

-UDP traffic that cannot be recognized. Alternatively, a packet capture can be made

from the traffic and sent to the Palo Alto Networks to write an application identifica-

tion which is then updated via dynamic updates to all customers. A simple example
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of a production environment in NCC of a web-based building automation system,
built on an embedded system running on various version of Linux OS. The application
was not recognized as web-browsing or similar application, instead unknown TCP
traffic, which was blocked by default and only allowed applications were allowed.
Therefore, a custom application was written with the following definition based on

packed capture, as illustrated on Figures 112-115.

Application

Configuration

General

Name | Custom-Fidelix

Description ' Monitoring of Fidelix Automation system

Properties
Category | business-systems hd Subcategory  general-business hd Technology  browser-based w
Parent App  web-browsing hd Risk 4 hd
Characteristics
|:| Capable of File Transfer D Has Known Vulnerabilities |:| Pervasive
[ Excessive Bandwidth Use 2 Used by Malware [ Prone to Misuse
D Tunnels Other Applications D Evasive D Continue scanning for other Applications

FIGURE 112. Custom application example — Configuration

Application @
| (e Advanced | Signatures
Defaults

() Port () IPProtocol () ICMPType () ICMP6 Type (&) MNone

Timeouts

Timeout TCP Timeout UDP Timeout
Scanning
D File Types D Viruses |:| Spyware |:| Data Patterns

FIGURE 113. Custom Application example — Advanced
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Application @
| Configuration | LUTET NS Signatures
4| &) &
| Signature Name | Comment | Ordered Condition Match | Scope |
[ Fidelix-Headers Search for ncc. fidelix. fiin the URL ] Session
OR. ffx_v10_fdxindex.css in the
RESPOMSE
(Hadd (=)Delete

FIGURE 114. Custom Application example — Signatures

Signature Name  Fidelix-Headers

Comment | Search for noc. fidelix. fi in the URL OR. ffix_v 10_fdxindex. css in the RESPONSE

Scope () Transaction  (®) Session

[ ordered condition Match

And Condition | Conditions Operator Context Fattern Qualifier Position
= And Condition 3

| o

[F] and Condition 3 Or Condition 1 pattern-match http-rsp-headers fx_v10_fdxindex\.css

[F] And Condition 3 Or Condition 3 | pattern-match http-reg-headers FdxReporth,dil EE;DSTmede:

[F] And Condition 3 Or Condition 2 pattern-match httpreg-headers FdxReporth,.dil http-method: GET

[ And Condition 3 Or Condition 4 | pattern-match http-reg-headers FidelixWeb http-method: GET

[F] And Condition 3 Or Condition 5 = pattern-match http-req-host-header \fidelix, f http-method: GET E
[F] And Condition 3 Or Condition 8 | pattern-match httpreg-headers \fidelixc\, fi http-method: GET

[E] And Condition 3 Or Condition 6 = pattern-match http-reg-host-header \fidelix\.net http-method: GET

[F] and Condition 3 Or Condition 7 | pattern-match http-reg-headers \fidelix\.net http-method: GET

[E] And Condition 3 Or Condition 9 = pattern-match http-rsp-headers \ fidelisch, fi L
[F] And Condition 3 Or Condition | pattern-match http-rsp-headers \fidelix\.net E|
4 - mn | S

(5) Add Or Condition (] Add And Condition (= |0elet= [#)Move Up (%] Move Down

FIGURE 115. Custom Application example — Signatures for Session Scope

In addition to custom application, Application Override Rule was also defined with
correct zone, source, and destination definitions for desired ports. This way, the
NGFW'’s default application identification process can be ignored, since any custom
made settings are prioritized first to run, prior to App-ID process. This way, any cus-
tom made applications are forced to be identified as custom applications. Now, Secu-
rity Rules can be made to this custom application for desired users or user groups.
For this particular application, specific users were defined as sources. Then, a Custom
URL Category was made with a Partner’s domain specifications in it. This was defined

as a destination in the security rule and previously created custom application as
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application with all the threat parameters on. The same example can be leveraged in
BYOD solutions. This way security is not degraded, since this application override is
done to an application that is known to be important for business. It is then exam-
ined, a custom application is written based on its behavior, source users are restrict-
ed to only need-to-know-basis, destination is limited to the specific domains only by
custom category leveraging wildcards (in the format: *.company.com), only specific
custom application is allowed and threat monitor is on with the same level as normal

internet traffic for all users.

4.3.13 Updates

NGFW software was updated three times from 5.0.4 to 5.0.7. No errors were en-
countered with any features after the updates were applied, and everything worked

normally. The software updates are illustrated in Figure 116.

Version Size Release Date  Downloaded il Action
Installed
5.0.6 180 MB 2013/07/08 v % Reinstall Release Notes (X
16:48:30
5.0.5 180 MB )5 v Install ]
5.0.4 180 MB v Install ]
5.0.3 180 MB Download
5.0.2 160 MB Download
5.0.1-h1 160 MB 2012/12/10 Download
15:40:22
5.0.0 259 MB 2012/11/01 v Install =]
19:58:24

FIGURE 116. Software updates with NGFW

Dynamic updates are checked daily and downloaded and installed whenever availa-

ble. Dynamic updates are illustrated in Figure 117.



& GlobalProtect Data File

Release Currently

Version File Name  Features Type Size Download... Action Documen...
Date Installed

& Antivirus Last checked: 20713/09/02 05:30:14 Schedule: Every day at 05:30 (download-and-install)

1091-1520  panup-inc- Incremental 17 MB 2013/08/30 v v Release
antivirus- 04 Notes
1091-1520

1080-1519  panup-inc- Incremental 16 MB 2013/08/29 Revert Release
antivirus- 04:00:04 previously Notes
1090-1519 °

& Applications and Threats Last checked: 2013/09/02 05:45:06 Schedule: Every day at 05:45 (download-and-install)

388-1904 panupy2- Apps, Full 18 MB v v Release
all-contents- Threats Notes
389-1904

388-1893 panupvz- Apps, Full 18 MB 20130813 Revert Release
all-contents- Threais 15:11:35 previously Notes
388-1898 -

Schedule: Every day at 01:00 (download-and-install)

13780722... 2013/09/01 v
21:51:16
= WildFire Last checked: 2013/09/02 13:31:33 Schedule: Every 30 Minutes (download-and-install)
18898- panup-inc- Incremental 3 MB 2013/08/02 o v Release
24793 wildfire- 02:33:01 Notes
18896-
24793
18895- panup-inc- Incremental 3 MB 2013/09/02 Revert Release
24792 wildfire- 02:04:01 praviously Notes
18895- -

FIGURE 117. Dynamic Updates using scheduling
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Global Protect software updates were also updated. They can be deployed automati-

cally to the client per every portal. Thus, internal users can be updated transparently

and partners can be prompted to update the client. GP updates can be seen in Figure

118.

Version Size Release Date
1.25 23MB 2013/07118
17:22:56
124 22 MB 2013/06/09
22:41:49
1.23 22 MB 2013/04/26
09:25:26
122 22 MB 2013/02/23
10:26:41
1.21 22 MB 20121218
15:10:58
1.2.0 21 MB 2012M1/02
18:32:22

Currently

Downloaded . Action
Activated

L v Reactivate Release Notes

v Activate Release Notes
Download Release Notes

4 Activate Release Notes
Download Release Notes
Download Release Notes

FIGURE 118. Global Protect version updates

If agent updates for global protect client have been chosen to prompt for user, the

following pop-up will occur next time the client connects to the portal, see Figure

119.



0 There is a newer version (1.2.5-2) of GlobalProtect available for

download. Download wil begin in the background. You wil be prompted
to install once the download is successfully completed. Download now ?

Yes No |

FIGURE 119. Global protect client update
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All the updates reduces maintenance work, since no additional actions are needed

from the administrators when something changes, e.g. software bugs are fixed and

new applications or threats are identified. Customers can also receive updates from

the Palo Alto Networks directly via email, when new applications features are added,

removed or modified. This way, the administrator can verify that everything is in or-

der and know what will change during the next update without logging in to the sys-

tem. An example of content release notes is illustrated in Figure 120.

Application and Threat Content Release Notes

Version 391

New Applications (3)

m Category Subcategory Technology Previously Identified As Minimum PAN-OS Version

- elastic-search business-systems  management browser-based web-browsing web-browsing 3.1.0
- memcached business-systerns  database client-server unknown-tcp,unknown-udp 3.1.0
4 | opendoor networking proxy client-server ssl ssl 3.1.0

Modified Applications (5)

Risk| ________MName | _Category Subcategory | _ Technology Minimu PAN-0S Version

- bittorrent general-internet file-sharing peer-to-peer web-browsing 3.1.0

- citrix-jedi networking remote-access client-server ssl,web-browsing 3.1.0

- gotomypc-base(function) netwaorking remote-access client-server citrix-jedi,ssl,web-browsing

- gotomypc-remote-control(function) networking remote-access client-server citrix-jedi,gotomypc,ssl 3.1.0
4 sip collaboration voip-video peer-to-peer 3.1.0

Modified Decoders (2)

http
ssl

FIGURE 120. Application and Threat Content Release Notes delivered via email
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5 RESULTS

The product and the remote access features are versatile and mature, based on the

functional testing’s results. There has been product development in the past, since

the previous SSL-VPN software called NetConnect is not supported anymore in the

5.0 release. Instead, it is replaced and automatically migrated with Global Protect,

which connects using a more efficient method: IPsec or as a fallback option: SSL.

Whereas IPsec uses simpler and more efficient UDP, SSL uses slower but more relia-

ble TCP. All the SSL-VPN solutions, such as NetConnect, are based on SSL, even

though some solutions may have additional transport methods included.

Overall, a NGFW technology offers three different remote access solutions:

On-demand method, which is suitable for partners for occasional remote ac-
cess needs and mobile users for on-demand use. This type of connection can
be established with any type of device that supports IPSec protocol without
any additional license needs or with Global Protect Client with Global Protect
License subscription. The use of Global Protect Clients together with IPSec cli-
ents can be combined also. Mobile devices can be laptops with Windows,
Linux or Macintosh or they can be smartphones and tablets using Android,
iOS or Windows8, with the exception that Windows8 is supported only with
Global Protect Client.

User-logon method with Global Protect Client without the license subscrip-
tion in the portal. This method provides VPN Client functionality for laptops
without the location awareness functionality which means that the IPSec
tunnel is always performed regardless the location. IPSec clients are support-
ed with any IPSec-capable device

Pre-logon method with Global Protect Client with the license subscription in
the portal. This method supports all the other methods mentioned above, but

also the location awareness functionality with Global Protect Client in the lap-
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tops and mobile devices with Android and iOS (windows8 is not yet support-
ed, but other Windows versions are). It also enables the possibility to logon to
the domain even the user is behind the remote access connection with win-

dows laptop and a valid machine certificate installed.

Windows OS does not support IPSec termination other than Windows gateway prod-
ucts and therefore a separate VPN client program is required for terminating IPSec to
other vendor’s gateways. This applies to all Windows platforms from Windows95 to
Windows8, which means that it is probably a political decision that has driven to
choose this path when developing windows OS. If the VPN gateway is other than
Windows platform, a vendor specific VPN client software is recommended for full
functionality and in Palo Alto NGFW case, VPN client program is Global Protect Client
with or without the license. The mobile environment is not so mature yet, even it has
grown rapidly for the past years. The consumerization may be one reason that re-
mote access functionalities have not been developed enough. The consumer does
not need remote access outside working hours in their spare time, until they use it
for work also. The immaturity can be seen in the devices capability to work reliably
with platform provided IPSec client software, if it even exists. Windows8 OS is one
example of immature VPN behavior, since it only supports windows based platforms
and termination to other vendor’s gateways does not support windows specific ne-
gotiations or tunneling protocols, such as PPTP, L2TP, MS-CHAP etc. Another exam-
ple is Samsung Galaxy SIl model, which native IPSec VPN client does not work at all,
but the same family’s Slll and SIV models works without problem. Additional VPN
Client software resolves this immaturity problem, but affects the wholeness if mobile

environment is relying solely on device’s native IPSec client.

Palo Alto Networks’ NGFW integrates many services and solutions, such as Proxy, AV,
IDP/IPS and SSL-VPN into one, centralized solution. This enables many benefits which
results in topological simplicity and greater visibility, and also less risks because of
less complexity in the network topology. With an NGFW solution, latencies are

smaller, since traffic does not need to be sent between several devices back and
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forth in order to achieve the same functionality or result. Instead with purpose-built
hardware and innovative technology solution, more efficiency and performance im-
provements can be achieved even with larger traffic amounts together with a num-

ber of different functionalities enabled.

Global Protect solution offers features for remote access solutions for mid-sized and
large companies, including branch offices. Remote access methods can be deployed
as centralized solution or decentralized solution, depending on the geographical dis-
tribution of the company’s network and the size of the company. Several remote
access methods are supported at the same time with different configurations ena-
bled for different level of zones or classification needs. Satellite configuration offer
geographically distributed Global Protect gateways to the Global Protect clients. This
way, connecting to the central site it always offers the best (or nearest) Global Pro-
tect gateway to choose from, or some additional gateways for stronger authentica-
tion needs of stricter security zone for certain users only, for example. Whenever a
configuration changes, updated client software is available or a gateway is unavaila-

ble, the information is updated to the clients through the Global Protect Portal.

Without a Global Protect Portal and Gateway license User-logon method is available
with GP Client for laptops for Mac OS 32- and 64-bit and Windows OS 32- and 64-bit
versions (Windows8 is not supported yet). In addition, 3" party VPN is supported for
any device that supports IPsec VPN with Xauth method, e.g. Android OS and Apple’s
ios. 3™ party VPN is typically used on-demand mode only, but Apple’s iOS supports
also split tunneling with company domains routed through the VPN tunnel to the
company network. In this scenario, VPN tunnel is established automatically but it
supports certificate authentication only and therefore a user certificate is required
and must be distributed to the clients prior to connection establishment. A company
should carefully estimate whether to allow split tunneling, and if allowed, then con-
trol traffic with application identification and threat prevention. Split tunneling in-
troduces risks, since traffic can traverse from outside VPN connection, such as inter-

net, to the company network through the VPN tunnel. Therefore these risks need to
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be addressed with minimal networks access and applications allowed, with maximal

threat prevention and using need-to-know approach.

With the Global Protect Portal and Gateway license, more features can be enabled.
Laptops with GP Client installed recognize the internal network and the Internet and
operate in a different manner, depending on the current location of the laptop. In
the internal network, VPN is not established and when the location changes to the
Internet the VPN is automatically established, without any user interaction if so con-
figured. Strong authentication can be implemented in this phase, if that is a pre-
ferred solution for the company. When connection is established automatically with
license feature, strong authentication decreases the usability significantly, if user
needs to authenticate with another PIN, SMS code or password. Instead, it should be
done with a certificate or smartcard that requires user interaction only when insert-
ed or removed to or from the laptop. Alternatively, the additional authentication can
be PIN code during boot-up and hibernate using encryption software, such as Bit-

locker in Windows.

For smartphones and tablets, license feature enables the same functionality for GP
Clients as with the laptops. GP Client is available for the most used platforms, which
are Windows, Mac OS X, Android and iOS and its different functionalities operated
very reliably during the test period, even with the built-in VPN configured in the de-
vices. For the mobile use, license features offer several ways of supporting remote
access without at the sacrifice of the security and IT related risks, however it also
support laptop usage with location awareness and different gateway selection op-
tions that offer extra redundancy for remote services if some of the gateways are
unreachable. There is a feature that should be noted when using the GP license and
full tunneling on the mobile device; this combination makes Bluetooth and WLAN
tethering useless because full tunneling disables local network resources totally. This
can be an advantage or disadvantage for a company, depending what is the current
mobile policy in the company. If tethering using mobile device is currently used in the

company to avoid use of malicious AP’s, then there is a conflict with full tunneling
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feature in the mobile device and with the policy. One solution would be the use of

available WLAN’s or additional SIM cards.

WildFire functionality is a competitive advantage among competitors, since it anal-
yses unknown threats safely and in isolated environment separated from the cus-
tomer’s environment and provides detailed information about threats and behavior
with integration to the Virustotal Database and its analyses. The traditional way of
detecting viruses based on signatures has not been enough for several years any-
more, if used as only protection method. Also, layered protection protects better
than traditional AV solution solely, but without behavioral analysis its significance is
not enough anymore. Behavioral analysis with integrated cloud solution, consisting
of virtual environments for Windows and Android including various set of office
products and the most vulnerable software (such as Adobes Acrobat Reader) that
analyses the viruses and creates the results in addition to existing countermeasures,
is essential. Palo Alto Networks also have cooperation with Mandiant and Bit9 for
make further use of WildFire information and WildFire itself operates in four time

zones already.

Palo Alton Networks provides various reports on-the-box by default, but also tailored
reports using regex format via GUI or REST (Representational State Transfer) API in-
terface for external reporting systems to retrieve custom information from the
NGFW directly. It simplifies reporting needs and gaining total network visibility by
having as much information as possible in one location, whereas traditional systems
retrieves or pushes pieces of information from various places of the network and
then constructs the total network visibility by network monitoring, log and event

management and SIEM systems.
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6 CONCLUSIONS AND DISCUSSION

Technology and architecture has a major part when choosing how to build a scalable,
multifunctional and long-term solution in the infrastructure. A traditional way of im-
plementing the network solutions and services in the border of the network is com-
plicated in mid-sized and large deployments. NGFW solution will defeat many of
those challenges since it simplifies the environment significantly and therefore ena-
bles the usage of modern solutions, such as BYODT, and adapts to business changes
more efficiently. The architectural advantage of Palo Alto Networks’ NGFW is that
the throughput is predictable in multi-gigabit speed with purpose-build hardware
that has hardware acceleration in layers 4 to 7. The traditional solutions struggle
when traffic increases and the outcome is usually low performance with varying la-
tencies and therefore the throughput is not predictable. This is, because the tradi-
tional technology is based on layer 4 architecture and layer 7 inspection is done with

CPU on “industry standard hardware”.

The new architectural model simplifies network topology by reducing the number of
different devices and services by replacing them with NGFW’s own services. This also
affects the following elements by lowering IT related costs depending how many ser-

vices are completely replaced:

e Licenses and software: Security products’ licenses are based on number of
clients or servers (AV’s, Proxies), end-user amount (AV’s, IPS) or simultaneous

sessions (FW’s, Proxies) in the company

e Management and reporting: Multi-vendor environment usually requires ven-
dor-specific management software and even licenses in some cases. Also,
vendor-specific logging, alerting or reporting systems are sometimes needed

to provide full support for the vendors’ features
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e Multi-vendor environment and hardware: Services are typically added when
needed and divided to different vendors because of various historical rea-
sons, such as gaining layered protection, dividing risks to different parties, or

easier replacement of single service or functionality

e Support and partner: By reducing partners, there are lesser contracts and

supporting parties, but also lesser vendors, agreements and SLA's.

e Network visibility: Total network and security visibility is gained through one
single solution or lesser solution, which reduces time spent in trouble-
shooting and finding root-causes, security issues and simplifies alerting and

monitoring.

NGFW solution carries one similar risk as traditional solution. If the firmware has a
bug, a corruption of the configuration or some sort of fault condition, which causes
some or all of the services work in an unexpected manner, then the faulty service or
services affects the production significantly and may not be isolated at all until a fix is
found by the vendor. In traditional architecture, this can be usually isolated from the
network without the significant efforts and production can be continued without
that service, however in the NGFW solution this isolation can be harder to achieve,
depending on which service is the faulty one. Even if the device is in the cluster and
connected through the high availability to the secondary device, the secondary de-
vice shares the same software and configuration information and does not provide a
backup solution or fix to the firmware related risk. This kind of risk can be more likely
when updating to the major firmware or software release and less likely when updat-
ing to the minor release. However, this kind of risk has not been encountered in the
lifetime of Palo Alto Networks’ NGFW products since 2007 and the risk is also equal

to the traditional based model’s risk.

Traditional based model has many individual services (and usually even by different

vendors) that form the wholeness and every clustered individual service carries the
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same risk. Therefore, the risk can be even more likely realized since these individual
services are cascaded, caused by the serial order processing and the network topolo-
gy. Itisirrelevant to estimate what is the probability of the risk, since every services
and vendors carries the same risk, but it is important to understand, that in the tradi-
tional model the risk is as many times more likely than the number of individual, cas-
caded services. Palo Alto Networks NGFW integrates all of those services into one
cluster, but they still exist inside the device. Even all integrated services are consid-
ered the same risk and probability, at least the software that controls the integrated
services is the same, there is only one vendor and processing is done in parallel or-

der, which all lower the overall risk of the wholeness.

Employees and partners utilize more and more several different remote access
methods at the same time. Therefore it is advantageous for the company to support
as many remote access methods as possible to support varying business needs and
devices. A company should not concentrate on limiting or denying the device models
and platforms together with strict and complicated policies, instead, investing to the
infrastructure that support standards and protocols and is a long-run solution would

be advisable.

6.1 Answering the Research Questions

Do NGFW functionalities work as expected?

All the tested functionalities operated as expected. However, one suspected bug was
found in the Android platform for certain model of Samsung smartphone in the situa-
tion, where mobile client used a certificate installed to Android in order to authenti-
cate to the portal and gateway. This was verified in three times with the same result
and the Tech Support File was created from the NGFW and the smartphone and a
ticket was generated to the vendor. After testing the functionalities for six months,

they worked very reliably all the time in all of the platforms and no other problems,
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software freezes of bugs were found in the mobile devices or NGFW product. An im-
provement suggestion was also made to the vendor concerning Global Protect for
Android in the situation described on page 59, Figure 22, to make the application
permanently trusted instead of being asked to trust the application during every

boot.

Can traditional remote access and BYODT Technologies be supported with only one

(logical) NGFW device?

NGFW product used in this test with the Global Protect licenses will give much more
comprehensive control methods for supporting different kinds of remote access
methods including BYODT than a traditional one. This is only a technological solution,
but it can support all the needed features for building up a secure remote access
environment. All of this can be achieved with supporting different mobile platforms
as long as the mobile platforms supports basic standards like IPsec VPN, but Global
Protect Client is also available on several platforms. Upgrading from traditional solu-

tions to the NGFW solution is a long run investment for the infrastructure.

Can the IT Environment be simplified using NGFW?

Companies should carefully estimate what services they are running on their net-
work and what can be replaced with NGFW solution. After all, it is tempting to see
how many services can be integrated into one and what hidden or indirect cost bene-
fits there are. Some of the benefits cannot be calculated, but are obvious, such as
smaller latencies and faster trouble-shooting times. Benefits depend on the size of
the company, since larger enterprises tend to have many solutions to do the same or
similar tasks, and those tasks can be replaced ending up with a simpler environment.
Replacement process will take time and after six months of switchover, most of the
services are typically replaced and after a year, more and more fine-tuning can be
achieved to gain more improvements to the monitoring of network and security

events.
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Can security still be measured and not degraded with NGFW?

Many predefined reports are available and ready to run or schedule. Usually prede-
fined reports are not suitable or detailed enough for different kinds of environments
and therefore custom reports are a must for any product to fulfill the needs of dif-
ferent requirements. Custom reports can be generated through the web GUI, but
NGFW also supports API that can be used to produce almost any kind of information.
The APl interface can be used either to push or retrieve the information to or from
NGFW. Overall, there are many possibilities to gain visibility to different level of sub-
jects from the information flow that travels through the NGFW. Also, customized
alerts and external logging systems are supported to achieve better interoperability

with external devices.

6.2 Validity and Credibility of the Study

In mid-sized and large companies distributing of applications, configurations, settings
and updates have a significant role. Usually the devices are not similar, because of
differences in the hardware, drivers, applications and the age of the OS and hard-
ware. Every time a change is made, there is a risk that the change affects some of the
existing functionality. Therefore, it is vital to test changes for a test group of devices
before distributing the changes to the rest of the devices. The functionality test of
NGFW with only three different platforms and devices does not give any reliable per-
spective of the distribution phase. There can be bugs in the same platforms but with
different hardware than what was revealed in this functionality test of this study.
There are also many dependencies in the corporate environment between systems
that need to be carefully estimated before considering changing the remote access
methods and configurations. Tests, results and assumptions in the thesis do not ap-
ply to any other vendors’ NGFW product, since Palo Alto Networks’ architecture dif-

fers from the other vendors’ architecture significantly.
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6.3 Areas for Further Research

Palo Alto Networks will introduce PAN-OS version 6.0 at the 4™ quarter of 2013,
which will introduce more enhancements to the GP features and the NGFW itself.
WildFire began to support Android packages officially in September 2013. By inspect-
ing Android Application Packages; .apk’s, NGFW supports more security visibility and
reduces mobile risks, since Android is considered the riskiest mobile platform among
the other mobile platforms at the moment (F-secure 2012, 8; F-secure 2013, 8). This
is because of the open application platform strategy, whereas Apple’s strategy is

more controlled and is therefore considered more trustworthy.

In addition of supporting Android packages, other file types supported will be Mi-
crosoft Office documents; .doc, .xls, .ppt, Portable Document Format; .pdf and Java
Archives; .jar. New features will be available for the customers starting at version 6.0.
However, these new file types requires WildFire subscription (license) in the firewall,
in order it to forward the files to the WildFire Cloud. Otherwise the FireWall only
forwards the PE (Portable Executable) file formats to the cloud, e.g. .cpl, .exe, .dll.
WildFire also enables incorrect verdict option for customers to sublimit to the Wild-
Fire Cloud, when they suspect that the sample is False Positive or False Negative.
Palo Alto Networks’ Threat Team will perform a further analysis on the sample to
determine should it be re-classified in the AntiVirus profile, for example. The cus-
tomer (submitter) will be always informed the results of the analysis. WildFire Analy-
sis Reports can be downloaded directly from the NGFW’s GUI. It includes the infor-
mation of dynamic analysis of each virtual machine where the sample was analyzed.
Packet captures generated by the sample file in the WildFire virtual environment can
be also downloaded in the GUI. When upgrading to version 6.0, license upgrade of
WildFire Subscription will be recommended for the companies using mobile devices
and remote access connections for better addressing risks in the mobile environ-

ment.
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Version 6.0 also introduces DNS Sinkholing and Extended Packet Capturing features.
When a computer is connected inside a company network and wants to communi-
cate with servers, it uses company’s DNS servers, which converts host names to the
valid IP addresses. The IP address is then forwarded to the client, which then estab-
lishes a direct connection to the server’s IP address. This way, all the DNS queries are
originated from the company’s DNS servers. This is the reason, why all the other DNS
queries are typically denied in the FireWall. But the problem is that FireWall only
sees DNS queries coming from the company’s DNS servers and not which client was
the one that the DNS query was originated from. DNS Sinkholing feature address this
problem by forging a response to the DNS query for a known malicious domain. This
way the malicious domain name will be resolved to the administrator defined IP ad-
dress and enables to identify possibly infected clients in the protected network using
DNS traffic, even the FireWall cannot see the client’s DNS queries. This administrator
configured IP address is called Sinkhole IP address and can be used to detect possibly

infected clients and identified in the traffic reports also.

DNS Sinkholing can be enabled in the existing profiles and so can Extended Packet
Capture feature also. It enables to capture automatically more than just the first
packet of the configured trigger. By default it is set to 5 packets, but can be config-
ured from 1 to 50 packets to provide more content in the logs. This is a global setting
which will affect to all packet capture settings that are defined to use extended mode

in the NGFW'’s Security Profiles.
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Appendix A: Application Usage and Threat Report — February 2013
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