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1 THE WORLD TODAY 

World wide web, the Internet, has become an irreplaceable entity in the modern 

world, we use it in every aspect of our lives, and we are even carrying it in our 

pockets. It is a convenient method of purchasing goods, maintaining social 

contacts, handling finances, and sharing information with others – its 

importance is such that the affordability and ease of access has become a legal 

right in some countries, for example, in Finland. (Communications Market Act 

23.5.2003/393) 

However, while it is easy to argue how the Internet has improved our lives, it 

has also enabled the penetration through our veil of privacy like nothing before. 

For example, using any online application means that there is going to 

information moved between two end devices, and the end user has no control 

over the route the information takes, and who has recorded the transmission. It 

can be difficult to understand how one can be monitored, and therefore even 

today it can come as a surprise that what we do can be monitored, and that the 

recorded information can be used against us. The internet poses a risk and 

eradicates our privacy, and even though we cannot give it up because it 

provides certain services affordably, conveniently, and reliably. Not to mention 

how our next generation has grown up with the Internet as a de facto of their 

world view, and therefore they might be entirely incapable of understanding how 

the world could work without the Internet. For example, we could inspect how a 

single message sent to the other side of the world via a letter can easily take 

two to three weeks to be delivered, and the same amount of time to get back a 

reply. However, on the Internet this delay is at its worst few seconds. 

Figuratively speaking, we have opened Pandora's Box and we have to learn 

how to live with the world of today. 
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1.1 How it is possible to be monitored 

To sum up internet, it is a network of machines communicating with each other 

under the same set of rules. It cannot be stressed enough that for internet of 

today to work, it is only possible because everyone follows the same pre-

determined protocols, the same framework. In fact, the modern internet did not 

rise and cover the earth before everyone started to use the protocols and 

framework. For example, one can trust that their web-browser will work the 

same regardless of their geographical location. The messages sent from a web-

browser use standardized physical means of delivering the message, and the 

message is guided towards the destination based on the same decisions.  

Therefore, logically, everything works the same. Everyone follows the same 

rules and this is what enables messages to reach their destinations and enables 

to provide a variety of different services.  

Due to the above described uniforminity, it means that if an application works 

somewhere, it will also work elsewhere, because we are dealing with the same 

protocols and the same mechanical framework.  

This brings us to the example of visiting any website within the Internet.  To 

abbreviate the process, we could describe it as the user device and the service 

provider at first simply exchanging contact information. They discover which 

route they can use to reach one and the other. Then information can be 

transferred between the two entities. But in our example, the service provider 

hands out the necessary information for our end user to have a web site open in 

their web browser. This information is largely about what to display where, and 

how a pixel on the screen is colored. The website is basically a user interface 

we use to get what we want, and based on our actions, there is more 

information being passed between the service provider and user interface.  

The above scenario might appear intrinsically private, as there seems to be only 

the user interacting with the service provider. However, the reality is actually the 

opposite to our expectation of privacy. The signals we send must go through 

some physical medium, which means that anyone could be listening, recording 
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what is transmitted as the messages flow in between the user and the service 

provider. Moreover, the service provider might be keeping a database of our 

every action with their service, the service provider itself or any advertisement 

seen on our web browser might insert cookies that record where else we go. 

The very software or even hardware could have inbuilt back-doors to allow 

someone with the knowledge of them an easy access to our information. 

1.2  Tracking cookies 

Traditionally, cookies are used to store information regarding the website on a 

user’s computer so that it can be load faster the next time the user visit the 

website. In addition, it is better for the servers if they do not have to be sending 

the same information over and over again. Ergo, less resources are used, and 

the service provider can provide the service to a larger number of users. 

Yet the question is: “how do the different online services make profit?” For 

online stores, for example the answer is simple; they provide both goods and 

services. But what about every other online entity? For example, how does an 

online search engine called 'Google' make profit? Beyond their search engine, 

they also provide a variety of other services ranging from e-mail accounts to 

translation – without a single request of payment. 

Ergo, the question could be how on Earth has Google become a multi-billion 

dollar business? The answer simply lies in advertisement. Services and 

products need to find their customers; and this need to reach customers does 

not disappear for as long as the services or products are offered or 

manufactured. Therefore, the need to advertise can be understood as almost 

universal constant. Should we now ask ourselves what is the primary content in 

the Internet; before 2008 our answer would have been pornography and after  

the news reports based on Bill Tancer's book 'Click' the answer would fall in 

favor of social media. (Tancer 2008, 25) But a far more interesting question is 

the following: When was the last time one visited a website without a single 

advertisement?  
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When it comes to advertisement in general, two aspects are certain. First one 

wants to spend as little money as possible, and secondly one wants to reach 

the right individuals. This is where a large amount of information becomes a 

product others are interested in. For example, think about a typical social media 

website where one can and to some extend has to give as much personal 

information as possible. The service provider will have, as a result, a very 

detailed database of people, with very personal information about each 

individual. Therefore the providers of these services can pinpoint very 

accurately who should see which advertisement. But when it comes to these 

social media websites, one can only have so many "Facebooks" where the user 

gives all that information for free.  

Therefore, there is a need to gather information, and that can be achieved 

through cookies that have been designed to record one's online activities, and 

the data is then simply occasionally collected and analyzed. The analysis could 

easily lead to information about how long one has spent time on specific 

websites, or which websites one has accessed. It might seem innocent enough, 

after all the entity behind the tracking cookie only knows the time, date, and 

what we have seen. It might not seem alarming at all that someone knows that 

one checked news on Tuesday morning at 08:23 before going to work. But our 

use of internet reveals more than that of who we are. While a singular human 

being is always an individual, but when one amasses enough people together, 

one will discover similarities that can be used to create generalizations, and with 

these generalizations one can use to better target one's advertisement. 

Additionally, one can know what kind of people the advertisement has reached, 

which in turn will aid one to advertise better. (Cristal 2014, 1-596) 

When it comes to tracking cookies, anyone with the right set of knowledge can 

start up a company that sells Internet advertisements. A single website could 

have advertisements from several different entities. For example, if we assume 

that a website has five banner advertisements from five separate entities, 

naturally it will take time and processing power to update the cookies, not to 

mention the possibility of having to wait for the right advertisements before the 
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page finally loads and becomes operatable. Therefore, today a slowly loading 

webpage might not be due to not so optimal internet connection, but simply due 

to the advertisement present on the page itself. (The Purple Box 2011)  

 

1.3 Backdoors in services and products 

A backdoor is a security flaw in a product or service that can be used to gain 

access to confidential information. A backdoor can be both unintentional and 

intentional. When it is unintentional, it is usually due to an oversight. But when it 

is an intentional, it is an actual designed security flaw designed to let certain 

people with the knowledge of the weakness to have an easy access to 

information stored. (F-Secure 2014) 

A backdoor in any product, or service undermines all other attempts to provide 

security. It is very simple really, for example if one imagine a castle with high 

walls and guards on top, but one have left the backdoor unlocked and 

unguarded, anyone can get in. All it takes is someone pushing or pulling the 

door handle. It really is nothing but a false sense of security to trust that no one 

else will discover the backdoor, as it is to claim that we can expect a certain 

amount of time before the backdoor becomes known. All backdoors will become 

public knowledge, whether the backdoors are discovered by people who wish 

no harm or by people who do does not matter, the discovery of the backdoor is 

an eventuality, and eventuality needs to be taken into consideration starting 

from day zero. In other words, I believe that Kerckhoffs's principle on 

cryptosystems should be applied to all aspects of online security as well. A 

principle that goes as follows: "A cryptosystem should be secure even if 

everything about the system, except the key, is public knowledge." 

When one think about security, it is important to consider what will happen 

when the eventual happens. It enables us to plan ahead, come up with back up 

plans and damage control.  
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Thus, we begin to list the defenses, their limitations and try to make them more 

secure. Such defenses could be publicly known and uncracked encryption 

protocols, algorithms to detect strange behavior, strict planning of who has 

access to what, monitoring all activities. It is a formidable defense, and one has 

to be truly brilliant to overcome all of the above.  

But if there is a backdoor, it means we can cross out the above defenses as 

meaningless. Anyone can come and go as they please through the backdoor. 

As mentioned earlier, a backdoor in a service or product makes all other 

attempts to provide security redundant. 

As for what kind of information could be accessed through a backdoor, the 

answer simply is anything that is worth hiding, anything that could be valuable 

to anybody. A backdoor could enable someone or some entity to access the 

files of a any computer, or a server. 

 

1.4 Recording data on its way 

For modern Internet to work, information needs to be passed from one device to 

another. In fact, if the amount of packages being sent back and forth is beyond 

astronomical figures, one could easily think that there is a sea of sent packages 

streaming down the cables and propagating through the air that it would be 

nearly impossible to record any sent message once it has been divided into 

small enough packages to be send towards its destination. This is especially 

true when we consider how the different packages might not take the same 

route to their final destination. (Gralla 2006, 1-432)  

However, it is the physical shape of the internet that enables one to record the 

information being passed over. Largely, the information moves based on 

specific pre-determined tracks. After all, if one looks at any visual representation 

of the Internet, one will be looking at a picture that resembles a bush where 

branches spread out to nearly all directions. (Smithsonian 2013) But there are 

points, bottlenecks the packets need to go through. Therefore one can find a 
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physical bottleneck where one want to listen in a specific target, let it be the 

packets they receive or send. Or alternatively, one can just record everything 

that passes through a bottleneck and then simply see what one have managed 

to gather. 

If the packets have not been encrypted with sufficiently strong encryption, it 

means that anyone can read the contents of the packages, the only 

inconvenience is that when large amounts packets are sent is that one might 

have to collect and sort the packages in order to get the sent message in a 

readable format. (Paar & Pelz 2011) 

The need to encrypt messages is easily reasoned by simply considering once 

again what we are using the Internet for. For example, if we purchase 

something online; it is often paid by filling out one's credit card information. 

Therefore, if the information is not secured by sufficiently strong encryption, it 

means that someone could have all the necessary information needed to use  

our credit card to purchase goods and services on our expense. Or when it 

comes to sending email, one might feel that for work or personal life related 

reasons the information passed through an e-mail should remain secret. It 

should not become public knowledge, as that could lead to a loss of job, ruin of 

relationships, or possibly something worse depending on nothing but the need 

of secrecy.  
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2 INTERNET SECURITY ON A PERSONAL LEVEL 

2.1 A need for a privacy disclaimer 

Because our use of Internet is highly individualistic, personal, and generally 

used without anyone physically looking over our shoulders, it creates a false 

illusion of privacy. It is perfectly understandable, if someone is sitting alone at 

their own home and browsing the Internet in the dead of night, it should be 

something only that a one person knows about. Except that through automated 

processes, everything one has done has been recorded somewhere.  

Or alternatively we make ourselves perfectly visible to others. For example, how 

about when one goes to a cafeteria, purchases a sandwich or a pastry and 

something to drink along with it? The atmosphere at the cafeteria was pleasant, 

the waitress was pleasing regardless of the gender, and what one ordered met 

one's expectations of quality. In the beginning of the 20th century, one would 

have simply added slightly bigger tip, congratulated the owner of the quality, 

and perhaps in passing made a mention of the cafeteria to a friend.  

In the beginning of the 21st century we are still fundamentally doing the exact 

same thing. However, how we do it has most certainly changed; we log in to our 

preferred  social media service provider and with our skilled digits type of our 

experience and upload it for our friends to see. The great difference is that the 

sent social media message is probably not just received by our close group of 

friends. For example, there are software applications available to the public that 

enable one to see what other people have written about different locations in 

social media. In addition to the social media message, one can often see who 

has posted it, and because one can see who has posted it, finding the public 

profile of the said person is often just one click away. It is just one click to find 

out everything one has made public regardless of whether it had been the 

intention. A complete stranger can easily find out almost everything about 
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anyone who uses social media. It is a great tool for someone who wishes to 

start a career as a clairvoyant, as one no longer need to ask leading questions 

to scam one's customers. 

Therefore, there is a need for a privacy disclaimer when one uses a web-

browser or any application that uses the Internet in one way or another.  I would 

suggest a short sentence such as; "Everything you do online is recorded down 

in one way or another, and you do not know who exactly will have access to 

those records, or how they want to use those records." – with thick black letters 

on a light grey background. Naturally, if one click on the button with the text 

"Understood" the web-browser or application operates normally. If one instead 

choose to press the button with the text "Cancel," the web-browser or 

application automatically closes. 

It is not much of a choice, because one would have to choose between using 

the program or not using it. And if one must use the program, one really has no 

choice but to click "Understood." Yet hopefully this disclaimer will help people to 

understand how various services and products are provided at seemingly no 

cost other than one's privacy. 

Of course, we also have to consider the usability, which means that the users 

should have the means to adjust how often the above described disclaimer will 

be prompted; let it be anything from once a day, to a week, a month, a year, or 

a longer time period. But the initial frequency, the default value, should be set 

as every time a program is run by the user. 

This prompt should not be a one time event, because ultimately it exists as a 

reminder, and  ultimately as a warning of that there is no expected privacy when 

using online resources. 
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2.2 IPv6 

Our modern internet for the large part runs on the IPv4 protocol, a 32-bit 

system. This means that there are a total of 2^32 or 4 294 967 296 unique IP 

addresses. The number may sound high until we consider that currently the 

world's population is over 7 000 000 000, and that it is not just computers that 

are in need of an IP address because people have smart phones, and generally 

several devices that are for the most part connected online; not to mention that 

a portion of those addresses are spent on the framework of interconnected 

servers, routers, and even switches.  

Therefore, there is a real need to either have an entirely new framework for how 

the Internet works, or come up with a way to have more IP addresses to use. 

The solution to this problem is the IPv6. (Graziani 2012, 51) An improvement to 

the standard IPv4 protocol. It provides far more IP addresses to use than what 

IPv4 can even the sleight of hand tricks that have been employed. 

But for the end user, just not having enough IP addresses for all users is not the 

only reason to want to have IPv6 take over entirely IPv4. This is because when 

it comes to the lack of addresses with IPv4, it typically comes with the 

consequence that a single IP address is very closely tied to a user, or a group 

of users, or to a specific device. Therefore, we have to consider the 

consequences of strict restrictions on available IP addresses. After all, an IP 

address becomes something equivalent to a real address, with the exception 

that no one is required to physically visit the location of the IP address in order 

to observe it.  

It is definitely good news for the 'legal' breaches of privacy, but it is also 

fantastic news for the 'illegal' breaches of privacy. One can build detailed maps 

of what is where, especially when we consider how subnets can only have very 

limited amount of hosts in them. This, of course, means that if the other aspects 
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of computer security are not up to date, there is a paved road leading to an 

open gate guarding the most valuable commodity of modern age, information. 

For individuals, this priced information could be personal details. It might be 

hard to understand the exact value of one’s personal photographs, but those do 

reveal a great deal of our lives, our interests, information that could give 

someone an opportunity to correctly guess a password one uses, because it is 

easier to remember a password that is somehow related to something 

important. It gives way to various forms of identity theft, and personal harm.   

We could also image a company network being breached and mapped out. If 

this company focuses on research and development, imagine if a competitor 

knows behind what IP address is the server or servers storing or processing all 

the information about the research and development. The map enables the 

competitor to focus their attack on the weakest part of the network, regardless 

of what it is. 

Thus this is where the benefit of larger amount of IP addresses in the IPv6 

protocol becomes beneficial. Firstly, there is a much larger pool of IP addresses 

to choose from. Therefore, when a user or a device is assigned with an IP 

address upon joining a network, and if the IP addresses assigned are selected 

by a random chance; then it becomes very likely that with a large enough 

address pool one will be getting an IP address one has never used before. 

What it leads to is that if someone outsider wants to keep an up to date map of 

a certain network, a part of the Internet, then they have to keep on re-mapping. 

While it will not require substantial effort to do, it is still extra work for the 

unauthorized mapper.  

When we consider the same from the perspective of the above described 

research and development companies; it would enable to them to assign 

entirely new IP addresses to all devices on the network, if not change the entire 

used subnet into something else. Of course, their private network can be 

mapped out again, but through practically routine re-IP addressing of the entire 

company network would mean that whoever outsider who wants to have that 
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map, would have re-map over and over again. This is an important point when 

we consider the castle example from earlier; to get inside the company network 

there must be some security flaw that enables the entry, such as a figurative 

unlocked backdoor. Now, if such a backdoor is unlocked, it is very likely that the 

same weakness will be used to gain re-entry time after a time. The more 

something is used, the more obvious it will be to detect. Something similar could 

be done with the IPv4 addresses, but the network administrators must know 

what they are doing.  

Therefore, while the most notable difference with IPv6 addresses is their length 

compared to IPv4 addresses, this length enables us to have more IP 

addresses, which means better defensive means against intrusion and 

breaches of our privacy.   

 

2.3 Tools to hinder attempts to track via cookies 

All modern web browsers have settings where one can choose to remove all 

browser history files once the browser is closed. Additionally, one can opt to 

install browser add-ons that have been constructed to block advertisements, 

and there are even tools that enable one to see who is trying to track one down 

on what web page.  

These software are generally speaking free to use and install. Some of them 

even perform very well what they claim to do. But because these software are 

free to use, one have to ask oneself a question of what the maker of the 

software gets. It is perfectly possible that someone has made a piece software 

out of their good will and respect towards the need of privacy. But it is more 

likely that the intention has been to make money. The method of making money 

could range from Paypal donations to producing a product or service that is sold 

to someone the moment it becomes popular enough to attract interest. Hence, it 

is possible that a very widespread product or service is later changed in a way 

that enables it to generate more revenue. This change could be pushed through 
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with a simple update, and depending on the nature of the change, it could be 

very harmful or even defeat the original purpose of the product or service.  

 

2.4 An idea to obfuscate tracking 

As a real world example for my idea to obfuscate tracking, I would like to draw 

one's attention towards operating systems. In fact, it is possible to run several 

different operating systems simultaneously on a single computer. This feat is 

most commonly achieved through virtual machines, by allocating a certain 

amount of memory and spending processing power to run additional operating 

systems simultaneously as if they were just another generic software.  

Therefore, if we can do the above with something as massive as operating 

systems, why not try to do something similar with a basic web browser? What I 

propose is that our web browsers should have an option to visit random web 

pages on their own, and activate elements on those web pages to simulate real 

usage, and then to close the webpage in order visit another one. The only 

information passed on to the user regarding what web-pages have been visited 

on the background would potentially be nothing more than a list that expands 

with all visited web pages behind an icon found on a corner of the web browser. 

It may appear dangerous to let a web browser visit web pages on its own, 

because oneself would have no control over what web pages are visited. 

However, because we are living in a world where our every online action can be 

recorded and stored, we have to inspect our privacy with that in our mind. 

Through great popular demand for privacy and outcry against the breaches of it, 

we might see legal restrictions being placed on how we can be monitored and 

our activities stored. We might even see effort to uphold these restrictions, but 

unfortunately legal restrictions are just legal restrictions when there is money to 

be earned and national interests to protect.  

So the big question is, how to hide in front of a camera? Simple, surround 

oneself with a hundred or more others. Turn it into a game of "Where's Waldo?" 
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While he can be always found, it will take both time and effort to spot him. This 

is the core idea, let us give more data to record. With enough 'false' information, 

we can obfuscate our own activities.  And when a large enough amount of 

people do the same, the actions of an individual become harder to identify by 

simple brute force data collection. 

2.4.1 Description of how it would work 

When the browser starts up, it reveals the regular user interface we are all used 

to. But inside simultaneous side browsers are opened that start their own 

internet browsing. Naturally, this would increase the overall amount of traffic as 

more websites are requested, but as long as we avoid accessing websites 

whose primary content is sound and video, we can keep the increase of traffic 

at a bare minimum. After all the primary sources of web traffic are video and 

sound. (Sandvine 2013)  

Picture 1. A new web browser  

The number of these simultaneous processes would be automatically adjusted 

by the processing power of the computer in use, and the speed of the internet 
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connection while also providing the user with a possibility to adjust themselves 

to how many fake browser interfaces they have in use, and even to turn it off. 

While the system is running, it is good to image the web browser as a ball with 

several browser screens attached to it. Because the figurative shape is a ball, 

the user should have the possibility to take over whichever of the currently 

running simultaneous processes.  

Intrinsically, one would simply press down a button and either swipe the ball 

around with one's hand or until one can select the process of one's own 

choosing by double click it with one's mouse cursor.  

A similar process could even be used to improve regular browsing by enabling a 

faster or more convenient way to quickly find the right browser tab. 
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Picture 2. Interface to control the new web browser 

Example of the user interface to switch between the different web browser 

processes. Swipe the ball and zoom in take control of the desired web browser 

process.  

Additionally, the initial process the user is given control over is always selected 

randomly in order to make it harder to distinguish the user among the fake 

browsers. This is needed because when the fake browsers are browsing the 

internet on their own, the system requires some kind of a method to identify 

which process has requested which webpage. It becomes a problem if the real 
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user is always using the same process to do their own internet activities, as 

someone might come up with a way to identify the processes from afar.  

In a way, we could image all the separate browser processes as some kind of 

drones the user takes control of.  

As for how the simultaneous processes know when to look for a new web page, 

or even how to look for one, Who ever makes the software, also has to compile 

a list containing at least 50,000,000 URL addresses, and keep updating it and 

making changes to it. The reason why I have picked the number 50,000,000 is 

because it is roughly 1/3 of all websites we have in 2014. (Whois Source 2014) 

Therefore, when a random web page is accessed, there exists large enough 

pool of web addressed to cover a large variety of human interest. With a far 

more limited list, it will be easier to identify genuine visits to websites. 

Additionally, a  limited list also means that the listed websites will be accessed 

in far greater number, which might act as an unintended denial of service 

attack. Hence, with more entries on the list we can have a more balanced 

distribution of online traffic. As for the list itself, it is basically a text file where 

each line contains a different URL for a website. Then, the software just 

generates a random number, and picks a URL address from the list based on 

the matching line number. The list itself should naturally contain both popular 

websites and less popular ones.  

 

2.4.2 Security concerns 

Because this system picks up the randomly picked URLs from a pre-existing 

list, it might be that some entities would prefer to have multiple URLs of their 

website on the list in order to boost the traffic to their website. Additionally, 

entries on the list could be used to spread malicious software and attempt to 

breach one's security, especially when the browser could be potentially visiting 

websites the users never would by themselves.  
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Additionally, it is a possible risk scenario that someone manages to install a 

piece of tracking software on one's computer, and this software, for example, 

records the credit card information one have used to purchase something. Then  

later when the browser accesses a specific store, the malicious software uses 

the credit information to make an online purchase from one's computer and with 

one's IP address. Luckily, it is still possible to prove that one did not make the 

purchase based on the delivery address, or other detail. However, it can 

become a huge inconvenience.  

Not to mention that ultimately the widespread use of this system might prompt 

web service providers to issue additional means to ensure that the traffic on 

their websites originates from human interest and action. Such means could be 

something like needing to answer questions, or typing randomly generated 

letters before accessing the website. After all, such are already used to prevent 

denial of service attacks through services that require more processing power, 

especially if these services are provided freely to the public. Hence, it really 

remains to be seen if people are willing to type hard to decipher characters 

every time they want to access a website. Not to mention how the popularity of 

these online human verification tools might lead to an advent of programs that 

take an image of the prompt, detect the most common color and change the 

said pixels white while turning all the other pixels black, and finally go through a 

database to identify the characters. However, in this case additional image 

manipulation might be needed. 

 

 

2.5 Why these improvements of privacy are needed on a individual level 

Unfortunately, we cannot trust that those in power always have the most 

tolerant approach to those subjected to their power. For example, what we 

regard as the modern human rights were in one form already inscribed down 

into pillars in the third century B.C. Now, these pillars of Ashoka were forgotten, 
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until the ones that remained were rediscovered. (Dhammika 1994) 

Unfortunately these pillars are not largely known outside of India. Which is to 

say that while humanity seems to strive for better, it also seems to have a 

tendency to forget what is better. 

Now, as for more examples, let us consider human sexuality for a moment. It is 

a very crucial part of our identities. An aspect that cannot be changed like an 

opinion.  

Now, for a very long time the majority of human usage of the Internet revolved 

around pornography of any kind, and it is still a very dominant business factor. 

(Tancer 2008, 25) Additionally, since it feels like a relatively safe guess to say 

that the pornography consumed might reflect against the sexual orientation of 

the consumer, or in the very least echo towards their sexual fetishes. Hence 

there exist data that someone could use in order to claim to identify sexual 

minorities. While the majority of the human race might not identify themselves 

as homosexual, it does not mean their browsing history would not interest 

religious fundamentalists in their attempts to control and condemn various 

aspects of human sexuality. We should not forget the possibility of someone 

simply blackmailing people. For example, anyone could have a sexual fetish 

regarding teddy bears. Although such a fetish is not incriminating in any country 

I know of, I am sure anyone can understand how knowledge of such fetish in 

public could tarnish or even ruin someone's reputation. Reputation is not only a 

concern to politicians, because we all have our own reputations to maintain 

amongst our friends, family, and co-workers.   
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3 PHYSICAL ARCHITECTURE FOR CORPORATE AND 

GOVERNMENTAL SECURITY 

3.1 The separation of work and personal life 

Today it is not uncommon for an employer to provide the employees with 

working tools that they can also use outside the workplace. For example, a 

tablet, or a smart phone, and the real benefit of providing such a device comes 

from the fact that it is a very obvious perk for the employer not have to carry 

several different tablets and smart phones with them. Moreover, if the tool is 

used for work, it means that the employee is able to work almost anywhere 

regardless of their location. Not to mention that if the employee's work focuses 

on finding creative solutions to problems, the solutions are not necessarily 

found during the exact working hours. Therefore, it is beneficial if the employee 

can implement the solution the moment of its discovery.      

However, the above benefits do not come without issues. The first issue is that 

of the privacy, the employer often owns and maintains the device, which might 

seem like a justification to also observe how the device is used. Globally the 

legislation on the subject varies, but here in Finland at the time of writing, the 

privacy of the individual rises above the scrutiny of the employer if the device 

had not been specifically intended to only used for work. (Data Protection 

Ombudsman 2014) 

Hence when an employer is providing a tool that can be used outside of work by 

the employer, it is very important to make sure that the tool is sufficiently 

protected. However, it is difficult to impose limitations to its actual usage, as it is 

to who has access to it. For example, an employee could unintentionally open a 

door through the company's or organization's network security. The tool could 

be also stolen, or otherwise compromised. 
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One way of finding a solution to the above security risks is to simply keep tools 

for the work as entirely separate entities from the ones used by the employees 

in their personal lives. While this division might seem cumbersome, it is largely 

the only way that those in charge of the IT can make sure that the security 

remains up to date, maintained, and generally managed.  

 

3.2 Maintaining security and designing back up plans  

When it comes to handling the online security of a network, there is only so 

much that can be done. One set up the firewalls, form access-lists, and control 

who has access to what and who can do what. One maintain back ups, and 

design plans what to do if something goes wrong.  

However, when it comes to issues like spying or even outright theft of 

information, our tools of prevention are largely just what was listed above. For 

the most part the said tools work. But what is the truly interesting question, is 

what about when those do not? What can be done when someone breaches the 

wall of security, hence manages to spy the network or even steal confidential 

information? The answer is simple, one try to find out how it was done and 

block it from being used in the future, and of course see if one have enough 

evidence to sue or raise criminal charges against those who are guilty.    

Hence through little steps, the environment should be becoming more secure, 

more reliable. Yet the loss of governmental secrets or research and 

development information can be simply too unbearable, which prompts us to 

ask if there are any other means to protect the most valuable commodity in our 

world; information. For nations, losing public face can become a major setback. 

And for corporations it can be simply devastating if their competitors can use 

the information to their benefit. 

Hence the question becomes, how can we ensure security?  
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3.3 An office architecture designed for online security 

Naturally the starting point is identifying the scope of the needed networks and 

whether networks need to be connected to one and the other. So all in all, we 

are not very far away from how it is normally done. 

But let us start by first inspecting a single office space. By default there is a 

need to transfer information from one computer to another, and a decision 

needs to made how this information is passed. These days, wireless networks 

are popular as one only need to set up a wireless router and people access the 

network through it. Moreover, one can theoretically save money by not having 

to install extensive cabling, and with fewer cables the whole office can seem 

aesthetically more pleasing. However, there is a downside when it comes to 

basic security. Wireless network connections mean that the messages are 

propagated through the air as waves. These waves will spread out in all 

directions, like the ones caused by dropping a stone into still water, hence there 

is always the risk that someone else can pick them up and decrypt the 

encoding. While this problem can be negated by having a Faraday cage built 

within the building itself and using wireless routers that do not have particularly 

wide broadcast radius nor strength, it would also mean that money is spent on 

that large amount of wireless routers and on   a substantial electrical bill. 

The above is a reason why I would recommend a more traditional network 

structure for an office space, in other words, machines connected to each other 

through cabling. To be more precise, fiber optic cables are more secure than 

copper based cables. Moreover, through cabling we are limiting the paths and 

directions of where the information can go, not to mention that it becomes 

easier to detect if someone is trying to send signal in or out of the office. 

Therefore, the office space is very secure as long as it is a network of its own 

and completely separated from all the other networks. However, in today's world 

such singular network only works for very small offices, not to mention that even 

then there might be a need to access external networks either across the street 

or half-way across the world.   
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3.3.1 Protecting a network connected to the Internet: Another look at an old 

idea 

By need, we have opened a closed network to the internet, and we utilize all our 

current means of providing security. Passwords, access lists, firewalls, anti-

virus software, encryption, and the hope that whoever made the software and 

hardware we are using, did not install any secret backdoors to their product.  

As discussed earlier, the issue rises from the moment when our defenses fall. 

The moment when information contained within this office network becomes 

available to those it should not.  

My idea to improve general security would be to maintain a physical separation 

between the office network and the internet, a metaphorical ravine that can only 

be crossed by human interaction.  

What I propose is two identical, yet separate devices on the office desk. The 

device A is connected to the office worker's computer and hence to the office 

network, while the device B is connected to the internet. Thus, in order to send 

or receive data to the internet, the user has to use an external device to transmit 

that data from between the A and B devices.  

This concept does stand very obviously against the ease of use we have grown 

accustomed to when working with modern computers. For example, when 

sending an email it is typically sent when we click the button to send it. 

However, with the two devices I propose, for the email to reach its destination, 

the office worker would have to move a external storage device from device A 

to device B.  

This might appear to be very cumbersome for the employee to be constantly 

moving that external storage device between devices A and B, but it is the price 

to be paid for the increased security. For example, if the office network 

becomes compromised, the only way for an outside entity to gain access to the 

information is that someone in the office continues to transmit the information by 

moving the external storage device between the devices A and B. While it does 
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not prevent all possible methods of incursion, it nevertheless decreases the 

options as will be discussed later.  

 

3.3.2  What is actually required from these devices? 

The basic device should have the following qualities: a socket to insert the 

external storage device, and at least three led lights to signal a) data 

transmissions waiting on the queue, b)  data being processed, and c) that the 

external storage device can be safely removed. As for the internal hardware, we 

are dealing with a very simple computer that has a certain processing power to 

handle the software, and two separate hard drives to separate the out-going 

from the in-coming data.   

As for the device' software, its focus is just moving and handling data between 

the device memories and the external storage device. For example, when the 

user is sending a file to an office connected through the internet, the sent data 

is encoded and forwarded to device A along with the desired destination. Inside 

the device A, if it is needed, the given data is divided into blocks that can fit 

inside the external storage device. Once the external storage device is either 

filled or there are no other packets waiting in the queue, the mentioned data 

packets are removed from the outgoing memory, and then the user is signaled 

that the external storage device can be removed and placed into device B. 

Inside device B, the external storage device is emptied, and if the device B has 

something waiting to be sent on the other side, it will be loaded onto the 

external storage device just as it was with device A. The data that was taken 

away from the external storage device is forwarded onwards based on the 

associated address. This is the process how the two devices empty their 

respective queues and how both receive and forward information.     

As for why a regular USB device do not suffice, this is largely due to their 

widespread use. Hence an employer could very easily introduce a USB device 

that presents a security risk of some kind. With specialized equipment, it is 
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easier to ensure that not allowed and unsecured devices are not used. 

Additionally, there exists the need for the external storage device to be  able to 

be swapped in out several hundreds of times per day, something regular USB 

devices handle rather poorly. 

 

 

 

 

 

 

 

 

Picture 3. Devices A and B 

 

 

 

 

Picture 4. Top Profile of 

External Storage Device 

 

 

Picture 5. Side Profile of 

External Storage Device 
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3.3.3 Overview of  the entire office network 

 

Picture 6. Network structure example 

As depicted in the example image, the office servers and routers are located 

behind the user network simply because servers and other specialized 

computers are often crucial for processing data and testing. Hence, the office 

network has a direct line connecting them to the routers that handle the access 

control of the servers.  

On the other side, we have the routers in charge of handling the outside traffic 

and to form the connection between other private networks through the internet. 

Moreover, this is where records of external exchanges are collected and stored 

into a database. 

 

3.3.4 How is the security improved?  

As discussed earlier the greatest notable difference is that there is no constant 

direct connectivity even during the peak office hours. The connection from the 

internet to the servers is physically severed and only exists when  an employee  

moves the external storage device between the devices A and B.  

Naturally, should the first defensive wall that is guarding towards the Internet 

fall, the only way to reach the servers and databases is through the office 
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workers, which will require relying on a malicious software to send back the 

information. More specifically, someone manages to penetrate the security at 

the routers by the edge of the Internet and has them add a certain malicious 

software into the ingoing traffic. Thus, unknowingly, the office worker will 

transport the malicious software to the office network. Technically, it is not very 

different at all how one could perform an electronic information theft. However, 

the problem arises from 'information thief's' need to get the information out. 

Because everything is connected with cables, the information must pass 

through the external storage devices of the office workers in order to reach the 

internet and the hands of the 'information thief.' Hence, there is a latency to the 

speed and rate at which information can be stolen, giving more time to detect 

the intrusion.  

Now, with this proposed system, smuggling the information out of the office 

network becomes the greatest challenge for the 'information thief.'  This is 

because for the stolen information to reach the outlying internet, it needs to 

pass through the external storage devices of the office workers. Just imagine it; 

an office worker is reviewing data on their computer, when they notice that 

device A needs to transfer over data. Of course, if the employee has been 

staring at the data for a very long time, they might think they have simply 

forgotten to empty it. But there is another fact to consider, as the maximum 

storage space available to us has grown larger, so has our consumption of the 

storage space. Therefore, the amount of data to be transferred over is going to 

be considerably large, and the size of this will grow if the 'information thief' is 

unable to specify beforehand what data he tries to steal. Thus, even if the office 

worker by mistake transfers over that first packet, alarm rings are bound to start 

ringing if he or she has to transfer a large amount of data he or she could not 

have generated by him or herself. With a regular network structure, the increase 

in traffic could still be too low for the connection to be automatically 

disconnected.  

Naturally, it all implies that to smuggle the data out, the 'information thief' needs 

to divide the stolen information into smaller packets and even by doing that the 
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information leak can be detected. We have the office worker, who is doing his or 

her routine work, if transferring data with external storage device is taking 

longer than before, people will complain. Not to mention that if the packets are 

sufficiently small in size, the time it takes to transfer everything to the internet 

might simply become unfeasible. For example, if we assume that the 

'information thief' is sending our data out 1 kb at a time and he has 1 GB of data 

to send, and the small office network has roughly 500 hundred data transits 

between devices A and B in a day, it would mean that it would take roughly 

16,778 days to transfer that amount of data, almost 46 years. 

Naturally, the actual memory capacity of the external storage device has been 

specified by the expected need of the user. Therefore, the above numbers 

fluctuate depending on the office and the size of data packets that are sent 

over. But it is not the only means of security we have, because when the data 

has been sent across devices A and B, it reaches the router at the edge of the 

internet. In that router we can set it so that it only forwards packets to 

predetermined locations, and if this router's allowed destination addresses are 

checked both at regular and random intervals, we can almost prevent data from 

being sent into unregulated destinations. As for the need to send information to 

undetermined destination, of course, a new location could be added to list either 

permanently or temporarily based on the need and nature of the request.  

 

Additionally, when the data packets reach the router, the size of the packets, 

the destination, the time sent, and picking a seemingly randomly selected  

snippet of the encoded packet as a reference value. The before mentioned data 

is recorded before it is forwarded towards its destination on the other side of the 

Internet. Now, when the 'destination router' receives the packet, it too will make 

a record based on who send it over, the time it was received, what  the size of 

the packet is,  and use the same seemingly random criteria to select a snippet 

of the encoded packet. In other words, we have easily comparable data to 

determine whether the packets are reaching their destination as intended, 



 33 

although the data will not give concrete results, it can nevertheless give an in 

indication for a justified suspicion. 

Finally, even in the case that the office network is targeted with a denial of 

service kind of attacks, the physical gap in between the office network and the 

Internet means that the office network can continue to operate locally. The only 

temporary loss would be the ability to communicate outside of the network. A 

loss that might be limited to just receiving traffic from the outside network, if 

there is a gadget to empty the external storage device before placing it back to 

device A.  

3.4 Everybody and everything is part of the security 

The above sums up  the fact that everybody and everything becomes part of the 

security. It is not fool proof, but the possibility of detecting intrusion is increased 

due to the larger amount of users and observers being affected by possible 

attempts of intrusion. Moreover, the physical gap in my suggestion complicates 

the traditional means of electronic intrusion, which leads to our final aspect to 

consider with security: the users of the office network. 

Social networks are the latest trend, and there are studies that reveal how many 

people spend their time with updating and checking pages and profiles among 

other activities. Internet has spread everywhere, and today it is very difficult for 

someone not to be 'online' 24/7. Although there exist professions where online 

activities are limited during working hours, I would nevertheless suggest that not 

being 'online' at all could be described as an entirely new security requirement. 

In fact, work stations should only enable work instead of other online activities. 

Thus employees must be provided with all the core resources they need locally, 

from libraries to databases; not to mention a proper area for relaxation, 

opportunities for a quick naps, quiet spaces or any other activity slightly 

detached from the core work. 

Additionally, there is a need for a different kind of work culture where everyone 

simply leaves their phones and other electronically apparel and gadgetry either 
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at a security desk, or at their homes, or inside their cars. In a way the approach 

is the same as with laboratories that handle materials that are biohazards, 

nothing unauthorized gets in and out.  

Therefore, with the decreased risk of electronically security breaches, it might 

become more common that 'information thefts' need to be done using 

somewhat older forms such as buying out an employee or physically breaking in 

to steal the information, the two actions? that are more complicated and 

expensive to do globally.        
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4 CONCLUSIONS 

Security is a truly global concern, and whether we realize it or not, it affects us 

all. In fact, most of what the internet is as a whole today cannot exist without 

trust in privacy, without trust in security. Naturally, the trust that we possess 

privacy and security can only exist for as long as we have privacy and security. 

This holds true from a single individual, to organizations, and even to 

governments. The reason we have this universal concern is because there will 

always exist a reason, or benefits to gain by breaching privacy or breaking 

security. Therefore, the matter of information technology security is in its core a 

literal arms race.  

Consequently, there is a need to come up with new layers and ways of 

protection. My contribution is to suggest a means to obfuscate a single user by 

generating false visits to websites, something that should invalidate the 

information gathered  with cookies. As for organizations, I propose a method 

that aims to achieve the benefits of both closed and open networks by 

producing a chasm within the network structure itself that can only be crossed 

when a physical action is taken to transmit data. 

Both of the mentioned means do not come up without their respective user 

inconvenience. With the first idea, slower browsing speed as bandwidth 

available will be used to accommodate the false browsing. With the second 

idea, there is the physical inconvenience having to swap the external storage 

device back and forth. But to me it all stands that one cannot have added 

security or privacy without a cost in usability.   

We could draw a triangle with usability, benefits, and security in the corners. 

The problem is that we do not necessarily have enough paint to cover the entire 

surface area of the triangle. We need to decide what aspects are the most 

beneficial as a whole. 
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