Implementation of RFID in Finland

Otto
Kullberg




Arcada

Degree Programme:

International Business

Identification number:

11699

Author:

Kullberg, Otto

Title:

The benefits of RFID in a retailing environment

Supervisor (Arcada):

Commissioned by:

Abstract:

This thesis focuses on the difference between Finnish companies and international com-

panies regarding the implementation of RFID. To reach the goal of the thesis a survey

was conducted, the survey was answered by big Finnish companies such as Kesko and

Stockmann. The results are expected and in line with what the theory shows. Companies

which have implemented RFID are happy with the technology; most of these companies

also have plans to scale their programs. Companies which have implemented RFID see

cost as a major issue for their programs. Those who have not implemented RFID mention

cost as the main reason as to why they have not implemented RFID.

To achieve full penetration of RFID in the Finnish marketplace a big player who could

force other players to implement RFID would be needed, it does seem that there is no

such player.

Keywords: RFID in retailing, retailing, benefits of RFID, RFID in Fin-
land

Number of pages:

Language: English

Date of acceptance:




CONTENTS

N 1 4 o Yo [V Yo 4o J o SR 1
11 Y4TSR 2
1.2 SIGNMITICANCE .t e bt e e et e e et e e e e e e e aees 2
1.3 [T 1 = L 4o 1SR 2
1.4 Research method and material .............cccuviiireeii i 3
15 [ 1= T a1 (o SRR 4
1.6 ) U (o LU = TP UPPU PP 5

2  Theoretical framMeEWOIK .......cceiii e e e et e e e ar e e eees 6
2.1 An overview of RFID-t€ChNOIOQY .........ccuvuiiiiii e 6
2.2 LRz (o [0 I =T 01T T =TSR 7
2.3 A brief history of RFID-tEChNOIOQY ........cuuviiiiiiiiiiiiiiiie e 8

2.3.1 The development of RFID-teChNOIOQY .......ccvviiiiiiiiiiiiii e
2.4 The DENETItS OFf RFID ....uuiiiiiiiiiiiiiiiiiiieieiiieiei et be e be e bebebsbabsesesbsbsbsesesesssssrsrssssnrnnes 9
25 Successful implementation of RFID-teChNOIOgY...........eoeiiiiiiiiiiiiiiiiiiee e 11

251 L4720/ o

25.2 211 =1 oo o [PPSR

2.5.3 CONCIUSIONS ..o
2.6 Concerns regarding RFID.........coooviiiiiii e 13

26.1 €17 (03 PO O PP PPPUPPPN

2.6.2 SOIULIONS fOr PrIVACY ISSUEBS ....ccieveieieeeeeeeeeeee ettt

2.6.3 Lack Of StANArdS ........cooooii i

2.6.4 (0] TSP PPPPT

G T 4 21= 4 T Yo [PPSR 18
3.1 Implementation Of the SUIMNVEY ........c.uuiiiiii e 18

A RESUITS it e e e e e e e e e e e aaaaaaaann 20
4.1 0 L L0 Y= S 20
4.2 Have you implemented RFID? ... 21
4.3 Plans fOr REID ..o 22
4.4 Main reasons for not implementing RFID ..., 23
4.5 Plans t0 SCAIE? ... 24
4.6 What are the perceived benefits of your RFID program?...........ccccoeeeeeeeiiie e, 25
4.7 Greatest challenges regarding RFID ..........ccooviiiiiiiiiie 27
4.8 Question 8 — Respondents own thOUGNLS .........c.eeiiiiiiiiiiiiiiee e 28
4.9 CONCIUSION ..o 29

T B TR Y oAU 1] [0 o PSPPSRI 30

5.1.1 CONCIUSIONS ..o

=] =] = 01 35

F AN i v 1o 1 0 =T 01 £ PP 38



TABLE OF FIGURES

Figure 1 - The basic layout of an RFID-system(S. L. Ting, L. X. Wang, W. H. Ip, 2012) ....... 6
Figure 2 - RFID vs. Bar Codes (Jones, Wyld and Totten, 2005) .........cccocvvverieenenienienneeiene 10
Figure 3- The challenges with RFID (Bhattacharya, Chu and Mullen (2007)...........cccccveeenee. 13
Figure 4- Turnover Of COMPANIES........ccueiieie et sre e nnes 20

Figure 5- Have you implemented/piloted RFID within your organization or with any of your

TrAOING PAMNEIS? ...ttt bbbttt e bbb bbbt be e 21
FIgure 6 - PIaNS TOF RFEID ........ccooiiiieiieiee ettt 22
Figure 7- Main reasons for not implementing RFID............cccooveiiiii i 23
Figure 8 - Plans to scale RFID Program..........cccocveieiieieeieiic e se e see e 24
Figure 9 - Perceived benefits of the RFID Program............ccocveiirinieienenese e 25
Figure 10 - Greatest challenges regarding RFID program .........c.cccceveienenenenenencseseeeenes 27

Figure 11 - Example of email sent to possible surveyees ........ Error! Bookmark not defined.


file://GSWEBKDATA01/DFS/Ebookers/UK/Marketing/Partner%20Marketing%20IM/Staff/Otto/Temp/New%20folder/RFID%20in%20retailing.docx%23_Toc404601690
file://GSWEBKDATA01/DFS/Ebookers/UK/Marketing/Partner%20Marketing%20IM/Staff/Otto/Temp/New%20folder/RFID%20in%20retailing.docx%23_Toc404601690
file://GSWEBKDATA01/DFS/Ebookers/UK/Marketing/Partner%20Marketing%20IM/Staff/Otto/Temp/New%20folder/RFID%20in%20retailing.docx%23_Toc404601694

1 INTRODUCTION

Radio Frequency ldentification (RFID) is an identification technology which uses tags
and readers, similar to the widely known barcode and reader combination. The main
difference between these two technologies is that barcodes use a sensor and light
whereas RFID uses radio waves. The use of radio waves also allows many products to
be read at the same time when barcodes have to be read one at the time. RFID is mainly
used in supply chains, but the fact that a tag can contain data means that the technology
can be used in many different fields for example in marketing and logistics. This thesis

will focus on the supply chain and warehouse management aspect of the technology.

RFID tags can then be seen as improved barcodes. Even though RFID can still be seen
to be in its infancy, some companies have adopted RFID throughout their supply chains
with success. Non-Governmental Organizations around the world (Rfid-lab in Finland)
are lobbing for the use, and benefits, of RFID throughout the supply chain and at the
point of sale. RFID is a technology that ‘has been coming’ for a long time, yet it is not
yet widely implemented in Finnish companies. This thesis will investigate the main
benefits and drawbacks of implemented RFID systems around the world and compare
the results with the Finnish market. The reasons for why RFID has not been implement-
ed are also studied. Even though a predecessor to RFID was first used in the Second
World War to identify German planes the commercial use of this technology is still in
its infancy. The main problem for many has been the price of implementing a RFID sys-
tem; also, human beings tend to be quite opposed to big changes in the way of conduct-
ing things. In recent years it has been argued that the payoff of implementing RFID is
almost immediate “We conclude that when applied with recyclable transport contain-
ers, RFID investments can provide quick amortization of capital whilst offering a range
of operational benefits.” Kdirkkdinen, 2003 Benefits of implementing RFID can be seen
through; Reduced costs throughout the supply chain, better inventory accuracy and im-
proved customer experience at the point of sales "...will enable us to track individual
products inside the store, thus helping us grasp the volume of customer interest—
whether items are being carried to the fitting room or not, and whether they are taken to
check out or returned to the shelves." (Swedberg, C. 2012).



1.1 Aim

This research will investigate the implementation of RFID by Finnish companies. Bene-
fits and challenges connected to the technology as well as attitudes towards the imple-
mentation of the technology will be studied. The research will also investigate if the
perception of benefits from RFID differs between Finnish companies and foreign com-
panies which have implemented RFID. The research focuses on Finnish companies
within or with connections to the retailing industry. In the theoretical framework this
research will also investigate RFID as a technology and the history of it to provide a

background for the reader.

1.2 Significance

Much research has been done on the benefits and disadvantages of RFID, the vast ma-
jority of these are concentrated on giants such as Walmart. As RFID is a scalable tech-
nology there is no ‘one size fits all’ solution regarding the implementation of the tech-
nology. The Finnish markets are vastly smaller than those on a global scale, this re-
search concentrates on the Finnish retailing industry to see how it differs from those on

a global scale.

1.3 Limitations

This research will analyze the benefits of implementing a RFID system in a retailing
environment through a survey, the results of the survey will be presented but no exam-
ples on “best practices” will be given. To give the reader an idea of what is discussed
the research will also briefly study the technology itself. The research will focus on the

Finnish retailing industry.



1.4 Research method and material

This theory will be based on theories and cases regarding the implementation of RFID
in the retail industry. This thesis also contains an empirical part, in which a survey

which investigates the perceived benefits of RFID is conducted.

Sources used to conduct the literature reviewed range from journals regarding RFID and
Supply Chains to studies and case reviews conducted by experts in the field of RFID.
The method used in this study is called content analysis, this method allows for the cap-
ture and quantification of data from a wide range of sources. Sources used to find data
about the subjects include; The Rfid Journal, RFID Lab Finland and different databases
such as eBrary and Arken. Keywords used for gathering information are “RFID”,

“RFID and retail”, “RFID and ROI” and “RFID and benefits”.



1.5 Definitions

RFID

Radio Frequency ldentification is a technology used to track objects. An RFID system
consists of an antenna and a transceiver, which transfers the information to a device
which can interpret the signals received, and a RFID-tag containing the information

about the product at hand.
LF
Low Frequency

HF
High Frequency

UHF
Ultra High Frequency

CMOS

Complementary Metal Oxide Semiconductor, a type of semiconductor which requires

less power than ordinary chips due to the technology used.

EPC
Electronic product code is a unique number stored in the RFID chip allowing the identi-
fication of a specific item in the supply chain.

NFC
Near Field Communication is a short range RFID technology, often found in mobile

phones. Needs to touch or be very close by to be able to read.



1.6 Structure

This research is in four parts; an introduction, the theoretical framework, empirical re-
search and discussion. The theoretical framework will consist of an overview of RFID
as a technology, the potential benefits of implementing RFID-technology and a brief

comparison of RFID and Bar codes.

To support the research questions, also negative aspects of implementing RFID will be
studied. A survey researching the attitude of Finnish companies towards RFID is con-
ducted to compare international companies to Finnish. The thesis will be concluded

with a discussion regarding the material presented in the theoretical framework.



2 THEORETICAL FRAMEWORK

In the theoretical framework literature regarding RFID will be analyzed. This part will
provide an overview and brief history of the development of RFID. Literature regarding
the benefits of RFID in retailing, and the main concerns regarding RFID will be also be

presented.

2.1 An overview of RFID-technology

Radio Frequency Identification allows for a tagged product to be uniquely identified. To

work correctly three main components are needed to form a RFID-system;

1. Tag — The tag consists of a conductor chip and an antenna, the tag is connected to the
product it represents and contains raw data regarding the product. A tag can be either
active or passive; an active tag contains a battery to broadcast its signal while the pas-

sive tag draws power from the reader to broadcast its signal.

2. Reader — The reader communicates with the tag via Radio waves and transmits the
data to the host.

3. Host — A host is most commonly a PC, containing appropriate software to translate
the raw data from the tag to information which can be read by the end user.

S e-one

Enterprise Application
Client Computer 2 RFID Middleware RFID Reader RFID Antenna RFID Tag

Figure 1 - The basic layout of an RFID-system(S. L. Ting, L. X. Wang, W. H. Ip, 2012)



2.2 Radio frequencies

Low Frequency

The most commonly used frequency in this category is 125 kHz. Low frequency is most
commonly used with passive tags since it has a very low reading distance. The low fre-
quency allows for a great tolerance for interference in the signal transmitted.
Low frequency is best used in identifying objects consisting of metal or other materials
which could cause interference in the signal. LF is most commonly used in access con-

trol, animal identification and in car immobilizers.(Tielinen, 2011)

High Frequency

High Frequency systems use the frequency of 13, 56 MHz to communicate. A higher
frequency allows for communication between the tag and reader on a faster level and
from a greater distance. The high frequency tag is also the cheapest to make since it is

also used mainly in passive tags.

Drawbacks with HF-systems are that they are quite vulnerable to interference from out-
side factors for example different metals close to the tag. HF is most commonly used in

smart cards and for example library control.(Tielinen, 2011)

Ultra High Frequency

UHF uses different frequencies depending on location; in Europe the frequencies used
are 433 or 865 MHz while In North America the frequency of 915 MHz is most com-
monly used. The high frequency allows the reading distance to be up to 10 meters. UHF
is most commonly used in vehicle tracking and in supply chains to track pallets and

containers.(Tielinen, 2011)



2.3 A Dbrief history of RFID-technology

The roots of RFID can be traced back to the Second World War, and the introduction of
the radar. With the radar one could see airplanes moving, but could not know the inten-
tions of the plane. Friendly airplanes were fitted with an antenna and transmitter which
would respond to the signal sent by the radar. This technology was called the “IFF” —
Identify Friend or Foe.(Tielinen, 2011)

The next development of RFID came in the 1980°s when farm animals needing special
medication were tracked and identified using RFID-technology. Car manufacturers be-
gan embedding tags in their keys to the car which allowed for the car to recognize that

the correct key was being used.(Tielinen, 2011)

2.3.1 The development of RFID-technology

With the introduction of CMOS (Complementary Metal Oxide Semiconductor) passive
RFID-tags could be developed further. During the 1980°s RFID established its place in
the car industry and became more common in the manufacturing industry. The early
Low Frequency tag needed a coil which was quite expensive to make, this hindered the
development of RFID-technology. The development of RFID was quite limited during
the 1980°s, mainly due to the high price and low reading distance provided by the LF-
tags. (Tielinen, 2011)

The limitations of the LF-tag led to the development of the HF-tag. High Frequency
tags eliminated the need for an expensive and rather large coil. The fact that coils were
no longer required acting as an antenna allowed for the tags to become much smaller
and flatter — much like the tags we see today. The increase in frequency also allowed for
the tag to be read at a greater distance.After the development of the HF-tag the possibili-
ties of implementation in global logistics and access control could be seen. The main
constraint in the development was that no unified standard regarding RFID was done. In

1998 a project started at MIT, the purpose of the project was to develop a unified stand-



ard regarding RFID, from this project the EPC (Electronic Product Coding)-standard
was born.(Tielinen, 2011)

EPC was originally supposed to be based on the HF-technology but the introduction of
UHF (Ultra High Frequency) changed that. The many benefits of UHF compared to HF
were for example the significant increase in the range and speed that the tag could be
read. After the introduction of UHF the development of RFID started a rapid growth.
UHF, with its many benefits compared to LF and HF was seen as a frequency which

could most effectively be implemented into different industries. (Tielinen, 2011)

2.4 The benefits of RFID

The benefits of RFID systems in this case are compared with the previous systems of
the companies in question. The parcel tracking software is often the same or very simi-
lar to the ones in implemented in RFID systems, the main difference in the systems are
that bar codes have been replaced with RFID tags — the benefit of RFID tags versus bar
codes is the most important factor when discussing benefits of RFID. RFID has during
the recent years become the pinnacle of technology regarding asset tracking, inventory
management, supply chain management payment systems and information sharing. The
retailing industry is one of the biggest industries in the world, and could be a major ben-
eficiary from an effective implementation of RFID-technology. (Bhattacharya, Chu and
Mullen, 2007).

The main benefits of RFID in retailing can be seen in the increase of operational effi-
ciency (Bhattacharya, Chu and Mullen, 2007)., since RFID allows for many tags to be
read simultaneously and tracked throughout the supply chain a dramatic improvement in

stock accuracy and out of stock situations can be seen.

Improved visibility throughout the supply chain is a great benefit for a retailer; items
and orders can be tracked in real time and shopping behavior can be analyzed by track-
ing items in-store. Other major benefits of a successfully implemented RFID-system are
reduced labor costs, security against theft and improved information about packing and
shipping. (Bhattacharya, Chu and Mullen, 2007).



The use of RFID in the retailing industry has its greatest benefits when it is implement-
ed to support the operations at the point of sales. The implementation of RFID can have
a big influence on the effectiveness of replenishment, warehouse management, distribu-
tion management and on sales and returns. At item level tagging it is possible to further
study a specific consumer group and thus create consumer profiles on the data collected.
On a long-term scale this could enable for retailers to provide for an individual shopping

experience for every customer. (Roussos, London Uni.).

Item tracking can be further developed to the point of tracking for example the route
inside the store, interaction with other products and for marketing purposes by suggest-
ing additional products to go with the selected one.

A summary of the benefits of RFID tags compared to Bar Codes as provided by Jones,
Wyld and Totten in The Coastal Business Journal VVol. 4, No. 1 p. 32.

Bar Codes

RFID Tags
* Bar Codes require line of sight to be read |+ RFID tags can be read or updated
without line of sight

* Bar Codes can only be read individually |+ Multiple RFID tags can be read
simultaneously

* Bar Codes cannot be read if they become

dirty or damaged

RFID tags are able to cope with harsh
and dirty environments

Bar Codes must be visible to be logged

RFID tags are ultra thin, and they can be
read even when concealed within an item

Bar Codes can only identify the type of
item

RFID tags can identify a specific item

Bar Code information cannot be updated

Electronic information can be over-
written repeatedly on RFID tags

Bar Codes must be manually tracked for
item identification, making human error
an issue

RFID tags can be automatically tracked,
eliminating human error

Figure 2 - RFID vs. Bar Codes (Jones, Wyld and Totten, 2005)

In the comparison between the two technologies one can clearly see the abundant bene-
fits of RFID tags versus bar codes; RFID tags can almost always be read much faster

and easier than bar codes.
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2.5 Successful implementation of RFID-technology

The success of implementing a new technology is most often measured by the ROI (Re-
turn on investment). The implementation of RFID often has a dramatic increase on the
effectiveness of operations, thus increasing productivity. A good example on the in-
crease in productivity can be seen in the case of Wal-Mart; Wal-Mart was able to reduce
the pallet build rate from 90 seconds to 11 seconds by using RFID, which is a reduction
of almost 90% (Pisello, T. 2006).

Some companies still decide to implement RFID regardless of the ROI because of its
numerous other benefits, mainly the increased visibility in the supply chain and the in-

crease of effective operations (Collins, 2004).

2.5.1 Wal-Mart

Wal-Mart is the biggest retailer in the world with total revenue of 447 billion dollars in
the year of 2011. The company has always been quite advanced in the use of technology
to support its operations, in 1983 Wal-Mart set up its own satellite communication sys-
tem to effectively track inventories around the United States. In 2003 Wal-Mart asked
its top 100 suppliers to tag their products with RFID tags by January 2005, Wal-Mart
wanted to replace the bar code technology with RFID because they believed it would

reduce costs in the supply chain and improve the overall efficiency. (Axline, 2005)

According to the article by Leslie Hand in Global Retail Insights the concrete benefits
of the implementation of RFID to Wal-Mart included among others a big Reduction in
inventory counting labor. Due to the fact that line of sight to scan products coming to
a warehouse was no longer needed Wal-Mart experienced a decrease of 25 percent in
inventory counting labor. With a higher number of items passing through the effective-
ness of operations would also increase since the scanning of a pallet of products always
takes roughly the same time. Another benefit that was found was the Reduction in in-
ventory, the increased visibility of inventories at the point of sales allowed for the re-

tailers to keep the stock at an optimal level at all times. (Hand, 2010)

Out of stock-situations in Wal-Mart stores were reduced by 16 percent in the first

twelve months of implementation. Products which were fitted with RFID tags could be
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replenished three times as fast as the products without a tag. (Axline, 2005) Walmart
also experienced an Increase in sales which was estimated to be around 4-15 percent.
Along with the increase in sales Reduced shrinkage was seen as a great benefit at the
different points of sale. Shrinkage due to theft could be reduced by up to 50 percent be-
cause retailers were able to track products in-store in real time. (Hand, 2010)

2.5.2 Billabong

The apparel retailer Billabong decided to implement a RFID-system at one store in Bra-
zil. The system allowed customers to select pieces of apparel in the changing rooms.
Other aims of the system were also to provide a deeper insight into the inventory and
security data for the staff. During the first week of implementation the store experienced
an increase of over 300 customers in the store. The pilot was deemed to be quite suc-
cessful since the store was able to reach a new customer segment. The new customer

was described by the President of Billabong, Regiane Relva Romano as someone who:

"values innovation and understands that technology can provide a differentiated shopping experi-
ence." (Swedberg, 2011)

In late 2012, much due to the success in Brazil, Billabong decided to roll out with a sim-
ilar RFID system in over 100 stores in the United States. One of the reasons to go ahead
with such a big venture was to differentiate their stores from the competition. (Morerfid,
2013)

2.5.3 Conclusions

A successfully implemented RFID-system can have a positive impact on many different
areas, throughout the supply chain. The main benefits can be perceived in the transpar-
ency of the supply chain and the increase in effectiveness — both factors contributing to

the success of operations.

Another factor which can improve the in-store operations are the different applications
which are consumer focused. The consumer focused applications include smart shelves,

which can for example start playing the trailer of a DVD removed from a stand. Smart
12



dressing rooms can recognize the apparel brought to the dressing room and can make
suggestions on alternative or matching products.

2.6 Concerns regarding RFID

Regardless of the many benefits of implementing a system based on RFID-technology
there are some concerns over the technology. The main concerns are cost, lack of stand-
ards, privacy and fear that large retailers will have an increased position of power due to

the technology.

The following figure presented by Bhattacharya, Chu and Mullen (2007) presents the
main challenges regarding RFID systems in a visual manner. According to the research

Privacy issues are the main concern, followed by standardization and cost.

B Business process
redesign
4%

O Reliabiity izsues
4%

B Emplovee reluctance
%

O Privacy issues

] 37%
O Data warehousing and

integration

13%

O High cost
13%

B Standard issues
22%%

Figure 3- The challenges with RFID (Bhattacharya, Chu and Mullen (2007)
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2.6.1 Privacy

When RFID wad mainly used only in Logistics management the security risk did not
seem very relevant to consumers, as more and more RFID applications have been di-
rected towards consumers the possible lack of privacy has become an issue for the eve-
ryday consumer. Some see RFID as a technology which could lead to an Orwellian so-

ciety with cradle-to-the-grave surveillance.

According to Melanie R. Rieback, Bruno Crispo, and Andrew S. Tanenbaum in the arti-
cle The Evolution of RFID Security in the Rfid Guardian, 2006, security threats can be
divided into five categories;

Sniffing

As the tags do not have the ability to “think™ or process data by themselves they can be
read by basically any reader, even from a great distance. Another form of sniffing is to
eavesdrop on the traffic between a tag and reader. When the access to data on a tag is
seemingly unrestricted, serious implications could be seen in the form of for example
medical records or unusual personal inclinations. The utilization of this information

could easily be used against a person. (Rieback M. Crispo, B. Tanenbaum, A., 2006)
Spoofing

Spoofing is when the attacker re-programs the data on a chip to represent the data of for
example a similar cheaper product. Cloning a tag is another form of spoofing which
creates a copy of an existing tag; the copy can then be used just as the original tag.
(Finkenzeller, 2009)

Tracking

RFID-technology does pose the possibility of tracking an individual. RFID-tracking is
at the moment in use in warehouses and used to track the time it takes an employee to
perform a certain task. The workers union in the United Kingdom, GMB, called for a
ban on employee tracking in 2005, saying it dehumanizes staff. In 2007 a ban for tag-

ging employees was issued in California. (Eyre, 2007)
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Relay Attacks

As the name suggests, relay attacks are a form of eavesdropping where the signal from a
tag is interrupted and sent forwards to the reader — or vice versa. The third party records
the signal from either tag or reader to be used when wanted. Rieback, Crispo and
Tanenbaum offer the example of avoiding congestion charges in London by stealing the
signal from a car entering London. Relay Attacking does allow for more serious crimes
then the avoidance of congestion charges. One form is virtual pick-pocketing, Virtual
pick-pocketing occurs when a credit card is read by an unauthorized reader (Leach), the
data is sent to a fake tag (Ghost) which can now be used as the credit card or access key.
As many phones possess NFC (Near Field Communication) a form of Radio Frequency
Identification, a phone can be used as both Leach and Ghost. The communication be-

tween Leach and Ghost is fast and effortless through the Internet. (Finkenzeller, 2009)
Denial of service

Denial of service takes a more hands on approach. This technique consists of simple
tricks such as removing an RFID-tag or placing a product in a bag lined with aluminum

foil which prevents the signal from the tag to reach the reader. (Finkenzeller, 2009)

2.6.2 Solutions for privacy issues

The holes in the security of RFID are quite apparent, that is why different countermeas-
ures have been taken to prevent the theft of information. These measures include among
others; tag Killing, encryption, passwords and blocker tags.Encryption is quite straight
forward, it allows for a tag to be read only by one single reader or an array of readers.
The main problem with encryption is that it would drive the cost of a single tag-reader-
combination up.Personal passwords take the encryption to the user; a password would
be required to allow the tag to send out personal information. Password protection does
on the other hand bring out the possibility of actually making life more difficult for the
consumer, since the consumer would have to manage and remember passwords for all
the different tags.(Finkenzeller, 2009)
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Rather than using passwords the tag itself could be programmed to change its identity
each time it is used. This would make the tracking of one single tag quite difficult since
there would be no way of knowing all the pseudonyms for a single tag. The pseudonyms
could also be renewed by a reader with a certain interval. A blocker tag takes a more
aggressive approach to RFID security. The blocker tag would be attached near the orig-
inal tag and transmit a signal which would make readers unable to read any tags. The
signal could however be programmed in such a manner that a designated reader could
read the information from the original tag. Blocker tags could also see utilization in lo-
gistics; a blocker tag could be attached to a shipment during transportation and removed
at its final location to prevent unauthorized reading of the tags. (Garfinkel, Juels and
Pappu, 2005)

2.6.3 Lack of standards

The lack of standards or the existence of many different standards regarding RFID has
been impeding the development of this technology. Two major players can be identi-
fied, 1SO (International Standards Organization) and EPC Global. These two entities
have had different views on the standardization of RFID. The standards developed have
often been incompatible with each other — leading to closed systems.
Even though there is a clash between two parties some standards regarding the use of
RFID have been made. ISO has come up with a variety of different standards regarding
RFID, these standards include for example; the tagging of animals, identification cards
item management and different applications in information technology. (Bhattacharya,
Chu and Mullen , 2007)

2.6.4 Cost

The cost of implementing an RFID-system cannot be specified since the solution will
most likely differ from company to company. When implementing a system the costs
generated are not just from tags and readers. A company needs to invest in software that
is able to handle the information from the tags and most likely also make changes to

standard operating procedures affected by the implementation of RFID. (Violino, 2005)

16



As the first companies began to implement RFID the technology was still in quite an
early stage, this meant that the implementation process was more expensive then today.
In 2004 companies spent millions of dollars implementing RFID — since that, prices for
all  components in a system have come down. (Maurno, 2005)
The cost of implementation also depends on the level of implementation and the size of
the company implementing RFID. According to an example in an article by Bob Vio-
lino in the RFID Journal the total costs of implementing an RFID-system for a 12 bil-

lion dollar manufacturer around 600 000 dollars to fully implement RFID technology.
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3 METHOD

The empirical part of this thesis was done by conducting a survey. The reason a quanti-
tative survey was chosen as the method was because the questions that needed to be an-
swered were specific. The benefits of a quantitative research are that the data obtained is
based on real world observations. Since the survey usually covers a broad part of a pop-
ulation means that it can easily be generalized. (Kelley, Clark, Brown and Sitzia, 2003)

Another benefit of surveys is that the data is easy to analyze and present in an easy to

read format.

3.1 Implementation of the Survey

The questions in the survey were chosen thanks to the broad scale of answers to ques-
tions given. Some of the questions were found in a survey conducted by Accenture re-
garding item level RFID tagging. The purpose of the survey is to first give a general
view over the implementation of RFID in Finland after which more specific questions
were asked, an example of the survey can be found in the attachments.

All in all 21 companies answered the survey. The majority (16) of the answers to the
survey were gathered during an event organized by RfidLab Finland in October of 2013,
companies of all fields of industry were represented, nobody refused to answer the sur-
vey. A mass email was sent out in January 2014 to which 5 companies answered. The
mass was sent to a large number of people representing companies in the retail industry
in Finland, an attachment of the email can be found in the attachments of this thesis.
The email had a low answering percentage.

Companies at the seminar, for example Stockmann and R-Kioski were chosen because
of their “big player”-status in the Finnish marketplace. Other companies, big or small
were chosen because of their interest in RFID as a technology. To complete the survey
and bring more credibility to it companies which did not attend the seminar were con-
tacted through email. These companies included big players such as Kesko, Lahikauppa
and Tokmanni.

The survey is built to answer general info first after which more specific questions are

answered. Companies which had not implemented RFID in their business yet were
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asked to answer only questions 1-4. Companies which had implemented RFID were
asked to answer questions 1and 2 and 5-8.

The survey conducted for this thesis did not include very specific questions about the
companies which answered it. The survey was conducted by contacting representatives
for Finnish companies in the retailing business. Companies which answered the survey
include; Kesko, R-Kioski, Stockmann and Valio. As the before mentioned companies
are big players in the Finnish retailing and distribution business the data received from
the survey gives a good wireframe of the industry as a whole. The questions in the sur-
vey were constructed to be as quantifiable as possible with the answers directly contrib-
uting to the aim of the thesis.

The survey tool used for the research is called Webropol. The tool provided an oppor-

tunity to analyze the results with ease.

19



4 RESULTS

In this part of the thesis the results of the survey will be presented and analyzed. Each

question of the survey will be presented along with a short commentary on the question.

4.1 Turnover

What is the turnover of your company?

>1000 000 000

500 000 000 - 1000 000 000
100 000 000 - 500 000 000
11 000 000 - 100 000 000

1 000 000 - 10 000 000

<1000 000

Figure 4- Turnover of companies
The above graph indicates the turnover of the company answering the survey. The ma-

jority of companies have a large turnover (over 100 000 000 €) which is well repre-
sentative of the retailing industry.
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4.2 Have you implemented RFID?

Have you implemented/piloted RFID within your
organization or with any of your trading partners?

HYes

H No

Figure 5- Have you implemented/piloted RFID within your organization or with any of your trading partners?

This question is absolutely integral to the thesis, it gives an overview of whether com-
panies have or have not implemented RFID. The majority, 62%, of companies have not

implemented RFID at any point of their supply chain.
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4.3 Plans for RFID

My company's plans for RFID can best be described as:

Other

We're skeptical and dont have any plans to
implement RFID

We're cautiously optimistic but waiting to see _
more progress in the industry

We're thinking seriously about piloting the
technology in the near future

Figure 6 - Plans for RFID

The purpose of this question was to gather information about the attitudes and thoughts
of RFID as a viable technology at this moment. This question reflects the industry view
on RFID at the moment. The answer “We’re cautiously optimistic but waiting to see
more progress in the industry” was the answer of a vast majority of the surveyed. It
seems that companies do not want to be the spearhead in implementing this technology.
Two companies answered that they are skeptical and have no plans to implement RFID
in the future, this could be due to a small turnover (see chart 1) and the thought that the

benefits are not good enough to implement RFID on such a small scale.
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4.4 Main reasons for not implementing RFID

What are the main reasons for not implementing RFID?
(choose all that apply)

Other

Organizational resistance to change

Security

Reliability

Cost

Figure 7- Main reasons for not implementing RFID

The main reason for not implementing RFID is cost, which is understandable in the cur-
rent economic climate where companies are trying to cut costs on all fronts. To invest in
a technology which is not seen as fully mature (Reliability) yet is something companies
are not ready to do yet.

Security and Organizational resistance to change seem to be of less importance to the

companies operating in Finland.
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45 Plans to scale?

Do you have plans to scale your program to include more
categories or products beyond where you are today?

No

Yes

Figure 8 - Plans to scale RFID program

This question was answered only by those who already have implemented RFID. Six
out of nine already have plans to further scale the already implemented RFID program
in their company. The answers to this question indicate that those who have imple-
mented RFID have found that the technology has a positive impact on the company and

its operations.
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4.6 What are the perceived benefits of your RFID program?

What are the realized benefits of your RFID
program? (choose all that apply)

REDUCE ANTI-COUNTERFEIT(REDUCED KNOCK OFFS)
REDUCED TRANSPORTATION COSTS

REDUCED SHRINK/LOSS PREVENTION

REDUCED CHARGEBACKS

REDUCED DISTRIBUTION COSTS

REDUCED CORPORATE ADMING LABOR WITH FEWER
INVENTORY ADJUSTMENTS AND RECONCILIATION

IMPROVED DEMAND FORECASTING AND PLANNING

REDUCED STORE LABOR ASSOCIATED WITH CYCLE COUNTING
INVENTORY AND PERFORMING ADJUSTMENTS

REDUCED DOWN TIME DURING PHYSICAL INVENTORY

INCREASED SALES BY PROVIDING CUSTOMERS WITH MORE
ACCURATE INFORMATION ON PRODUCT LOCATION

IMPROVED CUSTOMER INSIGHT

INCREASE THE NUMBER OF PERPETUAL/CYCLE COUNTS THAT
CAN BE DONE ANNUALLY

IMPROVED INVENTORY ACCURACY

REDUCED LOST SALES (ASSOCIATED WITH OUT OUF-OF-
STOCK SITUATIONS)

IMPROVED INVENTORY VISIBILITY

0 1 2 3 4 5 6 7 8

® What are the realized benefits of your RFID program? (choose all that apply)

Figure 9 - Perceived benefits of the RFID program
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The largest perceived benefits of a successfully implemented RFID program relate to
inventory and inventory visibility. 8 out of 9 have experienced an improved visibility in
their inventory while 7 out of 9 have experienced a more accurate inventory. Other ben-
efits relating to inventory management are that 4 out of 9 have experienced a reduction
in sales due to out of stock situations. Down time during physical inventory is also a big
factor with 4 out of 9 perceiving this as a benefit.

As RFID allows for more effective distribution of a product 4 out of 9 have reduced
their transportation costs after implementing RFID, while 3 out of 9 have reduced trans-
portation costs.

6 out of 9 companies have perceived an improved customer insight.
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4.7 Greatest challenges regarding RFID

What are perceived as the greatest
challenges facing your RFID program?
(choose all that apply)

MATURITY OF THE TECHNOLOGY

CONSUMER ACCEPTANCE OR EDUCATION

ORGANIZATIONAL CHANGE/CULTURE DYNAMIC AND
RESISTANCE TO CHANGE
COST OF RUNNING DUAL PROCESSES (RFID +
BARCODE)
OWNERSHIP OF THE PROCESS WITHIN THE
ORGANIZATION

RELIABILITY OF SYSTEMS AND DATA
COST OF SOFTWARE

COST OF HARDWARE

EXECUTIVE LEVEL BUY-IN

TRADING PARTNER BUY-IN

COST OF TAGGING

0 1 2 3 4 5 6 7 8

® What are perceived as the greatest challenges facing your RFID program? (choose all that apply)

Figure 10 - Greatest challenges regarding RFID program

The last quantitative question asked about the perceived challenges of implementing
RFID.

As in the reasons why not to implement RFID price was once again the biggest chal-
lenge companies are facing. 7 out of 9 perceive the cost of hardware as a challenge

while 3 out of 9 perceive the cost of tagging as a challenge.

2 out of 9 perceived the cost of running dual processes (barcode and RFID) as a chal-

lenge. This relates to the second biggest perceived challenge.

The second biggest perceived challenge is the trading level buy-in, the implementation
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of RFID could be useless if the partners have not or will not implement RFID.
In the Finnish markets there are no such big players that could influence or force suppli-

ers/retailers to implement RFID, as in the case of Walmart.

Maturity of the technology, ownership of the process within the organization, executive
buy-in and resistance to change are not perceived as big challenges in most of the com-

panies and can thus not be generalized.

4.8 Question 8 — Respondents own thoughts

The last question allowed the respondents to write own thoughts regarding the use of

RFID in Finland. The answers are below;

1. There are many possibilities so | would say that the future is bright for RFID.
Now the technology seems to be on a mature level and the unit cost is decreas-
ing.

2. Positive!

3. Uncertain

4. Due to small company sizes, implementing a costly technology is not cost effec-
tive.

5. We need to wait for the technology to be more mature

These answers are in line with the rest of the answers in the survey. Cost is brought up
as a concern once again.

The answers indicate that the view on RFID as a technology is largely positive, but
companies still want to wait for the technology to reach a more mature level and the
cost of implementing the technology on a wide scale to go down.
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4.9 Conclusion

The results of this survey were expected and positive. The attitudes of Finnish compa-
nies are well summed up in question 8 in which the respondents were allowed to share
thoughts of their own. The attitude seems to be largely positive with a small injection of
uncertainty.

Cost seems to be the major issue for the companies which have implemented RFID and
the companies which have not.

The plans for the future implementation can almost be described as typically Finnish,

“wait and see what the other guys do”.

Although the attitude towards RFID seems to be a tad cagey, those who have imple-
mented the technology seem to be very happy with the decision to do so. The companies
which have implemented have seen improvements all along the supply chain, from
warehouse to point of sale.

A small majority of companies already have plans to scale their RFID program.

29



5 DISCUSSION

In the next part the theory and results of the survey in relation to the theory will be dis-
cussed. As discussed in the first part of the theoretical framework, RFID as a technology
is not a new one — what is new is the commercial application of RFID. The tag and
reader-combination has not seen significant changes since the 1980°s. RFID was main-
ly used in the manufacturing industry but further application of the technology was re-
searched. In the late 1990’s a boost in the development of RFID can be seen with the
EPC-standard leading the way. Another significant step was the introduction of the Ul-

tra High Frequency which allowed for easier application into a specific industry.

Retailing is an industry which can benefit from RFID on all levels of operation — from
manufactory to the point of sales. One can choose to implement applications on all lev-
els of operation or just on a specific level; benefits can be drawn at each level separate-
ly. The flexibility of this technology can be seen in examples in the theoretical frame-
work, Wal-Mart and Billabong. Wal-Mart can be seen as a pioneer of RFID in retailing,
they were the first big company to start the implementation of RFID. Wal-Mart decided
to implement RFID on all levels of operation, and extend the implementation to their
entire supply chain by imposing a rule to all their suppliers stating that all items should
be tagged with RFID tags using EPC. Wal-Mart can thus also be seen as a company
lobbing for a unified standard of product coding in the entire retailing sector.

In the case of Wal-Mart the company’s goal was to reduce overall costs in the supply
chain and improve efficiency. By looking at the numbers given by Leslie Hand one can
state that big improvements were seen. The percentages do vary quite a lot, but when
thinking of the scale a company like Wal-Mart is operating one can conclude that signif-
icant improvements in both operational efficiency and cost reductions were seen.

When looking at the results of the survey one can see that the data collected from the
Finnish market supports the theories provided in the theoretical framework. The compa-
nies that have implemented RFID have seen it largely as a positive.

8 out of 9 companies have seen an improvement in inventory visibility, while 7 out of 9
have experienced and improved accuracy in inventory. Finnish companies have not, and

cannot implement RFID on such a scale as Walmart did — the investment might backfire
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in a glorious fashion due to the cost and the reluctance towards change of Finnish com-
panies.

On the other end of the scale from full implementation is the implementation of RFID at
only one stage of the supply chain. Modern and innovative applications of RFID in the
point of sales are tailored towards the consumer, for whom the shopping experience has
to be as enjoyable as possible. The benefits Finnish companies have seen on the store
level range from reduced store labor and reduced time doing physical inventory to im-
proved customer insight. The idea of a “smart store” has not yet reached Finland on a
broad scale. Some applications can be seen but they are more of a novelty than some-
thing that provides customers with actual help.

RFID makes the modernization of a store possible by providing solutions for both con-
sumer engagement and convenience. Convenience is provided for example by offering a
chance for payment by NFC based mobile wallets and smartcard based payments.
(Morerfid, 2013) As one can see by purely observing his surroundings it is evident that
more stores have decided to modernize at least their front end customer experience by

providing wireless payment.

From the examples above one could conclude the extent of implementation depends en-
tirely upon the goals and intentions of the company implementing RFID. Naturally big-
ger companies, such as Wal-Mart can draw more benefit from the implementation of
RFID into the entire supply chain than a smaller company. The benefit of RFID can thus
be seen as exponential, the more traffic goes through a location the more benefit can be
drawn from RFID, since the time to read any given amount of items takes the same time

as reading one.

Even though there are a lot of positive aspects about RFID as a technology one must not
forget the negative aspects when contemplating whether or not to implement RFID at a
given stage of the supply chain. Cost is to be seen as the main issue affecting the deci-
sion to implement RFID or not. Even though the costs have come down in recent years,
the implementation is still a much larger venture then acquiring tags and readers. The
process requires meticulous planning and testing, someone is most often needed to be

hired to install the software and school staff to use the new technology. To achieve the
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goals set from the implementation, mere implementation is not enough but vast changes

to standard operating procedures often have to be made.

The survey provided insight into the challenges companies in Finland face — cost natu-
rally being the highest thing to worry about. Interestingly also the reliability of the tech-
nology was put into question, this might be due to own experiences or the lack of in-

formation regarding the technology.

Almost half of Finnish companies which have implemented RFID have faced challeng-
es on partner level buy-in. A company cannot draw full benefit of a technology such as
RFID if it can’t be used how it is supposed to be used — throughout the supply chain.
Touching this issue is the fact that 2/9 companies see running both RFID and barcodes

as a major issue.

At 68 %, the majority of Finnish companies have still not implemented RFID. The main
issue for companies is the cost of implementing this technology. This differs from the
survey done by Bhattacharya, Chu and Mullen in 2007 where the main issue for not im-
plementing RFID was the perceived security threats at 37 %. In the survey conducted by
Bhattacharya, Chu and Mullen cost was perceived as the third biggest concern regarding
the technology with only 13% of the respondents seeing it as an issue.

This tells that the technology itself has taken big steps towards maturity during the last

Six to seven years.

Although Finnish companies do not see privacy as a very big risk it is an issue which is
to be taken quite seriously. Issues regarding privacy in RFID are being solved, and dif-
ferent methods have been introduced. All methods do naturally have some drawbacks
and no perfect solution is yet to be found. A big part of the negative buzz around securi-
ty regarding RFID is generated by the website www.spychips.com; the articles on the
website do have a negative tone. One could say that the articles are designed to stir up a
negative image of RFID by painting the technology in a certain way. The lack or divi-
sion of standards is a factor which may have a greater impact on the retailing business.
This was seen by Wal-Mart quite early on as they imposed the rule which made suppli-
ers conform to their standards. The fact that big retailers can impose rules and dictate

operating procedures, which may be unbeneficial to smaller suppliers, can be seen as
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both negative and positive. The negative aspect of this is that there is one or two huge
retailers who are able to control their suppliers while the positive aspect is that this
method does more or less mean that one standard can be used in the entire industry. The
Finnish retailing industry could largely benefit of such a bully - or trendsetter if you

will.
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5.1.1 Conclusions

The aim of this thesis was to (1) investigate how the perception of benefits from RFID
differs between Finnish companies’, which have implemented RFID and foreign com-
panies which have implemented RFID. (2) Give an overview of RFID as a technology..
There is no specific mold which can be used by a company wishing to implement RFID;
all solutions have to be tailor made to suit a specific situation. The positive aspects are
proven, and RFID does improve the efficiency of operations significantly compared to
existing standards, the existing standard being bar codes. The Finnish attitudes and per-
ceptions towards RFID in Finland are largely the same as the ones of the so called big
players in the industry. Since the commercial use of RFID is a fairly new idea there are
still a few concerns regarding this technology, which might turn potential users away.
The two main concerns are the price of implementation and the perceived security
threats. These concerns are recognized by the people who are developing RFID for
commercial use and these kinks will most likely be sorted out in the near future. As the
use of RFID is quite new in the Retailing business one cannot expect every company in
the world to implement it instantly. The number of companies using RFID on any scale
is increasing yearly, if not weekly, with the further development of RFID the implemen-

tation will be significantly wider in a few years’ time.
Further studies

To keep this thesis in line with the aim and limitations set many interesting applications
for RFID were not investigated, Subjects not investigated in this thesis but which are
worth to study further include for example NFC-Payments, In-Store Applications
aimed to help/further market products to a customer or the automation of processes at

the end customer level.
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ATTACHMENTS

Kysely opinnaytetyota varten

n |

B otto Kullberg <otto kullberg@gmail.com> Feb 28 - -
to petteri.niemi [=
Hei,
Tydstan talla hetkelld opinndytetydtd Ammattikorkeakoulu Arcadassa. Tydn
aiheena on RFID:n kayttd kaupan alalla suomessa. Olisin erittin kiitollinen
mikali osallistuisit laatimaani kyselyyn. Kyselyyn vastaamiseen mene
muutama minuutti.

Mikali tahdot ettd 183hetén tydn sinulle sen valmistuttua, ole ystavallinen ja
kirjoita sahkdpostiosoitteesti tekstiruutuun kyselyn lopussa.

Kyselyyn padset tAmén linkin kautta:
Webropaol

Ystavallisin terveisin

Otto Kullberg
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RFID in retailing

1. What is the turnover of your company? *

" <1000 000

" 1000 000 - 10 000 000

¢ 11 000 000 - 100 000 000
" 100 000 000 - 500 000 000
(" 500 000 000 - 1000 000 000
" >1000 000 000

2. Have you implemented/piloted RFID within your organization or with any of your trading partners? *

" ves
" No

d no to

If you question 2, please only questions 3 and 4. If you answered yes, please continue to question

5.

3. My company's plans for RFID can best be described as:

(" we're thinking seriously about piloting the technology in the near future

" we're cautiously optimistic but waiting to see more progress in the industry
(" we're skeptical and dont have any plans to implement RFID

" Other

4. What are the main for not impl ing RFID? (choose all that apply)

[T Cost

[ Reliability

] Security

| Organizational resistance to change
[~ Other

5. Do you have plans to scale your program to include more categories or products beyond where you are today?

" Yes
" No

6. What are the realized benefits of your RFID program? (choose all that apply)

[ Improved inventory visibility

|~ Reduced lost sales {associated with out ouf-of-stock situations)

I Improved inventery accuracy

[ Increase the number of perpetual/cycle counts that can be done annually

G Improved custemer insight

[T Increased sales by providing custemers with more accurate information on product location
[~ Reduced down time during physical inventory

™ Reduced store labor associated with cycle counting inventory and performing adjustments
[~ Improved demand forecasting and planning

™ Reduced corporate adming labor with fewer inventery adjustments and recenciliation

[” Reduced distribution costs

I~ Reduced chargebacks

™ Reduced shrink/loss prevention

[~ Reduced transportation costs

™ Reduce anti-counterfeit{reduced knock offs)

Attachment 2 - Survey



7. What are perceived as the greatest challenges facing your RFID program? (choose all that apply)

[ Cost of tagging

[~ Trading partner buy-in

™ Executive level buy-in

[ Cost of hardware

|~ Cost of software

I Reliability of systems and data

[~ Ownership of the process within the organization
™ Cost of running dual processes (RFID + Barcode)
[~ Organizational change/culture dynamic and resistance to change
[— Consumer acceptance or education

[” Maturity of the technology

8. How do you see the future of RFID in Finland? (optional)

| Skicka

Attachment 3



