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1 INTRODUCTION

Over the past decades, there has been an issue of inaccurate and unreliable financial
reporting which is considered as fraud in business world. The two most well-known
scandals are Enron and WorldCom. From the lesson of those scandals, organizations
nowadays have invested increasingly their internal control systems in purpose of
enhancing a well-improved system which is able to reduce as much as possible the risk
of frauds. A sound internal control system helps organizations warrant that operating
objectives, financial objectives and compliance objectives are met and combined. Hence,
internal control system can be seen as the fundamental to supporting the achievement of
an organization’s objectives and creating, enhancing, and protecting stakeholder value.
Internal control also plays an important in the survival of business which can be
considered as an organization’s governance system and ability to manage risk. More
specifically, internal controls are operational measures which designed to monitor the
firm's assets, prevent fraud, minimize errors, and authenticate the accuracy and reliability

of accounting data.

Internal controls not only are used by the managers but also by accountants and auditors
to test the effectiveness of the firm's ongoing compliance with established financial and
managerial practices implemented by the firm. Effective internal control can help
organizations improve their performance by enabling them to take on additional
opportunities and challenges in a more controlled way. As a result, there needs to be a
better understanding of how a sound internal control system helps the company enhance

their management and simultaneously minimize risk of frauds.

In order to obtain the in depth about how internal control system supports the enterprise
in terms of reducing risk of fraud in real life, a case study of a French IT which referred
to be addressed as company D in this paper are employed to investigate. With the real life
case for the study, the author hope this research will be helpful to the company D as a

comprehensive reference for its internal control enhancement.



1.1 Research question

This study will critically examine the two following research questions as the main
destination of this paper:

e How does internal control perform at company D in relation to fraud prevention?

e How to improve internal control system for company D to reduce risks of fraud?

1.2 Aim of study

The objective of this study is to gain greater understanding about the current practices of
internal control system at company D and additionally, examine the effectiveness of the
system in correspondence with anti-fraud activities. In order to do that, the study aim is
firstly to answer two research questions mentioned above. Secondly, the study outcomes
should be practical related with theories that author gathered in the study. It means that
those results are theoretical and the empirical perspectives which can create the benefits
to people concerning about the study, be useful to management level, to boards of

directors and perhaps to any stakeholders of the company D.

1.3 Limitations

There are limitations in this research. It is believed that internal controls as well as how it
helps entities prevent fraud are huge perspectives. Therefore, not all internal control tools
and fraud-related aspects of a company will be analyzed in this study. Besides, internal

control system for non-profit organization is also outside the extent of this study.
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2 CASE COMPANY - COMPANY D

2.1 Background

The company D is a French Information Technology business enterprise, which was
established in 2003 in Ho Chi Minh City, Vietnam. The company is known as one of the
very first information technology (IT) company in terms of IT outsourcing at that point
of time. After years of operation, nowadays, D expands its business with another office
in Hong Kong. Company D corporates with a plenty of entities at local and global reaches.
Several outstandingly successful global braches such as Nestle, Nokia, SAP, Levi’s and
L’Oréal are currently cooperating with company D in regard to IT services. (Ashley Le
2015)

According to Ashley — sales and project manager of company D, in 2014 the company
revenue was reached over $1.4 million which is the highest range from the past ten years.
(See more at table 1, p.10)

e IT outsourcing service

Clearly, as an IT agency, the company has been mainly focusing on IT service to all
customers in needed. Company D has contributed a various range of software
developments for different project ranges such as short-term, long-term projects, and even
fully-fledged project lines. The more complex technical factors and mobile platforms are
required from customers, the longer in time and the more work need for that project. Yet,
regardless of types of product require, the company always gives the same concentration

toward high quality, time saving, cost efficiency and excellence. (Ashley 2015)
There are 3 major kinds of services that company D mostly focuses on:

— Third party applicative maintenance: brings to client from the early-stage project idea
to the last-stage completed products. Moreover, the company also support clients with
plans for architecture, detailed design and operation.

— Software execution: provide advices in correspondence with application development

and maintenance needs to client as fullest.
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— Products and service for non-IT clients.

e People at company D

About human resource, company D is the ideal working place for more than 50 employees
working with the aim of delivering excellence IT services to clients, not only in Vietnam
but also over Euro region. Most of employees were recruited at Vietnam, and so far others
come from different countries with different cultures such as France, China, India, etc.
Generally speaking, company D is an international company offering to its employees a
friendly and motivated environment in place to obtain the best outcomes.

2.2 Financial status

Table 1: Key figures about D’s financial status in 2014 comparing to 2013 (Adapted from financial
statement of D 2014, Ms. Hong Le)

2014 2013

Net sales 1,423,956 1,156,480

IT service 1,307,816 995,154

Product 116,140 161,326
Expenses -1,111,380 -898,918
Profit before tax 312,576 257,562
Balance sheet total 1,257,596 1,052,065
Interesting-bearing liability 443,666 467,010
Cash and cash equivalents 284,670 152,950
Return on equity, % (ROE) 6.15 4.99

12



2.3 Accounting system

According to Ms. Hong Le — accounting manager at company D, since it is a SME (small
and medium-sized entity) the board of directors referred to use an accounting software
that has usages and functions dedicated to small business only. In Vietnam, FAST
accounting software is a well-known and highly-evaluated program which is greatly
suitable to small business features. Recognized the appropriateness of FAST accounting

software, the board of directors decided to take it in use.

& system
x
i General Ledger
11 Cash accounting h
- ~ E
— Sales reports
QI Sales and accounts receivable — ~=5 +
Sales orders/ 4~
contracts -
Purchases and accounts payable ﬁ o o
Sates reports
£Z inventory accounting oy Sslespricelist  Support functions accounts
& | |
¥ Fixed asset accounting e - &
- Accounts receivable
W) Tool & supply accounting PROOIE bR RO
sl Expense reports by fee. sub-accos & 4 —
= les return = <
¥y Project report e .t Accounts receivable
e reports by imvoice
%E . Product cost (process msf.)
Accounts receivable ‘
Eifj Product cost (make-to-order) Ll — Adjustment voucher e Py A
* Yax ceports Discount levolce order repocts
&' Management reports by free ficld —~ = .
' o, = t o3 L
Invoice management B .
Customer Sales staff Tax rate Customer balance Utility
| Personal Income Tax :

Figure 1: Function menu of FAST accounting software being used at company D

There are sixteen modules comprising at this accounting software, some outstanding
modules are cash accounting; sales and accounts receivable; purchase and accounts
payable; and expense reports, etc. For a small business, a sound internal control system
with purpose of reduce risk of fraud would be strongly associated with these modules.

Further chapter will give more explanation relating to this.
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3 FRAUD

According to Rodney and Mario (2014, p.1), no entity is immune from fraud or in the
other work, entities cannot avoid totally from fraud. It effects all types of organizations
regardless of sector, size, public or private, country, etc.

From a global study conducted by Association of Certified Fraud Examiner (ACFE) in
2014, the result was indicated that a business entity, every year, loses approximately 5%
of its revenue to fraud. Additionally, the study also showed that six of ten companies in
the survey was impacted by fraud in recent years. (Association of Certified Fraud
Examiner 2014, p.4)

3.1 Fraud overview

Fraud is a broad legal concept and there are various definitions of fraud. Those definitions,
to some extent, had covered common areas about fraud but each of them is slightly
different. Fraud definition was mentioned in the study of ACFE in correspondence with
occupational term which is defined as “the uses of one’s occupation for personal
enrichment through the deliberate misuse or misapplication of the employing
organization’s resources and assets”. In other words, occupational fraud means a person
defrauds his/her employing association; therefore fraud is not an unintentionally mistake
but with purposes, for instance, an incorrect accounting estimate, the solicitation of a cost
to an improper account or even withdraw cash into pocket. (Report to the nations on
occupational fraud and abuse, ACFE, 2014 p.6)

e Cost of fraud

Definitely, all kinds of fraud are threats to organizations regarding to damaging not only
financial losses but also untangle assets such as reputational status and trust of
stakeholders. Therefore, all entities had better to take a considerable attention to fraud.
(Rodney and Mario, 2014, p.7)
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ACFE pointed out that “the nature of fraud means that much of its cost is hidden” (2014,
p.8). The reason for the statement is that in most of fraud scandals, the concealment is the
intrinsic component and even some fraud cannot be covered, measured and reported.
Furthermore, most frauds create many indirect costs which as mentioned before such as
reputational damage, trust, and cost in correspondence with investigation in order to find

out fraud into light.

ACFE stated in its report about cost of fraud with an image of financial iceberg. It means
that some fraud direct costs by some means are normally observable and visible, but
meanwhile there are also a plenty of indirect costs related as a huge mass of hidden harm
which people cannot see like a large iceberg staying deeply in the water. (Report to the
nations on occupational fraud and abuse, 2014, p.8)

e Drivers of fraud — The fraud triangles

Figure 2: The fraud triangles (Source: Global profiles of a fraudster, KPMG International, 2013, p.7)

As seen in the model above, three components which represent as three drivers or factors
that push a person in order to commit a typical fraud are opportunity, motivation and
rationale. It is believed that people are going to carrying out a fraud once that three factors

come about instantaneously (KPMG, 2013, p.7)
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Opportunity — Basically, opportunity is the weakness in the internal control system that
create condition to allow fraud to take place (Rodney and Mario, 2014, p.9). From the
result of KPMG team’s survey, they found that the plurality of fraud mostly come from
employees working at victim organizations for more than five years. This somehow
means that employees committing frauds, or called fraudster, do not join entities with
purpose of conducting frauds. The changing of personal circumstances or pressure in

work or even a weak internal control system in the organization, in fact, becomes the

opportunity and perfect conditions for fraudsters.

Figure 3: Tenure of fraud commitment in relation to working years — global research (%) (Source: Profile

of a fraudster, Association of Certified Fraud Examiner 2014)

Motivation — Motivation in this triangle model can be understood as an event or situation
that leads a person to think about possibility of committing fraud. Relatively speaking,
the crushing reason or the main motive for committing a fraud is financial gain. This
statement was found from KPMG survey about fraudsters as well. Statistically, two third
of fraudsters in the survey answered that their main motive for committing a fraud is

relating to greed and financial gain or financial difficulty. (KPMG, 2013, p.7)
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Figure 4: Major fraud motivation — global research (%) (Source: KPMG report, 2013, p.7)

Rationale — Behind a fraud, there is commonly a rationale which is provided for
fraudster’s deeds. Rationalization seems to be a psychological factor belonging to human
being or it can be seen as emotional motivators such as anger, fear or even sense of being
under-remunerated (KPMG, 2013, 8.). This overriding factor arise in fraudster’s mindset
when committing a fraud. In detail, at that time, this person assumes him or herself that it
is acceptable to acting so in his/her country. One of the significant emotion of
rationalization was concluded in the survey is the sense of superiority, which is accounted
for 36 percent of fraud scandals. Fraudsters with superiority sense are frequently

executive directors of companies.

3.2 Types of fraud

Fraudulent
statements

Asset

misappropriation
Cash Mon-cash Finamcial Mon-financial G:_:nﬂ:cti i e
interast extortion

Figure 5: Types of internal fraud (Source: CGMA, Fraud Risk Management, p.4)
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In this paper, because of its purpose involving with business content, author only focus
on fraud that against business, most importantly those internal frauds occur in business
entities. According to Chartered Global Management Accountants (CGMA), frauds can
be divided into 3 main categories, they are, namely: asset misappropriation, financial
statement fraud and corruption. From the three primary types, there are several following
subcategories classified under each main one as shown in the internal fraud type graph
above.

e Asset misappropriation

Asset misappropriation is concerned as a theft or misuse of assets, carried out by
employees of an organization. Statistic data from ACFE regarding to this type of fraud
shows that 91% of internal fraud commitments related to asset misappropriation section.
Asset misappropriation instances can comprise such as stealing cash, plant, inventory;
creating fault invoices, accounts and payroll; or even overstating of expenses in

reimbursement. Some of asset misappropriation can comprises of:

— Cash schemes, more specifically, includes theft of cash receipts (skimming in
sales or receivables; and cash larceny from register or from the deposit) and
fraudulent disbursements (check tampering, billing schemes, or payroll schemes).

— Non-cash asset schemes insists of misuse of inventory/fixed assets; and theft of

inventory/fixed assets.

e Fraudulent statement

This term refers as intentional frauds which usually done by organization’s managers with
correspondence to making false entries in bookkeeping and financial statements. This
type of fraud is to aim to attain improper benefit from the misleading statement reports.
Some examples include falsifying accounting transactions for instance sales order or
inventory tags; or more seriously, modifying financial report with the purpose of making

it perform better than it truly is.

e Corruption

18



According to Tommie and Aaron (Tommie & Aaron 2010), corruption is existing in all
industries, not only in politics or government. It is an act which committed by inside
employees of victim entities working with someone from the outside. Moreover, most
common bribery and corruption is related to cash and does not involve any paper trail
after that. Without paper trail, corruption investigation process will be going to meet a lot
of difficulties in order to track and find out the final result. Also, from Tommie and Aaron,
the bribery and corruption activities with the involvement between in and out related-
party usually comprise of the use of bribes, kickbacks, use of information with improper
purposes and last but not least, the conflicts of interest.

e Fraud schemes statistics

/ ,——— Corruption and financial
statement fraud
0.8%

Asset misappropriation only

51.1%

Figure 6: Overlap of fraud schemes — global research (%) (ACFE, Report to the nations on occupational
fraud and abuse 2014, p.15)

Regarding to fraud schemes, asset misappropriation is concerned as the most frequent and
popular scheme with its account of nearly 58% of all fraud cases in 2014. Definitely, the
number of cases relating to this scheme is bigger when there are other cases having its
presence, for example, the cases of overlap of asset misappropriation and corruption as
well as the mixture of asset appropriation and financial statement fraud are calculated,
respectively, at 23.3%, and 2.7%.
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Following asset misappropriation, there are corruption and financial statement fraud in
the range of 9.8% and 1.8%

3.3 Fraud statistics relating to small businesses — A big

concern about fraud

As said by ACFE in the report published in 2014, small business which is considered as

business entities with less than 100 employees, were the biggest victim in terms of percent

in cases.

<100

= 100-999

& 1,0009,999
= W 2014
10,000+ 2012
I 2010

0% 5% 10% 15% 20% 25% 30% 35%

PERCENT OF CASES

Figure 7: Size of victim organization in frequency — global cases research. (%) (ACFE, Report to the

nations on occupational fraud and abuse 2014, p.25)

Furthermore, in coherence with median loss, small businesses also belongs to the greatest
loss groups, which goes as the second, following only the large entities (those are having
more than 10,000 employees). The median loss for small businesses and large businesses
are $154,000 and $160,000, respectively. From here, it is easy to understand that, large
entities (more than 10,000 staff) with median loss is plainly higher that small businesses;
however, the loss of $154,000 for a small business with fewer than 100 employees every
year is much more serious and heavily damaged comparing to the loss of $160,000

annually for a large business with comprising of over 10,000 employees.
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Figure 8: Size of victim organization in median loss — global research (ACFE, Report to the nations on

occupational fraud and abuse 2014, p.25)

Moreover, the following figure will clearly indicate that small businesses have to cope
with a plenty of different types of fraud in cases than the rest of business entity sizes.

Corruption 10.5%
Billing

Check Tampering
Non-Cash

Skimming

Expense
Reimbursements

SCHEME TYPE

Payroll

Cash Larceny

Financial
Statement Fraud

<100
Cash on Hand Employees

Register W 100+
Disbursements Employees

0% 10% 20% 30% 40% 50%

PERCENT OF CASES

Figure 9: Scheme types by size of victim organization — Global research (ACFE, Report to the nations on

occupational fraud and abuse 2014, p.26)

3.4 Sarbanes-Oxley
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3.4.1 Fraudulent accounting scandals

3.4.1.1 Enron scandal

Enron Corporation originally named Northern Natural Gas, founded in 1931 in Omaha
Nebraka. In 1985 the company acquired Houston Natural Gas Corporation and changed
its name to Enron. (Krishna & Paul 2003)

%,/

Figure 10: Enron’s logo

Initially Enron’s activities focused mostly on the field of transmission and distribution of
electricity, and gas across the United States; construction and operation of power plants
and the system path of natural gas. Enron's revenues at this time largely depended on
these kind of manufacturing activities. Enron has about 22,000 employees and was one
of the leading energy group in industry of natural gas and electricity supply. Revenues of
Enron in 2000 reached $111 billion. Enron was truly an energy company with dizziness
in its increase. From 1990 to 2000, Enron’s stock surged dramatically by 311 percent. At
this time, Enron's stock price peaked at $ 90 in August 2000. Consequently, Enron was
rated as one of the seven largest US corporations in terms of the value of shares on the
stock market (Krishna & Paul 2003). A year later, however, in 2001 Enron's financial
situation changed. In October 2001 Enron announced that it had $628 million in loss for
the third quarter as well as the shareholders’ equity was decreased in the range of $1.2
billion at the end of 2000. In November 2001, for the first time in the history of Enron,

the company's stock price plummeted to below $1 for a share. (Krishna & Paul 2003)

Thanks to the inexact information about managerial quality and financial reports so far,
Enron's image was marketed effectively by one of the leading auditing firm Arthur

Andersen and also by the Wall Street analysts. Consequently, it was easily
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understandable that a plenty of people were going to buy shares of Enron and made the
record as regards Enron's number of share. Branch of Arthur Andersen in Houston gave
the false audit reports in order to benefit Enron's image in paper; furthermore, Arthur
Andersen engaged in the work of finding new partners for Enron. For this job, Arthur
Andersen will receive $ 1 million per week remuneration. Certainly, this large amount of
this remuneration was blinded on the audit staff and controlled them easily to ignore all
auditing rules in order to enhance the Enron's ability in the public eyes.

With a rapid growth strategy, Enron's board of directors had been actively acquired other
companies and assets by a large capital from banks as well as by issuing options to
purchase shares of Enron. At this time, the board of Enron was no longer operating
companies in the field of manufacturing and trading power, they just had jumped into the
field of financial services in the energy sector which was the most highly risky aspects in
business world. However, Enron's board of directors did not follow and comply the
principles of governance that the company had set before. Board of directors and the
senior managers put much pressure on the lower level of managers in regard to change
the reality of financial reports as well as used money to bribe auditors from Arthur
Andersen in order to keep silence about their debts are considers as the main causes
leading to the collapse of Enron, one of the top 10 largest corporations in America in the
early 21st century. (Krishna & Paul 2003)

e Misuse of Special Purpose Entity (SPE) associated to debt

Enron established many SPE in the purpose of funding simultaneously managing
financial risks in relation to specific assets. SPEs are entity founded by a sponsor, yet is
funded by other independent investors and debt financing. For instance, when Enron
developed new oil pipeline, the company could create a SPE. This SPE unit sponsor
would become the owner of that pipe and use it to mortgage loans from other debt financer
or independent investors for its construction. Enron had the right in use of this pipe and
obtained the revenue from the oil pipe to pay to creditors. By this way, Enron’s balance
sheet would not show the Enron assets (pipeline) from SPEs and the associated debt
liability. At the time of collapse, Enron had 900 SPEs. Enron used these SPEs to

manipulate financial reports and conceal hidden information that should be published to
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investors. In more details, Enron took advantages of the SPEs’ represents as legal statuses
to borrow and get debt financing from banks or other investors. Experts analyzed that
there were two reasons to explain why banks, at that time, were willing to give a hand as
regards capital support to Enron in order to establish a great volume of SPEs; firstly,
banks and creditors believed that SPE’s business activities were under assurance of
Enron; secondly, they also had confidence in Enron’s remarkable operating ability as well
as its reputation. The more banks and creditors invested in Enron’s SPEs with millions of
dollars, the greater Enron had had in debt which was unfortunately excess over its ability
to pay back. (Krishna & Paul 2003)

e Inflating revenues and profits and hiding losses

The fact shows that prices of products in the energy sector such as oil, coal, etc. tend to
fluctuate sharply, while customers always wish the price a stability. As a large supplier,
Enron signed a great deal of future fixed contracts with customers and also received fees
from those contracts. Income from these kinds of contracts were added into the current
revenue of the company and made Enron’s income statement more attractive than it was,
while the products had still not delivered and consequently Enron will suffer a large
volume of risks in the future. With regard to SPEs, Enron sold assets to SPEs which were
own by Enron with an unreal-highly prices or inflated prices to create artificial profits.
Enron also purchased or resold assets with SPEs to increase sales in revenue or reduce
the fluctuation of profits. It means that there was no any new production, no new income
was created, there was only the move of assets with high prices from Enron to SPEs or

vice versa.

According to economic experts, a healthy operating company shall disclose its transparent
financial statement with its counterparts and vice versa. However, either many Enron's
partners or Enron did not comply this auditing principles into their business and definitely
this make them powerless to control financial situation. A company with revenues of over
$ 100 billion but incredibly up to $ 10 billion in profit was such an unreal story. This was
probably the basis of suspicion for investigating this conceal of Enron scandal to go to
the light. Total debt was $ 1.2 billion hided by Enron had caused panic in the stock market
for people when the debt was revealed to the public. Regarding to Enron’s loss conceal,

after Enron’s investigation, result come out that Enron, in the first time, reported with
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losses after quarter 111 of 2001, but actually incurred losses occurred from previous years.
(Krishna & Paul 2003)

Enron scandal, at the time of its bankruptcy, was considered as the most significant
corporation collapse that ever hit financial world. There was no excuse for Enron’s
director as well as its auditors — Arthur Andersen. From this scandal, not only in business
but also state government, fraud in accounting as well as corporate fraud are in attention
and the worth lesson from the scandal will always be in respect to prevent other similar

frauds.

3.4.1.2 WorldCom scandal

After one year of Enron’s collapse, public was in panic gain for WorldCom’s scandal. Its
bankruptcy filling in 2002 was such a biggest filling ever for debt and financial accounting
fraud which assets of nearly $11 billion, more than double the record of Enron in
2001.This scandal effected badly on the belief of public when it became the worst
corporate crime in business until now which involvement of WorldCom’s boards of
directors in correspondence to their criminal punishments as their consequences after the

scandal going to light.

Before scandal was found out, WorldCom was still referred as the second largest long-
distance telecommunications company in the US which went to public in 1989.
WorldCom speedily blasted in expansion through “mega-deals” buyouts with purchasing
over 60 smaller companies in the second half of 90’s, reaching a market value of $180
billion, employing 80,000 workers. WorldCom was operating effectively to attain
remarkable statistics which was handled 50% of the US internet traffic as well as 50% of
e-mails globally. Bernie Ebbers was the founder and also CEO of WorldCom at that time.
(Bob L. & Mark J. 2002).

WORLDCOM

Figure 11: WorldCom'’s logo
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The outburst of dotcom industry was a bad sign for the climb down of telecommunication
industry 1998, and definitely WorldCom was not the exception. Furthermore, people
started suspecting the concealment behind the development of WorldCom. According to
economic experts, WorldCom not only took advantages of using unethical and
questionable accounting practices to mask its decline in financial status, but also recorded
improperly an expenditure of $3.85 billion into expenditure account. This large volume
of capital was used to speed up and inflate WorldCom’s cash flow and profit within 4
quarters of 2001 as well as the first quarter in 2002. Meaning that instead of losing of $1.2
billion in 5 quarters, the corporation told the lie to public with profit of $1.6 billion in the
whole year 2001 and $172 million of income in the first quarter of 2002. More specifically

with statistics:

— 1n 2001, the EBITDA of WorldCom (Earnings before interest, taxes, depreciation and
amortization) was announced with $10.5 billion. In fact, however, this figure was
calculated by investigators that it should be only at $6.3 billion. Similarly, first quarter
WorldCom’s EBITDA in first quarter of 2002 was announced with volume of $2.1
billion but when the company went to its bankruptcy, this figure was discovered just
approximately of $1.4 billion.

— WorldCom was in the debt and liability of $2.65 billion, and even before going
bankruptcy, it was intending negotiating to borrow $ 5 billion from banks and other
big investors. Banks which become victims of WorldCom namely, were Bank of
America, J.P. Morgan Chase, Citigroup, FleetBoston Financial, Mellon Financial,
Bank One, Wells Fargo, etc.

— Value of shares of WorldCom had been at peak at some point closely to $63.5 per
share. However, in March 2002, the US investigating authorities had been
investigating the fraud at WorldCom and result come out with a detect fraud in excess
of $ 3.8 billion. Consequently, share price of WorldCom immediately dropped to

$6.74 per share and continued to decline until June 2002.
After the financial fraud activities of WorldCom’s board of directors were recognized by
audit department in June 2002, on 19/07/2002 WorldCom - the long distance

telecommunication corporation, also the second largest after the United States AT & T,
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had to go to the bankruptcy filing for its fraudulent accounting profits which was worth
close to $11 billion. (Bob L. & Mark J. 2002)

With respect to experts’ analysis to WorldCom scandal case, there were main two reasons

to explain for its collapse:

e Commit fraudulent financial statement because of its growth strategy

Experts said that the driving factor behind committing this fraud originally come from the
business strategy of WorldCom’s CEO. Bernie Ebbers’ strategy in terms of expansion
was the pursuit of large M&As (Merger and Acquisition). In order to complete this growth
strategy, Ebbers attempted to show off his corporation’s continuous increasingly revenue
and profit as the best as it could. WorldCom rose its existing fake indicators in accordance
to accounting and did not mentioned the capital data over time which was supposed to
publicize. In essence, WorldCom exchanged a series of numbers from a column to another
column in the financial statements. It was certainly a mistake of WorldCom’s leaders. AS
mentioned above, in 2001 and first quarter of 2002, WorldCom was added $3.8 billion in
their capital investments account, yet this amount actually was used in its daily expenses.
It is undoubted that those two terms were clearly different in use because capital
investments are treated differently for purposes of cost accounting. Capital investment
term is the money used to purchase long-term assets and therefore, this cost would be
spread out in serious of years. (Bob L. & Mark J. 2002)

e Managerial issues after M&A

According to Mobberg & Roman (2003), after a merger and acquisition, there are a plenty
of substantial managerial challenges that board of directors need to solve. Most
importantly, corporation’s management scopes with a challenge of how to smoothly
integrate the smaller acquired assets and other resources into the unification of mother
company. It is believed that this integrated process is always a time-consuming practice;
also the process requires a very well-organized as well as wisely-thoughtful plan by
managers. In the case of WorldCom’s failure, its board of directors was only giving their
focus on acquisitions which question “how and how much” to take over other smaller
entities, without demonstrating any considerations to follow-up phases. As the result,
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WorldCom was in a conflict in terms of variety of computer systems, overlapping of
human resources, improper of billing systems, etc. Those managerial issues of integrating

was considered as one of reason leading to WorldCom’s collapse.

3.4.2 Sarbanes-Oxley Act of 2002 (SOX)

According to Horngen (2012, p.342), after the number of shocking collapses of many
American corporations such as Enron, WorldCom, etc. with the lost billions of dollars,
subsequently as a response to those financial scandals, the U.S. Congress enacted a new
law to prevent financial fraud and protect investors better, which so called Sarbanes-

Oxley Act (as more often known as SOX).

Congress was passed the Act on 30" July 2002. This legislation was designed and
sponsored by Paul Sarbanes and Michael Oxley which is one of the most important laws
changing and effecting all listed U.S. companies since it was born. Sarbanes-Oxley Act
of 2002 was 66 pages long which contains the most important supplements in the U.S.
Securities Act. The most outstanding aim of this law is to restore public confidence and
trust in the companies’ financial reporting by fixing and supplementing the existing
regulations to ensure greater transparency of financial reports, as well as to bring

transparency to the stock market. (Horngen 2012)

There are two main highlighted provisions founded from Sarbanes-Oxley Act of 2002:

e Section 302: A mandate that highlights on senior management’s responsibilities
in terms of accuracy of financial statement when reporting to public.

e Sections 404: This section is associated to internal control within an entity. It said
that there is a requirement for both management and auditors to design internal
controls and an adequate reporting methods as regards internal control system. In
the other words, the law adds specified constraints associated to personal
responsibility of the CEO and CFO for the reliability of financial reporting,

especially the control of accounting.

Moreover, the important advancements of Sarbanes-Oxley can be seen through following
points:
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— Insection of corporate disclosure and governance, periodical financial statements are
required certification by CEO or CFO within those financial reports. This section
ensures the formality and the integrity of their company’s reports. If there are errors,
they can go to prison. (Orrick 2002)

— In section in accordance to enhancing corporate disclosure and oversight, Sarbanes-
Oxley Act mentioned that the company must establish accounting oversight board
performs the function of monitoring the accounting activities within itself, while also
closely monitoring the activities of its audit firm. (Orrick 2002)

— Inaddition, the section of auditor independence considered that one auditor is not able
to be responsible for all auditing process for one corporation in order to avoid the
benefit concentration toward one auditing firm which can lead to fraud commitment.
Also, the Act requires the rotation of audit partner should be changed every year.

— Board of directors of the company may not choose or decide to terminate the contract
with its audit firm. That decision belongs to the audit committee of the company.

— Annually, companies must conduct and publicize their internal control report. This
report have to contain information on the financial situation of the company with
certification by auditing firms. (Orrick 2002)

— In the section 802 which called sanctions for criminal and civil wrongdoing, the Act
states clearly that any charges related to change, destroy records and documents or

influence legal investigation can be sentenced up to 20 years. (Orrick 2002)

To sum up the Sarbanes-Oxley Act of 2002, the below table will demonstrate it to some

extent:
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Table 2. Sarbanes-Oxley Act Key Provision Summary (Tommie & Aaron 2010)

The following are the major sections of the S0x legislation of interest to risk managers

and internal auditors. The titles of these sections show the broad areas covered by the

50x legislation. More detailed descriptions of some sections—including the important

Section 404—are in the text of this chapter.

Section Subject Rule or Requirement

1M Establishment of the Owerall rules for the establishment of PCADB including

PCADE membership requirements.
104 Accounting Firm Schedule for registered firm inspections.
Inspections

108 Auditing Standards The PCAOE will accept current auditing standards but will
issue new standards.

201 Ot of Scope Practices Outlines prohibited practices such as intemal audit
outsourcing, bookkeeping, and financial systems design.

203 Audit Partner Rotations The audit partner and the reviewing partner must rotate
off an assignment every 5 years.

am Audit Committee All audit committee members must be independent

Independence directors.
302 Caorp. Responsibility for The CEC and CFO must certify their periodic financial
Financial Reports reports.

306 Officer and Director Bars  If received as part of fraudulent/illegal accounting, the
officers or director is required to personally reimburse
funds received.

404 Internal Control Reports Management is responsible for an annual assessment of
intemal controls.

407 Financial Expert One audit committee director must be a designated
financial expert.

409 Real Time Disclosure Financial reports must be distributed in a rapid and current
manmner.

1105 (Officer or Director The SEC may prohikit an officer or director from serving in

Prohibitions another public company if guilty of a violation.
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4 INTERNAL CONTROL

For many decades, internal control is considered as an important fundamental to a
successful operation within not only the long-term run but also daily run of a business,
because a key responsibility of a business manager is to control operations (Horngen
2012). Clearly, a sufficient internal control system which included right policies and
procedures will able to assist and empower the company to achieve its specific objectives.

4.1 Definition and objectives of internal control

e Definition

It has been conclusively demonstrated that senior management of entities have been
putting great effort into their internal control systems because of the vital role of internal
control within their businesses, especially with accounting information systems. So, what

is internal control?

Internal control means different things to different people (The Committee of Sponsoring
Organizations of the Treadway Commission (COSQ) 1994). Therefore, internal control
is defined in many definitions since it impacts on the plenty of aspects of entities in
various ways and creates some confusions amongst business owners, regulations and
other stakeholders. Harrison argued and showed his opinion concluded in the definition
about internal control which is as “a system of procedures implemented by company
management. It is designed to follow company policy, promote operational efficiency,
ensure accurate, reliable accounting records and comply with legal requirements.”
(Harrison 2011).

The most broadly accepted and wisely used definition about internal control, however, is
found under a publication, named Internal Control — Integrated Framework (1994). This
framework was established by the Committee of Sponsoring of Organizations of the
Treadway Commission (COSO) which is one of the outstanding organizations established
in order to develop recommendations for public companies and their independent
auditors. COSO is a joint initiative of five sponsoring organizations which always have a

strong voice as well as worldwide reputation for quality in terms of accounting and
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auditing aspects. Those organizations are as following: American Accounting Association
(AAA); American Institute of Certified Public Accountants (AICPA); Financial
Executives International (FEI); Institute of Management Accountants (IMA); and Institute
of Internal Auditors (11A)

Y American
Accounting
Association

Figure 12. COSOQ is a joint of five sponsoring organizations.

COSO defined internal control as:

A process, effected by an entity’s board of director, management and other personnel, design to

provide reasonable insurance regarding the achievement of objectives in the following categories:

o Effectiveness and efficiency of operations

o Reliability of financial reporting

e Compliance with applicable laws and regulations. (COSO, Internal control — Integrated
framework 1994, p.13)

From the definition above, it is firstly noticeable that internal control is a process of
improvement within a company. In order to achieve that improvement, the controls is
strictly necessary to be under periodically-reviewed process or ongoing supervision to

ensure company’s continuous efficient operation.

The second key element points out that internal control essentially needs involvement of
leading people within the organization. In other words, COSO sets straightly and

importantly the role as well as responsibility of board of directors in the success of internal
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control process. Management, therefore, involving with internal control design,
implementation and maintenance, is always required a plenty of discussions to build an

effective control system.

Thirdly, the internal control definition given by COSO also demonstrates that internal
controls are designed to provide reasonable assurance. It means that internal controls
possibly cannot be established to provide an absolute assurance system for all risk and
frauds which are able to happen in an organization. Internal controls exists itself with
some inherent limitations. A sound and well-designed internal control system reduces,
but definitely cannot eliminate risk and human error or mistakes. In fact, an ideal and
adequate internal control system is the one that can provide to the company a reasonable
assurance in a few crucial areas with helping company diminish material error, fraud, etc.,
but not one hundred percent certainty of helping company achieve its objectives and

mission.

e Objectives
Obijectives of internal controls are grouped into the following three categories, namely:

Operations objectives: These objectives involve to the effectiveness of organization’s
operations to achieve its mission and vision which are considered as the fundamental
reasons for entity’s existence. Operations objectives comprise operational and
performance goals, and safeguarding assets and resources from loss with timely detection.
(COSO, 1994, p. 34)

Reliable reporting objectives: These pertain to the preparation of internal and external
financial and non-financial reporting with reliability, timeliness, transparence and
recognized standard setters. These reporting, obviously are very essential in
demonstrating financial status of an entity in purpose of providing information to all
stakeholders; therefore it is required report with reliability and relevance. (COSO, 1994,
p. 34)

Compliance objectives: These aims at complying applicable laws and regulations to
which the organization is subject. Specifically, organization need to understand which
laws and regulations that they must be fully compliant and, as far as possible, need to

incorporate regulations into their objectives. (COSO, 1994, p. 34)
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Three categories above seem to be distinct to each other because of dealing with different
needs, but in fact, to some extents they are overlapping and sometimes very difficult to
recognize which categories to place the problem in. Hence, board of directors need to be
flexible, wise and foreseeable to deal with any circumstances.

4.2 Internal control components

According to COSO (1994, p.17), internal control comprises mainly by five inter-related
components which are considered as criteria for determining and achieving an efficient
internal control system. These components are derived in correspondence with
management style and philosophy with difference from entities to entities, and are
inseparable with management process. More importantly, the COSO also suggests some
tools, guidance to help business evaluate and enhance their internal control system
through those five linked components which are analyzed more in detail later.

f é?-'? =
= <& <5
Control Environment

-_

Figure 13: Internal control components (COSO, Internal control — Framework 1994, p.17)

4.2.1 Control environment

As believed by Edward Chow (2005, p.10), control environment is the most important

foundation of an entity not only in terms of internal control but also the whole operation
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since this factor encompasses and influences on its organizational structure and
disciplines, objectives and risk assessment. In the other hand, the control environment
“sets the tone of an organization, influencing the control consciousness of its people”
(COSO 1994, p. 23). Control environment also reflects the common nuances as well as
characteristics of an organization, dominates employee’s control perspectives and then
establishes the structure for entities as well as an ethical routine in work for people
working there.

As usual, when companies develop greater in sizes or structures, the business owners will
have to encounter more difficulties in managing, monitoring and controlling risks and
fraud. Hence, the right attitude and sense of control over the management from business
owners will create a plenty of strong influence on their business operating unit.
Correspondingly, if owner or managers have clear perceive about internal control as an
important issue, the staff will be in the hope of showing their respects to company’s
control process. Conversely, if managers do not really pay attention to the issue of their
entities’ control perspective, the control system certainly will not bring the desired effect.
That is one of the reasons to indicate Edward’s statement that control environment
consisting of ethical values, competence of quality from human resources, and upcoming
direction for the entity depends mostly on the board of directors and their managerial

effectiveness.

It has been agreed that “the core of any business is its people” (COSO 1994). In detail,
company’s human resource with their integrity, ethical values and competence are
considered as the most valuable asset to drive going forward and help company
accomplish its objectives. Additionally, “the control environment influences the control
consciousness of its people”; therefore, most huge corporations put a plenty of efforts on

recruiting people with competence, enterprise-wise mindset of control consciousness.

From two statements above about people working in an entity and the way control
environment effecting on, it is believed that the control environment play an essential role
in providing and impacting on the atmosphere where people in the organization are able
to carry out their working activities and responsibility. From that, a sound control
environment of an organization can be reflected through an efficiently controlled
organizational structure, appropriate policies and disciplines for example written code of

conduct, teamwork style, etc.
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Five Control Environment Principles

There are five factors building a control environment for an organization. Five of them

are certainly as crucial as the foundations of a house and cannot lack of one factor. Yet,

each of them can be varied in extent and priority in different entities. Those factors or

principle will be showed by the figure below.

1.
Demonstrates ~ . 4.
Commitrmeant to Damonstrates 5. Enforcas
Integrity and S Commitrment to Accountability
Ethical Valuas X ¥ Competencea

Principles of Component

Figufe 14: Principle of control environment (Deloitte training 2013, Adapted from COSO Internal control
— Framework 1994, p. 53)

Illustrating a commitment to integrity and ethical values — board of directors will be
in charge of establishing the standards of conduct as well as mechanism for employee
to follow; and determining the procedure and all resources of the organization in order
to point out deviations on time.

Exercising oversight responsibility — the board of directors of entity needs to be able
to clearly understand their business and expectations from the company’s inside and
outside stakeholders which encompass employees, clients, investors, and other legal
regulatory requirement from government. It means that board of directors have to take
the oversight responsibility of internal control’s development and performance into
their concern.

Establishing structure and authority — oversight responsibility is not only coming
along with board of director, but also senior manager is. Together, they will set an
authority structure in correlation with each personnel within the company. This will
make company’s operation clearer and smoother.

Demonstrating commitment to competence — meaning that within the company,

competence individuals in correlation with objectives need to be periodically
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reviewed, improved. Organizations also should take concern to the plan preparations
for succession in the future.

e Enforcing accountability — COSO mentioned that in this principle, accountability will
be enforced through authority. Besides, organizations should have very clear policy

towards accountability performance measure as well as reward system.

4.2.2 Risk assessment

The facts shows that regardless of variety of sizes, structures, industries, etc. Any business
entities could not avoid the effect of risk. Risks can come from enterprises’ inside or
outside. The fact indicates that doing business is always going along with risk. The higher
the risk is, the greater the profit can be attained. However, there is no measure could
totally reduce all risks to zero when the profit is still existing. According to COSO
framework, risk assessment is considered as the determination and analysis risks in
related to the achievement of entities’ business objectives, financial statement reliability
and obedience with laws. Therefore, risk assessment can be seen as a basic foundation for
how to determine risk management of that entities. More specifically, risk assessment and
identification is a prerequisite for recognizing risk solutions. In order to have right
decisions for the company's business, managers need to know the level of risk for each
activity, and hence they can know which activity’s decision can be accepted in

correspondence with that level of risk.

Risk assessment principles

9. Identify

6. Specify 7. Identify and and Analyze

Suitable

Objectives Analyze Risks Significant

Change

Principles of Component

Figure 15: Principle of risk assessment (Deloitte training 2013, Adapted from COSO Internal control —
Framework 1994, p. 80)
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Content of the risk assessment includes four principles

Specific relevant objectives — setting business objectives is not truly a component of
internal control, but this activity is a prerequisite or an important basis for risk
assessment. An event is considered as a risk to business if it affects or even threats to
goals of the enterprise. Therefore, the first target of risk assessment is to set business
objectives, then managers can identify risks in relation to goals and take necessary

actions to manage them later in their ability.

Identify and analyze risks — Risk identification is performed through the consideration
of factors outside and inside the enterprise which can directly affect the operation of
the business. Risk analysis is the consideration of importance and possibility of risks,
which helps managers deal with risks, manage and mitigate their effects. Risk analysis
method is very diverse since many types of risks are difficult to quantify. Yet, experts
concluded risk analysis method with three basic stages as follows: assess and measure
the damage from risk, then assess the probability of risk, and finally find solution to

deal with risks.

Access fraud risk — Potential fraud may create dangers for entities” objectives; hence
fraud needs to be in the account of high consideration. Points of focus for this section
are included attention of various types of fraud which can occur such as fraudulent
financial reporting, asset misappropriation, corruption, etc.; access fraud’s incentive
and opportunities; last but not least, access motivation as well as rationalization as

mentioned in the fraud triangle model.

4.2.3 Control activities

As stated in COSO Internal Control — Framework (1994, p.49), control activities are the
policies and procedures to ensure that management directives are carried out. These

policies and procedures aim to support other necessary activities to minimize the business

risk and enable help objectives be implemented seriously, efficiently across the whole

enterprise. Once managers is responsible for identifying risks, they are also in the primary

responsibility for designing, implementing and monitoring of control activities to prevent

or reduce the identified risks.
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Types of control activities

Top Level Reviews — Review is a comparison between actual performances with data
from different sources. Thanks to review, managers are able to determine and handle
the difference of interest. The purpose of this procedure is to detect abnormal
fluctuations, quickly learn the root causes and propose corrective solutions in time.
Some analytical methods of reviewed are such as checking data periodically in detail
or collating data from actual inventory and accounting records, etc. (COSO 1994,
p.50)

Segregation of Duties — Segregation of responsibility or duties is referred as
assigning tasks to different members among the organization. It means that at the same
time one person should take duties at different works in place to reduce errors and
frauds. For instance, salesperson would be responsible for selling product, but he
would not have authority to change products’ price. The purpose of the division of
responsibilities is to create mutual control during operation, quickly detect errors and
reduce fraud in the implementation process. This control activity, however, may be
disabled due to collusion among employees; therefore, managers should examine and
evaluate regularly the control activities and relationship among employees who work
together to perform the task. (COSO 1994, p.51)

Information Processing — To obtain reliable accounting information, managers must
perform multiple control actions to check the authenticity, completeness and the
approval of transactions. (COSO 1994, p.52)

Physical Controls — The assets of a business may include cash, goods, equipment,
inventories and information. Asset protection is very important since it prevents the
loss, corruption, waste or improperly-used purpose. The rules and procedures for
protecting the assets may comprise of restricting access the assets, using devices to
enhance the security, checking Inventory of assets periodically, and preservation of
documents and records in safe. (COSO 1994, p.52)

39



4.2.4 Information and Communication

It is believed that information and communication of control environment, risks, control
activities and their implementation should be reported to superiors, and moved from top
to bottom as well as horizontal line way in an enterprise. Information and communication
consists of two components linked together. They are acquisition system which will
process and record information and communication which enable help entity share

relevant information internally and externally. (COSO 1994, p.90)

13. 14.
Uses Relevant, Communicates
Quality Information Internally

Principles of Component

Figure 16: Principle of information and communication (Deloitte training 2013, Adapted from COSO

Internal control — Framework 1994, p. 94)

Information

There is no doubt that information needs for all levels of business to support their
operations and meet their objectives in terms of financial reporting and compliance. All
information is used in businesses closely related to each other. For example, financial
reporting not only is used for external stakeholders and public, but also plays a role in
regard to business decisions or budgeting. Furthermore, quality of information affects
managers’ ability in terms of making decisions and controlling their business operation,
it also indicates the adequacy of the appropriate data in the reports. (COSO 1994, p.92).
Quality of information includes of:

e Appropriate information.

e Information is provided when needed.

e Information is updated timely.

e Accurate information.
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e Information can be easily accessed by authorized people.

Communication

Communication is one of inherent properties of information systems. Communication is
defined as the information provision to outside and in the organizations which comprises
a different of ways such as from the top down to lower levels, from lower levels to higher
levels, or among horizontally-related units. Internal control seems to be effective when
the honesty and reliability and communication process is done accurately and timely.
(COSO 1994, p. 93). Communication methods are very diverse in ways, for instance,
implementation guide from managers to their employees, monthly newsletter,
announcements, videos, sessions, seminars, meetings. Actions of managers can be also
considered as a strong method in communication which has solid ad direct impact on

employees.

As mentioned before, communication includes two major parts, namely communication

inside enterprise and communication outside enterprise.

e Communication inside the enterprise — Financial management responsibility and
other important operating activities always require clear and accurate information
from senior management levels. The important tasks should be divided specific
responsibilities. Each individual must understand the role, his responsibilities, how to
perform the job to reduce as much as possible the risks and frauds which can be caused
by unclear communications. At the same time, each individual also needs to
understand the associations between his/her work with other people to be able to
adjust mutual work in an appropriate way. Along with the communication from top
to down, managers, in versa, also need to listen to the feedback from employees’

ground in place to operate effectively their business.

e Communication outside — It is believed that communication is not only necessary
within the enterprise but also outside its business. Shareholders, financial analysts,
investors, and government who provide legislative requirements would understand
difficulties that businesses have to scope through communication to outside. In

addition, customers and suppliers can provide enterprise important information in the
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process of production or trendy demands which help the enterprise a lot in relation to
ability to meet the growing needs of the market.

4.2.5 Monitoring Activities

Monitoring is the last part of internal control which is referred as “a process that assesses
the quality of the system’s performance over time. This is accomplished through ongoing
monitoring activities, separate evaluations or a combination of the two” (COSO 1994,
p.69). Monitoring plays of course an important role in the internal control system, it helps
control internal maintains its effectiveness over different periods. The supervision
activities are conducted by those who have responsibilities regarding to reviewing the
establishment and implementation of control procedures. Monitoring is done in all

activities in the enterprise and in two ways: ongoing monitoring and separate evaluation.

Ongoing monitoring

Ongoing monitoring activities take place during the operation of business by managers

and employees. Regular monitoring is often applied to the important elements of internal

control. This type of monitoring aims to assess the performance of routine activities and
thereby to review the internal control system’s efficiency. The evaluation criteria for
enterprise monitoring include:

e Gather information within and outside the enterprise to clarify issues arising from
internal or other internal information through the organization of training sessions,
seminars or other forms of encounter to provide feedback to the manager

e Compare the actual data with bookkeeping data.

e Internal audit and independent auditors — focus on the recommendations for

improvement of internal control from independent auditors and internal auditors.

Separate evaluation

Separate evaluation is recommended that this activity should be carried out periodically

through internal auditing function and independent auditors. Thanks to this, detection of
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weaknesses in the system could be recognized timely and thereby make improvement
measures for those weaknesses. Scope and frequency of monitoring depends on the level
of risks as well as importance of the controls in minimizing the risks. The higher risk’s
ability is, the more frequently monitoring will be carried out. Besides, monitoring range
depends on the operational objectives, financial reporting in compliance. (COSO 1994,
p. 71)

The evaluation of the internal control system itself is a process. The person being in
charge of assessment must be knowledgeable in all internal control’s activities, and also
know how to determine the best way for the system. There are many methods and
assessment tools for evaluation such as checklists, questionnaires, flowcharts, or

comparisons to other similar businesses in the same industry. (COSO 1994, p.72)

4.3 Types of internal control

According to Tommie and Aaron (2010, p.137 & 138), control usages can be broken

down into three different categories as follows:

e Directive controls — are those established for company’s desired outcome with a clear
direction and strong drive to obtain its objectives. This kind of internal control is
associated to high level of directions with positive arrangements to encourage
employees as well as clear direction to guide them. Directive control may involve to
the state laws and regulation, company’s policies and standards, even some training

programs, etc.

e Preventative controls — are considered as control procedures which designed to
attempt preventing the undesirable violation or conditions leading to irregularities and
fraud from occurring. In other words, this control avoids the loss or harm before them
happening to minimize the fraud risk. Preventive control is usually applied within the
daily work of employees in accordance with their differences in functions and
responsibilities, such as the division of responsibilities and obligations; mutual
supervision; checking the validity and the accuracy of work. Example may include

avoiding the same person who is in charge of above two procedures of accounting
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work, such as recording transactions and also making purchase. Another example
maybe like one employee submits a payment for company’s purchase, it is better to

have another person for authorizing that payment.

e Detective controls — the purpose of this kind of control is to identify or recognize
errors which may already occurred, were out of prevention. Experts stated that
detective control is to some extent cost-consuming than other method, yet it is still
referred as a necessary control tool as it can measure the preventive control’s
effectiveness. Auditing is one of the bright example for this kind of control usage.
Besides, there are other examples for detective controls such as supervisor review,

internal checks, account review and reconciliations, etc.

In Tommie and Aaron’s opinion (2010 p.138), detective control and preventive control
are closely-related complements. As mentioned before, strength of preventive control is
to prevent the mistakes or errors before they can exist; hence, the damage can be in the
hope of reducing and save many cost of fraud risk. The fact, however, shows that there is
no single control can reduce all risks of fraud to zero or no entities can be totally immunity
of errors and frauds, there is a highly-recommended solution that any organization should
design such combination of control usages from 2 out 3 types of above controls. For
instance, an association between preventive control and detective control usually used the
most in the business world because of its advancements. In more detail, preventive control
is responsible for avoiding as much as violations, and then detective controls will help
detect errors which are conceded from control of prevention, and importantly, increase

attentions and responsibility of staff in the process of implementing preventive control.

4.4 Importance of internal control in reducing risks of frauds

One of report from KPMG (2010) indicated that a poor internal control as well as override
of internal control are the two main factors helping frauds occur more easily. Hence, a
strong internal control system will be the best protection from fraud to every organization,
especially small business entities which are the victims of frauds in the most damaged

way. The figure below conducted by KPMG shows that fact.
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Figure 17: The detection of largest fraud KPMG, Fraud and misconduct survey report, 2010, p.12)

From the figure, it can be seen that the most efficient tool to detect fraud is the internal
control implemented within enterprises. Therefore, establishing and designing a sound
internal control system are able to help businesses prevent and reduce the risk of fraud
(IFAC 2012, p.5). However, internal control application to a large entities comparing to
a small ones certainly has the differences in terms of internal control’s components

because of their diverse in organizational structure, number of employees, etc.
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5 RESEARCH METHODOLOGY

5.1 Research methods

The research aims to achieve greater understanding of the current internal control
situation and perception towards fraud of employees at D, and thereby recommend some
improvements for fraud prevention, especially financial fraud prevention in
correspondence with internal control system of company D. In order to meet research
objectives, author indeed has to be careful in terms of choosing the most appropriate
method strategy for the research. Mark & Philip (2009, p.141) suggested that there are
seven research designs, namely experimental design, survey design, case study design,
action research design, grounded theory design, ethnography design and finally, archival
research design. As research aims mentioned above, author decided to choose case study
design as the main methodology research design for her paper.

Case study design in Mark & Philip’s definition is “a strategy for doing research which
involves an empirical investigation of a particular contemporary phenomenon within its
real life context using multiple sources of evidence” (2009, p.146). In other words, case
study design involves in-depth, contextual investigations of matters of a phenomenon.
This research design is highly recommended in case of researchers wish to obtain a rich
understandings of the research context. In addition, the most highlight advantage of this
strategy is that it helps researchers be able to extensively gain answers to some questions
such as “why?”, “what?” and “how?” in their research questions or hypothesis. Because
of its usefulness, case study design nowadays is used in the most explanatory as well as
exploratory research. (Mark & Philip 2009, p. 146)

The data collection techniques for the case study design are plainly various from
qualitative to quantitative technique, yet qualitative method are seemly more in use than
quantitative one in this type of research design. In more details, searchers can employ
interviews, observation, documentary analysis or questionnaires for their case study to
reach the in-depth view towards their real life case. According to Mark & Philip (2009)
qualitative research methods are seen as the most appropriate technique in case of
researcher needs to understand deeply about perceptions or feeling of the respondents.

Since this research mostly concentrates on the perceptions, opinions, and evaluations of
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all employees working at company D (the case study) about their company’s internal
control system and their consciousness about frauds, author decided to use two qualitative
research methods. Those methods are questionnaire method and interview methods

which are considered as the best suitable methods in author’s opinion.

Besides acquiring the primary data through conducting questionnaire and personal
interviews, secondary data from professional guidelines as well as books are
appropriately used in this research. In short, the research results are the outcomes of a
mixture of primary data and secondary data.

5.1.1 Questionnaire

Questionnaires’ advantage can be seen at the point of acquiring primary data more
efficiently with saving time, energies and costs. It is also an effective technique in case
of a research is coping geography difficulty, for example, in this paper the distance
between the author’s place and company case study location would be solved when using
mail questionnaire method through internet. In addition, this method is considered as an
appropriate approach to be used in the case study research design (Mark & Philip 2009,
p.360).

According to Mark & Philip, a questionnaire “is a reformulated written set of questions
to which respondents record their answers”. In terms of ways of questionnaire delivery,

there are two types of questionnaires as following

e Personally administered questionnaires — one of the most frequently used methods for
collecting data when the survey is confined to a specific local area. The major benefit
of this method is about the time-saving, meaning that researchers can collect all the
completed answers from respondents in short time.

e Mail questionnaires — as mentioned above, mail through internet shows it best
advantage when the research has difficulty relating to geographical matter. This kind
of method is plainly simple and cost-effective as well. Researchers set a written of
questions in advance, then the questionnaires are mailed to relevant respondents who
are able to complete the questions at their home, their working place with

conveniences.
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Due to benefits from mail questionnaire, the author took this method for use in her paper.
The Author’s questionnaire with set of questions regarding to internal control system at
company D. Thanks to the helps of Ms. Ashley Le — sales manager, the author could have
the mail list of people working there. Definitely, respondents the author chose are all the
official employees working at D who involve the most in the working environment at D
and also relatively have perceptions to some extent about internal control of D. With the
relevant respondents for the questionnaire, the author is in the hope of taking the most
valid and reliable understanding and knowledge about internal control system at this

company.

After contacting to all respondents, the author sent the questionnaire to them. This
questionnaire has twenty five questions with six categories divided as five components of
an internal control system and fraudulent perception. The six categories are control
environment, risk assessment, control activities, information and communication,

monitoring and last but fraud overview at D.

The questionnaire was created on 10" of March 2015 by using Google Forms service
with the link (see appendices): https://docs.google.com/forms/d/1FQ-
IzvNtyBLmLjKObLJ5CAdCXWRnNsYb5z9gWSc800bTU/viewform.

This questionnaire was sent by email to respondents. After three weeks of waiting, the
author received sixteen replies out of forty people. It means that the received ratio of this
questionnaire is only around 0.4 percent which was not high as the author expected.
Nonetheless, from result based on each questions of questionnaire, the author did have
some understanding foundations about D’s internal control in relations to fraud matter.

This questionnaire indeed was a direction for the author to make further analyses.

5.1.2 Interview

As mentioned above, interview method is a primary data collection technique. In more
detail, this method is referred to gather qualitative data on the issues of perception or
interest. According to Donald & Pamela (2014, p.152), interview would be the best useful
method for researcher if the study is on the exploratory stages of research. Meaning that,

the use of interview empowers researcher to acquire valid, reliable and updated data in
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order to answers research questions. Also from Donald & Pamela’s opinion, they suggest
that there are three smaller categories of interviewing method, which are unstructured

interview, semi-structured interview and lastly structured interview.

e Unstructured interview — referred as an informal interview with no specific questions
or order topic to be discussed. This kind of interview is usually used when researcher
would explore in depth an overall topic or area in his/her interest which is kindly
flexible and changeable depending on the respondent’s answers.

e Semi-structured interview — some of theme and questions in the interview would be
in order or pre-determined in advance in order to obtain relevant information, and the
rest should be flexible as in the unstructured one for the purpose of exploring other
responses further.

e Structured interview — this type of interview refers using a detailed and standardized
set of questions in the interview session, thereby structured interview could be also
considered as quantitative research interviews when it is used to collect reliable and

quantifiable data in a highly predetermined way.

In this paper research in correspondence to the case study, the author employed the semi-
structured interview approach with the wishes of acquiring the most valid and reliable
information about company D’s internal control system. Since the author is now
conducting her paper in Finland, yet the case study is about company D which is located
in Vietnam, it was difficult for the author to arrange a face-to-face interviewing session
with company’s D representatives. Consequently, the interview was accompanied via
email exchanges. After contacting to the right representatives of company in Vietnam,
the author received the participating agreement from them. The author, then in the
beginning, introduce briefly about the research ideas as well as objectives. After this
stages, the author started asking further questions to fulfil the author’s need of the
research. Obviously, this email interview method is plainly time-consuming because of
some delayed time; however, this approach would allow both the author and
representatives have more time in advance to review carefully regarding to questions

being asked as well as answers being delivered.

5.1.3 Secondary data
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The fact shows that when considering how to meet objectives of a research, some
researchers, mostly students, usually think of using existing data or reanalyzing data in
the books, from the internet, etc. which are partially linked to their research topics and
research questions. Those existing data is defined as secondary data, which in detail “is

information gathered by someone other than the researcher conducting the current study”.
(Mark Saunders & Philip Lewis 2009)

The secondary data can be referred as an empowered technique to researchers for its
usefulness in the stage of initially understanding deeply towards research questions.
Thereby with the combination of primary data collection, secondary data truly can help
researchers obtain research objectives. Furthermore, using of secondary data sources is
less time-consuming and more cost-effective for researchers regarding to gaining
information. For secondary data’s convenience, in this research, author used several
sources of secondary data such as books, published surveys, journals, guidance and
statistical abstracts, etc. Moreover, since this paper analyzes company D., some internal
sources of this company also in use, for instance, D’s website with blogs, articles, D’s

annual reports, etc.

5.2 Creditability of Research Findings

All researchers thirst of reducing the possibility of getting answer wrong. They indeed
have to pay high attentions according to what research design should be chosen and used.
Type of research design being selected would impact intensely on reliability and validity
of the research. (Mark and Philip 2009, p.156)

5.2.1 Reliability

Mark (2009) stated that reliability refers to the extent to which data collection techniques
and analysis process will be consistent findings. In other words, reliability is an indication
of the stability and consistency which could be understood that the research result are
getting consistent over time and even if it is re-conducted by other researcher, the result

of that study should be similar and constant.
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The use of reliability are frequently noticed in a qualitative research since qualitative
research tends to involve tightly to measures and consistency. This paper was mainly
employed qualitative research instruments; therefore author paid her high considerations
towards reliability of her research. Mark and Philip (2009, p.156) suggest that there are
four major threats to reliability, which are participant error, participant bias, observer
error and observer bias. Generally, these threats are originally rooted from human error

and human bias, either from participants or observers.

Avoiding all human error and bias seems to be impossible to the author in this study. Yet,
the author attempted her best ability to minimize these threats in place to get the most
reliable results. About questionnaire, its contents were written in a tight order, easily to
understand and friendly used-wording manner, it means that the author would try as much
as possible to create the comfortable atmosphere for respondents when answering
questions. Moreover, since the questionnaire was conducted through emails, respondents
could feel freely to take and answer it whenever they would like to do. Saying about
interview method, as said before, the author took semi-structure interviews in the purpose
of creating the freedom for interviewee to express their views in their own terms as well

as encouraging two-way communications.

With the enthusiastic supports and helps from two managers at company D in terms of
providing numerous materials and their point of views, as well as the author’s carefulness
regarding to carrying out questionnaire and interviews, the author truly believed that
research findings are greatly reliable and the threats from human bias or error would be

the least minimized.

5.2.2 Validity

Mark (2009) defined validity that “validity is concerned with whether the findings are
really about that they appear to be about”. Simply speaking, validity measures how
truthful the research findings are (Mark & Philip 2009, p. 157). Validity is one of the
major considerations in doing research since any research could be influenced by various

outside factors which can invalidate the research results.
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According to Donald & Pamela (2014, p.257), validity is broken down into two smaller
forms, external and internal validity. While external validity of search results refers to the
data’s ability to be generalized or applied to other people or settings, internal validity is
about ability of reflecting how confidently a variable can conclude. Two both types of
validity could be threaten by some elements such as history (time factor), testing

instrumentation, mortality, maturation, and ambiguity about causal direction.

Understanding the importance of validity of research findings, the author put a plenty of
effort in order to eliminate threats for validity. By gathering reliable information from
two primary data collection techniques - questionnaire and interviews, as well as adequate
materials from company D’s website, this research results are to be in high validity with
a real reflection what is currently existing within the case study company D. Moreover,
due to the analyses based on reliable material, the final outcomes not only are applicable,
but also help company’s managers learn more about further aspects at their company
internal control system in relation to risk of fraud and thereby find appropriate solutions

to reduce it.

5.3 Limitation of research methods

Regardless of the author’s attempt to produce the most adequate results, this research still
suffered several limitations. Firstly, geographical matter is one of the most difficult the
author has to cope with. The case study company D is located in Vietham while the author
conducted the research in Finland. For that reason, the author did not have opportunity to
take the best practical observation by eyes for the company D. Secondly, due to far
distance difficulty, the author could not set a face-to-face interviews with managers,
thereby the time of waiting for answers from them was taking longer than the author
expected which was last this research longer in time. Thirdly, the topic of this research is
to some extent associated to fraudulent matter which is moderately sensitive and
confidential information; hence, some issues relating to ethical standards were hardly to
explore. Last but not least, the number of respondents for the questionnaire was not high,
yet time schedule for this research was somehow limited, the author had to be accepted

the low ratio and used it for her further analyses.
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6 RESULTS

6.1 Internal control and anti-fraud awareness at D

The author used questionnaire to ask employees currently working at D about their
perception towards fraud matter and five components of the internal control standard
suggested by COSO Integrated Framework. Five components consist of control
environment as well as other elements such as risk assessment, control activities,
information and communication within the enterprise and monitoring activities. Other
materials available in the website of D also was employed to obtain in depth a general

picture of internal control system as well as practices about fraud issue at D.

6.1.1 Current state of internal control at company D

6.1.1.1 Control environment

e Management’s philosophy and operating style through FAST ERP and

internal policies

Since the beginning of its establishment, D was operated by Mr. Gilles Ferrero as the
CEO of the company. The CEO and board of directors of D always put the delights and
satisfactions of customers as the highest achievements for the company. In order to
achieve the customer satisfactions and minimize the risk of fraud within the company, the
CEO has been using an Enterprise Resource Planning (EPR) program to help in terms of
control and directing his business, that program is called FAST ERP. As mentioned in the
background of D, the company’s finance and accounting department is currently using
FAST accounting software to record and control transactions. The reason for using this
accounting software is not only because of its advanced functions for small businesses,
but also its compatible association to FAST ERP program which empowers the CEO or
COO to access almost business functions with D such as accounting, sales, purchasing,

CRM (customer relationship management), or HRM (Human resource management), etc.
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Figure 18: FAST ERP program, current used at company D (Hong Le — Finance manager at D, 2015)

Asking about the ethical standard which included integrity and transparency of
management class at D, among 16 respondents, 11 of them which account 68.8% stated
that the level of integrity and transparency of the CEO and board of directors are in the
high level, even 6.3% thumb up with the highest level. 18.8% of them feel that the CEO’s

integrity is just around medium range.

6.30% 6.30%
= Low

18.80% Medium

High

68.80%
= Very high

Figure 19: Which level of integrity and transparency do CEO and directors show in their work? (%)

Meetings between the enterprise’s leaders and their subordinates is considered as an
important element of business management, and through meetings the CEO and manager
are able to dedicate their voices and management’s philosophy to employees by
communicating, building teamwork or solving problems. At company D, the CEO and
board of directors usually conduct meetings monthly (68.8%). With several functions,
meetings could be carried out weekly (12.5%), yet other functions only needs meetings

once a year (18.8%), and there is no respond for quarterly meeting.
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Figure 20: How often does CEO or board of directors have meeting with departments and employees? (%)

e Organizational structure

Organizational structure of D was showed by the diagram as follows:

Board of drectors
and CEO
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Software
development
manager

1
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manager

I
Purchase
manager
— Project leader L“

Figure 21: Organizational hierarchy of company D (Adapted from Hong Le’s material about human
hierarchy at company D, 2015)

At D, there are five major departments which are leaded by the CEO. Each department
has its different functions and responsibilities. These five departments need to have a
closely tight relationship among them in order to ensure the company’s operating

effectiveness.

Sales department — Sales manager will be in charge of this department’s workload as well
as its efficiency. Sales employees will take responsibility for public relation job or
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marketing for products and services of D. They are also people of receiving orders from

clients and finding new customers for the company.

Human resource (HR) department — be responsible for recruiting new human resource,
checking the salary calculations from the accounting department, arranging vacations and
sick leaves for all employees.

Finance department — leaded by finance manager. Main responsibilities are bookkeeping,
producing monthly and annual financial reporting to outside stakeholders and investors,
researching new investing opportunities for D. in the future, advising to CEO regarding

to finance activities.

Software development department — this department is the key opponent of the company.
Gathered by excellent Information Technology engineers from different countries. Main
work of this division is running software projects to customers or outsourcing IT service

to them based on their demands.

Purchase department — In the duty of purchasing products which will be resold later.
Purchase procedure comprises of planning, finding the best vendors, ordering and
receiving products and saving products’ data into Enterprise Resource Planning system.
Purchase manager also has a team for market research whose main purpose is about

obtaining promise products from customers’ need.

e Assignment of authority and responsibility

As the results asking about the clarity of employees knowing about their job descriptions
which also means how well the employees know about their jobs as well as their

responsibilities, 56.3% stated that they know clearly, following is 25% of them saying

60.0% 26.3%
H Do not know at all
50.0%
Unclear
40.0% M Lightly clear
30.0% 25.0% B Clear
20.0% B Very clear

12.5%
10.0% 6.3%
0.0% .
0.0%
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they know it slightly. 12.5% of respondents certainly know what they are supposed to do
in their job; however, 6.3% are unclear about that.

Figure 22: Which level of clarity do you know about your job description? (%)

Besides the clarity of job description, the clarity of authority and responsibility division
of each employee is also mentioned in the questionnaire. The outcome is indicated that
as the followings:

80.09
20 O‘f 68.8%
. (]
60.0%
50.0%
40.0%
0,
30'0f 18.8%
20.0%
6.3% 6.3%
10.0% 0.0% l
0.0% L L
Do not Unclear Lightly Clear  Very clear

know at all clear

Figure 23: Which level of clarity in the division of authorities and responsibilities of each person in the

company? (%)

e Human practices and policies

From the summary of responses of question about employees’ positions and their number
of years of experience, the author realized that there are three departments have the most
number of staff in the company, which are software development department with its IT

developer having from 2 to 8 years of experience at D, sales department with its sales
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staff having 1 to 3 years of working at D and finally, purchase department comprising of
purchasing staff with 1 to 3 years of involvement.

m 0-1 year
m 1-3 years
= 3-5 years

5-10 years

Figure 24: How many years have you been working in your company? (%)

In relation to the question about internal regulations and policies, the respondents
answered that most of them have a moderate and even full knowledge of their company
internal regulations as well as policies.

Know fully I 31.3%
Know well I 31.3%

Know moderately I 37.5%
Know badly  0.0%

Do not know atall = 0.0%

0.0% 5.0% 10.0%15.0%20.0%25.0%30.0%35.0%40.0%

Figure 25: How well do you know about your company's internal regulations? (%)

Several human practices in regard to control environment existing at D are dedicated

through questions asking about personnel records and recruiting and training process.
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More specifically, over 2/3 employees do not know whether their professional capacities
were saved in the company personnel records or not, only 1/5 of respondents know about

that matter.

80.0% 68.8%
60.0%
40.0% 31.3%
20.0% l
0.0% 0.0%
Do not know Know Do not care

Figure 26: Have professional capacities of employees been saved in personnel records of the company?
(%)

In detail about recruiting and training, 50% of respondents said that they had the training
before officially working at D, yet 31.3% of them did not have such of training, and 18.8%

did not know that their company have offered training for new personnel.

= Do not know
= Know
Do not care

Figure 27: Did the current staff undergoing the process of recruiting and training? (%)

6.1.1.2 Risk assessment

e Specific suitable objectives

In this section, the author would like to obtain the employees’ awareness of the
company’s operating objectives. As the result, 50% of respondents stated that they
did know about this term, 25% of them either do not know or do not care about that.
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Figure 28: Do you know your company's objectives? (%)

Furthermore, as regard to determining objectives’ important level at company D, 87.5%

of responds showed in “yes”, the rest said “no”.

= Yes ® No

Figure 29: Does the company determine its objectives' important level? (%)

e Identify and analyze risks

It seems to show that identifying and analyzing risks plays important role in the business
survival. For that reason, when asking about this activities, 94% of respondents believed
that their company usually conduct the analysis between risk and profit for any potential

project or business activity.

100% 94%
80%
60%
40%
20% 6% -
0% —
Yes No Do not know

Figure 30: Does the company often analyze risks and profits for a potential project or business activity?
(%)
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6.1.1.3 Control activities

e Performance review

Among 7 of 16 respondents which account for 43.8% chose that their company usually
conducts the comparison between data in reports and real outcome, following by 31.3%
of them said this work is conducted often, 12.5% chose the option of “always”, the rest

vote for “rarely” and “sometimes”.

50.0% 43.8%
0,
40.0% 31.3%
30.0%
20.0% 12.5%
10.0% 6.3% 6.3% .
0.0% L L
Rarely Sometimes Often Usually Always

Figure 31: How often does your company compare between data in reports and real outcomes? (%)

e Physical and data controls

It has been believed that the protections of company towards assets and internal
information is a fundamental in order to reduce risk of fraud. When asking about this
matter, most of respondents (9/16) evaluated that their company protection for assets and
internal data is just around moderately certain level. Several of them which account for
18.8% and 12.5%, however, felt that the company has a certain, even strong protection

for the company tangle and untangle assets.

Very certain I 12.5%
Certain N 18.8%
Moderately certain I 56.3%
Uncertain I 12.5%
Very uncertain 0.0%

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0%

Figure 32: How strong of your company's protection towards assets and information? (%)
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e Segregation of Duties

As discusses in the literature review, segregation of duties is considered as an essential
activity which management level have to focus at the beginning of control activities. The
outcome from the questionnaire shows that the clarity of division of task within the
company in order to reduce risk of error or inappropriate actions is in the level between
“unclear” and “lightly clear”, respectively account for 12.5 % and 56.3%. Nevertheless,

1/3 of responds chose “clear” option (31.3%).

60% 56.30%
50%
40% 31.30%
30%
20% 12.50%
10%
0% 0%
0%
Donotknow  Unclear Lightly clear Clear Very clear
atall

Figure 33: The clarity of division of tasks for each employee in the company? (%)

6.1.1.4 Information and Communication

e Information in relation to error or fraud

When an error or a fraud occurs, most of employees tend to announce that problem
immediately to their managers with 93.8% of respondents said “yes”, only 6.3% said

13 2

no-.

= Yes
= No

Figure 34: Does employee immediately report to manager when a problem/error occurs? (%)
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Customer complaints are always the bad news to the company since the objectives of D
aims to customer satisfaction. Therefore, whenever there is a complaint from customer,
employees and managers are hurry to check and find reasons for that error. 100% of
respondents stated that the company always attempt to find reasons of customer
complaints and reimburse to them to fix the problems if needed.

e Internal communication

To minimize the risk of fraud, board of directors seems to give out a policy in terms of
encouraging employees to report to managers any reasonable suspicions within the
company. 94% of answers said that they are encouraged to do that, only 6% in vice versa.

® Yes

= No

Figure 35: Are employees encouraged to report any reasonable suspicion to managers or CEO? (%)

6.1.1.5 Monitoring

e Ongoing monitoring

80.0%
70.0%
60.0%
50.0%
40.0%
30.0%
20.0% 12.5%

68.8%

10.0% 6.3% 6.3% 6.3%
0.0% . [ | [ | [ |
Rarely Sometimes Often Usually Always

Figure 36: How often does the CEO check departments' activities as well as employees' activities? (%)
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e Separate evaluations

40.0% 37.3%
31.3%
30.0%
20.0% 18.8%
B 0

10.0% 6.3% 6.3%

oo M []

Rarely ~ Sometimes Often Usually Always

Figure 37: How often does company's managers check and review employees’ performance? (%)

6.1.2 Anti-fraud awareness

e Fraud history at D

® Yes

= No

Figure 38: Has the company had any cases of fraud or theft occurred before? (%)
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e Moral values and attitudes at D

60.0%
50.0%

50.0%

[v)
40.0% 37.5%

30.0%

20.0%
10.0% 6.3% 6.3%

0.0%
0.0% I I

Very bad Bad Acceptable Good Very good

Figure 39: What do you think about leading styles and moral values of the boards of directors? (%)

60.0% 36.3%

50.0%

0,
40.0% 37.5%

30.0%
20.0%

10.0% 6.3%
0.0% 0.0%
0.0% ]

Very bad Bad Acceptable Good Very good

Figure 40: What do you think about your colleagues' moral values and attitudes? (%)

6.2 Current control practices at D

In addition to the questionnaire, the author employed interviewing method in place to
obtain greater understanding about three major functions at company D. Hence, this part
presents the results and findings of interviews. The aim of the interviews is to achieve the
in depth managerial practices existing within three main departments at D which are the
most vulnerable functions effected by fraudulent activities; the focused functions are sales
department, purchase department and accounting department. Besides the current
practices, the interviews also asked to approach managers’ point of view towards fraud

matters.
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6.2.1 Control practices at sales department

e |IT outsourcing service

As mentioned in the background of D, outsourcing service plays as the mainstay of the
company’s revenue. To reach customer satisfaction, this service is the articulated
combination between sales team who are responsible for contacting and communicating
with customers and IT software development department who are in charge of designing

IT products to meet customers’ requirements.

Obviously, sales department are the representatives of the company in front of their
customers. Sales employees directly contact, take orders from clients, record sales
transactions and finally receive the payments. Those activities, generally speaking, are
directly associated to revenue of the company and it is believed that sales department
needs to be under constricted control since its environment and working conditions are in

high possibility of fraud commitments.

As the result from the interview with Sales manager — Ashley Le, the author withdraw

several findings in relation to control practices at Sales department as followings:

Number of employees — there are four sales employees for IT outsourcing service whose
experience from one to two years. They are under management of Sales manager who

only has over one years of working experience at D.

Kinds of contracts with customers — company D is using two types of contracts
depending to kinds of IT products or projects delivering to customers, fix-priced contract
and flexible contract. In detail, fix-priced contract, as it is called, is a contract with a fix
price where payment from customer is unchanged regardless of amount of material and
time expense. Clearly, fix-priced contracts support customers in terms of determining the
total price in advance without considering it in the future even when the materials and
time elements change. About flexible contracts, they are obviously opposite to fix-priced
contracts. This kind of contracts allows customers to pay the payment based on the
amount of works performed by human resources, materials used and time consumed. The
total payment of flexible contract would be done when the projects or products completed.

This distinction of kinds of contracts helps D properly forecast in the human resource
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usage for each project or product, thereby prepare a long-term plan in advance in

allocating human resources as well as materials.

Sales cycle — through interviewing, Ashley said that a well-managed sales cycle indicated
a healthy business. Sales cycle is a series of phases designed to attain the best result in
selling a product or service to customers. Apparently, sales cycles are various in way of
designing phases because of the difference in products or service or difference in size of
organizations, etc. At company D, the CEO and sales manager together established a sales
cycle for IT outsourcing service which they think this sales cycle is a proper cycle for

research
7 N

their business.

Close the Initiate

sale contact
Sales Cycle

/( Management J/

Identify
customer
s' needs

Manage

objections
\ Service /
offer

Figure 41: Sales cycle for IT outsourcing service at D

Cash collection process/ Accounts receivable — this term referred as a process
demonstrating how long it takes to collect receivables. It is no doubt that the sooner
business can be able to collect money, the shorter the cash collection cycle is (Ashley Le,

2015). The following would show the cash collection cycle currently used at D:
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Invoicing Send Payment Due Within 30 Days Of Invoicing Receive Payment

] = ]

1-3 Days 3-5 Days 25-27 Days 3-5 Days

Figure 42: Cash collection cycle using for IT outsourcing service at D

e Retail

Besides outsourcing service, the company is also providing customers with retail or
merchandise service. This service is the second income source of the company. Their
main products selling to customers are computers and computer-related accessories such

as mouse, keyboard, memory card, adapter, etc.

The retail store is located at the same office building with the company. This well-located
condition allows sales manager and purchase manager control more easily in terms of

purchase cycle, sales cycle and billing cycle.

Number of employees — There are two sales staff at this store and one person being
responsible for delivery service. Salespersons are responsible for taking care of products,
customer service such as helping customer select products, advising customers by
providing product information. Moreover, retail salespersons are also in charge of
checking the inventory for the next purchase for the store. These job descriptions seems
to be relevant and clear to them; however, there is an unclear job duties between this two
sales employees. They have the similar job descriptions and are able to alternate their

work for each other, but not transparent responsibility in work.

Shopping solutions for customers — Customers of D retailing service could have two
options for their shopping. They are able to either directly go to D store and buy products,
or call to customer service to order by phone. D store offers and supports free delivery

service within Ho Chi Minh City for customers if they refer buying products by call.

Cash collection/ Accounts receivable — In Vietnam, payment by cards is not common,
but cash. Vietnamese people refer paying by cash for almost transactions of buying

something. And at D store, it is no exception, meaning that paying by cash is also the
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most popular form of payments. However, paying by cards is allowed at D store. In short,
customers have two options for their purchases.

Retail process — this process is showed by the below diagram:

| Sales order |

| Delivery note for sales order (if order by call) |

| Invoice for customer |

| Delivery (if order by call) |

| Receipt of customer payment |

Figure 43: Retail process at D store

6.2.2 Control practices at purchase department

Purchase in D company is the process of buying goods for providing products to D retail
store as discussed above. In general, purchasing is believed as the major source of cash
outflows of every business and this department is easily vulnerable by fraudulent
activities. Hence, management for this department should be in high consideration in

place to prevent frauds.

Number of employees — Three persons are allocated to work in this area. All of activities
relating to purchase department are under management of purchase manager. According
to purchase manager — Mr. Pierre, in this sector there are two main smaller parts, called

purchase process and inventory system.

Purchase process

‘ Recognize products J

‘ Create orders J

‘ Sign purchase contracts J

‘ Receive products J

‘ Record and make payments to supplier

Figure 44: Purchase process at D
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The above figure is the original process used in company D when looking for a total new
products. This process comprises five stages for making the most valuable purchase for
the company. The process starts by the stage of product recognition which is similar to
market research of customer needs, then order for needed products is created, signing
contracts with supplier should be the next step in this process, after receiving products
from suppliers, consequently representative of purchase department will record the
purchase into purchase system and make the payments according to invoices to suppliers.

Inventory system

Mr. Pierre shared his opinion that because D retail store is as the second source of revenue,
the board of directors did not invest largely for D store as the huge shopping store. The D
store is evaluated as a medium-sized store, hence the inventory system consequently is

invested in an adequate way which is suitable to the store size.

Generally speaking, inventory system at D store is kind of simple. Employees working
for purchase process are also responsible for inventory system, properly it is one of the
way to either save salary expenses for the company or take advantages of human resources
at D.

6.2.3 Control practices at accounting department

According to Ms. Hong Le — accounting manager at company D, control activities at
accounting department is generally called “accounting control” at D. Accounting controls
are established in order to assure the safeguarding of assets and the reliabilities or

transparency of financial reports or records.

Number of employees — In this department, human resources are well-allocated with one
accountant, one financial controller and one general manager who is also responsible for

activities in accounting department and cash management within the company.

Accounting process — Most of small businesses in Vietnam refer to utilize an accounting

system as the combination between manual and computerized approach, even some of
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them use the manual procedure only for their businesses. At company D, although the
size of the enterprise is considered as small-medium sized entity, yet the board of directors
initially recognizes the importance of a proper and efficient accounting system for their
company, they decided to employee FAST accounting software within accounting
department. The accounting process is demonstrated as the following figure:

| Monthly BOOKKEEPING

Accounting - General ledger

vouchers - Detailed records

FAST
Daily ACCOUNTING Comparing
Monthly
Accounting :> FINANCIAL REPORTS
documents - Financial
statements

Figure 45: Accounting process at accounting department

In working days, accountant takes information based on the accounting
records/documents or summary of accounting vouchers to enter these data into the tables
expressed in FAST accounting software. Though FAST software, bookkeeping of the
company is well-managed in the proper orders, at the same time, financial reports would

come well ahead.

Important accounts in accounting controls — With five years working as accounting
managers at company D, Ms. Hong Le truly believes that an appropriate accounting
system would contribute effectively to internal control system, and thereby reduce risk of
frauds being able to occur within the enterprise in advance. As also stated by Ms. Hong
Le, there are four types of accounts that in her opinion play the most important roles in
terms of accounting controls as well as internal control activities. They are, respectively
cash account, accounts receivable, accounts payable, and payroll account. More

specifically, the current practices of these accounts are indicated in the table below:
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Table 3. Current practices at four major accounts in accounting system at D

1. Cash payments are made when accounting manager signs those

payments.
2.  Valid cash receipts are received and deposited.
CASH 3. Cash receipts are recorded at the correct amount.

4. Cash receipts are recorded at the correct accounting period.
5. Manager usually review the cash flow on sales and purchase
procedures.

1. Credit and collection policies of the company are formally written
2. Accounts receivable and cash accounts are separately divided.
ACCOUNTS 3. Receivable transactions are recorded at the correct amounts and in

RECEIVABLE | the proper periods of time.
4. Accounts receivable are prepared each month and reviewed by the
CEO and the COO.

1. Accounting manager and purchase manager usually review and
approve the vouchers for payments for purchase department.
ACCOUNTS 2. Other accounts payable (not relating to purchase process) need to
PAYABLE be under approval of accounting manager.
3. Payable transactions are recorded at the correct amounts and in the
correct periods of time.

1. Pay rates are authorized by HR manager and approve by the CEO.
2. Payroll functions are done by accounting department, not by HR
department, yet the final paychecks are reviewed by HR manager or
PAYROLL the CEO.
3. Employees usually are paid for their actual time of working.
4. Only the board of directors and managers have the authorities of
accessing payroll records.
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7 DISCUSSION

From the findings about internal control’s current state and business activities at major
departments at D which are collected though questionnaire and interview methods, in this
chapter, these findings will be discussed and analyzed based on the author’s opinion and
knowledge. Furthermore, some suggestion and potential solutions according to the

author’s ideas will be represented in accordance with each analysis.

The purpose of first discussion is to answer the first research question which is how
internal control system performs at company D in relation to fraud prevention. Based on
the results of the questionnaire, general assessment for internal control system at company
D will be investigated to be able to answer the question how effectively internal control
system at D performs generally. In addition, the second discussion tends to evaluate
controls activities at three main departments at D, and then attempt to find deficiencies at
those activities which fraudsters can take advantages at these deficiencies to commit
frauds. After understanding the proper deficiencies, some possible solutions built based
on COSO framework are represented to help the company enhance its fraud prevention
to some extent. This part is also the answer for the second research question in this paper

which is how to improve internal control system for company D to reduce risks of fraud.

7.1 General assessment for internal control system at D

e Control environment

A sound internal control system cannot be built without management of business owners
or board of director. Generally speaking about company D, the board of directors does
put adequate attentions to internal control system. Through employing FAST ERP
program for a small and medium-sized entity as company D, the board of directors
indicate that they tend to establish a strict management’s philosophy to minimize errors
and frauds. Obviously, this concern towards the internal control system has an impact on
the conscious of the lower-level employees, and moderately forces them to work properly

as their functions as well as compliances the internal policies written earlier.
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In addition, management’s philosophy also is revealed though the level of integrity and
transparence of leaders showing in their work (figure 19). Over 90% of respondents feel
the medium and high level of ethical standard from their managers and board of directors.
From figure 20, the interaction between boards of directors with employees are plainly
high and sufficient with most of meetings conducted weekly and monthly. It means that
company D basically has a good basement for designing a sound internal control system.

Organizational structure of company D (see figure 21) is evaluated as a well-designed for
communication among departments and proper for the current business development.
And, certainly this structure promises an expansion in size in the future. The board of
directors believe that this type of structure will ensures the clearness in responsibilities of
each person in the company. Thanks to the well-managed organizational structure applied
at company D, when asking about the clarity of employees’ authority and responsibility
division (figure 23), most of respondents believed that they have a clear knowledge about
that, yet still there are several employees who are not clear or lightly clear minds of
authority division. This would be the first matter in terms of internal control that needs to
solve. Another essential aspect belonging to control environment is the company internal
regulations or policies. From the figure 25 which focuses on how well employee know

about internal regulation, all of respondents said they understand it well.

In short about control environment component at D, required elements such as the
transparency and integrity from the board of directors, management’s philosophy, the
responsibility clarity and last but not least the internal policies are acceptable for a small-
sized business as D. Almost elements of control environment according to COSO

frameworks are existing and functioning rather effectively at this company.

e Risk assessment

Risk assessment for this company was surveyed though two main parts: realizing specific
suitable objectives; and identifying and analyzing risks. It seems that risk assessment in
business is still an abstract matter with employees and the case company D is not an
exception. Although most of employees are aware of their company objective existent
and even objective determination by important level (figure 29), there is not much

employees are able to have an in depth understanding the company objectives (figure 28).
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Identifying and analyzing risk for each potential project or business activities, however,
are carried out well in a persistent way at company D. This process indeed needs to be

conducted as much as possible in order to minimize the potential losses or errors.

Summary for risk assessment at D is that in general, the company is still conducting
essential activities involving risk assessment, yet it is not enough and not be adequate

attention. Hence, it should have more risk assessment activities with careful analysis.

e Control activities

Assessment for control activities at the company will be analyzed by three elements:
performance review (figure 31); physical and data controls (figure 32); segregation of
duties (figure 33). Performance review means as comparisons between reports and the
real business results. In this element, the company D has regular activities for it since total
of 88% respondents believes company D often or even usually conduct performance

review to enhance the exactness and authenticity of reports.

About physical and data protection, this element is acceptable when most of employees
feel their company control system only being under lightly certain safety. Thus, the

company needs more solutions to safeguard assets and data in a confident approach.

A small entity may easily have control deficiencies due to a lack of segregation of duties
element. The reason to explain is that employees at those small business perhaps have to
perform many different functions, hence it is easy to make their duties overlapped. And
when the segregation of duties is not divided visibly, it could be the condition for
employees to commit fraud. From figure 34, it can be seen that the division of tasks for
human resource at company D is unsatisfied according to the author’s opinion. The board
of directors and managers should redistribute the task and duties among employees,

especially those in accounting and purchase departments.

e Information and communication

Information and communication are indispensable conditions to help achieve the different
control objectives. The information at the company D is handled mainly on the computer,

also sometime associated with the manual approach. Effective information and
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communication can partly indicated though focused on accounting information systems

which mentioned before in the control activities at accounting department session.

As the result seen at figure 35 and figure 36, the information and communication
processes within the company in relation to fraud or error are working properly as their
functions. 94% of respondents would immediately report to their managers when there is
a problem happening but excessing their ability to solve. The connection and interaction
between managers and subordinates are maintained in the smooth state as employees are
encouraged to inform to the managers about any reasonable suspicion happening around

their working environments.

e Monitoring

Monitoring is one of the most powerful activities within internal control system. The facts
show that a sound internal control system are performed well or not depends much on the
physical presence of senior managers. Persistent absences of the owner or managers
reduce the effectiveness of control system and simultaneously increase the risk of

misstatements and frauds.

Monitoring activities at company D are broken down into two subcategories: ongoing
monitoring and separate evaluations. The board of directors, generally speaking put their
attentions to ongoing monitoring when their frequency of presence in checking
department activities is rather high and intensive (figure 37). Nevertheless, separate
evaluations is not good as it should be. There are different opinions on this matter from
respondents when asking about the managers’ evaluations about employees’ performance
(figure 38). The board of directors and managers should take the evaluation activities into

their account and conduct them more often.

It can be said that, the ongoing monitoring activities are done rather well with the regular
presences of the management level. Separate evaluations, however, are still not
considerably focused. Thus, if there are abnormal movements occurring to the company,
it will be hard to detect and adjust the whole process of business activities in when

necessary.

e Anti-fraud awareness
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The company had been suffered by frauds since nearly half of respondents said they have
heard about some fraud of theft occurred within the company before (figure 39).

Nevertheless, when assessing moral values and attitude of the current boards of directors,
most of respondents impress the good feelings for it (figure 40). Similarly, about their
current colleagues’ ethical standard, all of respondents believe that they are working with
ethical people (figure 41). Briefly for this part, history of company D suffered with some
frauds or theft in the past, but at this time working environment of the company is highly
evaluated from its employees when they have faith in their leaders as well as colleagues’

ethical standards.

7.2 Solutions for internal control system to reduce risk of

frauds at D

From the above general assessment about D’s internal control system, the author found
that although company D is just a small sized business with nearly fifty employees, the
company still had attempts to build a suitable internal control system for the company. In
spite of this, the company D still needs to invest more for this system to be able to cope
with the risks and frauds, as well as have enough strong potential to achieve the objectives

set out.

Based on the previous understanding of current practices of control activities at company
D, in this final part, several suggestions for internal control solutions according to the
author’s knowledge will be presented. There are three main potential control activities are
suggested to major function departments of the company: segregation of duties; review
and oversight; and last but not least authorization. These powerful control activities are
taken according to COSO Internal control framework which is mentioned specifically in

the literature review chapter above.

7.2.1 Suggestion for sales department

Table 4. Practices at sales department at company D and suggestions for internal control system to reduce
risk of fraud
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Practices

Weaknesses

Suggestions

Sales department

1. Sales employees
have the same job
descriptions: such as
follow the sales
management cycle,
post the sales data in
one common sales data
system.

There is no mutual
monitoring among
employees, only between

employees and managers. If

one of them change the

amount of transaction with
less than the real amount in

the system, it is hard to

recognize that fraud because
the manager has a plenty of

data to monitor.

2. The person signs the
contract with customer
is also in charge of
receiving the payment
from them. Usually
almost payments are
paid by cash, hand to
hand.

This would make a good

condition to any employee to
commit fraud relating to cash.
Sales employee can withdraw

a small amount from the

payment then edit invoices
and receipts according to the

amount he wants.

Segregation of duties: the sales
manager must be reassign the
job description for each
employee.

The common job which
described as the sales cycle
should be the same for them;
however, duties relating sales
jobs are recommended to assign
differently among those who:
-Approve terms of sales
-Records sales orders

-Invoice customers

-Fill data about accounts
receivable

-Receive the payments

-Edit the accounts receivable
master file

Review and Oversight:
- The board of directors should

3. Two retail
salespersons in the
store also have the
common jobs, but
there is no clarity in
their duties. If some
cash of store revenue
are disappear, both of
them will be
responsible for that.

Unclear duties can lead to

fraud. One person of them
commits fraud, another does
not, but consequently both are
in charge of that. It is not fair
for the person not committing

fraud.

conduct review and oversight at
this department weekly, or at
least monthly.

- Review all outstanding orders,
paying special attention to long
outstanding orders and the
reasons for these orders being
long outstanding.

Authorization: All
transactions requires signature

4. There is no person
at the moment in sales
team are mainly in
charge of receiving
customer complaints
relating to payments.

Complaints from customers
for such as wrong amount of
money in invoices, or notices
for non-payment on account
will helps the company find

out error or even fraud.

or electronic approval of a
transaction by sales manager.
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7.2.2 Suggestion for purchase department

Figure 44 shows purchase process carried out at D with five steps as follow:

Recognize products ,_J
Create orders ’_J
N

Sign purchase contracts ,_J
N

Receive products ’_J
~N

Record and make payments to supplier

From point of view of the author, this process needs to be improved in order to empower
purchase management and contribute as a good activity for preventive controls. The
figure below is considered as a newly efficient purchase process and fit appropriately with

company D business.

1. Identify 2. Approve 3. Convert PR 4.Send PO
Purchase PR? into Purchase to supplier
Requisition Order(PO)

(PR)

8. Payment 7. Enter invoicein 6. Receive 5. Receive
to supplier Account Payable by invoice goods
matchingto Purchase from
Orderand Receiver supplier

Figure 46: New Purchase and Pay process suggested to company D

Not only about purchase process, there are also some weaknesses existing currently at
purchase department of company D. The following table would indicate the practices and

suggestions for those weaknesses.
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Table 5. Practices at purchase department at company D and suggestions for internal control system to

reduce risk of fraud.

Practices

Weaknesses

Suggestions

Purchase department

1. The current purchase
process at D generally
meets requirements of
purchase activities but
should add more one
step to this process
which is called vendor
research.

Lose possibility to
purchase products
from better
vendors.

This useful step helps purchase
department find potential vendors for
their purchase with higher-quality
products and more competitive price.

2. Employees working
for purchase process are
also responsible for
inventory system.

This could make
good conditions
for employees to
commit frauds
such as theft or
cash-relating
frauds.

Segregation of duties: the purchase
manager must be reassign employees
differently for purchase process and
inventory system. Assure one person is
not responsible for:

- Ordering new products

- Recording volume at master file

- Paying for purchases

Review and oversight: should be
conducted weekly for to review for the
correctness. It is important to check that
once any asset is purchased, it should be
recorded on an asset register with all
relevant details.

Authorization:

- New orders must be signed by
managers.

- Periodic physical counts of the
inventory; at least annually, by persons
other than the storekeepers.
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7.2.3 Suggestions for accounting department

Segregation of duties could be referred as the most effective preventive control activities
and in the accounting department, this activity is even more important since financial
fraudulent matter is nowadays becoming increasingly serious. If company D could take
advantage and apply this preventive activity control into their accounting system, they
can prevent in advance a plenty of frauds or misappropriate of cash or asset. The figure
below shows the most three essential related work at accounting department which are
recording; authorization or approval; and custody of assets. According to “segregation of

duties” principle, those related-financial activities must have conducted by different

people.
Authorization/Approval
Recording Custody of
/Accounting < > assets/cash

Reconciliation

Figure 47: Principle of “segregation of duties” suggested to be conducted at accounting department at D

to prevent related-financial frauds.

Several suggestion in correspondent to weaknesses at accounting department will be

presented in the following table.

Table 6. Practices at accounting department at company D and suggestions for internal control system to

reduce risk of fraud.

Practices Weaknesses Suggestions

Accounting department
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1. Cash account

- Cash management
and accounting data
are managed by only
one person — that is
accounting manager.

Create good
conditions for
managers to
commit frauds by
withdrawing
some cash into
pocket and then
change the
accounting data in
a logical way to
hide.

Segregation of duties: one person must not
be responsible for two among those works:
- Collect cash

- Post cash receipts to accounts receivable

- Edit the accounts receivable file

- Maintain access to cash

Review and oversight: usually review on
cash account.

Authorization: Every transaction with cash
should be documented by correct form and
signature of cash manager.

2. Accounts
receivable

- Account receivable
is associated
strongly to revenue.

Accounts
receivable is
easily vulnerable
by fraud.

Segregation of duties:

- Collect accounts receivable

- Review accounts receivable aging trial
balance

- Independently investigate accounts
receivable differences

- Manage the accounts receivable master file

Review and oversight: Board of director and
accounting manage should review reports for
collections, billings and write-offs. This
activities empower managers to monitor cash
flow and also forewarn directors to other
frauds such as unofficial write-offs.

Authorization: The order system should be
accurately controlled under the approval of
functions by the accounting manager.
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8 CONCLUSION

Statistics in associated to frauds is on the rise and the small-sized businesses are the most
vulnerable victims of that harm. Hence, those kind of entities should ensure that they have
adequate abilities to cope with. A sound internal control system employed for each
companies is considered as an appropriate and effective management tool as regards to
reduce risk of fraud and enhance their business performance.

Different businesses would have different internal control systems due to the differences
in size, organizational structures, as well as industries that the business belongs. The
COSO internal control framework which mainly used in this research plays as the main
guideline to understand internal control system. Yet, the framework just shows itself as
general contents of an ideal internal control system to all entities. Hence, choosing a case
study with specific information in relation to its internal control brings to the research a
practical and more interesting point of views about internal controls. In order to see how
COSO framework as well as other internal control relating to risk of fraud are
implemented in real life with an unique and specific case, the author considered to take
case study of company D into her research. And, to empower the author go further to the
research result, questionnaire and interview method are used to get in-depth
understanding toward the case study. In short, the author employ the combination of
among methods of literature studies — case study — questionnaire and interviews. In
author’s opinion, these combination referred as a good option to support her getting closer

to the two research questions of this paper.

Through the study of internal control system in the company D together with various
reliable resources in related to the operation of internal control to minimize fraud in
business, the author has drawn some general comments and then make recommendations
with the purpose of gradually improve the effectiveness of internal control systems of the
company. The author believes that two research questions of this study are satisfyingly
answered in the chapter 4 and chapter 5. On the whole, the board of director has been
carried out a simple internal control system at company D; however, there should be more
improvements to be implemented. The author suggests three effective approaches to this
company’s internal control system which are segregation of duties; review and oversight;

authorization. Hopefully, those suggestions could be used in the near future at D.
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With knowledge and research capability limitation, the author only propose simple and
cost-effectively solutions, yet these solution shall provide efficient impacts to the
company internal control. Over time, with the development of the economy as well as of
the company, the internal control system will be strengthened and further enhanced to
become a coherent system and an indispensable tool in company management.
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APPENDICES

Appendix 1

Questionnaire — Internal control for small business to reduce risk of fraud

Hello, 1 am Tran Loan, student from Arcada University of Applied Sciences, Helsinki,
Finland. I am conducting this questionnaire in order to obtain data for my thesis relating
to how well of your company's internal control in terms of reducing risk of fraud. I am
highly appreciated all your responses with your honest and detail because those data will
be used to analyzed in my thesis. This questionnaire take you about 5 minutes to complete.
All your answers will be kept completely anonymous and confidential.

Thank you so much

Overview

What is your position in your company? *

How many years have you been working in your company? *
0-1 year
1-3 years
3-5 years
5-10 years

over 10 years

How many people in your department? *

Control environment

1. How well do you know about your company’s internal regulations? *

Badly Well



2. Which level of clarity does the employees' job descriptions show? *

1 2 3 4 5

Unclear &) &) O & O Clear

3. Has professional capacities of each employee been saved in personnel records of the
company? *
) Yes

i) No

) 1 do not know
4. Which level of clarity in the division of authorities and responsibilities of each person in the
company? *

1 2 3 4 5

Unclear ) & ) ) (& Clear

5. Did the current staff undergoing the process of recruiting and training? *

) Yes
i) No

() 1do not know

6. Which level are internal information systems protected? *

1 2 3 4 5

Low protection i(0) High protection

7. How often does CEQ have meeting with departments and employees? *

O Every week

) Every month
() Every quarter

i) Every year

. Which level of integrity and transparency do CEO and managers show in their work? *

1 2 3 4 5

low © © © © © High



Risk assessment

9. Do you know your company's objectives? *
2 Yes
2 Mo

2 Do not care

10. Does the company often analyze risks and profits for a potential project or business activity? *
D Yes
2 Mo

2 | do not know

11. Does the company determine its objectives’' important level? *
D Yes

2 Mo

12. How often does your company update infermation about market, economics conditions,
competitors, or changes in laws, ete? *

1 2 3 4 5

Rarely & & O & O Always

Control Activities

13. How often does your company compare between data in reports and real outcomes? *

1 2 3 4 5
Rarely & © © @ O Always

14. The clarity of division of tasks for each employee in the company? *

12 3 4 5

Unclear & O O O O Clear

15. How strong of your company's protection towards assets and information? *

1T 2 3 4 5

Uncertain & @ O O O Very certain

16. Does your company's financial reports have enough the completeness, accuracy and validity?

1T 2 3 4 3

Uncertain & & O O O Certain



Information and Communication

17. Does employee immediately report to manager when a problem,error occurs? =
i Yes
i Mo

i 1 do not krower

18. Are employees encouraged 1o report any reasonable suspicion to managers or CEQ? *

i Yes

0 Mo

19, Are customers' complaims checked again for finding reasons? *
1 Yes

i Mo

i 1 do not kmoer

20. Does the company periodically assess employees' performances and capacities? *
i Yes
i Mo

i 1 do not kroes

Monitoring

21. How often does the CED check departments’ activities as well as employees' activities? =
1 2 3 4 5

Rarely & O O O O Always

22, How often does company's managers check and review accounting documents to conform
with laws or business regulations? *

1T 23 4 3
Rarely & O O O O Always

Your awareness of fraud and theft within the company

23. Has the company had any cases of fraud or theft occurred before?
2 Yes
2 No

2 1 do not kmow
24. What do you think about leading styles and moral values of the boards of directors? *
1T 2 3 4 5

Bad @ & & © @ Verygood

25. What do you think about your colleagues’ moral values and attitudes? *
1T 2 3 4 5

Bad @ & © © © Werygood



Appendix 2

Interview questions

10.

11.

12.

13.

e Questions to Sales manager — Ashley Le

How many years have you been working at this company? Describe briefly your job
responsibility.

How many people in your Sales department?

What is the total revenue from sales last year? Please clarify if sales revenue coming
from different categories.

What are the main drivers of your company’s revenue?

Are sales revenue usually quite stable every year or it changes dramatically? If the
revenue changes dramatically, do you have awareness of that change?

Are revenues recorded systematically or manually?

Do you have any awareness of types of fraud within your company and especially in
your department?

Does your sales department have any program or tools that used for preventing or
detecting fraud in relation to sales revenue?

How do you communicate to your subordinates about ethical behavior regarding to
revenue from sales?

If someone in the Sales team does a wrong transaction relating to sales revenue by
purpose and maybe others employees recognized that transaction, would you be
informed and how?

Have you ever in pressure from CEQO, or higher position for making the revenue look
better?

What do you think about your CEO/CFO ethical behavior? Do they really have ethical
standard to demonstrate to their employees?

What are the best controls system that your company should have to prevent frauds

in your opinion?

e Questions to Purchase manager — Pierre
How many years have you been working at this company? Describe briefly your job

responsibility.



How many people in your Purchasing department?

3. What is annual purchasing volume at your company?

Does your department use any ERP system or any program to prevent and detect fraud
in relation to purchasing process?

Do you have any awareness of types of fraud within your company and especially in
your department?

How do you communicate to your subordinates about ethical behavior regarding to
purchasing?

If someone commits a purchase fraud by purpose and others employees recognized
that practice, would you be informed and how?

. What do you think about your CEO/CFO ethical behavior? Do they really indicate
their ethical standard to employees?

. What are the best controls system that your company should have to prevent frauds

in your opinion?

e Questions to accounting manager — Hong Le

How many years have you been working at this company? Could you please describe
briefly your role and duty?

How many people in your accounting team?

Does company use any accounting software? How effective it is in your opinion?
Do you have any awareness of types of fraud within your company and especially in
your department?

. What are the current procedures as regards recording transactions as well as creating
financial statement process?

Does your department has any program or internal controls system or prevention
strategy in place to prevent and detect fraudulent transactions in the accounting record
system?

How do you communicate to your subordinates about ethical behavior regarding to
accounting principle and ethical standard in accounting?

If someone records a wrong transaction by purpose and others employees suspected
that transaction, would you be informed and how?

How often do CEO and accounting manager have meeting?

Vi



10. Have you ever been requested from CEO, or higher position to make the financial
statement look better or record an undocumented transaction?

11. What do you think about your CEO/CFO ethical behavior? Do they really indicate
their ethical standard to employees?

12. What are the best controls system that your company should have to prevent frauds

in your opinion?

YES |NO |NOT APPLICABLE

CONTROL ENVIRONMENT

1. CEO or managers have high integrity

2. CEO/managers follow existing internal
controls, policies and procedures.

3. Reports generated by accounting software
are used by management

YES |[NO |NOT APPLICABLE

CASH

1. CEO/manager receives bank and credit card statements
directly either by mail or electronically

2. CEO/Manager signs vendor checks and payroll checks.
3. CEO/Manager reviews vendor invoices, receiving reports
and/or purchase orders when signing checks.

4. CEO/Manager reviews documentation of payroll
calculations when signing checks

5. CEO/Manager reads monthly balance sheet and income
statement and investigates unusual items.

6. Mail and cash receipts are recorded as received

and deposited intact, daily

7. Mail and cash receipts are counted by two independent
persons other than the person recording the receipts.

8. All journal entries are approved by the CEO/Manager.

YES |[NO |NOT APPLICABLE

ACCOUNT RECEIVABLE

1. The CEO/Manager approves all customer

requests for credit.

2. The CEO/Manager receives customer complaints and
resolves disputes.

3. A sales journal is prepared and balanced.

Vi



YES |NO |NOT APPLICABLE
ACCOUNTS PAYABLE
1. CEO/Manager approves all vendor payments
2. CEO/Manager receives and reviews unpaid vendor
invoices and statements monthly
3. Vendor invoices are entered in the purchases
journal when received.
4. Unpaid vendor invoices are maintained in a file
separate from paid invoices.
YES |[NO |NOT APPLICABLE
PAYROLL (SALARY)
1. CEO/Manager approves all hires and fires
2. CEO/Manager authorizes wage rates
3. Payroll checks are distributed by the CEO/manager
4. CEO/Manager reviews and signs all payroll tax returns and
other related documents
5. Employees time records are maintained and used to
calculate paychecks.
6. Hires, fires, wage rates, time off are approved by
department heads or supervisors.
YES |NO |NOT APPLICABLE

EXPENSES

1. When signing checks, CEO/Manager determines account
classifications are proper

2. CEO/Manager investigates any unapproved or unusual
disbursements.

3. CEO/Manager investigates duplicate payments and
inadequate documentation.

4. A descriptive chart of accounts is used

5. Checks are prepared only when appropriate
supporting documents have been received.

6. The person recording and summarizing

transactions cannot sign checks.

viii




