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Tassa opinndytetyossa tutkitaan mahdollista viitekehysmallia tietoturvan hallintajarjestelméan (ISMS)
teknisten kontrollien automaattisesta auditoitavuudesta. Paatavoitteena oli kehittaa viitekehysmalli
1SO27001:2013 standardin sddannénmukaisuuden automaattisesta arvioinnista jota voitaisiin
uudelleenkdyttdaa missa tahansa ISMS-jarjestelmassa. Viitekehysmalli testattiin empiiriselld
tutkimuksella jossa ratkaisu pyrittiin todentamaan (Proof of concept). Tavoitteen saavuttamiseksi
analysoitiin mitka 1S027001:2013 kontrollit voitaisiin toteuttaa teknisesti ja olisiko niiden
saannonmukaisuuden todennus tehtavissa automaattisesti. Useita eri l[ahteita kaytettiin hyvaksi
madriteltdessa miten kontrollit tulisi toteuttaa, todentaa ja miten niitten sdédnndnmukaisuus
voitaisiin mitata.

Kehitetty viitekehys koostuu kolmesta osasta, viitekehykseen valituista kontrolleista, viitekehyksen
arkkitehtuurista seka kdyttoohjeistuksesta ja se sisaltaa 1ISO027001:2013 kontrollit jotka voitaisiin
automaattisesti auditoida, menetelma taman tekemiseen ja varsinaisen viitekehyksen
automaattisen auditoitavuuden saavuttamiseen.

Testauksessa kaytettiin kolmea eri tyyppista kaupallista tyokalua jotta ymmarrettaisiin voisivatko ne
toteuttaa osan kehitetysta viitekehyksesta. Mikaan tyokaluista ei pystynyt tahdn suoraan.
Empiirinen tutkimus on osoittanut eheyden varmistamisen tarkeyden tavoiteltaessa automaattista
sadanndénmukaisuuden varmistamista. Tama on olennainen osa joka ndyttaa puuttuvan testatuista
tyokaluista.

Avainsanat (asiasanat)
Auditointi, Tietoturvan hallintajarjestelma, standardi, viitekehys, kontrolli, madraystenmukaisuus




1“‘ o DESCRIPTION
i JYVASKYLAN AMMATTIKORKEAKOULU
|\ N JAMK UNIVERSITY OF APPLIED SCIENCES
14
Author(s) Type of publication Date
Suomu, Mikko Master’s Thesis 17.05.2015
Pages Language
107 English
Confidential Permission for web
publication
() Until X
Title

Automated ISMS control auditability

Degree Programme
Master’s Degree Programme in Information Technology

Tutor(s)
Hautamaki, Jari

Assigned by
Oy LM Ericsson Ab

This thesis focuses on researching a possible reference model for automated ISMS’s (Information
Security Management System) technical control auditability. The main objective was to develop a
generic framework for automated compliance status monitoring of the 1ISO27001:2013 standard
which could be re-used in any ISMS system. The framework was tested with Proof of Concept (PoC)
empirical research in a test infrastructure which simulates the framework target deployment envi-
ronment. To fulfil the objective the thesis analysed first which 1SO27001:2013 controls could be
implemented using technical means and whether it would be possible to automate the measure-
ment of the control compliance for these controls. After that different sources were used as input
material to actually define how to fulfil, verify and measure the selected controls.

The developed framework consists of three parts, Framework Selected Controls, Framework Archi-
tecture and guidance how to use the framework. It includes 1ISO27001:2013 controls which could be
automatically audited, a methodology to do this and a framework how this could be fulfilled.

The testing was performed using three different types of commercial tools to understand if they
could fulfil a part of the developed framework. None of the tested tools was able to fulfil the
framework as it is. Empirical research has showed the importance of the integrity assurance when
reaching for automated security control compliance. This is the essential part and is somewhat
lacking on the tested tools.
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1. INTRODUCTION

This thesis focuses on researching a possible reference model for automated ISMS
(Information Security Management System) technical control auditability. The main
objective was to develop a generic reference model for ISO27001:2013 standard au-
tomated compliance status monitoring which could be re-used in any ISMS system.
To elaborate on this, it means that technical security controls used within the ISMS
are measured in an automated and continuous way so that the provided result gives

assurance to information owners and stakeholders.

The United States’ National Institute of Standards and Technology, NIST, has included
a “Compelling Argument for Assurance” to its new Special Publication draft related
to Information Security. It says that in order to be able to provide information securi-
ty assurance, security controls and activities need to be specified to gain credible
evidence of their functionality and overall behavior of the information systems. This
evidence then provides the necessary degree of confidence of information security
assurance; in other words, systems comply with security requirements and at the
same time effectively support the organization’s mission and business. (NIST Special

Publication 800-53 revision 4, 2013, 23).

There are two main reasons which have motivated development of the framework:
An organization which has given the assignment for the thesis hosts certain infor-
mation security environments which require very high information security and con-
tinuous compliance monitoring. As said on the above NIST publication, one crucial
part of any security system is to have appropriate security controls which provide
credible evidence of their functionality. This evidence provides confidence of infor-
mation assurance for system owner and stakeholders. It is intended that the frame-
work would ease the gathering of this evidence when deployed to one of these envi-
ronments (called “framework target deployment environment”). The other reason is
that the framework could act as design guidance in possible products in this area (for
example security operations tools). Therefore the framework should be generic

enough and not focus only on a single environment; instead, it should be a reference



model which could be re-used to manage any ISMS system. One area where auto-
mated auditing would be of high value is cloud based computing. This due to the de-
ployment models where various parties need to agree on who is responsible for

which controls, and be able to prove they have done their share.

1.1. Research Objective
The main research objective is to develop a generic reference model for
1SO27001:2013 compliance status monitoring which could be re-used in any ISMS
system. The reference model is tested with an empirical Proof of Concept (PoC) re-
search using a test infrastructure which simulates the framework target deployment
environment. The research questions are:
e What ISO 27001:2013 controls can be implemented by technical means?
e s it possible to automate the measurement of control compliance for techni-
cally implemented controls?
e What mechanisms are required to provide integrity assurance for the audit
data?
e Can the framework provide compliance status in automated way for the se-

lected controls?

1.2. Scope

The following areas are included in the framework and PoC study scope:
e Control selection, verification and measurement methods
e Selection of tools to analyse fulfilment of the developed framework
e PoC for selected number of applicable controls
The following areas are excluded from the scope:
e Full implementation of framework
e Full deployment of the developed framework to the framework target de-

ployment environment



1.3. Structure of the Thesis
The research is conducted using the following process:
Chapter 2 - Analysis of the theoretical base.
Chapter 3 - Analysis of the currently existing research, tools and methods.
Chapter 4 - Proposing the framework based on analysis.
Chapter 5 - Empirical research of the framework using a proof of concept.

Chapters 6 and 7 - Analysis of the results and conclusions.

Chapter two focuses on building the theoretical base; it aims to highlight the im-
portance of data integrity and the auditor’s view. The theory is continued in Chapter

three by further analysing the current research tools and methods.

The framework and controls which can be automated are introduced in chapter four

based on the theoretical base and literature review.

Chapter five presents the PoC. For it, a test environment was built which simulates
the actual framework deployment target environment. From the refined list of con-
trols (that are part of the framework) a number of controls were selected based on
the potential risk level for this type of environment. The measurement part of the
selected controls was then used as evaluation criteria for the framework. The

framework was tested using three different types of tools.

The results are summarized in Chapter six continued by conclusions in Chapter sev-

en.

2. THEORETICAL BASE

2.1. Compliance
Merriam-Webster online encyclopaedia defines the word compliance as the act or
process of complying to a desire, demand, proposal, or regimen or to coercion and as

the conformity in fulfilling official requirements (Merriam-Webster 2014). As such



this definition is quite straight-forward and concrete, one either fulfils the require-
ments or not. On the other hand, according to NIST, compliance is more than adher-
ing to static checklists or generating unnecessary paperwork. NIST refers to due dili-
gence with regard to information security and risk management and use of all ap-
propriate information as part of risk management program, so that selected security
controls meet the mission and business requirements that organization has (NIST

Special Publication 800-53 2013, page x).

In the chapter where compliance with regulatory, quasi regulatory, contract re-
qguirements and industry standards is discussed in Information Security Management
Handbook, the importance of understanding applicable requirements to an organiza-
tion and authorities placing them is highlighted. (Harold F. Tipton, Micki Krause,
2010, 281). Officially mandated policy generally means that compliance is mandato-
ry, depending also on the authority of the policy maker, for example an executive
management or regulatory authority. Still, organizations may see external compli-
ance requirements as a burden and additional cost; however, being compliant could
be the only way to stay in the business. Regardless if the requirements are internal or
external to an organization, a global or holistic compliance requires also proper gov-

ernance and risk management. (R. Bonazzi, L. Hussami, Y. Pigneur, 2010, 2).

What is the issue with compliance then? One identified problem (which was also
discovered during the writing of this thesis and in the author’s opinion is also appli-
cable to 1SO27001) is that mandates or requirements are not necessarily defined
precisely. The issue is described by Creech and Alderman in IT Policy Compliance for
Dummies: For example the SOX (Sarbanes-Oxley) mandate which concerns data se-
curity (Section 404) is just one paragraph. Ambiguity comes from the fact that laws
are meant to be universally applicable and to any technological solution. They argue
that creation of policies based on these types of mandates and applying them to
complex systems is one of the major challenges in policy compliance. Also, it is a fact
that the IT infrastructure, hardware and software that organization uses has direct

impact on the design of the controls and measurement of the effectiveness of a poli-



cy compliance program. How is it then determined that high level mandate is trans-
lated properly into clean audit result? This is done by an independent auditor who

tests an organization’s controls. (Creech, Alderman, 2010).

The overall policy compliance, according to Creech and Alderman, is a complete eco-
system which includes also strategic objectives, user awareness and training, proce-
dures and standards, configuration settings, technical controls, continuous monitor-
ing, business risk assessment and internal and external audits. (Creech, Alderman,

2010)

In order to be fully in control, it is not enough to show that one is compliant to tech-
nical requirements, it requires having a proper governance structure and risk man-
agement program as well. Although this thesis aims to focus on just the compliance
part of technical security controls, it should not be interpreted so that having objec-

tive evidence of their conformity would be sufficient.

2.2. Integrity Assurance

According to Information Security Management Handbook compliance programs
require several information security attributes such as confidentiality, integrity and
non-repudiation. In this context cryptographic mechanisms are often used to imple-
ment these attributes (Harold F. Tipton, Micki Krause, 2010, 281). Considering the
topic of this thesis, integrity assurance could be considered as one of the attributes
with the most importance. This applies to overall integrity of the system under audit
on all layers. On Ericsson Review article “Trusted computing for infrastructure”, these
layers are called “Trusted compute initialization: boot integrity”, “Data integrity: at

rest and in motion” and “Run-time integrity: protection and privacy” as shown in

Figure 1. (Eriksson, Pourzandi, Smeets, 2014).
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Figure 1. Integrity layers (Eriksson, Pourzandi, Smeets, 2014)

Boot integrity means that a system behaves as expected and runs in a known and
trustworthy platform and basic Operating System (OS) or hypervisor configuration.
Data integrity refers to data storage and transaction integrity, meaning that data
integrity is protected while at rest and in motion and any modification is being no-
ticed. Finally run-time integrity means that any software which is executed behaves
according to design and certain predefined properties, so that it would not be possi-
ble to exploit software vulnerabilities caused by programming errors. This would also
ensure that the audit evidence, which a system under audit provides, is trustworthy

and not fake.

Attacks to data integrity are known to happen. At 2010 it was found out that an in-
dustrial control system used to operate Iran’s nuclear centrifuges was infected with a

malware which altered the process so that uranium enrichment failed. This was not
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noticed by the operators of the process or the control system as malware reported
that process and equipment was working normally (Symantec Security Response,
2010). An article from 2011 lists several attack types which break the data integrity,
such as fraud, web site defacements, logic bombs, unauthorized modification of OS,
application software, databases, production data or infrastructure configuration,
undocumented backdoors, etc. In the article it is stated that these are in many cases
due to weaknesses in key processes such as change management, separation of du-
ties, log monitoring and management of privileged access. In order to improve the
assurance of data integrity the article mainly suggests implementation of best prac-
tices in terms of governance and risk management and use of separation of duties

(Gelbstein, 2011).

Considering the technical, rather than administrative or procedural, controls for in-
tegrity assurance which would apply to at least boot and data integrity layers (on

above figure) there are still few good mechanisms.

Trusted Computing Group (TCG) is an industry standard group which was established
in 2003. Its goal is to develop specifications and publish them for use and implemen-
tation by the industry (About TCG, 2014). TCG has published a specification for Trust-
ed Platform Module, TPM, which has been standardized as ISO/IEC 11889 standard.
Boot integrity protection is one of the tasks which TPM aims to fulfil, meaning that it
can be verified that platform behaves as expected what comes to I/0 functions and
memory and storage operations. In a TPM-protected system, it is possible for a re-
mote actor (so called remote attester) to verify if there have been any unauthorized
changes in platform configuration. This is achieved by storing platform configuration
values to a secure storage, Platform Configuration Register (PCR). The PCR is stored
in non-volatile memory and in order to modify the PCR data, trusted authorization is
required. The data is populated during the initial set up of the platform as hash val-
ues. During the boot sequence similar data is created from the current platform con-
figuration and compared to the initial values. In case the values match the platform

boot process proceeds and system starts up. The hash values created from the cur-
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rent configuration during the platform boot are signed with Attestation Identity Key
(AIK), which is an alias key for a platform unique endorsement key, i.e. digital identi-
ty. This cannot happen if the hash value has changed from the original value. In that
case the trusted state of the platform could be considered to be compromised
(Trusted Computing Group, 2005). The technology is currently feasible to use for an-
yone, for example Intel had adopted TPMs into their server processor hardware and
call their implementation of the solution Trusted Execution Technology (TXT). Today,
it is mainly used for cloud and virtualized environment where a tenant having a vir-
tual machine may not have any control about the hardware. Hypervisor integrity in
this context is part of the platform configuration register and will be validated during
the boot sequence (See Figure 2). And in this way the tenant also has a possibility to

verify the integrity of the hardware using remote attestation. (James Greene, 2012).

There are a number of commercial server products, operating systems and virtualiza-
tion solutions which take advantage of Intel’s TXT technology, such as Dell, Hitachi,
Lenovo, SuSe, Red Hat, Ubuntu, VMware, Crowbar, Hytrust, Virtustream, etc. (Solu-
tions and Products with Intel® Trusted Execution Technology (Intel® TXT), 2014).
Many of them also use OpenAttestation, which is an open source implementation of

remote attestation procedure as described by TCG (OpenAttestation, 2014).
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Intel® TXT: How it Works

Provisioning:
Known good values for
BIOS and Hypervisor

provisioned into the TPM If mismatched, Policy
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l . untrusted status

At power on, ﬁ

measured launch
of BIOS, results match?

If mismatched, Policy
action enforced, indicates

untrusted status

Measured launch of

Hypervisor match? _>

Software measure and verified
Platform trust can be reported

A >y

Figure 2. Intel TXT. (James Greene, 2012).

There are certain challenges which relate to this: It could be possible (at least in the-
ory) that the key which is the basis for remote attestation (endorsement private key)
is leaked; one could attest anything without actually running it (Dan Boneh, 2006).
Considering this and the cloud and virtualized service scenario, there needs to be a
linkage from the observation of the platform that the tenant has to the remote attes-
tation, at least what comes to the administrative security domain (meaning that the
response is coming from this particular platform, not a replica hosted by a malicious
party.) In Ericsson Review article, two ways of attesting a secure VM (Virtual Ma-
chine) launch to clients are presented: the cloud provider can deploy the trusted
cloud and prove its trustworthiness to the client; or trustworthiness measurements
can be conveyed to the client — either by the cloud provider or by an independent

trusted third party. (Eriksson, Pourzandi, Smeets, 2014).
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Remote attestation only attests the code that was loaded, but if vulnerabilities in the
code were exploited after it was loaded this is not seen. Validation of the integrity of
the tenant’s running virtual machine would be required, not only the boot integrity.
A research made by AT&T Labs, Microsoft and Georgia Institute of technology sug-
gests as a possible way a snapshot application which creates the hash (or hash tree)
of the running virtual machine and signs it using the keys in TPM. The integrity of the
snapshot program itself is protected with a platform configuration register (Srivasta-

va, Raj, Giffin, England, 2012).

TPMs can also be used to support post-boot processes: A SANS document which talks
about implementing a hardware root of trust, it is mentioned that Price Waterhouse
Coopers (PwC) uses TPMs to protect their X.509 VPN certificates.

(Gal Shpantzer, 2013). Ericsson Review article mentions that a coming release of Er-
icsson SGSN-MME node will use TPM to store secure PKI credentials which are used

for data encryption and TLS connections. (Eriksson, Pourzandi, Smeets, 2014).

Sometimes there is no TPM to be used in the target environment where code is exe-
cuted. A research paper called “Extending Tamper-Proof Hardware Security to Un-
trusted Execution Environments” proposes a solution where integrity (and confiden-
tiality) of the execution is supported by encrypting or obfuscating the functions
which are executed on untrusted environment so that the input parameters and
output of the function are only meaningful for the party which orders the execution
of such a function. Although it is mentioned that this could be possible, authors have
a certain level of doubts regarding its actual feasibility what comes to real life im-
plementation. (Loureiro, Bussard, Roudier, 2001). An Ericsson Review article men-
tions homomorphic encryption as an alternative and says that research on this and
similar techniques are promising and could provide reasonably fast processing of
encrypted data without exposing it in clear text during processing. It is mentioned
that it is still rather undeveloped technology and does not necessarily solve all trust-

ed computing aspects, but may still become a complementary technology.
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The use of TPMs provides a way for platform integrity validation. It also enhances
and supports security audit processes and can further be used to meet compliance
requirements. TPMs also support post-boot applications. One possible use could be
for example validation of the software signatures for any software during load time.
This could also help achieve integrity assurance on the data, not only the platform.
On the other hand, it comes with a certain cost: It increases the system complexity,
especially what comes to handling of upgrades (and downgrades), high-availability

set-ups and hardware failures.

There are a number of options available, both open source and free to use and
commercial solutions to build a virtualized environment where remote attestation,
as described by TCG, can be deployed. A limitation on building such environment is
that it always requires hardware support (i.e. TPMs), processes and mechanisms to
handle personalization and provisioning of secret keys and a number of physical
nodes. For example Ubuntu Openstack reference environment requires at least 6

physical servers. (Ubuntu Cloud Infrastructure, Community Help Wiki, 2014).

2.3. Assessment versus Audit

According to the Certified Information Systems Auditor Study Guide, an auditis a
review of past history applying various techniques for collecting objective evidence
and comparing this evidence against the auditing criteria. It is expected that the re-
sults of the audit are accurately reported, whether indicating conformity or noncon-
formity. The audit results shall be also verifiable. Generally, audits can be classified
into three categories (Cannon, 2011, 15):

e Internal audits or assessments: Auditors within the organization are perform-
ing the audit inside the organization. The audit target depends on the defined
scope and it could be for example a certain IT system. These types of audits
can provide insight for executive governance or risk management but are

generally considered to have lower assurance.
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e External audits: A customer audits a supplier or vendor to verify the integrity
of internal controls, transactions or compliance to requirements. The purpose
can be for example to ensure that defined performance and service levels are
met.

e Independent audits: An independent third party performs and audit and
compares the evidence against the defined auditing criteria. The type of au-

dits can be applied on licensing, certification or product approval purposes.

When comparing an assessment and independent audit, the main difference is that
an audit must be performed by an independent third party who is both objective and
impartial. An audit is a systematic inspection of records involving analysis, evidence
testing and confirmation and it generates a report considered to represent a high
assurance of truth. Audits performed by an independent third party are considered
to provide the highest assurance (Cannon, 2011, 17). Assessments are by nature less
formal and mainly used as a mechanism to collect insight on functionality of internal

controls.

In the context of this thesis, the aim is to develop a framework which could be usable
for an independent third party to provide constant compliance data. This does not
exclude the fact that same framework could be used for internal audits or assess-

ments.

2.4. 1S02700x Information Security Management Systems

ISO/IEC 2700x standard is a series of international standards for Information Security
Management Systems (ISMS). Each of the standards in the series has its own pur-
pose; ISO 27001 provides requirements and controls for establishing, implementing,
maintaining and continually improving an information security management system
and ISO 27002 provides the further reference and implementation guidance for
these security controls (International Standard ISO/IEC 27001:2013)(International
Standard ISO/IEC 27002:2013).
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Generally speaking, an ISO2700x ISMS implementation can be described as a
straightforward process, which starts from policy establishment and asset identifica-
tion and ends in a situation where the organization has adopted a standardized pro-
cess for managing their assets and risks related to their business and information
security. When established correctly, the ISMS always has management commitment
and focuses on continuous improvement through internal audits and management

reviews.

On a high level the ISMS is implemented as follows: After the management has de-
cided to implement an ISMS, and defined the ISMS policy and scope, the next step is
to identify the assets, their owner and make classification and valuation for these
assets. After that threats related to assets should be identified as well as vulnerabili-
ties which can be exploited by those threats. Also, risk owners shall be identified. The
risks should be evaluated based on their impact and probability, where impact re-
lates to the asset value and probability to existence of vulnerabilities. The metrics
used during the risk assessment shall be selected so that the process, when repeat-
ed, produces consistent, valid and comparable results. Once this has been done, mit-
igations for at least the highest priority risks should be proposed to the management
or risk owners. Estimated residual risks should be also highlighted and owners need
to either approve or act on them. Controls from ISO27001 standard shall be evaluat-
ed and a Statement of Applicability (SoA) of these controls shall be made. Once man-
agement has reviewed the plans and provided their authorization of ISMS implemen-
tation and operation, only then the actual implementation can begin. Once all the
controls are implemented, the processes for continuous improvement need to be
established. Like any organization process establishment, proper implementation

requires good corporate governance and it is always done from top-down.

As ISO2700x is Information Security Management System, there are many controls
which are procedural or administrative. On the other hand, some controls which

sound administrative could be implemented with a tool which enforces certain pro-
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cess to be followed; this could apply to for example user access management con-
trols. One part of the complexity is that one may be compliant to the standard either
way, using technical means and automated processes or doing everything manually.
In any case, this means that only part of ISO27001 controls could be executed using
technical methods, therefore providing automatic compliance for all controls in the

standard could be considered to be impossible.

As neither 1ISO27001 nor ISO27002 are clearly pointing to any technical method or
mechanism it may be difficult to achieve automated compliance of ISO27001 re-
guirements. The same applies to the majority of the requirements. As mentioned,
ISO27002 contains implementation guidance for requirements described in
ISO27001; however, research on this standard reveals that the implementation guid-
ance is not self-evident. As an example, for the control A.8.1.1, Inventory of assets

states:

Assets associated with information and information processing facili-
ties shall be identified and an inventory of these assets shall be drawn
up and maintained. (International Standard ISO/IEC 27001:2013).

ISO27002 gives following text as implementation guidance:

An organization should identify assets relevant in the lifecycle of infor-
mation and document their importance. The lifecycle of information
should include creation, processing, storage, transmission, deletion and
destruction. Documentation should be maintained in dedicated or exist-
ing inventories as appropriate.

The asset inventory should be accurate, up to date, consistent and
aligned with other inventories.

For each of the identified assets, ownership of the asset should be as-
signed (see 8.1.2) and the classification should be identified (see 8.2).
(International Standard ISO/IEC 27002:2013).

The wording “should” used on the implementation guidance may be interpreted so
that this is not mandatory to follow and being used so widely, it may reduce the ef-

fectiveness of the message. Also the implementation guidance lists a number of
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things that should be included in the asset inventory without pointing to actual

mechanism or method to manage this.

The requirements may also be on a very high level without self-evident implementa-
tion guidance. Possibly this is due to fact that the standard is meant to be universal

without any connection to certain technical solution.

2.5. SANS top 20 Critical Security Controls

The danger of implementing a security standard or requirements framework within
an enterprise is that the effort turns just into an exercise of reporting on compliance.
This consumes security resources and the possibility to keep track, detect and pre-
vent constantly evolving attacks will diminish. This was identified as serious problem
by U.S. National Security Agency (NSA), which began an effort with “offense must
inform defense” approach, prioritizing controls that work against real-word threats.
This eventually led to list called Critical Security Controls which was published and
coordinated through the SANS Institute. Critical Security Controls (CSC) prioritize se-
curity controls which have been shown to work effectively. There is also notable fo-
cus on standardization and automation of these controls to gain operational efficien-
cy and to improve effectiveness. Some controls within the Critical Security Controls
are considered to create the most significant improvement and should be imple-
mented first; they are so-called “quick wins”. (SANS Institute. Critical Security Con-

trols - Version 5.)

For Critical Security Controls there are two guiding principles: “Prevention is ideal,
but detection is a must” and “Offense informs defense”. “Offense informs defense”
effectively means that one needs to have knowledge of actual attacks to be able to
build effective and practical defenses and to use the controls which can be shown to
stop known real-world attacks. (SANS Institute. Critical Security Controls - Guide-

lines.)
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Critical Security Controls cover 20 different domains which are as follows:
1: Inventory of Authorized and Unauthorized Devices

2: Inventory of Authorized and Unauthorized Software

3: Secure Configurations for Hardware and Software on Mobile Devices, Laptops,
Workstations, and Servers

4: Continuous Vulnerability Assessment and Remediation

5: Malware Defenses

6: Application Software Security

7: Wireless Access Control

8: Data Recovery Capability

9: Security Skills Assessment and Appropriate Training to Fill Gaps

10: Secure Configurations for Network Devices such as Firewalls, Routers, and
Switches

11: Limitation and Control of Network Ports, Protocols, and Services

12: Controlled Use of Administrative Privileges

13: Boundary Defense

14: Maintenance, Monitoring, and Analysis of Audit Logs

15: Controlled Access Based on the Need to Know

16: Account Monitoring and Control

17: Data Protection

18: Incident Response and Management

19: Secure Network Engineering

20: Penetration Tests and Red Team Exercises

(SANS Institute. Critical Security Controls - Version 5.)

Each of these domains contains a control and guidance to implement the control.
For example, the control text for control “1: Inventory of Authorized and Unauthor-

ized Devices” is:

Actively manage (inventory, track, and correct) all hardware devices on
the network so that only authorized devices are given access, and un-



21

authorized and unmanaged devices are found and prevented from
gaining access.

This control contains seven different items 1-1— 1-7 which describe in detail how the
control should be implemented. (SANS Institute. Critical Security Control: 1.) The

number of implementation items varies for each control.

The SANS top 20 critical security controls were developed to overcome the generic
ambiguity of security standards and requirements frameworks which attempt to ad-
dress risks to enterprise systems and critical data but end up failing on this task. It
has a practical approach what comes to implementation of controls and detection of
attacks and quite detailed instructions how each control can be actually implement-

ed.

In this thesis, a mapping between I1ISO27001 controls and SANS Top 20 Critical Securi-
ty Controls was done and it was interesting to observe how different approach SANS
has for certain controls compared to the ISO27002 implementation guidance. For
example, for the 1ISO27001 control 12.5.1: Installation of software on operational
systems, 1ISO27002 suggests mainly administrative controls whereas SANS for control
CSC2, Inventory of Authorized and Unauthorized Software suggests mainly technical

controls.

3. Current research, tools and methods

3.1. Control Automation possibilities

There has been quite extensive research done by Montesino and Fenz regarding con-
trol automation possibilities in information security management. Their research
papers from 2011 "Information security automation: how far can we go?" and "Au-
tomation possibilities in information security management" analyse how many con-
trols from the older ISMS standard, ISO 27001:2005 could be automated. It does not

only focus on technical controls, but aims to automate also procedural and adminis-



22

trative controls to a certain extent. They have also considered security controls from
NIST SP 800-53 (Security and Privacy Controls for Federal Information Systems and
Organizations) and from Consensus Audit Guidelines, which is what Critical Security
Controls used to be called earlier. On the research, possible use of SCAP, Security
Content Automation Protocol, is also mentioned briefly. According to Montesino and
Fenz (2011, 260), a control can be automated if the operation is done without human
intervention in the process; some controls can be fully automated and some partial-
ly. As criteria of whether the control can be automated or not they use following:
the operation needs to be only machine-readable and processable, and that it can be
implemented using a security application that they have previously selected, which
are mainly commercial and open source applications and tools. According to their
research using the above mentioned criteria, they argue that 27.8 percent of ISO
27001:2005 security controls could be automated. Table 1 is an excerpt of the table

describing their analysis for each domain. (Montesino, Fenz, 2011 a, 2011 b).

Table 1. 1SO27001:2005 controls that can be automated (Montesino, Fenz, 2011 b).

Information Security Controls

Domain G;::::ﬂiﬁ;’;?" Toral controls Percent Examples of controls
Security policy 4] 2 o
Organization of information security 0 11 0
Asset management 1 5 20% Inventory of assets
Human resources security 1 9 11.1% Removal of access rights
Physical and environmental security 2 13 15.4% Physical entry controls

Controls against malicious code

Communications and operations management 15 32 46.9% Information back-up

Audit logging

Unattended user equipment

Access control 13 25 52%
Network connection control

Information systems acquisition, development and Key management

: 4 16 25%
mamlenance Control of technical vulnerabilities
Information security incident management 4] 5 o

Business continuity management 0 5 0

Compliance 1 10 10% Techmical compliance checking
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The research does not mention, however, what are the actual controls on each of the

domains that can be automated based on their criteria. (Montesino, Fenz, 2011 b).

The later research done by Montesino, Fenz and Baluja proposes a SIEM (Security
Incident and Event Management) tool based framework for automation of security
control. As automation criteria they have used similar criteria than on their previous
research, with an addition that security operations and management of tools used
for automated monitoring is handled centrally. According to their analysis, they ar-
gue that existing research focuses only on automation of some specific controls, such
as vulnerability and configuration management, however it does not focus on auto-
mation of all information security controls that standards like ISO 27001 define. Ac-
cording to their analysis, this leads to a dispersion of tools and methods for security

control automation. (Montesino, Fenz, Baluja, 2012).

The authors have selected 38 controls (out of 133 in ISO 27001:2005) that could be
automated using the SIEM based framework that they propose. Comparing to their
previous research, the number has increased (from 37), as it seems that they have
now included the control which relates to incident handling (ISO 27001:2005 control
13.1.1.). They have furthermore grouped these controls to ten domains, visible in the
table 2 below. Also, a mapping to NIST 800-53 and Consensus Audit Guidelines (i.e.
SANS top 20 Critical Security Controls) has been performed in the research. (Montes-

ino, Fenz, Baluja, 2012).
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Table 2. 1SO 27001:2005 controls that could be automated using SIEM based framework (Montesino, Fenz,
Baluja, 2012).

Controls mapping

No. Control ISO/EC 27001 NIST SP 800-53 CAG
1 Asset inventory 7.1.1,10.1.2, 11.4.3 CM-=R, SA-7 1, 2,
(hardware and software) 14
2 Account management 833, 1122 11.23 11.32, AC-2, AC-7, AC8, AC9, AC- 8,9,
1142,114.6,1151, 1152, 10, AC11, AC-17, AU-14, IA- 11
115.3,1155,1156,1232, 2, IA-3, IA-5 SC-17, SC-23
12.4.3
3 Log management 10.10.1, 10.10.3, 10.10.4, AU-6, AU-8, AU-11, AU-12, 6
10.10.5, 10.10.6 PE-8
4  System monitoring 103.1,106.1,1071,10.74, AC-8 AU, AU-7, AU-14, 6, 8,
109.3,1010.2, 114.6, 11.4.7, CA-7, CM-3, IR-5, MP-2, PE- 13,15
12.4.3,125.3 6, SA-10, SC-5, SC-14, SI4,
SI5, SI-7, SI-13
5 Malware protection 10.4.1, 10.8.4 SI-3, SI-8 12
6  Vulnerability scanning 11.44,126.1 RA-5, SC-14 7,10
and patch management
7 Security assessment and 10.1.2,106.1, 1144, 11.46, CA-2,CM-2, CM-3, CM-6,SC- 3,4
compliance checking 11.47,152.2 7, 5C-14
8 Information backup 10.5.1 CP-6, CP-7, CP9 19
9 Physical security 912922 PE-3, PE-11, PE-12, PE-13, —
PE-14
10 Incident management 13.1.1 IR4, IR-5, IR-6 18

Note: Mapped to [ISO/IEC 27001, NIST SP 800-23 and CAG

Based on this, Montesino et al. have proposed a SIEM based framework for automa-

tion of security controls, visible in the following Figure 3. In the research, each do-

main is elaborated in more detail and it has been described how SIEM can support

automation of controls on this specific domain. (Montesino, Fenz, Baluja, 2012).
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Figure 3. SIEM-based framework for security controls automation (Montesino, Fenz, Baluja, 2012).

Although this thesis focuses on compliance automation of technical ISMS controls,
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rather than automation of the information security controls, research from Montes-

ino et al. has shown to be a valuable source of information. It shows that based on

the automation criteria they have chosen it could be argued that ISMS security con-

trols could be automated up to a certain level. This could be considered to be a pre-

requisite for compliance automation as well. From the compliance perspective, may-

be one missing component from the framework they have proposed is the integrity

protection of platforms, security configuration data and audit evidence.

3.2. Security Content Automation Protocol
The number and variety of systems in organizations may be extensive; however, it
still needs to be possible to respond quickly to new threats. This equation may be-

come quite challenging due to lack of interoperability in tools for system security.
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Organizations may also need to demonstrate compliance against standards and regu-
lations, such as Federal Information Security Management Act (FISMA), Health In-
formation Portability and Accountability Act (HIPAA), Sarbanes-Oxley (SOX), etc. The
Security Content Automation Protocol, SCAP, was developed by NIST (National Insti-
tute of Standards and Technology) to address these issues: to provide an automated
and standardized way to maintain security of enterprise systems, especially consider-
ing implementation and assessment of security configuration baselines, vulnerability
assessment and verification of the present patches. (Quinn, Scarfone, Waltermire,

2012, page 6).

SCAP is a series of specifications to standardize the format and naming format used
to describe security configuration and vulnerability information. (The word “proto-
col” in SCAP refers to series of specifications, it should not be interpreted as set of
rules governing the exchange or transmission of data between devices as defined in
computing generally.) Particular specifications in SCAP are known as the SCAP com-
ponent specifications. The security information used by the protocol is known as
SCAP content, which includes standards for presenting vulnerabilities, security con-
figuration and platform identification data. The following table 3 presents SCAP ver-

sion 1.2 component specifications. (Quinn, Scarfone, Waltermire, 2012, page 7).
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Table 3. SCAP Version 1.2 Component Specifications (Quinn, Scarfone, Waltermire, 2012, page 8).

SCAP Component Description

Languages

Extensible Configuration Checklist
Description Format (XCCDF) 1.2

A language for authoring security checklists/benchmarks and for
reporting results of evaluating them

Open Vulnerability and Assessment
Language (OVAL) 5.10

A language for representing system configuration information,
assessing machine state, and reporting assessment results

Open Checklist Interactive Language
(OCIL) 2.0

A language for representing assessment content that collects
information from people or from existing data stores made by other
data collection efforts

Reporting Formats

Asset Reporting Format (ARF) 1.1

A format for expressing the exchange of information about assets
and the relationships between assets and reports

Asset Identification 1.1

A format for uniguely identifying assets based on known identifiers
and/or known information about the assets

Enumerations

Common Platform Enumeration (CPE) 2.3

A nomenclature and dictionary of hardware, operating systems, and
applications, plus an applicability language for constructing complex
logical groupings of CPE names

Common Configuration Enumeration
(CCE)5

A nomenclature and dictionary of software security configurations

Common Vulnerabilities and Exposures
(CVE)

A nomenclature and dictionary of security-related software flaws

Measurement and Scoring Systems

Common Vulnerability Scoring System
(CVs8)2.0

A system for measuring the relative severity of software flaw
vulnerabilities

Common Configuration Scoring System
(CCSS)1.0

A system for measuring the relative severity of system security
configuration issues

Integrity Protection

Trust Model for Security Automation Data
(TMSAD) 1.0

A specification for using digital signatures in a common trust model
applied to other security automation specifications

To simplify how SCAP could be used: A tool that supports SCAP specifications may do
automated scans based on a SCAP checklist (expressed with XCCDF, Extensible Con-
figuration Checklist Description Format) that are defined in OVAL (Open Vulnerability
and Assessment Language) format. In addition, the tool may be capable of fetching
data from users or other data sources using OCIL (Open Checklist Interactive Lan-
guage) formatted queries. In SCAP checklist platforms are defined using CPE (Com-
mon Platform Enumeration) format, security settings with CCE (Common Configura-
tion Enumeration) and software vulnerabilities with CVE (Common Vulnerability
Enumeration). Each of the SCAP components may be used also independently, never-
theless, one of the main purposes of the standard is to provide benefits by using
them together. SCAP content is available from multiple sources, such as NVD (Na-

tional Vulnerability Database, http://nvd.nist.gov/), through The National Checklist
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Program (NCP) Repository, (http://checklists.nist.gov/) and from vendors (for exam-

ple, SUSE Linux Enterprise OVAL Information Definition Repository:

http://ftp.suse.com/pub/projects/security/oval/). (Quinn, Scarfone, Waltermire,

2012, pages 8 - 9).

Koschorreck examines in the research paper, “Automated Audit of Compliance and
Security Controls”, possibility to use SCAP-based solution for automated audit com-
pliance. SCAP components (especially XCCDF and OVAL) are implemented in a tool
called UPW Compliance Guard and examples are given, how automated audit com-
pliance could be achieved for particular security controls. One conclusion that can be
drawn from this work is that if data collection and compliance decision making is
done automatically (i.e. without human intervention) for a specific control, it could
be possible to have automated audit compliance (for particular control.) (Koschor-

reck, 2011).

NIST maintains a validation program for SCAP products via accredited SCAP laborato-
ries to make sure that validated products conform to SCAP requirements. At the time
of writing this thesis, there are five products conforming to SCAP 1.2; four commer-
cial and one open source software called OpenSCAP. (Security Content Automation
Protocol Validated Products, 2014.) The open source project is sponsored by RedHat,
but as open source software it is applicable to number of platforms. For example,
how to use it for SUSE Linux Enterprise Server and openSUSE is described in following
articles: “OpenSCAP in SUSE Manager” (SUSE, 2014) and “Detecting Vulnerable Soft-
ware Using SCAP/OVAL” (Adams, 2011).

For automated security compliance, using a SCAP capable product might be an inter-
esting and feasible option. It is not possible to cover all the technical controls with
just SCAP, nevertheless, it offers a good basis to build on. There are not that many
certified SCAP capable products yet, but the fact that there is an open source certi-
fied product makes the implementation threshold smaller, especially for small and

medium sized environments. MITRE, a US non-profit organization specializing in high
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technology systems engineering, lists currently 45 organizations (for 63 products)

which are participating in the OVAL Adoption Program. The program aims to educate

vendors on best practices for OVAL implementation and give declaration regarding a

product’s OVAL capabilities. Capabilities and their relationships are described in the

following Figure 4. (MITRE, 2013). Based on this it can be concluded that there are

guite many products which have or aim to have at least some OVAL capabilities so it

is not only handful of products which have adopted it. It should be noted still, that

adopting OVAL does not mean that a product fully conforms to SCAP; it could be just

XCCDF and OVAL for example in a case of OVAL based Definition Evaluator (from fig-

ure below).
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Figure 4. Defined OVAL capabilities in MITRE OVAL Adoption Program (MITRE, 2013).
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3.3. 1S027001 Compliance Tools

When searching for compliance tools for ISO27001, it is quickly noticed that there
seems to be a massive amount of different kinds of tools promising to support an
ISO27001 Compliance Program. The main observation was that in general the tools

could be grouped into three different categories.

Administrative tools, which are mainly used to manage an ISMS and processes relat-
ed to it. They may contain different features for policy management, risk manage-
ment, manual asset management, gap analysis, etc. The common nominator in all
administrative tools is that they require human interaction, i.e. a user needs to oper-
ate the tool and feed in the details. The reason for this is mainly that they relate to
controls which cannot be automated. Ahmet Erkan has analysed in his Master’s The-
sis “An Automated Tool for Information Security Management System” 16 different
ISMS automation tools which are all mainly administrative. (Erkan, 2006). Some of
the administrative tools are checklists or questionnaires where controls are assessed
manually by asking certain questions related to them. The tool eventually provides a
report stating how well each of the 1ISO27001 requirements is implemented provid-
ing a gap assessment towards the standard controls. An example of such a tool is
provided in the research paper from Heru Susanto, Mohammad Nabil Alimunawar
and Yong Chee Tuan “A Novel Method on ISO 27001 Reviews: ISMS Compliance
Readiness Level Measurement”. (Susanto, Almunawar, Tuan, 2012). Another similar

type of tool is provided by a company called “verinice.” (verinice,2014).

Technical tools that provide certain security controls such as asset management and
discovery, vulnerability assessment/management, configuration management, file
integrity monitoring, centralized audit logging and analysis, threat detection, security
incident and event management (SIEM) capabilities, etc. These are not compliance
tools as such, although they provide compliance data and some may even provide
compliance reports against different mandates. Examples of such tools are Alienvault
Unified Security Manager, Tripwire Enterprise File Integrity Manager, Tripwire IP360,

ManageEngine Eventlog Analyzer and Tenable SecurityCenter Continuous View.
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These kinds of tools may be used as standalone products; however, they can also be
part of a policy compliance tool. (Alienvault USM, 2014. Tripwire Enterprise File In-
tegrity Manager datasheet, 2014. Tripwire IP360 v7.4 datasheet, 2014. ManageEn-

gine Eventlog Analyzer, 2014. SecurityCenter CV Features, 2014.)

Policy compliance tools are especially designed to provide compliance data and re-
ports for different mandates. These tools may have multiple different components
(which may also be used as standalone products) providing similar functionalities as
those mentioned previously, but with the difference that a policy compliance tool
integrates these modules into single tool which aims to provide mandate-based re-
porting. Policy compliance tools may also be able to automate the assignment and
management of roles and responsibilities. In many cases the reports are highly cus-
tomizable, allowing an organization to measure risk and track the performance of its
security and compliance programs in better way. These types of tools may also pro-
vide reports which help prioritize the remediation efforts based on the criticality of
the findings and the risk posture the organization has. Examples of such tools are
Qualys Policy Compliance, Tripwire Enterprise 8.3 and Symantec Control Compliance
Suite (Qualys Policy Compliance, 2014. Tripwire Enterprise 8.3 product brief, 2014.

Symantec Control Compliance Suite, 2014. Creech, Alderman, 2010.)

4. Framework proposal

The framework is proposed based on the analysis of theoretical base, current re-
search, tools and methods. It includes 1SO27001:2013 controls which could be auto-
matically audited, a methodology to do this and guidance on how this could be ful-
filled. The framework consists of three parts; framework selected controls, architec-

ture and guidance how to use it.

4.1. Framework Selected Controls
As stated earlier in this thesis, describing compliance for a certain mandate may be

difficult if the requirements are not precisely specified. For the framework proposal it
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must be determined, what the technical controls in ISO27001 are which could be
considered for automation, and whether compliance to this control could be auto-
matically measured. The chosen approach to answer this question was to go through
each of the ISO27001 controls and to answer following questions:

1. Can this control be implemented by technical means (i.e. it is not administra-
tive control, policy or process)?

2. When measuring control compliance, could this operation be machine reada-
ble and processable? (l.e. would not require human intervention. This select-
ed criteria is similar than the one used by Montesino et al. in their research.)

During the process it was also considered what could be then actually implemented
for the proof of concept part which is feasible and measurable, how to do the verifi-
cation and how the verification of compliance could be automatically measured.
When going through the controls it was seen that it is possible to answer “yes” to the
first question above in many cases; however, the answer to the second question in
many cases could be “partially yes” and not definitely yes or no. Even so, controls
where the answer was “partially yes” were selected as well. If the answer was clearly

no to either of the questions, related control was disregarded.

Due to the fact that SANS top 20 Critical Security Controls have a practical approach
compared to the somewhat indefinable approach that 1SO27002 has in its implemen-
tation, SANS top 20 CSC was chosen as one of the main inputs when defining what to
actually implement for each selected 1SO27001 control. In order to decide what to
actually implement, the following sources were used: SANS top 20 Critical Security
Controls (SANS Institute. Critical Security Controls - Version 5, 2014), mapping of the
ISO27001 controls to the SANS critical security controls (SANS Critical Security Con-
trols Poster, 2014.), 1ISO27002 Code of practice for information security controls (In-
ternational Standard ISO/IEC 27002:2013) and a presentation regarding how to pro-
tect against computerized corporate espionage (Jarno Niemeld, 2013). Based on this,
a worksheet was created which includes the selected control number (according to
ISO27001), a domain name (assigned for the control used in this framework pro-

posal), heading of the control and control text (according to 1ISO27001), what to ac-
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tually implement, a verification method and what to measure in order to determine
control compliance. The worksheet also includes a mapping to SANS top 20 Critical

Security Controls.

Then, the previous research from Montesino et al. (Montesino, Fenz, Baluja, 2012.)
was used as a further input. The controls which they claimed that can be automated
for 1ISO27001:2005 using the automation criteria they have specified, were mapped
to latest ISMS standard, 1SO27001:2013 using a mapping guideline from British
Standards Institution (BSI), (Mapping between the requirements of ISO/IEC
27001:2005 and ISO/IEC 27001:2013, 2013). It was then analysed which domain (in
the framework proposal) these controls would belong to and if there were any con-
trols which could be added to the worksheet. Also, based on the input material it was
analysed if there was anything else that would be needed to be implemented for the
already selected controls. The observation was that SANS Critical Security Controls
cover all technical security controls that Montesino et al. suggest in their research.

The control selection workflow is described in Figure 5 below.
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Figure 5. Control selection workflow

Based on this, the worksheet were refined as well as the controls which can be im-
plemented using technical means and audited automatically. As this thesis focuses
on automatic compliance rather than controls automation (as the research done by
Montesino et al.) the list of selected controls is quite much shorter than presented in
previous research. Also, previous research has been using 1ISO27001:2005 and the

number and nature of controls has changed quite much on ISO27001:2013.

On the framework selected controls worksheet (at Appendix A.) the measurement
column is divided into two different columns called “Measurement (Monitoring Sys-
tem)” and “Measurement (Domain Component)”. The term “Monitoring System”

could be interpreted as a synonym for a SIEM or compliance tool, in other words it is
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expected that it is a tool capable of providing this type of measurement data so that
it can be said that compliance is achieved. However, it is not possible to implement
all the controls only in the Monitoring System, part of that needs to take place in the
monitored asset or in a system which provides certain functionality, such as user
management. Therefore, a part of the measurement needs to occur outside of the
Monitoring System in a component which provides dedicated functionality and that
is called “Domain Component”. For example, to detect if there are any disabled user
accounts, one could do a query to the user management system (such as Active Di-
rectory, LDAP, etc.). If the Monitoring System were tightly integrated to the Domain
Component, it could also query this information and provide more detailed evidence

for control compliance.

The worksheet is presented in Appendix A. Framework Selected Controls.

4.2. Framework Architecture

The proposed framework is presented in the Figure 6 below.

Malware Vulnerability ; Incident
Intelligence Intelligence management

Monitoring System

Backup Vulnerability
management Security

L1 - L4 Transport Networkand devic

Figure 6. ISMS Compliance framework
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In the middle of the above figure there is the Monitoring System; a tool that is ex-
pected to provide essential security capabilities and to provide compliance data and
status information. Closely integrated to the Monitoring System reside the Domain
Components (overlapping with Monitoring System on above figure, described in
more detail below). Domain Component functionality may be achieved with the
Monitoring System. However, this could also be achieved using an external tool
which provides the functionality. For example, asset management could be carried
out using dedicated software which could be then integrated to the Monitoring Sys-
tem. Nevertheless, many SIEM and information security compliance tools may al-

ready include asset management capabilities.

On the bottom part of Figure 6 there are six layers to represent the assets. Following
is a short description of each layer:

e “Application” represents any applications that the guest machine is running.

e “0S” is the operating system of the guest machine, i.e. running on top of a
hypervisor

e “Hypervisor” is a layer that runs virtual machines, i.e. host machine

e “HW platform” is a physical HW such as server, workstation, etc.

e The lowest layer is called “L1 — L4 Transport Network and devices”, meaning
network medium and devices, such as switches, routers, firewalls, IDS/IPS de-
vices etc. mainly working on OSl layers 1 to 4.

Following is a short description of each of the Domain Components:

e Asset Management — The component which handles automatic asset discov-
ery and inventory for hardware and software. The inventory shall include all
hosts from the network which have an IP address. Once the component is au-
thenticated to a host, it shall analyse installed software. The inventory shall
include at least the operating system and application versions. The compo-
nent shall be able to detect any new hosts added to the network and unau-
thorized changes in software (i.e. a deviation compared to the expected in-

ventory or baseline) and alert security personnel in these cases.
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Access Control — The component which takes care of user registration, de-
registration and access provisioning, including secure log-on procedures and
password management. The component shall be able to monitor the use of
accounts and disable in-active accounts. Changes on user privileges shall be
detected as well as failed and successful authentication events.

Malware Protection — The component which takes care of controls against
malicious software. It includes several detection, prevention and recovery
controls against malware, such as application whitelisting, file integrity moni-
toring, file reputation queries, centrally management anti-virus software, ap-
plication access restrictions, etc. The component uses external sources (for
example anti-virus vendor malware signatures) as intelligence to fulfil the
controls. An alarm or event shall be triggered to inform security personnel
when a malicious activity is detected.

Backup — The component which manages backups. Failures to take the back-
up or to verify the backup image’s integrity shall be detected and security
personnel shall be alerted.

Software and Security Configuration Integrity management — The component
which includes several controls to manage installation of software and to
maintain integrity of the system. For example: platform, runtime and transac-
tion integrity could be verified by using trusted execution technology and re-
mote attestation. The security configuration could be checked against stand-
ard, best practice or policy using for example SCAP compliant tool. Changes
shall be detected and security personnel shall be alerted.

Vulnerability management — The component which includes controls to per-
form vulnerability management. It scans the network periodically for vulner-
abilities. When vulnerabilities are found security personnel shall be alerted.
Network Security — The component that includes network level security con-
trols, for example monitoring of network traffic, IDS functionality, honeypots,
segregation of networks, etc. Security personnel shall be alerted of violations

of the network policy.
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e Logging and Monitoring — The component which manages audit logging and
monitoring. It includes controls which aim to detect suspicious user activity as
well as controls related to log management in general.

Figure also presents which asset layer each of the Domain Component is affecting.

4.3. Using of the framework - Risk based approach
When using the framework, it is suggested that a risk based approach is used to se-
lect the controls. Based on the risk assessment results, controls from the framework
selected controls list shall be chosen to mitigate the vulnerabilities related to the
risks. Once the controls are implemented, the framework selected controls list can be
further used to perform control verification and measurement. As a result for each
control that is implemented, a measurable event can be provided.
The steps in order are:

1. Risk assessment

2. Selection of controls from the framework to mitigate the vulnerabilities relat-

ed to the risks

3. Control implementation

4. Control verification

5. Control measurement
As subsequent risk management activities are taken, the Framework Selected Con-
trols list may be used again to implement, verify and measure new controls to the

environment.

5. Proof of Concept

5.1. Overview

A proof of concept provides empirical evaluation of the feasibility of the proposed
framework. The scope of the PoC is to focus on the controls for the Monitoring Sys-
tem to understand if tools selected for the PoC could fulfil the framework. The re-

search is done according to following steps:
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1. Building of the test environment which corresponds to the actual environ-
ment to which it is intended to implement the framework.

2. Selection and implementation of the controls from the Framework Selected
Controls worksheet was based on a potential risk level for this type of envi-
ronment. The measurement part of the selected controls is used as evalua-
tion criteria.

3. Deployment of the selected tools to the PoC environment one-by-one.

4. Performing the evaluation using evaluation criteria, scoring and analysis of
the fulfilment of controls.

5. Conclusions.

5.2. Environment

The PoC environment is a test environment which simulates the actual environment
to where it is intended to implement the framework. Due to the sensitivity of the
framework target deployment environment, the test environment was only built
using some of the same principles as the actual environment, however, many of the
components used here differ from those actually used. The environment is described

in Figures 7 and 8.
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The environment consists of different segregated networks with different dedicated
functionalities as described on Figure 7, where the communication is restricted using
pfsense firewall. Pfsense was configured to push the firewall logs and netflow data to

the tool which was under testing.

On Figures 7 and 8, SUT is System Under Test, a tool which is being tested against
evaluation criteria to understand if the framework could be fulfilled. NS1 is a server
on DMZ which runs internal www-proxy, SMTP server and DNS server. The proxy
server requires authentication to be able to provide an access to external proxy
(reachable via Office Network). Whitelisting functionality is added to DNS, SMTP and
Proxy servers so that domain name queries and mail sending is allowed only to pre-
defined domains. The logs from all services running at NS1 are pushed to the SUT.
BSM (Basic Security Mode) audit logging was configured on the servers NS1, susel
and suse2 for the “/etc/” folder. It can provide detailed audit logging for any file ac-

cess related events such as reading and modification of the file.

Servers on Application Hosting Zone are providing different type of web based ser-
vices. In addition, there was a Kali Linux which could be deployed to any network

that was used for control verification.

Honeydrive server is running different honeypot servers; during the PoC honeypot
services called honeyd and kippo were used. It is based on a ready-made honeypot

bundle linux distro (http://bruteforce.gr/honeydrive). The logs are pushed again to

the SUT to analyse if it is possible to use this information as threat intelligence.

All the systems in the test environment are running on VMware Workstation using
virtual host networks. The HW platform was HP DL 380 G7 with 8GB of RAM and

guad core Intel Xeon processor.
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5.3. Tool Selection
Three different tools were selected for the PoC:
e Vulnerability Management Solution (SecurityCenter Continuous View by Ten-
able Network Security)
e SIEM Solution (Alienvault’s Unified Security Management)
e Policy management solution (Qualys Policy Compliance from Qualys)
Administrative tools were not tried on this thesis as the focus was on technical con-

trols.

These particular vendors were chosen because their products have been highly
ranked by SCMagazine (a magazine which focuses on IT security news and security
product reviews) in 2014 yearly awards and also since they are mentioned on SANS
Critical Security Solutions Poster to fulfill certain controls. According to SCMagazine,
Alienvault Unified Security Management (USM) was a finalist in “Best SIEM Solution”
category and highly recommended as “Best SME Security Solution.” Qualys Policy
Compliance was a winner of Best Risk/Policy Management Solution category and
Tenable Network Security SecurityCenter Continuous View was a Winner of the “Best
Vulnerability Management Solution” category. (SCMagazine Awards Europe 2014
Results, 2014. SANS Critical Security Controls Poster, 2014).

During the selection of the tools it was also analysed if it is possible to deploy a cer-
tain tool to the test environment. The intention was to test Tripwire Enterprise 8.3
initially. However, it was seen that it would be too difficult to deploy it and because

of that this was not done.

5.4. Evaluation Criteria

A number of controls from the framework were used as evaluation criteria. The con-
trols were selected based on a potential risk level of this type of environment also
considering the applicability of controls to the environment to which this framework

is intended to be implemented. The business motive is to mitigate vulnerabilities
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related to certain specific risks. On the PoC it was tested if the chosen tool could fulfil
the framework’s Monitoring System part and that was being measured using the

evaluation criteria questions. The evaluation criteria are presented on Table 4.

Table 4. Evaluation criteria

EC-x Domain Evaluation criteria

EC-1 Asset mgmt Is the monitoring system capable of detecting
new hosts? (If so, how long does it take that this
could be noticed?)

Is the monitoring system capable of detecting
new software modules on hosts? (If so, how long
does it take that this could be noticed?)

Is it possible to define rules for expected and
unexpected changes in asset management data-
base and create alarms based on those rules?

EC-2 Vulnerability Is the monitoring system capable of generating
mgmt an alarm in case new software vulnerabilities are
found?

Is the monitoring system capable of generating
an alarm if a scan fails?

Is the monitoring system capable of providing
criticality scoring based on risk level? (for
example CVSS-based)

Is the monitoring system capable of detecting
and creating an alarm if new listening ports are
detected?

Is the monitoring system capable of detecting
new hosts in the network that are serving non-
documented ports?

EC-3 Software and Is the monitoring system capable of detecting
Security Configu- | and creating an alarm in case files in the scanned
ration Integrity system have been changed? Does this alarm
management contain information who made the change and

when?

Is the monitoring system capable of performing
security configuration checks against pre-
defined baseline/standard/best practice?

Is the monitoring system capable of detecting
and creating an alarm in case there have been
changes in the software asset inventory?

EC-4 Access Control Is it seen from the monitoring system when new
users are added or removed?
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Is it seen from the monitoring system what type
of privileges a user has for each system (for ex-
ample under certain group?)

Are access attempts with deactivated account
visible in the monitoring system?

Is it possible to see from a monitoring system
that user is about to expire?

Does the monitoring system offer a possibility to
perform baseline checks and compare the re-
sults to the system's current user account list
periodically?

Is it possible to see from the monitoring system
if user authentication fails?

Is it possible to see from the monitoring system
if user authentication succeeds?

Is security event in the monitoring system raised
after number of failed authentication attempts?

Are there any accounts which are:

- not authorized

- only in one system

- generic (not bound to user account)

- not having expiry date?

- locked-out

- disabled

- with passwords that exceed the maximum
password age

- with passwords that never expire

- are there any system accounts which are not
supposed to be there (i.e. no business owner).
And can the monitoring system provide a list of
these accounts?

EC-5

Logging and
Monitoring

Is the monitoring system able to receive, corre-
late and create events for the log events (de-
fined in test sequence)?

Does the monitoring system preserve the integ-
rity of the logs?

Is the integrity of audit logs checked periodical-
ly?

Is it possible to observe and analyse afterwards
what has been done during the administrative
session?

Is the monitoring system capable of raising
alarms to certain type of administrative actions
(for example use of commands sudo or su)?

Is an alarm raised if system time or time sources
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are re-configured?

EC-6 Network Security | Is it possible to define the current network policy
to the monitoring system?

Is the traffic monitoring system able to capture
and create an alarm on traffic which violates the
current policy?

Does the log event contain enough details about
the traffic information (for example time, date,
system id, source IP, destination IP, packet de-
tails)?

Is the monitoring system able to detect network
scans for DMZ (using for example an IDS as intel-
ligence)?

Is modification of configuration on router, switch
or firewall being detected?

Is the monitoring system able to use logs from
honeypots, DNS, proxy, mail server and firewall
as threat intelligence?

5.5. Framework PoC Testing

The tools which were used to evaluate the feasibility of the proposed framework are
presented on subsequent chapters. Also the observations made during the testing
and the overview of the results is presented for each tool. Comparison, summary and

analysis of the results is performed on the chapter 6.

5.5.1.Tenable SecurityCenter Continuous View

According to SC Magazine, Tenable SecurityCenter Continuous View (CV) could be
described to be one of the industry’s best vulnerability management tools. It com-
bines Nessus vulnerability scanner with Tenable’s Passive Vulnerability Scanner (PVS)
and Log Correlation Engine (LCE) components. (Stephenson, 2014.) SecurityCenter
CV has an extensive set of features such as discovery of assets, vulnerability scanning
(using Nessus and PVS), configuration audits, network behaviour analysis and event

log collection, normalization and categorization. (Tenable SecurityCenter CV, 2015.)

Nessus is an active vulnerability scanner capable of doing multiple different types of

security checks and it can be used to scan targets with or without user credentials.
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When scanning with credentials, it can perform much deeper checks on installed
software and security configuration. PVS is a component which is listening to net-
work traffic passively and is monitoring it on the packet level. It is capable of discov-
ering new hosts and vulnerabilities on the data passed over in the network. It can
also identify if application behaviour has changed, for example in a case where it has

been compromised. (Tenable Passive Vulnerability Scanner Features, 2015.)

LCE provides centralized logging capabilities and performs analysis for any type of log
data. Using the log analysis it can effectively detect anomalies, use of privileges, file
integrity changes, etc. To collect audit trails from Linux servers, an LCE client needs
to be installed to the monitored host. The LCE client can also provide file integrity

monitoring. (Tenable Log Correlation Engine Features, 2015.)

Each of the components that SecurityCenter CV provides has also its own user inter-
face and can be used separately. However, SecurityCenter CV could be considered as
a centralized interface to access and analyse the security analytics data gathered by
these components. It can use data gathered from the different components and

combine this intelligence to create a variety of different types of reports.

Installation and Observations

For the evaluation, Tenable provided SecurityCenter CV as an appliance in virtual
image which included Nessus and PVS. Basic installation and configuration to the test
environment was easy to execute without any major issues. The documentation is
comprehensive and provides sufficient details so that the task can be completed suc-
cessfully. The LCE server was installed as a separate component, also provided by
Tenable in a virtual image. This added one additional server to the Admin, Logging

and Compliance zone, visible in Figure 9.
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Figure 9. PoC environment with Tenable SecurityCenter Continuous View and LCE

PVS events were being forwarded to LCE server, and this needed to be configured via

PVS’s own management console.

LCE clients were installed to the monitored servers; (NS1, susel and suse2 in Figure
9). LCE clients were configured to send the audit log events to the LCE server. Also
application (DNS, SMTP and proxy -server) audit log events were being sent to LCE
server. The firewall was configured to send its audit log events to the LCE server via

syslog.
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As SecurityCenter CV is also capable of receiving Netflow traffic, the firewall was con-
figured to provide Netflow data as well. More detailed correlation and analysis of

Netflow data was performed by the LCE server.

After the installation and basic configuration the task which required the most effort
was control configuration, verification and measurement of each of the items in the

evaluation criteria.

Results
The results are analysed here for Tenable SecurityCenter Continuous View for each

evaluated domain, detailed results are visible in Appendix B.

EC-1 Asset Management: Tenable SecurityCenter Continuous View is capable of de-
tecting new hosts in the network immediately when it sends or receives traffic. It is
possible to create dynamic asset lists which are being updated based on this infor-
mation. It is also possible to classify the hosts which have appeared but have never
been scanned for vulnerabilities. The tool is also capable of doing software enumera-
tion when it is being scanned using credentials and detect if new software has been

installed.

EC-2 Vulnerability Management: The main purpose of Tenable SecurityCenter Con-
tinuous View is to do vulnerability management and it is clear that this is the area
which it handles best. Using Nessus, PVS and LCE it is capable of finding server- and
client based vulnerabilities. (For a server based vulnerability, a service which is host-
ed is exploitable and for a client based vulnerability, it is the client software. In the
latter, exploitation in many cases requires that a user performs an action by going to
a malicious web-site for example, which then executes the exploit.) It can also detect

new ports and services as they appear in the network and create alarms for them.
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EC-3 Software and Security Configuration Integrity Management: File integrity moni-
toring is mainly managed by the LCE client. When the file integrity changes, in order
to detect who made the change, additional auditing capabilities need to be config-
ured, for example BSM (Basic Security Mode) audit logging. It is possible to validate
the security configuration also against pre-defined baseline. Tenable provides pre-
formatted CIS (Center for Internet Security) audit files for various operating systems.
CIS is an organization which provides best-practice secure configuration benchmarks
and security automation content. SCAP compliant checks are possible to do against
operating systems for which there is a possibility to get an audit file, usually provided
by NIST. When using SCAP baseline xml files, it is required to re-format them so that
they can be interpreted as audit files in SecurityCenter. Tenable provides a tool for
this purpose (called xTool). In case there have been changes in the software asset

inventory, those can be detected using customized reports.

EC-4 Access Control: Addition and removal of users is being detected if the LCE client
is installed on the host. The LCE client can also provide the information about user
privileges. Otherwise it is quite dependant on the logging that host provides. For the
Windows OS, SecurityCenter CV offers a User Management plugin and that could do
a number of queries (for example regarding users that are about to expire or perform

baseline checks), however, this type of plugin does not exist for the Linux OS.

EC-5 Logging and Monitoring: The test sequence as defined for control A.12.4.1 (See
Appendix A, verification method column for control A.12.4.1) consists of actions that
are attempted as unauthorized and authorized users and then it is checked whether
the monitoring tool is able to receive and correlate those events and create alarms
for them. Tenable SecurityCenter CV was configured to receive the events (sent as
BSM audit logs) which appeared as unnormalized LCE events. (Unnormalized event in
this context is a term used by Tenable to classify events that are received but not
parsed by any special type of plug-in). For this type of event, it is possible to create a
qguery and then a workflow based on that if it is known what types of events to ex-

pect. The integrity of the logs received by the tool is not being preserved or checked
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i.e. to fulfil requirements to preserve log integrity another log storage which does

that would be required.

EC-6 Network Security: It is not possible to make Tenable SecurityCenter CV aware
about the network policy, but on the other hand it is capable of seeing all the traffic
on the network if configured correctly. Also, if firewall logs are forwarded to LCE,
alarms can be created for any types of events that appear on the firewall log. This
applies to any type of log coming from any device. The tool is also able to detect

network and service reconnaissance activity.

5.5.2.AlienVault USM

Alienvault Unified Security Management (USM) is a tool that integrates several open
source security tools to a single platform and management console. The most im-
portant tools to mention are PRADS (Passive Real-time Asset Detection System),
OpenVAS (Open Vulnerability Assessment System), NMAP (Network Mapper) used
for active asset detection, network IDS’es Suricata and Snort, and OSSEC (Open
Source Security). There are several other components as well, as visible in Figure 10

below.

Alienvault USM provides asset discovery (using active scanning and passive monitor-
ing), behavioural monitoring, vulnerability assessment, SIEM event correlation and
threat detection using a network Intrusion Detection System (IDS), a host based IDS
and file integrity monitoring (Alienvault USM, 2014). Host based intrusion detection
and file integrity monitoring is achieved using OSSEC, Open Source Security. OSSEC
includes also capabilities for rootkit detection and active response. Protected assets
can be monitored using either agentless mode (where a centralized server performs
login to the monitored system and scans it periodically) or using OSSEC agents which
are installed to the monitored system. USM provides OSSEC agent management
functionality and centralized log collection for OSSEC agents. It stores the file integri-

ty checking databases and log events. All the rules, log decoders and major configu-
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ration options are stored centrally in the management interface, which simplifies
administration. The OSSEC agent is a small program installed on the monitored sys-
tem. It will collect information in real time and forward it to the OSSEC manager for
analysis and correlation. The agent runs with a low privilege user (created during the
installation) and inside a chroot jail isolated from the system. Most of the agent con-
figuration is pushed from the manager, while just some of them are stored locally on
each agent. In case these local options are changed, the manager will receive the
information and will generate an alert. The OSSEC agent will push the logs to the
server where they will be analysed based on pre-defined rules. Logs are pushed using
a OSSEC proprietary protocol, which uses UDP (User Datagram Protocol) port 1514
(OSSEC, How it works, 2015).
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Figure 10. Alienvault USM open source components (Leveraging Open Source Security Tools: The Essential
Guide, 2014)

Installation and Observations
Alienvault provides the USM as an virtual image (i.e. virtual appliance) which has all

features enabled (called Alienvault USM-All-in-one). The installation procedure was
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straightforward using a text based menu and by following the installation instruc-
tions. Figures 7 and 8 in chapter 5.2 present the environment. Alienvault USM has 6
network interfaces on the virtual appliance and these were configured so that it has
capability to do scanning and has visibility to all the networks in the test environ-
ment. During the initial set-up, networks were scanned to detect the assets. OSSEC-
agent was installed to the servers that are the main assets (NS1 and SUSE1) and logs
were pushed to USM using OSSEC-agent. DNS and proxy server logs were sent using
syslog. File integrity monitoring was configured to run every 2 hours for the main
configuration directory (/etc). In addition, a detection mechanism to see new opened
ports (using netstat -tan |grep LISTEN |grep -v 127.0.0.1 | sort) was taken into use.
This will detect if a new port is opened on the server and create an event for this
which can be used as a basis to create an alarm. The firewall was configured to send

the Netflow data to USM.

Results
The results are analysed here for Alienvault Unified Security Management for each

evaluated domain. Detailed results are visible in Appendix B.

EC-1 Asset Management: Alienvault USM is able to detect hosts that are added into
the environment and it is possible to create an alarm for this if wanted. By default,
Alienvault USM does not maintain a software asset lists and therefore does not pro-
vide mechanisms to see any new software modules on the hosts nor compare the
current installed software base to the baseline. Still it may be possible to do this us-
ing an external script or software. It would require that an event related to installa-
tion of new software is first received (triggered for example by OSSEC file integrity
monitoring which can also detect addition of new files) and that event triggers an
external tool to do software scanning, enumeration and comparison to a pre-defined
baseline. External software may then trigger another event for USM which could be

used to create an alarm.
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EC-2 Vulnerability Management: Alienvault USM uses OpenVAS as a vulnerability
assessment tool which is capable of providing a criticality scoring for found vulnera-
bilities based on CVSS. Figure 11 shows the overview page of vulnerability manage-
ment. When new vulnerabilities are found, a system also opens up a ticket in the
ticketing section of the Alienvault USM. If a scan fails, for a reason or another, the
system will not be able to notify on that, however it is possible to make the system to
send an email when the scan is completed. If new listening ports are opened on a
host, it is possible to detect this using either OSSEC-agent or with a passive monitor-
ing tool. It is possible to configure the system so that this will also trigger an alarm as
presented in Figure 12. In case it is known what ports are generally used in the net-
work, it is possible to make a baseline comparison using an external tool or script in a
similar way as above for EC-1. File integrity monitoring can effectively detect changes
on security configuration files, but in order to see what was changed and by whom,
additional logging (for example BSM audit logging) would be required. At the time of

writing this thesis there were not plugins for BSM audit logs so that they could be

correlated yet.
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Figure 11. Alienvault USM vulnerability overview
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osec: Listened ports status [netstat) changed [new port opened or closed) 5

Figure 12. Alarm created on opened port

EC-3 Software and Security Configuration Integrity management: For software and
security configuration integrity, Alienvault USM provides just basically file integrity
monitoring via OSSEC. It is not possible to perform configuration check scanning
against known baselines. SCAP and CIS audit baselines are not supported either. It is
possible to run the scans using Nessus and import results to Alienvault, which may
bring some additional value considering reporting and ticket handling.

EC-4 Access Control: Creation or deletion of users can be detected with Alienvault
USM as well as failed and successful authentication events and access attempts using
deactivated user accounts. The logs can be sent either via syslog or using OSSEC-
agent. It is possible to configure threshold limits for failed authentication attempts
using a correlation directive, where it can be described that if a certain event occurs
number of times within certain time period, an alarm is raised as presented on Fig-
ures 13 and 14. There is no user management features on USM; it is not possible to
do scanning against baseline (unless using external tools) or to detect what type of

users and privileges there are on each system.

¥ User Contributed

too many failures
v GE 7 fionmemal Awareness, Sruteforce Authentication, ser fallures

Figure 13. Correlation directive for five consecutive OSSEC authentication failures within 1 minute
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Figure 14. Alarm created based on directive correlation rule
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EC-5 Logging and Monitoring: When BSM Audit logging is configured and the test

sequence where unauthorized and authorized users (try to) access and modify files,

Alienvault USM does not have capabilities to receive and correlate the events related

to those actions by default. This is mainly due to a missing BSM audit log plugin.

There is a mechanism to preserve log integrity within Alienvault USM using signing of

the log file hashes. The integrity can be checked using the management GUI, as pre-

sented in Figures 15 and 16. However, there is no built-in mechanism to check log

integrity. Alarm for use of sudo or su and for the change of system time or time

sources can be raised when events for that are received, either using OSSEC-agent or

syslog.
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VALIDATE SIGNATURE &

LOG VERIFICATION RESULTS
AV - Alert - "1426395551" --> RID: "5402%; RL: "3%; RG: "syslog,sudo”; RC: "Successful sudo to
ROOT executed”; USER: "None”; SRCIP: "None"; HOSTNAME: "VirtualUSMAIIInOne"; LOCATION:
"/var/log/auth.log"; EVENT: "[INIT]Mar 15 06:59:09 VirtualUSMAIlInOne sudo: avapi : TTY=pts/1
Logline: - PWD=/home/avapi ; USER=root ; COMMAND=/bin/sh -¢ /usr/bin/python
/home/avapi/.ansible/tmp/ansible-1426395549.38-39053297855977/av_config; rm -rf

/home/avapi/.ansible/tmp/ansible-1426395549.38-39053297855977/ >/dev/null
2>&1[END]":

Found in log file ‘/var/ossim /logs/2015/03/15/04/192.168.4.3/2015-03-15T04-00-28.308953Z log’
Verification OK

Figure 15. Log validation successful.

VALIDATE SIGNATURE Q

LOG VERIFICATION RESULTS

AV - Alert- "1426395551" --> RID: "5402%; RL: "3"; RG: "syslog,sudo”; RC: "Successful sudo to
ROOT executed”; USER: "None"; SRCIP: "None"; HOSTNAME: "VirtualUSMAIlInOne®; LOCATION:
*/var/log/auth.log"; EVENT: "[INIT]Mar 15 06:59:09 VirtualUSMAIlInOne sudo: avapi : TTY=pts/1
Logline: : PWD=/home/avapi ; USER=root ; COMMAND=/bin/sh -c /usr/bin/python
/home/avapi/.ansible/tm p/ansible-1426395549.38-39053297855977/av_config; rm -rf
/home/avapi/.ansible/tm p/ans:ble-'l426[3EQSDS]49.38-3905 3207855977/ >/dev/null
2>&1[ENDJ";

Found in log file '/var/ossim/logs/2015/03/15/04/192.168.4.3/2015-03-15T04-00-28.308953Z.log’

Verification Failed

Figure 16. Log validation failed.

EC-6 Network Security: It is not possible to configure network policy to Alienvault
USM, but it could be possible to do Netflow analysis using external tools if triggered
by event. For example firewall log events could be used as a trigger. Firewall logs can
be used to detect possible violations of network policy considering that a plugin ex-

ists to correlate the events. System is capable of detecting and making alarm for un-
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authorized hosts that are not known by the tool beforehand. Netflow data is collect-
ed and can be used to do more detailed analysis of the traffic. Using in-built network
IDS (which is Suricata on default set-up but also Snort is available) it is possible to
detect network scans. The threat intelligence may also be based on honeypots, DNS,
proxy, mail server or firewall logs. There are available USM plugins for a number of
different types of honeypots, also BIND (DNS-server) and Squid (Proxy-server) log

plugins exist.

5.5.3.Qualys Policy Compliance

From the policy compliance tool category, tool to evaluate the feasibility of the pro-
posed framework was “Qualys Policy Compliance”. Qualys features are delivered in
separate modules. During the testing the focus was mainly on Policy Compliance
module. Qualys is most known for its vulnerability management product (Qualys
Vulnerability Management, VM) and for the general interest also Qualys VM was
trialled, however, the results are not included in this thesis as this part was out-
scoped. The modules that were included in the testing scope are all based on active

scanning, meaning that there is no passive traffic monitoring capabilities.

There is an Asset Management module which is common for all different modules
and was part of the test license. Other Qualys modules can be acquired separately
and there are also different modules for example for PCI Compliance, Web Applica-
tion Scanning (WAS) and Continuous Monitoring (CM), which enables monitoring of
the external perimeter from the Qualys cloud. These were not tested. Figure 17 be-

low includes the modules that were part of the test license.
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Figure 17. Qualys modules part of the test license.

Qualys has quite different deployment model than the other tools that were tested;
it utilizes cloud based architecture where the control and management is centralized
to the cloud provided by Qualys. The scanner sensors are installed as virtual appli-
ances to the network and managed centrally. According to Qualys, the benefits of
this deployment are that it is easy to deploy and set up, has a small footprint and
total cost of ownership as there is no need to maintain it (the appliance updates it-
self) and all the data that is gathered by sensors is available from Qualys cloud for
making reports and detailed analysis. (Qualys Cloud Platform, 2015). This type of
deployment model enables reporting based on existing scan results without a need

to rerun the scans for every new report.

Qualys Policy Compliance has been awarded as best risk and policy management tool

for year 2014 selected by the readers of TechTarget Security (Security Readers'
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Choice Awards: Risk and policy management, 2015.) and as best regulatory compli-

ance solution for year 2015 by SC Magazine (SC Magazine Awards 2015, 2015.)

Installation and Observations

The scanner appliance is deployed to the network as a virtual image (i.e virtual appli-
ance) having a footprint of couple of gigabytes and after configuration of IP address
and making sure it is able to communicate with external network, there is no addi-
tional configuration required for it. After this, appliances can be added and managed

from the user interface provided by Qualys visible on Figure 18.

@ UALYSGUARD ENTERPRISE SUIT

Policy Compliance B B reov | vkko Suomufersams) v | Loget

Dashboard  Policies  Scans  Reporis  Fxceplions  Assafs  LUsars wil expiee on Apsil 27 | Reew

@) Scans | PCScans | | SCAPScans | Schedules

Appliance - 10 LAMN IP WAN IP Polling Scannar Signatures Lagt Update

ENCEEON_PoC 025498580578 18216843 G0 seconds 713414 22988-2 462015 at 08:03:90 (GMT+0300) Fa

Figure 18. Qualys appliance management

The first steps after the scanner has been deployed are to detect the network assets
using mapping scan, create the asset groups and configure the scans in more details.
Figure 19 below presents the first mapping scans made with Vulnerability Manage-

ment module.
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Figure 19. First mapping scans

After getting to know the tool own 1SO27001 policy was built using Qualys Policy
Compliance so that each of the actual controls at the evaluation criteria is mapped to

the controls that Qualys Policy Compliance is able to provide.

Results

The results are analysed here for Qualys Policy Compliance for each evaluated do-

main, detailed results are visible in Appendix B.

EC-1 Asset Management:

Qualys Policy Compliance is capable of detecting new hosts at the network using
network mapping scan. The tool has a capability to perform scanning against a pre-
defined good image (i.e. golden image) which supports detection of any types of

changes towards that image.

EC-2 Vulnerability Management: Qualys Policy Compliance is capable of creating
tickets for new software vulnerabilities and the findings are rated based on the criti-
cality of the vulnerability. If a known host opens new network ports, this can be de-

tected.

EC-3 Software and Security Configuration Integrity management: There is a possibil-
ity to perform file integrity scans, scans using a golden image as a base and CIS and

SCAP based scans. This provides a possibility to assess the security configuration of
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the target as well as detect any possible changes. In order to detect who has per-
formed the change, additional logging would be required. There are several audit
baselines in Qualys Policy Compliance to choose from. There are also policy files
which are CIS certified. These policy files are provided by CIS to security software
vendors and allow their customers to comply with unchangeable CIS policies. There
are also CIS based policy files which can be changed, Figure 20 below presents an

overview of that type of file on Qualys Policy Compliance.

| Create a New Policy |

% Policy from Library: Choose from one of the policies in our library

Find the policy that best suits your needs. Our Compliance Policy Liorary contains several sample policies based on popular compliance frameworks
ncluding SOX, HIPAA, CoBIT and more. Click on one of the policies balow, and then click Next to import it
Labels Technologies Policies (8)

m Secunty Configuration and Compliance Policy for SuSE Enterpnse Linux Server 11.x

Figure 20. CIS-based benchmark audit policy for SLES 11.x

EC-4 Access Control: For a Linux system Qualys Policy Compliance is able to monitor
files containing user information, which allows detection of new and changed user
accounts and comparison to a known baseline using a golden image. There are also
controls to detect certain type of user privileges (for example if UID (User Identifier)
or GID (Group ldentifier) equals zero) or if accounts are about to expire, presented in
Figure 21. However, it is not possible to detect any active attempts to misuse the

user accounts as the tool is mainly based on active scanning.
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Figure 21. Controls to detect expirying user accounts.

EC-5 Logging and Monitoring: Due to designed functionality, Qualys Policy Compli-
ance does not perform very well on this area. The tool does not collect any audit logs
as it is not meant for that purpose. Instead, integration with a SIEM system would be

required.

EC-6 Network Security: Due to designed functionality, Qualys Policy Compliance does
not perform very well on this area. The tool is not meant to provide any real-time

threat detection information.

6. Summary and Analysis of the Results

Three different types of tools were selected to analyse whether the “Monitoring Sys-
tem”-part of the developed framework could be fulfilled. Based on the potential risk
level for this type of environment, controls were selected from the list of Framework
Selected Controls (Appendix A.) and implemented to the PoC environment. Tested
tools were deployed one-by-one to the PoC environment and verification and meas-
urement was done. Detailed results of the evaluation are presented in Appendix B,

table 7.
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Table 5 summarizes how well each of the tools was able to fulfil the “Monitoring Sys-
tem”-part per domain area. Fulfilment percentage is calculated based on the yes/no
answers received during the measurement. Asset detection is possible with all tools,
whereas there are different types of capabilities when it comes to the detection of
new software modules on the hosts. The tools are almost equally strong on the vul-
nerability management area, difference being that only Tenable SecurityCenter Con-
tinuous View is capable of creating an alarm if a scan has failed for a reason or an-
other. However, this is still visible on the other tools as well and can be detected as
well. On the software and security configuration integrity management area, Tenable
and Qualys are equally strong, having capabilities to do scans against different types
of baselines (CIS, SCAP). On Alienvault, the controls can be fulfilled only by using file
integrity monitoring. Qualys is capable of doing scans based on the golden image as

well, which is not possible to do with other evaluated tools.

On the access control area there was quite much dispersion while comparing Tenable
and Alienvault towards Qualys although the fulfiiment percentage is rather equal for
all evaluated tools. This is mainly due to fact that Qualys is used in a different way
and has different types of capabilities. Due to being a tool which is based on active
scanning and reporting it lacks a possibility to receive logs and do the threat analysis
based on that, but it in turn has other features what other tools do not have, like

possibility to perform scans against a golden image.

Due to its different deployment model Qualys is lacking on areas which require active
response whereas Tenable SecurityCenter Continuous View and Alienvault USM per-
form more or less equally. Alienvault USM is the only tool which has capabilities to
monitor the integrity of the log files within the tool itself. On Network Security area,
Alienvault USM performs better than other tools by having in-built IDS capabilities
and existing plugins for parsing log events from various sources producing network

level threat intelligence.
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Table 5. Summary of the results

Tenable Security
Center Continuous Qualys Policy Com-
View Alienvault USM pliance
Fulfilment Fulfilment Fulfilment
EC-x Domain Percentage Percentage Percentage
EC-1 |Asset mgmt 100 33 100
EC-2 | Vulnerability mgmt 100 80 80
Software and Secu-
rity Configuration
Integrity manage-
EC-3 | ment 67 33 67
EC-4 | Access Control 67 56 56
Logging and Moni-
EC-5 |[toring 50 50 0
EC-6 | Network Security 50 67 0
Total 69 56 44

On higher level, it can be said that none of the tools was able to fulfil the framework
as is; however, many of them are capable of providing certain essential security fea-
tures, such as asset detection, vulnerability management and file integrity monitor-
ing. Empirical research has showed the importance of the integrity assurance when
reaching for automated security control compliance. This is the essential part and is
somewhat lacking on the tested tools. In order to be able to do automated ISMS con-
trol auditability even for the controls that were used as evaluation criteria, it is re-
quired to have capabilities for active scanning of the targets, passive listening of
network traffic and correlation of the log events so that the system would have up-
to-date information of possible emerging threats but also capabilities to compare the
current configuration and system state to “known-good” state and capabilities to

trigger alarms or notifications in case current policy is breached.
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Ease of deployment and use was not part of the evaluation, however on this area
there is quite much dispersion. Tenable states that their tool is able to receive any
type of logs, but in order to use these events as actual threat intelligence to detect
threats significant configuration effort might be required. Some of the tested tools
are clearly targeted for operating environment including possibly thousands of hosts,
and would not be the best fit for a small and concise environment, mainly due to

large implementation and configuration effort that is required.

Alienvault USM and Qualys Policy Compliance have capabilities to create their own
policy sets which can include a number of controls to monitor. A user can in this way
define what would be the ways to fulfil a particular policy. When using 1SO27001 this
is really beneficial feature as the standard itself has a certain level of ambiguity and it
is the responsibility of those who implement the standard in use to actually define

the controls based on the individual risk posture.

7. Conclusions

7.1. Summary of the thesis

The objective of this thesis was to develop a generic reference model for
ISO27001:2013 standard compliance status monitoring which could be re-used in any
ISMS and to test this framework using Proof of Concept. To fulfil the objective it was
first analysed which 1SO027001:2013 controls could be implemented using technical
means and whether it would be possible to automate the measurement of the con-
trol compliance for these controls. During this analysis an imminent issue noticed
was the ambiguity of standards: Generally laws and standards are meant to be uni-
versally applicable and to any technological solution and this leads to the situation
that requirements may not necessarily be defined precisely. To overcome the ambi-
guity issue, different sources were used as input material to actually define how to

fulfil, verify and measure the selected controls.
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The developed framework consists of three parts, Framework Selected Controls,
Framework Architecture and guidance how to use the framework. It includes
ISO27001:2013 controls which could be automatically audited, a methodology to do

this and a framework how this could be fulfilled.

The framework was tested with a Proof of Concept and the scope of the testing was
limited to Monitoring System part of the framework to understand if tools selected
for the PoC could fulfil the framework. The PoC environment was designed to corre-
spond to an actual environment to which it is intended to implement the framework.
Selection and implementation of the controls from the Framework Selected Controls
table was based on a potential risk level of this type of environment. The measure-
ment part of the selected controls was used as evaluation criteria. Three different
types of tools were selected for the PoC and they were deployed to the PoC envi-
ronment. An evaluation criteria table was filled for each tool. Conclusions presented
on the subsequent chapters were drawn based on the empirical research and experi-

ence gained during the research of the theoretical base and background material.

7.2. Conclusions on the research questions

What ISO 27001:2013 controls can be implemented by technical means?

At first ISO 27001:2013 Annex A was used as an input to select controls which could
be implemented using technical means by disregarding controls which are adminis-
trative controls, policies or processes. This provided a list that was then further re-

fined on the next phase.

Is it possible to automate the measurement of control compliance for technically
implemented controls?

It was then analysed if measuring of control compliance, could be achieved using
machine readable and processable operation without human intervention. As a con-
clusion a list of controls that could be implemented technically and audited automat-

ically was refined. The list is visible on table 6. Process to select the controls was pre-



67

sented on chapter 4.1. Also a methodology to measure their compliance was devel-

oped.

What mechanisms are required to provide integrity assurance for the audit data?

The PoC showed the importance of the integrity assurance when aiming for auto-
mated security control compliance. Instead of defining the exact mechanisms to pro-
vide integrity assurance for audit data on all levels, the main finding during the thesis
was to identify where integrity assurance is required. Figure 22 presents the modi-
fied framework architecture which includes the areas where integrity assurance is
most required. Orange boxes are additions to the Framework Architecture compared
to the chapter 4.2. (Framework Architecture was presented there) considering to
which levels the domain component is affecting. On the Network Security domain,
the controls have been expanded to the hypervisor layer, which is relevant when

virtualized networks are being used.

On the Software and Security Configuration Integrity Management domain, the
Framework Selected Controls control list includes controls to achieve integrity assur-
ance by using secure boot and signed images and software. In addition it is suggested
to use file integrity monitoring for active device configuration (the control was ex-
panded to that area as well) and critical security configuration files on hypervisor, OS
and application layers. Security configuration scanning could be also performed using
either a golden image or existing security configuration baseline (for example CIS or
SCAP based.) It was realized during the making of the thesis that these mechanisms
alone could provide rather comprehensive understanding if the integrity of the tar-
get system has been compromised. SCAP based scanning seems to have high poten-
tial but the observation was that it is yet not that widely deployed, the targets that
are mainly supported there are Windows Servers and workstations and Red Hat
Linux servers. There seems to be still increasing need to expand this beyond US gov-
ernment use cases and in some of the conversations with vendors of the tools (which

were being tested) the impression was that there is quite much interest in Europe as
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well for SCAP based scanning, especially in the financial industry. When using golden
images, it is required that the image is really “golden” and that in turn requires cer-

tain level of maturity on preparing and handling pre-hardened OS images.

> FRAMEWORK n

ARCHITECTURE

\ 2\ 21%

Hypervisor

HW Platform
N

L1-14 Trnspo[l Network and de

Figure 22. Modified ISMS compliance framework architecture highlighting the requirements for integrity
assurance

Integrity assurance is also required when audit data is transferred, meaning use of
secure protocols which provide integrity protection, such as IPsec. Integrity of the
baselines and external data sources should be protected as well, to avoid potential

risk that someone modifies the content to something which is undesirable.

The main components in the developed framework which provide the compliance
data are Monitoring System and the domain components; therefore it is crucial to
have integrity assurance for them as well. As an analogy this could be considered as a

measurement tool which needs to be correctly calibrated to have the correct results.



69

Integrity assurance would in any case require trusted computing base i.e. use of cryp-
tographic verification of boot loader, hypervisor, operating system and installed
software. This applies not only for the target systems which are being audited but

also the Monitoring System.

Can framework provide compliance status in automated way for the selected con-
trols?

For this question it is difficult to provide an exact answer. On a high level one could
argue that this is possible given that the integrity is assured and the used tools are

correctly configured and they do what they actually promise. On the other hand, as
stated in the NIST Special Publication 800-55 regarding Performance Measurement

Guide for Information Security:

The measures corresponding to security control families or individual security con-
trols should be mapped directly to the individual security control(s). (NIST Special
Publication 800-55 Revision 1, 2008, 29).

This is understood that every control (or group of controls) shall be measured indi-
vidually and in the best case, the framework would be just able to provide mecha-
nisms to measure the effectiveness of the implemented controls. From the perspec-
tive of an independent 3" party auditor it may be difficult to just rely on a security
framework and tools that provides compliance data as it requires that the imple-
mented controls and all the related components are anyway being audited and veri-
fied to work as expected. Also mitigation activities (removal of nonconformities)
should be audited to measure the effectiveness of implementation and maintenance
of ISMS which would provide the visibility of the overall maturity of ISMS deploy-
ment. An auditee needs to be able to prioritize, plan and execute the mitigation ac-
tivities in a manner that is logical, repeatable, and defendable to auditors. This in
turn raises a question what can be the level of compliance automation if the process

includes steps that are impossible to automate.
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Considering nonconformities, they could be controls which are not working but are
left undetected and therefore are not fixed. Therefore it would be required to have a
mechanism to automatically verify that the implemented controls are actually work-
ing, for example by triggering the controls periodically or on demand and results
would be compared against the currently defined policy (or a set of security controls

fulfilling that policy.)

Alternatively, they may be controls which are clearly missing but should exist to miti-
gate certain risks in the current risk posture. These types of areas may also be very
difficult to identify using automated mechanisms and would require a thorough au-
diting process. If that is not done, then there is a risk that having this type of frame-
work would just create a false sense of security; however, it would not be able to
actually target those risks which are to be mitigated. The ISMS is anyway information
security management system which is meant for organizations to manage their in-
formation security in a holistic way, not only to manage the technical systems and
controls related to them. Depending on the size of the organization it may still create
added value to have an automated mechanism to monitor and measure the effec-

tiveness of the technical controls as well.

7.3. Areas for Further Research

The areas of interest for further research would be to analyse the effort of the full
implementation of the controls, their verification and measurement and to have
concise measurement reports of the effectiveness of implemented controls. This
would probably require adding several tools into the actual implementation which
would be integrated under one Monitoring System. It would be also interesting to

analyse if new attack vectors would rise due to automation of auditing.

From testing perspective it would be interesting to use hardware and hypervisor that
support trusted computing and to build a fully virtualized environment using for ex-

ample Ubuntu open-stack to actually verify the remote attestation and its benefits.
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During the making of this thesis this was not possible due to the lack of appropriate
test environment. (The current resources used for the testing were shown to be in-
sufficient overall, there were difficulties to run all the virtual images at same time

due to lack of space, memory and processing capabilities.)

From the framework point of view it would be interesting to add in more standards
and mandates and to analyse how that would impact the framework: would it add in
more domain areas and if so what would those be? In the current form, the thesis
may provide a concrete approach to implement technical controls to meet the re-
guirements of 1SO27001 standard and it is to be questioned if technical controls on
ISO27000-series are sufficient. Nevertheless, 1ISO27001:2013 does not mandate that
the actual controls to be implemented would be selected from the standard, instead
these should always be selected according to the actual risk posture that an organi-
zation has. Framework Selected Controls list could be used to identify those controls
that are actually needed to be implemented and a mechanism to verify and measure

their effectiveness.
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APPENDICES

APPENDIX A. Framework Selected Controls

Selected controls are presented in the table below.

Table 6. Framework Selected Controls

Domain
(used in
my
frame-
work
proposal)

Control Text What to implement actually

Heading

Control

Assets associated
with information
and information
processing
facilities shall be
identified and an

inventory of these | Automatic asset management tool /

Asset assets shall Monitoring system which consist of
Man- Inventory | be drawn up and automatic asset inventory and man-
A.8.1.1 agement of assets maintained. agement.

Verification method

Add new host into different
parts of the network which is
not in asset management tool.
Install new software module to
the host which is on the asset
inventory.

Measurement

Measurement (monitoring sys-
tem)

Is the monitoring system capable
of detecting new hosts? (If so,
how long does it take that this
could be noticed?)

Is the monitoring system capable
of detecting new software mod-
ules on hosts? (If so, how long
does it take that this could be
noticed?)

Is it possible to define rules for
expected and unexpected chang-
es in asset management data-
base and create alarms based on
those rules?

Measurement (domain
component)

Same measurements
apply even if asset
management is fulfilled
using component which
is not part monitoring
system.

mapping to
sans top 20
CSC

1 - Inventory
of Authorized
and unauthor-
ized devices




A9.1.2

Network
Security

Access to
networks
and
network
services

Control

Users shall only
be provided with
access to the
network and
network services
that they have
been specifically

authorized to use.

Packet Capture:

- Monitoring of the use of network
devices and services on and between
different subnets to observe what
type of traffic is sent within the
network including source and desti-
nation using tool with packet capture
capabilities (e.g. Netflow).
Web-traffic (http, https, ftp, ssh)
specific:

- Create and deploy company specific
user-agent to the browser. Alarm for
traffic which uses anything else. (MS
example for creating user agent:
http://technet.microsoft.com/en-
us/library/cc770379.aspx)

- Deploy own proxy server and allow
web traffic only through company
proxy. Proxy should support logging
individual TCP sessions; blocking
specific URLs, domain names, and IP
addresses to implement a black list;
and applying whitelists of allowed
sites that can be accessed through
the proxy while blocking all other
sites

Email specific:

- Deploy own email servers and allow
emails only through company mail
servers.

- Scan mails before they are placed in
user's mailbox and block known
malicious code or other file types not
relevant to business (e.g. exe, msi,
zip)

- Perform custom stripping for docu-
ments (for example conversions from
docx to txt).

Packet Capture:

Create traffic which is allowed
and non-allowed according to
the current usage policy.
Web-traffic:

Send traffic using non-
company specific user agent.
Send traffic to predefined
blacklisted URLs, domains or
IPs. Send traffic to predefined
non-whitelisted URLs, domains,
IPs.

Email specific:

Send email to an address
within a company consisting
blocked filetypes, eicar antivi-
rus test file and filetypes
configured to use custom
stripping. Send mail with
wrong domain (e.g. from open
SMTP relay).

System hardening:

Verify firewall rules (with for
example nmap, hping). Confirm
that there are no unintended
ports listening the connections
(even if blocked by firewall).
Confirm that outbound firewall
is configured. Modify firewall
rules to verify if this is logged
or visible.

Packet Capture:

Is the traffic seen and catego-
rized correctly? Is it possible to
define the current network policy
to the monitoring system?
Web-traffic:

Is the monitoring system capable
of logging individual TCP sessions
and blocking URLs, domains and
IPs using blacklist and whitelist?
Are alarms generated for these
events?

Is monitoring system capable of
creating alarm or event if new
listening ports are opened or if
firewall rules are being modified?

Packet Capture:

Is the traffic seen and
categorized correctly? Is
it possible to define the
current usage policy to
the system?
Web-traffic:

Is the system capable of
logging individual TCP
sessions and blocking
URLs, domains and IPs
using blacklist and
whitelist? Are alarms
generated for these
events?

Email specific:

Are the files blocked or
stripped appropriately?
Is each of the events
logged? Is the mail sent
with wrong domain-
name blocked and is the
event logged?

Are firewall rules im-
plemented correctly? Is
there firewall event
logged in case of
blocked traffic? Is it
visible in logs if new
ports are opened for
listening or if firewall
rules are being modi-
fied?

1 - Inventory
of Authorized
and unauthor-
ized devices
10 - Secure
Configuration
for Network
Devices

11 - Limitation
and Control of
Network Ports
13 - Boundary
defence
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- Deploy SPF (sender policy frame-
work) with SPF records in DNS and
receiving side verification.

System hardening:

- host based firewalls with default
deny

- uninstall and remove any unneces-
sary components
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A9.2.1

Access
Control

User
registra-
tion and
de-
registra-
tion

Control

A formal user
registration and
de-registration
process shall be
implemented to
enable assign-
ment of access
rights.

Controlled way of assigning and
enabling, or revoking, a user ID and
providing, or revoking, access rights
to such user ID via centralized point
of authentication. Centralized user
repository and/or IdAM system.

Create normal user

Create user with administrative
privileges

Deactivate an account.

Try to access deactivated
account.

Remove normal user

Remove user who had adminis-
trative privileges

Try to login with incorrect
passphrase multiple times.

Is it seen from the monitoring
system when new users are
added or removed?

Is it seen from the monitoring
system what type of privileges a
user has for each system (for
example under certain group?)
Are access attempts with deac-
tivated account visible in the
monitoring system?

Is it possible to observe from the
monitoring system if user(s) are
created to local system and not
via centralized management?

Is it possible to see from a moni-
toring system that user is about
to expire?

Does the monitoring system offer
a possibility to perform baseline
checks and compare the results
to the system's current user
account list periodically?

Is it possible to use
deactivated account?

16 - Account
Monitoring
and Control
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Control

A formal user
access provision-
ing process shall
be implemented

Are there any accounts which
are:

- not authorized

-only in one system

- generic (not bound to user
account)

- not having expiry date?

- locked-out

- disabled

- with passwords that exceed the
maximum password age

- with passwords that never

Is there are workflow (or
similar which can pro-
vide authorization log?)

Are there any accounts
which are:

- not authorized

-only in one system

- generic (not bound to
user account)

- not having expiry
date?

- locked-out

- disabled

- with passwords that
exceed the maximum
password age

12 - Controlled

to Authorization log. Central record of expire - with passwords that User of Ad-
assign or revoke access privileges and rights granted. - are there any system accounts never expire ministrative
User access rights for IdAM system, maybe openlAM. which are not supposed to be - are there any system privileges
access all user types to Deploy a tool which can perform there (i.e. no business owner). accounts which are not 16 - Account
Access provi- all systems and queries/scans to detect different Scan system accounts on And can the monitoring system supposed to be there Monitoring
A.9.2.2 Control sioning services. types of user accounts in the system. different systems. provide a list of these accounts? (i.e. no business owner). | and Control
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A.9.4.2

Access
Control

Secure
log-on
proce-
dures

Control

Where required
by the access
control policy,
access to systems
and

applications shall
be controlled by a
secure log-on
procedure.

a) not display system or application
identifiers until the log-on process
has been successfully completed;

b) display a general notice warning
that the computer should only be
accessed by authorized users;

c) not provide help messages during
the log-on procedure that would aid
an unauthorized user;

d) validate the log-on information
only on completion of all input data.
If an error condition arises, the sys-
tem should not indicate which part of
the data is correct or incorrect;

e) protect against brute force log-on
attempts;

f) log unsuccessful and successful
attempts;

g) raise a security event if a potential
attempted or successful breach of
log-on controls is detected;

h) display the following information
on completion of a successful log-on:
1) date and time of the previous
successful log-on;

2) details of any unsuccessful log-on
attempts since the last successful log-
on;

i) not display a password being en-
tered;

j) not transmit passwords in clear text
over a network;

k) terminate inactive sessions after a
defined period of inactivity, especially
in high risk locations such as public or
external areas outside the organiza-
tion’s security management or on
mobile devices;

For systems which provide log-
on interface, do following
tests. Capture traffic and:

a,b) login normally.

c) try to login with incorrect
username and/or password

d) enter only username and let
the session expire

e) try to login with a wrong
password multiple times

f,g) try login with incorrect
username and / or pass-
word/credential

h, i, j) login normally

k) login normally and leave the
session idle?

f) Is it possible to see from the
monitoring system if user au-
thentication fails?

Is it possible to see from the
monitoring system if user au-
thentication succeeds?

g) Is security event in the moni-
toring system raised after num-
ber of failed authentication
attempts?

a) Are application identi-
fiers sent before the log-
on is completed success-
fully?

b) Is there a general
notice regarding com-
puter usage policy?

c,d) Is there any help
messages providing
information what data
was incorrect?

e) Is user account locked
after number of invalid
logon attempts?

h) Is there information
about date and time of
previous successful
login? Is there infor-
mation about details of
any unsuccessful login
attempts since the last
successful login?

i) Are password / cre-
dentials presented?

j) Are password / cre-
dentials sent in clear
text?

k) Is the session termi-
nated automatically
after certain time?

12 - Controlled
User of Ad-
ministrative
privileges

16 - Account
Monitoring
and Control
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1) restrict connection times to provide
additional security for high-risk
applications and reduce the window
of opportunity for unauthorized
access.
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A.9.4.3

Access
Control

Password
man-
agement
system

Control

Password man-
agement systems
shall be interac-
tive and shall
ensure quality
passwords.

Change default administrative pass-
words

Implement a password policy which
enforces quality passwords, main-
tains a record of previously used
passwords and prevents re-use and
storing of password files separately
from application system data.
Set-up specific user accounts to
administrators (with different
username).

Disable remote login with root.
Enforce use of sudo.

Rename built-in administrative ac-

counts (i.e. windows administrator).

1) Attempt to gain access to a
cross section of devices within
the system, using default
administrative passwords.

2) Attempt to log-in remotely
to machines using administra-
tive accounts directly.

3) Attempt to log-in directly to
a workstation or server with

root or administrator accounts.

4) Attempt to gain access to
password files within the
system using unauthorized
accounts.

5) Attempt to elevate to a
privileged account on the
system.

6) Attempt to configure weak
user account passwords that
are non-compliant with estab-
lished policy. Query the pass-
word policy from server that it
meets the requirements (con-
tain letters, numbers, and
special characters, be changed
at least every 90 days, have a
minimal age of one day, and
not be allowed to use the
previous 15 passwords as a
new password)

7) Attempt to re-use a user
account password that was
previously used for the ac-
count.

1,2,3) Is the access
granted?

4) Is the access disal-
lowed and are attempts
logged and reported?

5) Is the administrator
password is required to
perform the elevation?
Is the elevation is logged
and reported by the
system? Is the traceabil-
ity within the audit logs
provided to detail the
user account that per-
formed the elevation?
6) Does the system
allow weak passwords to
be used? Is password
policy set correctly?

7) Does the system
require unique new
passwords during each
update?

12 - Controlled
User of Ad-
ministrative
privileges

16 - Account
Monitoring
and Control
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A.12.2.

Malware
Protec-
tion

Controls
against
malware

Control
Detection, pre-
vention and
recovery controls
to protect against
malware shall be
implemented,
combined with
appropriate user
awareness.

Deploy application whitelisting
Deploy file integrity monitoring
Deploy centrally managed and logged
antivirus software including a number
of features like anti-virus, anti-
spyware, firewall, host-based IDS/IPS.
Keep anti-virus software up-to-date
and real-time protection and behav-
iour based anomaly detection on.
Employ file reputation queries
Prevent auto-running of removable
media.

Prevent using unknown input devices
and monitor use of input devices.
Perform automatic scanning of re-
movable media when inserted.

Use tools which harden application
memory handling (i.e. EMET, En-
hanced Mitigation Experience
Toolkit).

Block creation and execution of files
from locations which are normally
not used and are preferred by mal-
ware (e.g. C:\)

Monitor for unusual process activity
(e.g. docx accessed by some other
program than winword.exe)

Restrict actions that installed soft-
ware can take (e.g. SELinux, AppAr-
mor)

1) using removable media,

- deploy eicar file on random
servers

- try to install a "hacker tool"
which is not whitelisted soft-
ware

2) using email, repeat the
previous test

3) as a user, either download,
upload or create the files used
in previous tests

4) try to create and execute a
file from blocked location

5) Run commands that are
considered to be part of unu-
sual process activity.

6) Try to access data with a
process which should be
restricted (e.g. try to access
web content with text editor,
e.g. start WinWord, file -> open
-> http://www.google.com).

Is the monitoring system capable
of providing an alert or a notifica-
tion in case malicious software is
installed, attempted to be in-
stalled, executed, or attempted
to be executed?

Does monitoring system detect in
case anti-virus software is mal-
functioning or is not up-to-date?
Does monitoring system detect in
case there are any changes noted
by file integrity monitoring?

Does monitoring system detect in
case application access re-
strictions are not working?

Is the system capable of
providing an alert or a
notification in case
malicious software is
installed, attempted to
be installed, executed,
or attempted to be
executed?

Does the system have
the ability to block
installation, prevent
execution or quarantine
malicious software?
Does the system have
automatic remediation
mechanisms?

Is the system capable of
providing an alert or a
notification in case anti-
virus software is mal-
functioning or is not up-
to-date?

Is application whitelist-
ing working as ex-
pected?

Is the system capable of
providing an alert or a
notification in case there
are any changes noted
by file integrity monitor-
ing?

Is the system capable of
providing an alert or a
notification in case
external media is taken
into use?

Is the system capable of
preventing creation and

5 - Malware
Defences

88



running files in the
blocked locations?
Monitor for unusual
process activity and
service creation events.
Is the system capable of
providing an alert or a
notification in case there
is process activity which
is unusual?

Are the access re-
strictions for application
working and is the
system capable of
providing an alert or a
notification in case there
is an attempt to brake
these restrictions?
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Control

Backup copies of
information,
software and
system images
shall be

taken and tested
regularly in ac-

Deploy mechanisms for automated
backup, backup verification and
testing of the backup images. System

check that there is a log event
that system has been backed
up

verify the backup image integ-
rity

Does monitoring system detect if
backup has failed?

Does monitoring system create
an event or alarm if backup has
not been taken according to the
policy?

Is the system capable of
creating an alarm if
there's an event indicat-
ing that the backup has
failed?

Is the system capable of
creating an alarm if
verification of the back-
up image integrity fails?
Is the system capable of
performing restore
automatically to a test
system? (If yes, will

Infor- cordance with an shall store the backup to a location test the backup images by Does monitoring system detect if | system generate an 8 - Data Re-
A.12.3. mation agreed backup which is not continuously addressable | performing a restore to the backup image integrity tests have | alarm if the restore test covery Capa-
1 Backup backup policy. from the backed up system. test system failed? fails?) bility
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A.12.4.

Logging
and
Monitor-

ing

Event
logging

Control

Event logs record-
ing user activities,
exceptions, faults
and information
security events
shall be produced,
kept and regularly
reviewed.

Implement automatic monitoring and
analysis of the event logs to servers,
network devices and hosts.

As a user, try to read file which
is not allowed (e.g. cat
/etc/shadow).

As a user (which is not defined
in “sudoers” file) try to run
command "sudo su -"

As a user (which is defined in
sudoers file) try to read a file
which is allowed when using
sudo (e.g. "sudo cat
/etc/shadow")

Change system's firewall
configuration.

Change any other random
configuration file at the sys-
tem.

Disable antivirus.

Disable IDS.

Print details about the logging
system capacity and perform
estimation whether the capaci-
ty is sufficient during peak
hours.

Is monitoring system able to
receive, correlate and create
events for the log events (defined
in test sequence)?

Does all log events for
this test include user ID,
date, time and device
identity?

Does the log event
indicate successful and
rejected data and other
resource access at-
tempts?

Does the log event
indicate that firewall
configuration was
changed?

Does the log event
indicate that system
configuration was
changed?

Does the log indicate
when privileges have
been escalated?

Does the logs from
network devices include
date, timestamp, source
address, destination
address and other
details about the pack-
et?

Is alarm raised in case
anti-virus is disabled?

Is alarm raised in case
IDS is disabled?
According to the calcu-
lated estimated, does
the logging system have
enough capacity during
peak hours?

Do the applications
create logs of transac-

13 - Boundary
Defence

14 - Mainte-
nance, Moni-
toring and
Analysis of
Audit Logs
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tions and are these logs
automatically analysed
and stored to central
logging system?
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Does each system log
appropriately to a
central log management
system?

Does the system create

Control an alarm if logging has
Logging facilities been stopped?
and log infor- Deploy centralized audit logging. Does the logging ma-
Protec- mation shall be Separation of duties shall be enforced Does the monitoring system chine have user creden- 14 - Mainte-
Logging tion of protected against when planning log administration preserve the integrity of the tials for any other user nance, Moni-
and log tampering and practices. logs? than those dedicated to toring and
A.12.4. Monitor- infor- unauthorized Archive and digitally sign log files Is the integrity of audit logs the administration of Analysis of
2 ing mation access. periodically. checked periodically? this machine? Audit Logs
Is it possible to observe
and analyse afterwards
Control Is it possible to observe and what has been done
System adminis- analyse afterwards what has during the administra-
trator and system been done during the administra- | tive session?
operator activities | Monitoring for the system admin and tive session? Is system capable of
Adminis- shall be operator activities (for example SSH Is monitoring system capable of raising alarms to certain 14 - Mainte-
Logging trator logged and the Cryptoauditor). raising alarms to certain type of type of administrative nance, Moni-
and and logs protected Filters for certain type of events Initiate administrative access administrative actions (for exam- | actions (for example use | toring and
A.12.4. Monitor- | operator and regularly indicating administrative privileges to the number of servers in the | ple use of commands sudo or of commands sudo or Analysis of
3 ing logs reviewed. being used (e.g. commands sudo, su). | network. su)? su)? Audit Logs
Control
The clocks of all
relevant infor-
mation processing Is the time correctly
systems within configured?
an organization or Is alarm raised if system
security domain Impement at least two synchronized time or time sources are 14 - Mainte-
Logging shall be synchro- time sources, i.e. NTP servers, from re-configured? nance, Moni-
and Clock nised to a single where all servers and network Is the system capable of | toring and
A.12.4. Monitor- synchro- reference time equipment fetch the time infor- Log in to servers and observe Is alarm raised if system time or restoring the time Analysis of
4 ing nisation source. mation. that time is set correctly. time sources are re-configured? automatically? Audit Logs

93



A.12.5.

Software
and
Security
Configu-
ration
Integrity
man-
agement

Installa-
tion of
software
on oper-
ational
systems

Control
Procedures shall
be implemented
to control the
installation of
software

on operational
systems.

Use software signed with proprietary
CA only.

Use application whitelisting technol-
ogy (e.g. Applocker for Windows)
Use system integrity monitoring
which alarms on new and changed
files.

Deploy software asset inventory
tools.

Implement possibility to perform
regular scanning for unauthorized
software.

Implement mechanisms to verify the
integrity of the platform (for example
using trusted execution technology
and remote attestation).

Perform scanning with a tool which
can do a technical compliance check-
ing for security configuration against
standard/best practice document or
guideline, for example a SCAP com-
pliant tool.

Try to install unsigned soft-
ware.

Download compressed soft-
ware package which contains
libraries and binaries and is not
on white-list.

Try to install software which is
not on the white-list and/or
software asset inventory.

Scan servers for unauthorized
software.

Scan the security configuration
on regular basis and compare
the results against known
baseline.

Is the monitoring system capable
of detecting and creating an
alarm in case files in the scanned
system have been changed? Does
this alarm contain information
who made the change and
when?

Is the monitoring system capable
of performing security configura-
tion checks against pre-defined
baseline/standard/best practice?
Is monitoring system capable of
detecting and creating an alarm
in case there has been changes in
the software asset inventory?

Does the application
whitelisting functionality
work?

Is system capable of
detecting and creating
an alarm in case there's
an attempt to install
unsigned software?

Is system capable of
detecting and creating
an alarm in case there's
a compressed file which
contains unauthorized
software?

Is system capable of
detecting and creating
an alarm in case files in
the scanned system
have been changed?
Does this alarm contain
information who made
the change and when?
Is the system capable of
performing security
configuration checks
against pre-defined
baseline/standard/best
practice?

Is system capable of
detecting and creating
an alarm in case there
have been changes in
the software asset
inventory?

2 -Inventory of
authorized
and unauthor-
ized software

94



A.12.6.

Vulnera-
bility
man-
agement

Man-
agement
of tech-
nical
vulnera-
bilities

Control
Information about
technical vulnera-
bilities of infor-
mation systems
being used shall
be obtained in a
timely fashion,
the organization’s
exposure to such
vulnerabilities
evaluated and
appropriate
measures

taken to address
the associated
risk.

Software asset inventory combined
with continuous vulnerability scans.

Configure only required ports, proto-

cols, and services to each system.
Keep the vulnerability scanning tools
updated.

Perform scans for configuration
based vulnerabilities.

Correlate the event logs with infor-
mation from vulnerability scans.
Perform scans using administrative
account which is dedicated for this
purpose and is tied to scanners IP
address.

Deploy automated patch manage-
ment and software update tools.
Install software patches regularly.

Verify that scanning tools have
successfully completed the
scans.

Install software module known
to be vulnerable (or down-
grade software module to
previous, vulnerable version.)
Make the scan fail (i.e. by off
lining scan target)

Open new listening port.
Deploy new system in the
network which is not based on
the standard system image and
contains additional services or
ports.

Perform configuration changes
in standardized system which
are against the policy. Left
them for 30-60 minutes and
revert back.

Is the monitoring system capable
of generating an alarm in case
new software vulnerabilities are
found?

Is the monitoring system capable
of generating an alarm if a scan
fails?

Is the monitoring system capable
of providing criticality scoring
based on risk level? (for example
CVSS based)

Is the monitoring system capable
of detecting and creating an
alarm if new listening ports are
detected?

Is the monitoring system capable
of detecting new hosts in the
network that are serving non-
documented ports?

Is the monitoring system capable
of detecting security configura-
tion changes in the system and if
yes, is it capable of determining
what was done (for example
addition, removal, alteration,
owner, permissions, contents)
and who did it?

Does event logs indicat-
ed that vulnerability
scan has been made and
does the system create
event / alarm when the
scan is performed?

3 - Secure
Configurations
for Hardware
and Software
on Mobile
Devices,
Laptops,
Workstations
and Servers

4 - Continuous
Vulnerability
management
and Remedia-
tion

11 - Limitation
and Control of
Network Ports
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A.13.1.

Network
Security

Network
controls

Control

Networks shall be
managed and
controlled to
protect infor-
mation

in systems and
applications.

Deploy network traffic collection and
analysis (using Netflow or similar.)
Configure current network traffic
policy to the monitoring tool.

Deploy Intrusion Detection System
(for example snort based), to DMZ,
which are connected to SIEM and
complemented with IPS.

Deploy firewalls to protect each
network segment/zone and configure
traffic restrictions on IP level and port
level (whitelist / blacklist) with de-
fault deny rule.

Restrict ICMP traffic to intranet only.
Create an alarm and capture traffic if
there's an attempt to send ICMP
traffic to external networks.

Deploy honeypots to detect network
reconnaissance and hacking at-
tempts: (for example www-
proxy.domainname, smtp-
proxy.domainname,
dns.domainname, www-
site.domainname).

Set-up proxy servers to DMZ with less
obvious domain names (make sure all
connections are being logged and
sent to centralized logging.)

Make sure that network devices
(switches, firewalls, routers) send
their logs to centralized logging and
that log contains sufficient infor-
mation about the traffic.

Deploy host-based firewalls to servers
(and workstations).

Monitor network device configura-
tion and issue alarms in case the
configuration has been changed.

Try to send generate which
brakes the firewall policy (e.g.
to IP address which is not
allowed).

Perform a network scanning
for DMZ.

Try to generate ICMP traffic
towards external networks.
Perform network scan towards
honeypot(s).

Try to abuse or exploit the
services offered by honey-
pot(s).

Try to abuse or exploit services
offered by actual proxy serv-
ers.

Perform network scan towards
servers (not on DMZ).

Change router, switch and
firewall configuration.

Try to establish remote admin-
istrative connection (e.g.
psexec, RDP, SSH from one
host within a network zone to
another).

Add new system to the net-
work which is not registered in
asset management system and
does not have sufficient client
credentials (for example certif-
icates used for 802.1x authen-
tication.)

Try to transfer or send out
sensitive information or docu-
ments containing the keywords
that are configured in perime-
ter monitoring tool.

Deploy a test service on exter-

Is traffic monitoring system able
to capture and create an alarm
on traffic which violates the
current policy?

Is system capable of detecting
and creating an alarm if unau-
thorized hosts, not in asset
management system, are being
added into the network?

Does the log event contain
enough details about the traffic
information (for example time,
date, system id, source IP, desti-
nation IP, packet details)?

Is IDS able to detect network
scans for DMZ?

Is modification of configuration
on router, switch or firewall
being detected?

Is the monitoring system able to
use logs from honeypots, DNS,
proxy, mail server and firewall as
threat intelligence?

Is firewall effectively
blocking the traffic and
is it capable of creating
an alarm for the blocked
traffic?

Does the log event
consist enough details
about the traffic infor-
mation (for example
time, date, system id,
source ip, destination ip,
packet details)?

Is monitoring system
able to detect network
scans for DMZ (using for
example an IDS as
intelligence)?

Is IPS able to block
network scans for DMZ?
Is outbound ICMP traffic
detected, blocked and
captured?

Are honeypots creating
system events that can
be used to create alarms
when honeypot services
are being abused or
exploited?

Are actual proxy servers
able to create system
events that can be used
to create alarms when
there's an attempt to
exploit or abuse these
services?

Does host based firewall
effectively block the
scanning attempts and

1 - Inventory
of Authorized
and unauthor-
ized devices
10 - Secure
Configuration
for Network
Devices

11 - Limitation
and Control of
Network Ports
13 - Boundary
Defence
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Prevent lateral movement within a
network zone and between the zones
(generally, there should be no need
for inbound access to clients or
outbound from servers, or client-to-
client connections.) Block remote
administration from any other than
admin network zone.

Deploy DHCP logging (and correlate
the information from DHCP logs with
asset management to detect unau-
thorized systems).

Deploy 802.1x network level authen-
tication

Deploy Network Access Control (NAC)
Deploy an automated tool on net-
work perimeters that monitors for
certain sensitive information (for
example personally identifiable
information), keywords, and docu-
ment characteristics to discover
unauthorized attempts to exfiltrate
data across network boundaries.
Block the transfer and alert adminis-
trative personnel.

Deploy automated tool to perform
scanning on external perimeter (from
outside of an organization’s network)
to detect possible exposure of un-
wanted services.

Make use of anti-abuse feeds (such as
Shadowserver, Spamhaus, etc to
effectively monitor the abuse of the
resources under your domain.

nal perimeter

Deploy a host under your
domain and register that to
anti-abuse service.

create system events
that can be used to
create alarms?

Is modification of con-
figuration on router,
switch or firewall being
detected?

Are remote administra-
tion attempt within a
network zone blocked
and detected?

Is an unauthorized
system able to get IP
address?

Is unauthorized host
being quarantined to
certain restricted net-
work zone?

Is unauthorized host
able to have visibility to
servers providing actual
business services?

Is exfiltration of data
containing sensitive
information or prede-
fined keywords being
blocked and detected?
Is the exposure of new
services on external
perimeter detected?

Is information regarding
the host that is regis-
tered to the anti-abuse
service received, han-
dled and properly pro-
cessed?
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A.13.1.

Network
Security

Segrega-
tionin
networks

Control

Groups of infor-
mation services,
users and infor-
mation systems
shall be segregat-
ed on networks.

Deploy segregated network zones (at
least three-tier architecture, DMZ,
middleware and private network).
Configuration communication policies
so that it goes always through proxy
servers located in DMZ.

Set-up internal DNS servers and
deploy DNS logging.

Deploy DNS whitelisting.

Block and capture DNS traffic which is
not going via internal DNS server.

Verify that traffic policies are
correctly defined using scan-
ning tools and tools which
generate traffic that violate the
policy (for example using
nmap, hping).

At host on each network
segment, verify that inbound
and outbound communications
which is not going via proxy is
blocked. (Perform tests also
from external networks).

Make domain name query to
internal DNS server.

Make domain name query to
external DNS server.

Make domain name query to
internal DNS server using
domain not in whitelist.

Is the monitoring system able to
detect DNS queries which are
destined to external DNS serv-
ers?

Is the monitoring system able to
detect DNS queries to domains
which are not in the whitelist?

Is it possible to send
traffic which violates the
current network policy?
Is it possible to establish
inbound or outbound
connections which are
not going via proxy?

Are DNS queries logged?
Are DNS queries to
external DNS servers
blocked and detected?
Are DNS queries to
domains which are not
on whitelist being
blocked and detected?

10 - Secure
Configuration
for Network
Devices

13 - Boundary
Defence

19 - Secure
Network
Engineering
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APPENDIX B. Detailed results from evaluation

Detailed results from evaluation are presented on the table below.

Table 7. Detailed results from evaluation
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Alienvault USM

Qualys Policy Compliance

Tenable SecurityCenter Continuous View
EC-x Domain Evaluation criteria Observation | Additional info (when applicable)
PVS can notice this immediately
Is the monitoring system capable of when traffic is passed on new host.
detecting new hosts? (If so, how The detection time on the monitor-
long does it take that this could be ing console depends on configured
EC-1 Asset mgmt | noticed?) alarms/events.

Observation

Additional info (when applicable)

Alienvault has active detection via
scheduled nmap scans as well pas-
sive method to detect new hosts
(PRADS, Passive Real-time Asset

Detection System) which can detect

the hosts almost in real-time. The
alarm can be triggered using for
example Inventory Anomalies Data
Source.

Observation

Additional info (when applicable)

Mapping scan can detect new hosts
added to the network. This is done
using active scan.




Is the monitoring system capable of
detecting new software modules on
hosts? (If so, how long does it take
that this could be noticed?)

Is it possible to define rules for
expected and unexpected changes
in asset management database and
create alarms based on those rules?

System can do software enumera-
tion for Windows and Linux targets.
It is also possible to detect changes
on installed software modules but
this requires customized
alarm/event. The detection time on
the monitoring console depends on
configured alarms/events. Not all
OSes may be supported (at the time
of writing software enumeration did
not work for the Ubuntu 14.)

USM does not create a software
asset list, for that purpose e.g. OCS

EC-2

Vulnerability
mgmt

Is the monitoring system capable of
generating an alarm in case new
software vulnerabilities are found?

Is the monitoring system capable of
generating an alarm if a scan fails?

No INVENTORY could be used.

It is possible to configure dynamic By default this is not possible, this
assets that can be used to generate would require using additional
an alarm/event. No scripts or external software.

By default the vulnerability scan is
Vulnerability management is the creating tickets of the found vulner-
main functionality of the tool abilities.

It is not possible to create an alarm,
There are plugins which indicate a however it is possible to send a
scan failure. Scan failure will also be notification when the scan has
logged in SecurityCenter logs. No ended.

No
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This is possible if scan is performed
against golden image. Full software
enumeration is only possible for Win-
dows hosts.

It is possible to create a baseline (or
golden image) using any target. Devia-
tions from this baseline can be pointed
out. It is to be noted that full software
enumeration is possible only for Win-
dows hosts using authenticated scan.

It is possible to create tickets based on
vulnerabilities.

It can be configured that status mail is

being sent when scans start and finish.
It is also possible to receive mails when
scanners have not had any contact for

x number of heartbeats.




Is the monitoring system capable of
providing criticality scoring based
on risk level? (for example CVSS
based)
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Is the monitoring system capable of
detecting and creating an alarm if
new listening ports are detected?

This can be detected either via
passive monitoring and also if host
which has ossec-client installed has a
monitoring for this (using for exam-
ple netstat command).

New ports can be detected using scans
which can be used as a basis to create
tickets. Qualys has a feature (separate
license) for VM on external perimeter:
CM (Continuous Monitoring) which
can continuously scan the external
perimteer and can alert on changes.
E.g. Ports, hosts, certificates, software,
vulnerabilities.

Is the monitoring system capable of
detecting new hosts in the network
that are serving non-documented
ports?

The rulesets for approved and non-
approved ports need to be defined.

It could be possible to configure this
type of alarm but it would require
use of external program (for exam-
ple a script). The way to configure
this is to trigger the external pro-
gram via certain event and then do a
white-list comparison using external
program, and trigger another event
that makes alarm / ticket if compari-
son notices forbidden ports.

If there are deviations to the golden
image, these are pointed out in the
reports.




EC-3

Software and
Security
Configuration
Integrity
management

Is the monitoring system capable of
detecting and creating an alarm in
case files in the scanned system
have been changed? Does this
alarm contain information who
made the change and when?

Is the monitoring system capable of
performing security configuration
checks against pre-defined base-
line/standard/best practice?

LCE client can monitor file integrity
on the target. However, in order to
determine what was done, addition-
al logging (for example BSM audit
logs) is required.

It is possible to run vulnerability
scans against audit files, provided for
example by CIS (Center for Internet
Security) or NIST. Used audit file
depends on the target OS. For
example SCAP compliant scans can
only be done for those to which
there is a possibility to get audit file
from NIST.

Tenable provides a tool (xTool) for
re-formatting NIST SCAP baseline
files so that they can be interpreted
by SecurityCenter.

Tenable provides pre-formatted CIS-
audit files.

No

File integrity monitoring feature
from ossec can be used for this, it is
also possible to use ossec in
agentless mode, meaning that
system is scanned for file integrity
changes regularly. It cannot be seen
who made the change and when, to
have this information additional
logging (for example BSM audit logs)
is required. Alienvault USM does not
include a plugin for BSM audit log
events.

Alienvault does not provide base-
lines for security configuration and
the tool does not include these types
of checks.
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It is possible to use file integrity moni-
toring and create a ticket in case
changes are detected. It is not visible
who has made the changes and when
for that additional logging (for example
BSM audit logs) is required.

Either comparing to the policy based
on the golden image or optionally
using existing security configuration
policy templates. There are several
different policy templates to assess
security configuration, for example CIS
based policies (for many different
Operating Systems) and SCAP policies
(mainly for Windows.) SCAP files can
also be imported to the tool.




Is the monitoring system capable of
detecting and creating an alarm in
case there have been changes in the

There is currently no standard report
that could provide this information.
However this could be achieved

Other tools would be required to do
this, for example OCS inventory.
However, ossec inventory monitor-
ing can detect addition of new files
and change of integrity of the moni-
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This is possible if software enumera-
tion can be performed (which is mainly
targeted for Windows). For Linux there

software asset inventory? No using customized report. No tored files. No is limited capability.

Is it seen from the monitoring Requires that LCE client is installed. If OSSEC agent is installed. It is

system when new users are added Might work also if server is sending possible to receive the logs also via Files containing user info can be moni-

or removed? Yes logs to LCE server via syslog. Yes syslog to Alienvault USM. Yes tored.

Is it seen from the monitoring

system what type of privileges a Requires that LCE client is installed. It is possible to detect users with

user has for each system (for exam- Might work also if server is sending certain privileges (for example if UID or

ple under certain group?) Yes logs to LCE server via syslog. No Yes GID equals 0).
The tool is mainly based on scanning
the targets and is not able to actively
monitor the logs. It could be possible
to use cron based scripts to analyse

Are access attempts with deactivat- If OSSEC agent is installed. It is the logs and then the results of these

ed account visible in the monitoring possible to receive the logs also via scripts could be further made available

system? Yes It is seen as login failure. Yes syslog to Alienvault USM. No for Qualys for reporting.

Is it possible to see from a monitor- There is no such plugin in Nessus for

ing system that user is about to Linux. For Windows there is (User There are controls which can see if

expire? No Management) No Yes user accounts are about to expire.

Does the monitoring system offer a

possibility to perform baseline

checks and compare the results to There is no such plugin in Nessus for

Access the system's current user account Linux. For Windows there is (User There is no such feature, additional By using for example Golden Image
EC-4 Control list periodically? No Management) No tools would be required. Yes policy.




Is it possible to see from the moni-
toring system if user authentication
fails?

If OSSEC agent is installed. It is
possible to receive the logs also via
syslog to Alienvault USM.

No
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The tool is mainly based on scanning
the targets and is not able to actively
monitor the logs. It could be possible
to use cron based scripts to analyse
the logs and then the results of these
scripts could be further made available
for Qualys for reporting.

Is it possible to see from the moni-
toring system if user authentication
succeeds?

If OSSEC agent is installed. It is
possible to receive the logs also via
syslog to Alienvault USM.

No

The tool is mainly based on scanning
the targets and is not able to actively
monitor the logs. It could be possible
to use cron based scripts to analyse
the logs and then the results of these
scripts could be further made available
for Qualys for reporting.

If OSSEC agent is installed. It is
possible to receive the logs also via
syslog to Alienvault USM. The
threshold used to create an alarm
can be configured using correlation
directive, i.e. if certain event occurs
n times within certain time period
alarm can be raised.

Is security event in the monitoring
system raised after number of failed
authentication attempts?

This depends on the configured
alarms/events.

No

The tool is mainly based on scanning
the targets and is not able to actively
monitor the logs. It could be possible
to use cron based scripts to analyse
the logs and then the results of these
scripts could be further made available
for Qualys for reporting.




Are there any accounts which are:
- not authorized

- only in one system

- generic (not bound to user ac-
count)

- not having expiry date?

- locked-out

- disabled

- with passwords that exceed the
maximum password age

- with passwords that never expire
- are there any system accounts
which are not supposed to be there
(i.e. no business owner).

And can the monitoring system
provide a list of these accounts?

No

There is no such plugin in Nessus for
Linux. For Windows there is (User
Management)

No

Monitoring system cannot provide a
summary or list of user accounts.

Yes
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Generally speaking user information
can be compared to the Golden Image.
Some of the other settings for user
account can be detected also using in-
built policies (such as users not having
account expiry date, maximum pass-
word age, etc.)

EC-5

Logging and
Monitoring

Is the monitoring system able to
receive, correlate and create events
for the log events (defined in test
sequence)? The test sequence
consist of actions where unauthor-
ized and authorized users (try) to
access and modify files and then it is
checked whether the monitoring
tool is able to receive and correlate
those events and create an alarms
for them.

Yes

When BSM audit is configured on
target, logs regarding file access are
sent to LCE. These appear as un-
normalized LCE events.

It is possible to create an alarm out
of LCE query. (LCE alarms (save as
query, create workflow)

No

Not by default. Only if additional
audit logging is configured on the
monitored system and Alienvault
can interpret the event. There is
currently no BSM audit log plugin.

No

Integration with SIEM (for example
Arcsite, Logpoint Splunk etc.) via the
Qualys APl would be required to fulfil
this.

The tool is only able to see modifica-
tion of the files if it has occurred.




Does the monitoring system pre-

Processed log events are stored in
the system and SHA1 hash of the
logs is taken which is signed. This
could be used later on to validate
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The tool does not collect any audit
logs, it is not meant for that purpose.
(This refers to integrity of the logs that

serve the integrity of the logs? No Yes the log integrity. No it collects from the systems.)
The log integrity is not validated or
Is the integrity of audit logs checked checked. This can be only done The tool does not collect any audit
periodically? No No manually. No logs, it is not meant for that purpose.
This is only possible if additional
Is it possible to observe and analyse controls and logging is provided by The tool is mainly based on scanning
afterwards what has been done the target. Any type of log can be There is no log correlation for BSM the targets and is not able to actively
during the administrative session? No sent to LCE server. No audit logs. No monitor the logs.
Is the monitoring system capable of
raising alarms to certain type of If OSSEC agent is installed. It is The tool is mainly based on scanning
administrative actions (for example possible to receive the logs also via the targets and is not able to actively
use of commands sudo or su)? Yes Requires that LCE client is installed. | Yes syslog to Alienvault USM. No monitor the logs.
If the is modified and an event is The tool is mainly based on scanning
Is an alarm raised if system time or raised this can be collected and used the targets and is not able to actively
time sources are re-configured? Yes Requires that LCE client is installed. | Yes to create an alarm. No monitor the logs.
It could be possible to do for exam-
Is it possible to define the current ple netflow data analysis using The tool is mainly based on scanning
network policy to the monitoring external program if triggered by the targets and is not able to actively
system? No No certain event. No monitor the network traffic.
Firewall logs can be received for
example via syslog. It is required to
Is traffic monitoring system able to In case firewall logs are sent to LCE have a plugin to do a log correlation.
capture and create an alarm on and assumption being that firewall is Assumption being that firewall is The tool is mainly based on scanning
Network traffic which violates the current configured according to the network configured according to the network the targets and is not able to actively
EC-6 Security policy? Yes policy and works as expected. Yes policy and works as expected. No monitor the network traffic.




Does the log event contain enough
details about the traffic information
(for example time, date, system id,
source IP, destination IP, packet

System does not contain traffic

Netflow data is collected and can
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The tool is mainly based on scanning
the targets and is not able to actively

details)? No dumps. Yes provide some of this information. No monitor the network traffic.
Is the monitoring system able to
detect network scans for DMZ The tool is mainly based on scanning
(using for example an IDS as intelli- Using the in-built IDS (suricata) it can the targets and is not able to actively
gence)? Yes PVS is able to detect this. Yes detect network scans. No monitor the network traffic.

Only if a log event is generated on

the change and this information is

sent to Alienvault USM and there is a

Only in case this info is visible on plugin which can interpret the event.

Is modification of configuration on device log events and if they are For a limited set of vendors (for
router, switch or firewall being sent to LCE. There is no integrity example Cisco) Alienvault USM can It is possible only for Cisco and Juniper,
detected? No checking of configuration. No do configuration integrity checking. No others are not supported.

Log correlation plugins exist for bind

and squid and for number of honey-

pots. Events can be sent either via
Is the monitoring system able to use Any type of logs can be sent to LCE syslog or sometimes using ossec if it
logs from honeypots, DNS, proxy, but by default these logs will not has a decoder already in-built for The tool is mainly based on scanning
mail server and firewall as threat trigger any alarms. All alarms need that type of log. When ossec is used the targets and is not able to use logs
intelligence? Yes to be configured separately. Yes there is no need to use USM plugin. | No as threat intelligence.




