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1 INTRODUCTION

In the contemporary world, people pay more attention to the information security.
Specially, the personal information will leak in the transmitting way when people
create passwords in the web pages. So it is important for us to preserve the individual
privacy. As an engineer,we should be thinking about this. In the thesis, 1 will

implement secure transactions with PHP and MySQL.

The aim of the study is to implement the secure authentication.

The practical aim of the thesis is to use MD5 to set up the connection between web

page based on PHP and MySQL.

The structure of the study is as follows.

Firstly, in Chapter 2, I will illustrate the four main aspects of implementing secure
transactions, PHP, MySQL and Apache which are widely used in many areas. Then |
introduce some advantages about them and how they work.After this in Chapter 3, |
will introduce the main encryption methods MD5 and GPG in the world, some basic
aspects of them and what the algorithms of them are.In Chapter 4, 1 will discuss
creating an authentication with MD5. From building thePHP environment to
implement an authentication with MD5. It can log in the web page with your own
name and password, and create new users.Finally in Chapter 5, final conclusions and

the future of MD5 are identified.



2 THE BASIC CONCEPT

2.1 PHP

2.1.1 What Is PHP?

PHP is the abbreviation of Hypertext Preprocessor. PHP is a language of HTML
embedded and a scripting language of embedded HTML document which is
implemented on the web server, the style of the language is similar to C language,
which is most widely spoken. As of August 2004, it was installed on more than 17
million domains worldwide, and this number is growing rapidly.[1] You can see the

current number at http://www.php.net/usage.php

Figure 2.1 The logo of PHP [1]

2.1.2 PHP3and PHP4

Because PHP 3 was integrated with the Apache server, it is constantly updated and
new features are added and supported all databases as well as it had high speed

execution efficiency, the station based on PHP 3 had been used widely.

More than 150,000 in 1999. Since its source codes are full disclosure, it is the

backbone of this area now. [1]With constantly adding new libraries and updating, PHP


http://www.php.net/usage.php

has more new features in UNIX, LINUX or Windows platforms . It provides a wealth

of functions and enables the design of the program more easy

PHP 4.0 is more efficient and reliable than dynamic web development tools. The

operating speed is faster than PHP 3.0 in most situations. The better performance of

PHP 4.0 is due to PHP script redesigned engine.

2.1.3 What Is New in PHP 5.0?

We can see from the PHP official web site that the version of PHP has changed from
PHP 4.0 to PHP 5.0. The Zend engine beneath PHP has been rewritten for this version.

Major new features are as follows:

Better object-oriented support set up around a absolutely new object pattern
Exceptions for scalable, maintainable error handing Simple XML for easy handing of

XML data[2]

2.1.4 The Advantages of PHP

PHP specific grammar mix with C, Java, Perl and PHP grammars. It can be more
quickly to execute dynamic pages than CGI or Perl. Compared with other
programming language, PHP is a program embedded into HTML document to execute,
the efficiency of the execution is much higher than completely genereting HTML
marked CGI, PHP can also perform compiled code,code can achieve encryption and

optimize the operation of code, making the code running faster. PHP has very



powerful functions, it can achieve all the functions of CGI . Besides, PHP can support

mostly all databases and operating systems.[3]

2.2 MySQL
2.2.1 What Is MySQL?

MySQL is a small relational database management system. Developer is the Swedish
MySQL AB company which was acquired by Sun on April 16, 2008. While in 2009,
SUN was purchased by Oracal.[4] For Mysql's future, no one has any optimistic
attitude. Now MySQL is widely used in small and medium websites. Because of its
small size, high speed, low cost, in particular the characteristics of open source, many
small and medium websites choose MySQL as the web database. The official web site

of MySQL is www.mysgl.com.

NMyS .

Figure 2.2 The logo of MySQL[5]

2.2.2 What Is MySQL Query Browser


http://www.mysql.com/

MySQL Query Browser is a visual toolset for creating, implementing and optimizing
queries of MySQL database, it is like to an integrated drag tool embedded in the web
server that provides the users with a more convenient, productive way to access and

analyze information stored in the MySQL database server.

7 MySQL Query Browser - root@localhost:3306

Window Help

File Edi 1e Juery  Script Tools Ha
Go back et Refresh Execute»  Stop ‘ R

| @ Resultzet 1 Schemata | Fookmal Histary
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| database_first
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| my_db

| mysql
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Syntax | Funclion:  Paams  Tix

| Data Manipulation

[ Data Definition

[ MySQL Utility

I Transactional and Lacking

Figure 2.3 Interface of MySQL Query Browser

2.2.3 The Advantages of MySQL

MySQL’s main competitors are PostgreSQL, Microsoft SQL Server, and Oracle.

MySQL has many strengths, including the following:

High performance, Low cost, Ease of configuration and learning, Portability,

Availability of source code, Availability of support(PHP and Mysql)[4].



2.3 Apache
2.3.1 What Is Apache?

Apache is the world ranking Web server software. It can run on almost all widely used
computer platforms. Because its cross-platform and security are widely used, Apache

is one of the most popular Web servers.

Figure 2.4 The logo of Apache[6]
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Figure 2.5 Interface of Apache

2.3.2 The Properties of Apache

Apache web server software has the following features:

Support the latest HTTP/1.1 protocol

Have a simple but powerful file-based configuration process

Support the Common Gateway Interface

Support for virtual host based IP and domain name

Support a variety of ways’ HTTP Authentication

Integrated Perl processing module

Integrated proxy server module

Support real-time monitoring server status and customizing server logs



Support server-side include directive (SSI)

Support Security Socket Layer (SSL)

Provide the track of the processing of user conversation

Support for FastCGl

Through third-party modules to support Java Servlets[7]



3 PHP Encryption Technique

Nowadays PHP is installed with MD5 or Salt, they use strong 12-bits salt. But you
must know what value the system uses.You can use the below PHP code to check the

configuration of the server.
<?php echo "System salt size: ". CRYPT_SALT_LENGTH; ?>

The return answer will be 2, 9, 12 or 16,which tells your system what the value is.
Using MD5 or salt,you can apply crypt() and md5() in salt parameters,in order to
achieve random dark.MD5() can hash reactive every string, then making the string

to be a fixed-length 32-bits string.

Using crypt() and md5() to encrypt password
<?php

$user = strip_tags(substr($_POST['user,0,32));
$pw = strip_tags(substr($_POST['password,0,32));
$cleanpw = crypt(md5($pw),md5(Suser));

$sql = "insert into users (username,password)
values("™'.mysql_real_escape_string($user).",

".mysql_real_escape_string($cleanpw).™)";

In the present age, the database has its encrypted password. However there is no way

to decode the encrypted password. How to use it?



There is an easier method:

Every incoming password provided by user uses the same encrypting method. Then

the result is compared to the stored password.

Revisit verify.php

<?php
$user = strip_tags(substr($_POST['user],0,32));

$pw = strip_tags(substr($_POST['password'],0,32));

$cleanpw = crypt(md5($pw),md5(Suser));

$sqgl = "select user,password from users

where user="". mysql_real_escape_string($user)."

and password="". mysql_real_escape_string($cleanpw)."

limit 1;

$result = mysgl_query($sql);

if (mysqgl_num_rows($result)){

/Iwe have a match!

Yelse{

//no match

10
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For example, if the stored encrypted password is i83Uw28jKzBrZF,the encryption
saves the incoming password and the stored encrypted password will be comparied
with the stored password. The unique method to destory encryption from attackers is
to use a special long string to compare with encrypted password until finding the
match. This is also known as the dictionary attack, so your password should not be the
string name of password and Star Trek expecially your name. To ensure your
password you should have long bits and include majuscules, numbers and special

strings such as ! or $, This will improve the difficulty of guessing your data.

My study case uses MD5() to encrypt. However, if you want to send a message to
someone and provide some methods of decoding information,what should you do?

Please use GPG (PGP) .

“GnuPG is the GNU project's complete and free implementation of the OpenPGP
standard as defined by RFC4880 . GnuPG allows to encrypt and sign your data and
communication, features a versatile key managment system as well as access modules
for all kind of public key directories. GnuPG, also known as GPG, is a command line
tool with features for easy integration with other applications. A wealth of frontend
applications and libraries are available. Version 2 of GnuPG also provides support for

SIMIME.[8]”

GnuPG is Free Software. It can be freely used, modified and distributed under the

terms of the GNU General Public License .

GnuPG comes in two flavours: 1.4.10 is the well known and portable standalone

version, whereas 2.0.15 is the enhanced and somewhat harder to build version.

Project Gpg4win provides a Windows Version of GnuPG. It is nicely integrated into

an installer and features several frontends as well as manuals in Germany.
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Project Aegypten developed the S/IMIME functionality in GnuPG 2.
Chttp://lwww.gnupg.org/)

PGP Encryption Solutions I Party Solutions

e ==~

PGP Encryption Platform

Existing Infrastructune

Figure 3.1 The Process of PGP Encryption[9]

Use GPG

<?php

/lset up users

$from = "webforms@example.com;

$to = "you@example.com";

/lcut the message down to size, remove HTML tags

$messagebody = strip_tags(substr($_POST['msg'],0,5000));

$message_body = escapeshellarg($messagebody);

$gpg_path = ‘/usr/local/bin/gpg’;

$home_dir = '/htdocs/www';



$user_env = 'web’;

$cmd = "echo $message_body HOME=$home_dir USER=%user_env

$gpg_path™ .

"--quiet --no-secmem-warning --encrypt --sign --armor " .

"--recipient $to --local-user $from";

$message_body = “$cmd’;

mail($to,'Message from Web Form', $message_body,"From:$from\r\n™);

7>

13
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Figure 3.2 Interface of GPG

gpg (GnuPG) 2.8.14; Copyright (C> 208? Free Software Foundation. Inc.
Thiz iz free software: you are free to change and redistribute it.
There is NO WARRANTY. to the extent permitted by law.

Secret key is available.

pub 2B48R/BY862C15 created: 2018-04-87Y expires: 2014-85-87 usage: SCA
trust: wltimate validity: ultimate

zub 2048R-/FYBF1803 created: 2018-084-87Y expires: 2014-85-87 usage: E

[ultimatel <1>. anwei <anlovejingPgmail.com’

Command >

Figure 3.3 The Background Operation of GPG
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Figure 3.4 The Interface of Key Generation

In this example, PHP calls /usr/local/bin/gpg(this location will be changed by server),
in order to use the sender’private key and receiver’key to encrypt the information.In
addition, we can configure the environment variable of HOME and USER to inform

GPG where to find keyring.

Other marked functions below:

--quiet and --no-secmem-warning Restrain the warning from GPG

--encrypt

--sign

--armor  Produce non-binary ASCII output so as to be sent by email.



4 My OWN APPLICATION

4.1 Install the PHP environment

Nowadays, the most fashionable website frame mode is WAMP

(WINDOWS+Apache+MySQL+PHP)

Download those softwares:

Apache official download address: apache_2.0.55-win32-x86- no_ssl.msi.
PHP official download address: php-5.0.5-Win32.zip.

MySQL official download address: mysql-4.1.14-win32.zip

4.1.1 Install Apache

Run downloaded *“apache_2.0.55-win32-x86-no_ssl.msi”,show this interface:

2.0 — Installation Wizard

ANMET AL 1AL 10

welcome to the Installation Wizard for
Apache HTTP Server 2.0.54

The Installation Wizard will install Apache HTTP Server 2.0.54
on vyour compuker. To continue, click Rexk,

WARMIMNG: This program is protected by copyright law and
international treaties.

| ek = i [ Cancel

Figure 4.1 Interface of Installation Wizard 1

Show Apache HTTP Server 2.0.55 Installation Wizard, click*“Next”

16
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Apache License
Version 2.0, January 2004
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1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 ofthis document.
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Figure 4.2 Interface of Installation Wizard 2

Choose “I accept the terms in the license agreement”, click*Next”
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Read This First

Read this Before Running Apache on Windows,

Apache HTTF Server

wWhatis it?

The Apache HTTF Server iz a powerful and flexible HTTPM .1 compliant web server.
originally designed as a replacement for the RMCSAHTTP Server, it has grown to be
the most popularwehbh server on the Internet. As a project of the Apache Software
Foundation, the developers aim to callaboratively develop and maintain a robust,
commercial-grade, standards-based server with freely available source code.

The Latest Wersion

Details ofthe latest version can be found on the Apache HTTF server praject page
undetr:

hitpeifhttpd. apache. argd

[ SRR TP £ B

[ = Back. ]| Mexk = i [ Cancel ]

Figure 4.3 Interface of Installation Wizard 3

Complete the words, click*“Next”
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Server Information !
Please enter wour server's information,

Mebwork Domain (2.9, somenet, com

I

Server Name (e.g. www.somenet, com:

Administrator's Email Address (e.g. webmaster@somenest. com):

Install Apache HTTP Server 2.0 programs and shortcuks For:

&) For all Users, on Pork 80, as a Service -- Recommended.
3 only For the Current User, on Pork 8080, when started Manoally.,

[ = Back ][ Mext = ] [ Cancel ]

Figure 4.4 Interface of Installation Wizard 4

Configure the system information,fill-in your domain name in Network Domain, fill
in your server name in your Server Name,fill-in System Administrator’ email address

in Administrator’Email Address, choose “for ALL Users, on Port 80, as a Service —

Recommended.”

Setup Type
Zhoose the setup bype that best suits vour needs.
Please select a setup type.

Twpical program Features will be installed. {Headers and Libraries

@ For compiling modules will not be installed. )

Choose which program Features wou want installed and where they
will be installed. Recommended For advanced users,

[ = Back ][ Mext = ] | ancel ]

Figure 4.5 Interface of Installation Wizard 5

Choose the installing style, Typical is the default setup.Here we choose the Typical.
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Ready to Install the Program
The wizard is ready to begin installation,

Click Install ko begin the installation,

IF wou want ko review or change any of wour installation sektings, click Back. Click Cancel to
exit the wizard,

[ < Back. ]| Install i [ Cancel

Figure 4.6 Interface of Installation Wizard 6

Click‘Install’

Installing Apache HTTP Server 2.0.54
The program Features you selected are being installed.

A Please wait while the Installation Wizard installs Apache HTTP Server
| 2.0.54. This may take sewveral minukes.

Skakus:

Figure 4.7Interface of Installation Wizard 7

Having installed the interface, please wait patiently until this picture.
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Installation Wizard Completed

The Installation \Wizard has successfully installed Apache HTTP
Server 2.0.54, Click Finish to exit the wizard,

Figure 4.8 Interface of Installation Wizard 8

The installation is finished. By now a status bar will appear this green logo,showing

that the Apache server has been started, click‘Finish’

Figure 4.9 Shortcutkey of Apache

Now we can test the configuration,fill in “http://127.0.0.1”,click*go to’.If you see this

page, The installation of Apache has been successful.
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Figure 4.10 Test Apache Web Server

4.1.2 Configure the Apache Server

Now we start to configure the Apache server. Actually, if you don’t
configure,Apache2\htdocs under the installing directory is the default directory,where

you can put files.

Open D:\Apache2\conf\httpd.conf file.
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22

Find ‘Ln321’,Directorylndex. Add index.php behind Directorylndex index.html

index.html.var

i shttpd = insi = =1 E3]
HHFE) e E B0 EFW) #HEGW

DirectoryIndex: sets the file that Apache will s:
is requested.

I
I
I
I
#t The index.html.var file {a type-map) is used to «
#t negotiated documents. The HultiViews Option can
#t same purpose, but it is much slower.

I

D

irectorylIndex lindex.html index.html.var

i

# AccessFileHame: The name of the file to look for
# for additional configuration directives. See al:
# directive.

i

AccessFileMame .htaccess

Ln 321, Col

Figure 4.11 The file of httpd

OK,the simple Apache configuration is now finished. Next you can restart the Apache
server. Your site will become a site’server.If you add firewall,please open 80 or 8080
port or permit Apache to access to network,otherwise no one can access. If you have a
public IP, you can invite all your friends to visit http://your IP address.(For example,
http://www.goodwaiter.com quering content is IP address ). If you don't have public
IP,you can tell your LAN IP address to other users in the same LAN. And they can
access your site through http://your LAN IP address.

4.1.3 Install PHP and Integrate Apache with PHP

Download php setup file :php-5.0.5-Win32.zip and click decode.
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Look at folder after decoding,find ‘php.ini-dist’file,change the name to ‘php.ini’.Then

move ‘php.ini’to ‘C:/WINDOWS/’Find php5ts.dll in PHP’installing directory and


http://www.qqread.com/ArtImage/20060207/xc234_22.gif�

24

move it to ‘system/system32’.Find php_gd2.dll php_mysql.dll php_mystring.dll in
‘php/ext’and move it to ‘system/system32’.Another place need to edit,now we make
php to call other module directly such as access mysgl,Look the below
picture,Ln563,choose the loaded module and clear off front “;”, save the changes

and close.

i SE
I F) #REE (E) gL EF ) F5Bh D

extension=php_mbstring.dll
;extension=php_bz2_dl1
extension=php_cpdf.dll
extension=php_curl.dll
extension=php_dba_dl1
extension=php_dbase _dl1
extension=php_dbx.d1l1l
extension=php_exif.dll
extension=php_ fdf.dl1l
extension=php_filepro.dll
extension=php_gd2?.d11
extension=php_gettext.dll
;extension=php_1ifx.dll
;extension=php_1iisfunc.dll
extension=php_imap.dll
extension=php_interbase.dll
;extension=php_java.dll
extension=php_ldap.dll
;extension=php_mcrypt_dll
extension=php_mhash.dll
extension=php_mime_magic.dll
extension=php_ming.d1l1
extension=php_mssql.dll
extension=php_msql.dl1l
extension=php_mysql _dl11
;extension=php_ocif ._.dll
extension=php_openssl.dll
;extension=php_oracle .dll
;extension=php_pdf.dll
extension=php_pgsql.dll
extension=php_shmop.dl1
extension=php_snmp.dll
extension=php_sockets.dll
;extension=php_sybase_ct.dll
extension=php_tidy.dl1
;extension=php_w32api.dll
extension=php_xmlrpc.dll
extension=php_xs1.d11
;extension=php_uyaz._dll
;extension=php_zip.dll

Lo 563, Col

Figure 4.14 The file of php.ini 1

Find “;session.save_path = "/tmp"’and clear away *;’,

Change itinto‘session.save_path= C:WINDOWS\Temp’
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; .

; As of PHP 4.8.1, you can define the path as:

H session.save_path = "N;/path”

; where H is an integer. Instead of storing all the session files in

; /path, what this will do is use subdirectories H-levels deep, and

; store the session data in those directories. This is wseful if you

; or your 0% have problems with lots of files in one directory, and is

; a more efficient layout for servers that handle lots of sessions.

5 HOTE 1: PHP will not create this directory structure automatically.

s You can use the script in the ext/session dir for that purpose.

; HOTE 2: See the section on garbage collection below if you choose to

s use subdirectories for session storage

; The file storage module creates files using mode 688 by default.

; You can change that by using

3 session.save_path = “N;MODE;/path™

; where HMODE is the octal representation of the mode. Hote that this

; does not overwrite the process's umask.

session.save _path = CIA\WINDOWS/Temp T

il 3
In 995, Col 1

Figure 4.15 The File of php.ini 2

Find “‘extension_dir = "./"’and change it to ‘extension_dir = C:\php5.2\ext

UNIX: */path1:/path2"
include_path = " _:-/phpfincludes"

Windows: "\pathi;ywpath2"
include_path = " _;c:ohwphphincludes®™ —

The root of the PHP pages, used only if nonempty.

if PHP was not compiled with FORCE_REDIRECT, you SHOULD set doc_root
if you are running php as a CGI under any web server {other than IIS)
see documentation for security issues. The alternate is to use the
cgi.force_redirect confiquration below

oc_root =

Bowrowrwrwr o

The directory under which PHP opens the script using /~username used only
if nonempty.
user_dir =

; Directory in which the loadable extensions {modules) reside.
EEIIIIEET dir —C:\phps.2\ext

= I |

|4

2

Ln 491, Col 1

Figure 4.16 The File of php.ini 3

Now integrate php and Apache and make php into Apache. Open the Apache
configuration file,Ln 173. Add ‘LoadModule php5_module D:/php/php5 apache2.

dil’behind “#LoadModulessl_modulemodules/mod_ssl.so’



i ‘httpd — josik BN =]
i) @mE) RO EFW #EH

LoadHodule setenvif module modules/mod setenuif.so [
fiLoadHodule speling_module modules/mod_speling.so
#lLoadHodule status_module modules/mod_status.so
fiLoadHodule unique_id_module modules/mod_unique_id
LoadHodule userdir_module modules/mod_userdir.so
L oadModule usertrack_module modules/mod_usertrack
fiLoadHodule vhost_alias_module modules/mod_vhost_a
#LoadHodule ss1_module modules/mod_ssl.so

L e T e, S S T

i
#t ExtendedStatus controls whether Apache will gene
#t information (ExtendedStatus On) or just basic in
# 0FF) when the "server-status" handler is called.
i

Lo 173, Col

Figure 4.17 The File of php.ini 4

Find Ln 757 and add ‘AddType application/x-httpd-php .php” ‘AddType
application/x-httpd-php .html’behind *AddType application/x-gzip .gz .tgz’.
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#inddEncoding x-compress .2

#inddEncoding x-gzip .gz .tgz

i

# If the AddEncoding directives above are commentet
# probably should define those extensions to indic:
i

AddType application/x-compress .2

AddType application/®-gzip .gz .tgz

it

=

i

# AddHandler allows you to map certain file extensi
# actions unrelated to filetype. These can be eithe
# or added with the Action directive {see helow)

i

Lo 757, Col

Figure 4.18 The File of php.ini 5

Aforesaid directory default file can change because now we add php as result some
files can be saved as “.php’. We also can make ‘index.php’as default index file. You

can decide to arrange the priority. | put it on the fisrt palce here. Save and close.
& mitpd o GnA e[S BIX

DirectoryIndex: sets the file that Apache will =
is requested.

The index_html ._.wvar file (a type-map) is used to
negotiated documents. The HultiViews 0Option can
same purpose, but it is much slower.

~

irectoryIndex [Tl roairdndex . html index.html.var

=

AccessFileHame: The name of the file to look for
for additional configuration directives. See al
directive.

ER R

Ln 323, Col

Figure 4.19 The File of Apache httpd
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Integrating php and Apache is completed. Restart Apache and your Apache server can

support PHP.
4.1.4 Install MySQL and Integrate With PHP and Apache

Open downloaded MySQL file ‘mysql-4.1.14-win32.zip’and click ‘decode’.Running

‘setup.exe’. Look this picture:

o [ n it L S - aw - - - - =i, - x
= L 1 LAl o

Welcome to the Setup Wizard for MySOL
Server 4.1

The Setup Wizard will install My30L Server 4.1 release 4.1.14
on your compuker, To conkinue, click Mext,

WARMNIMG: This program is protected by copyright law,

< Back [ Mext> | [ Cancel

Figure 4.20 Interface of MySQL Setup Wizard 1

Click “Next’
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Setup Type

Choose the setup bvpe that best suits wour needs,

Please select a setup tvpe,

) Typical
§ Comman program Features will be installed. Recommended For
:@ general use,

) Complete

All program Features will be installed. (Requires the most disk,
space.)

Choose which program Features wou want installed and where thew
will be installed, Recommended For advanced users,

[ < Back ]F  Mext = i [ Cancel ]

Figure 4.21 Interface of MySQL Setup Wizard 2

Here we choose ‘Custom’.

E Custom Setup

|

§ Select the program Features you want installed,

¢ Click on an icon in the list below Eo change how a feature is inskalled. |
§ |
] Feature Description |
| MySQL Server : l
B | Clisnt Froarams Components used by
. d dewelopers, -
Il Drocurmentakion |
i Developer Camponents ]

This feature w1ll be i1nstalled on local hard drivwe.
o This feature, and all subfeatures, will be installed on local hard driwve

B This feature, and all =subfestures, will be installed to run from the network.

Install ko

Thiz feature will be installed when required.

=
=
B This featuwre will be installed to run from network
=1
x

This feature will not be awailable.

< Back, ]E"””r;.ie'xt';? ' i [ ancel ]

Figure 4.22 Interface of MySQL Setup Wizard 3

IT
o
=)
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Click ‘Developer Components’ and choose “This feature,and all subfeatures,will be
installed on local hard drive.”.The same commond is to ‘MySQL Sever’, ‘Client

Programs’, ‘Documentation’.Then click ‘Change...” to appoint installing directory.

%'!_l'}ilﬂ_r. serverdodl St npe W Al

Change Current Destination Folder

Browse ko the destination folder,

Look, in:
| £ MysQL Server 4.1 ]
Folder name:
[ K ] [ Cancel

Figure 4.23 Interface of MySQL Setup Wizard 4

Add installing directory, | use *‘D:\mysgl’. Better not to put the folder in the system

districtly because we can perserve the file when the system reset.

30
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Custom Setup

Select the program Features wou wank installed.

Click, on an icon in the lisk belaw to change how a Feature is installed.

- r;'1';.-'SQL —— Feature Descripkion

- lient Proarams Components used by

= d developers,

i Docurnentation
This Feature requires OKE on
vour hard drive, It has 4 of 4
subfeatures selected. The
subfeatures require 44ME on
wiour hard drive,

Install to:

o imysa

< Back ”_ Mext = ] [ Cancel ]

Figure 4.24 Interface of MySQL Setup Wizard 5

Click “‘Next’

LR

_@'Jfﬂuﬂ. Server-Ad.1 — Setup Wizard

Ready to Install the Program

|
E
|
|
|
|

The wizard is ready ko begin installation,

If wou want ko review or change any of vour inskallation settings, click Back. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:

Zuskom

Destinakion Folder:

D hrnesglh,

[ < Back ]t Install i [ Cancel ]

Figure 4.25 Interface of MySQL Setup Wizard 6

Ensure that the former configuration is correct, otherwise go ‘Back’. Choose ‘Install’.
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?@ By SOIServer

Installing MySQL Server 4.1

The program Features wou selected are being installed.

Please wait while the Setup Wizard installs MySOL Server 4.1, This may take
several minukes,

Skatus:

Figure 4.26 Interface of MySQL Setup Wizard 7

Waiting..

Ef_b".lf T O

MySQL.com Sign-Up

Login ar create a new MySOL, com account,

Flease log in or select the option to create a new account.,

{:} Create a new free MyS(L.com account

IF wou do nok vet have a MySOL. com account, select this
option and complete the Following three steps,

'l:) Login ko MySQL.com

Select this option if vou already have a MwSOL. com account,
Flease specify wour login information below,

Email address:

Password:

["””N-ekt-i : 1 [ Cancel J

Figure 4.27 Interface of MySQL Setup Wizard 8
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Here you must to ask whether you need a mysql.com’ID,or use existing ID to log in
mysqgl.com. Commonly,we don’t to create a ID. So click “Skip Sign-Up’, choose

‘Next’.

%ﬁ‘ﬁjjﬂﬂfL Server AL — Setup Wizard {ﬁﬁ

Wizard Completed

Setup has finished instaling MySQL Server 4,1, Click Finish ta
exit the wizard.

Configure the MySQL Server now
IJse this option ko generate an optimized My30L config
file, setup a Windows service running on a dedicated port
and ko sek the passwaord for the rook account,

Figure 4.28 Interface of MySQL Setup Wizard 9

Now the installation is completed. There is a very nice function—mysql configuration.
We don’t configure ‘my.ini’as before. Choose ‘Configure the Mysgl Server now’,

click ‘Finish’and start mysql configuration guide.
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Yelcome to the MySQL Server Instance
Configuration Wizard 1.0.5

The Configuration Wizard will allow wou to configure the
MwSQL Server 4,1 server instance, To Conkinue, click
Mexk,

MySCOiL:

[ Mexk = il [ Cancel ]

Figure 4.29 Interface of Configuration MySQL 1

Click “‘Next’

MySQL Server Instance Configuration

Configure the MySQL Server 4,1 server instance.

Please select a configuration type,

(+) Detailed Configuration
} _hoose this configuration tvpe to create the optimal server setup for
u __;: this machine.

T

¢ standard Configuration

. Use this only on machines that do nok already have a MySQL server
n = installation, This will use a general purpose configuration For the
i server that can be tuned manually.

[ < Back ] ﬁ””-r\ieﬁct-:b' . i [ Cancel ]

Figure 4.30 Interface of Configuration MySQL 2

Choose configuration method ‘Detailed Configuration’.
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By Syl re o ey AT e S T

MySQL Server Instance Configuration

Configure the MySQL Server 4.1 server instance,

Flease select a server bvpe, This will influence memory, disk and CPU usage.

' Developer Machine

This is a development machine, and many other applications will be
run on ik, My3OL Server should only use a minimal amount of
MEMOr.

Several server applications will be running on this machine. Choose
e this option For webjfapplication servers. MySOL will have medium
T memory usagde,

rDedicated MySQL Server Machine

| This machine is dedicated to run the MySOL Database Server, Mo
£ 10 other servers, such as a web or mail server, will be run. MySCQL will
WSS tilize up to all available memaory,

[ = Back J [ Mexk = ] | Cancel ]

Figure 4.31 Interface of Configuration MySQL 3

Here we choose ‘Server Machine’.

By oyl e T e T s AT e S T

MySOL Server Instance Configuration

Configure the MySOL Server 4.1 server inskance.

Please select the database usage.

{ ' Multifunctional Database

General purpose databases, This will optimize the server For the use
of the Fast transactional InnoDE storage engine and the high speed
MyISaM skorage engine.,

{*)Transactional Database Only

Optimized for application servers and transactional web applications.
This will make InnoDE the main storage engine, Moke that the
Wt MyISAM engine can still be used.

{_’Mon-Transactional Database Only

Suited For simple web applications, monitoring or logaing applications
as well as analvsis programs. Only the non-transactional MyISAM
skorage engine will be activated.

[ < Back ] [ Mext = ] [ Zancel ]

Figure 4.32 Interface of Configuration MySQL 4
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On this page you must to choose the purpose of mysql database, ‘Multifunctional
Database’ ‘Transactional Database Only’ ‘Non-Transactional Database Only’. |

choose ‘Transactional Database Only’, and click ‘Next’.

ieeseergn - Fiegsied a

LRt E o e yae Doasrrsinns Bt

MySOL Server Instance Configuration

Configure the MySOL Server 4,1 server instance,

Please seleck the drive For the InnoDE datafile, if vou do not wank ko use the defaulk settings,

InnoDB Tablespace Settings

Please choose the drive and directory where the InnoDE tablespace

=\|]:..«J should be placed.

C: Installation Path | |

Drrive Info

Yolurme Mame:
File Syskem: FAT32

. 2.6 GB Diskspace Uszed |:| 1.2 GB Free Diskspace

< Back. | [ Mext = | | Zancel |

Figure 4.33 Interface of Configuration MySQL 5

Configure InnoDB Tablespace and choose a stored space. If you change it, please

remember this directory. Once reset MySQL, we must choose the same

36

place,otherwise MySQL database will be broken. Certainly, it is no problem when the

database is backuped. Here | don’t change it and use the default directory. Click

‘Next’.
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MyS0QL Server Instance Configuration

Configure the My3QL Server 4.1 server instance.

Please set the approximate number of concurrenct connections ko the server,

) Decision Support {DSS),/0LAP
#gm  Select this option for database applications that will not require a
&p' high number of concurrent connections. A& number of 20 connections

will be assumed,

= 0nline Transaction Processing (OLTPY

A Choose this opkion Far highly concurrent applications that may have
F~ at any one kime up to 500 active conneckions such as heavily loaded

web servers,

(i Manual Setting
Please enter the approximate number of concurrent connections.

k“ —} Cancurrent connections: 15

[ < Back, | [ Mext = ] [ Cancel

Figure 4.34 Interface of Configuration MySQL 6

Choose ‘Online Transaction Processing(OLTP)’and click ‘Next’.

By oy e Tar e T i ST e

MySOL Server Instance Configuration

Configure the MyaQL Server 4.1 server instance,

Flease set the networking options.

Enable TCP/IP Networking
g% Enable this ko allow TCPYIP connections, When disabled, only local

,.:.h B cannections through named pipes are allowed,
Port Murmber:

[ < Back, ] [ Mext = ] [ Cancel

I
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Figure 4.35 Interface of Configuration MySQL 7


http://www.qqread.com/ArtImage/20060207/xc234_43.gif�
http://www.qqread.com/ArtImage/20060207/xc234_44.gif�

38

Click “Next’.

LB Sgeyae Dizbadrs Bymfidiesiing | fiassl

MySQL Server Instance Configuration

Configure the MySQL Server 4.1 se-ver instanze.

Please select the defaulk character set.

_sstandard Character Set

fellan Ma<es Latind the default charset, Tis charactsr set is suted For
< English znd other Wesk European languanes.,

i) Best Support For Multilingualism

H*E:' Ma<e UTFE thz default characzer set, This is the recommended
< characker setFor shoring kexk o many different langiages.

(2)Manual Szlected Default Character Set / Collation

?ﬁ} Please specify the character s=k to Jse,
-

haracter Set: |
bis
cp.2ad
Egggi Hexk = ] | Cance |
Cpl257
cpas0
decd
euickr
gbz31z

greek,
hebrew
hpa
kizr
koi3u

latinl

Figure 4.36 Interface of Configuration MySQL 8

Click “Next’.
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MySQL Server Instance Configuration

Configure the MySOL Server 4.1 server instance,

sek the Windows options.

Install As Windows Service

This is the recommended way to run the MySQL server
on Windows,

Service Mame; M S0l [=

Launch the MyaOL Server auktormatically

Include Bin Directory in Windows PATH

Check this option ko include the directary containing the
server | client executables in the Windows PATH wariable
50 they can be called from the command line.

[ = Back ] [ Mexk = ] [ Cancel

Figure 4.37 Interface of Configuration MySQL 9

Here we decide whether mysqgl intallation serves for windows and appoint Service

Name. click ‘Next’.

MySQL Server Instance Configuration

Canfigure the MySJL Server 4.1 server inskance,

Please set the security aptions.

Modify Security Settings

Mew root password: Elabistesbbetbstbod Enter the root password.
raat Confirm: Aokttt booh Retype the password,

Enable root access from remote machines

|:| Create 4n Anonymous Account

This option will create an anonymous account on this server, Please
note that this can lead ko an insecure syskem,

[ < Back ] [ Mexk = ] [ Cancel ]

Figure 4.38 Interface of Configuration MySQL 10
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Choose “‘Modify Security Settings’. This step is to ask you to alter default root user.

Fill-in new root password and confirm new password. Click ‘Next’.

MySQL Server Instance Configuration

Configure the My3QL Server 4.1 server inskance,

Ready to execute ...

) Prepare conFiguration

1 Write configur ation File

 Skart service

) Apply security settings

Please press [Execute] to start the configuration.

|  <Back | [ Execure | | camcel |

Figure 4.39 Interface of Configuration MySQL 11

Click ‘Execute’.

My Sl Ic e T e T i = A TN

MySOL Server Instance Configuration

Configure the MwSQL Server 4.1 server inskance.

Processing configuration ...

» Prepare configuration
w1 ribe configuration File  (Drmysglimey.inil
i Stark service

i Apply security settings

Configuration file created.
Windows service MySOL installed.
Service started successfully.
Security settings applied.

Press [Finish] to close the Wizard.

Figure 4.40 Interface of Configuration MySQL 12
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Congratulations! We have completed all PHP environment (WINDOWS
+PHP+Apache+MySQL).

4.2 Create User Interface

In order to implement a user authentication with MySQL and PHP, the first step |
should create user interface for visitors. So I designed user interface based on HTML.
It has two functions: one is to log in as a registered visitor, another is to new user to

create a new name and password as a new user. The code is shown below:

3.php

<html>

<body>

<form action="XIAO.php" method="post">

NAME: <input type="text" name="NAME" />

PASSWORD: <input type="password" name="PASSWORD" />

<input type="submit" name="login" value="login" />

</form>

<form action="ANAN.php" method="post">

<input type="submit" name="submit" value="new user">

</body>

</html>
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In this code, *<form action="XIAO.php" method="post">" and ‘<form
action="ANAN.php" method="post"> are to call background operation. In the
background operation, |1 add some commands to the code based on PHP. I will
introduce the background operation in the next charpter. Now we look at the web
page of the user interface. Open the Apache server . In the web browser, we fill in

‘http://localhost/anwei/interface/3.php’ (it is based on your own saved path. ) and the

following page appears:

— KFEPER

. iRl HE3RIE) O BWE OO 53y BEEE)  TEm  FEBhoh . _""'T_ :
= C X oM B 1ttn: Ao calhostf anweif interface/a thot R F h,
O | RO ER (e hEEsE | ] 3FFEERE o BEisks [T e »
(B bttpafifiscalhon—ntertacad3ephp RE =
MANE : | | PASSWORD : | | (Login |
o il

Figure 4.41 Interface of Log-in Web Page

We can see from this page that has two functions. If you are a registered visitor, you

fill in your name and password, and click ‘login’.



") Firefozx — XEPHEE
IOt E) O HRIRE) Z=E O [HEE) HEEeE) THa)  #FEho)
ﬁ o X & 3 | ] http:/flecalhost/anwei/interface/3. php
O U [ SRR ERE e ahEESs | ] FFE LR o Bieks [ e uasE
| 13 http://localhos-—nterfarel3. php | T[
NAME: [€Ta0 | PASSWORD: eeeee | [ 1ogin |
n—
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Figure 4.41 Input Values

If your input is correct, the page will look like this:

") Firefox —

e Liali) -3
ST (E)  HRIEE) BH W By iEEe) THE o #EBhan —
6@ C X &y 3 [ http:fflocalhost/anwei/interface/XTA0 15 7 - [ S~ Goocle
O v | EEsOEE () hEEES | BELE L Bk [ Sk l/'/ oo
J [ hup:fllocalhos---rfaceIXIm_;php| s | / IT
/7 48Rk Firefox iBfE "XIAD" TE http://localhast BHETESAD? [[iEEw | [fesdwse | [ 87w | &8
welcoms
B i ol 0

Figure 4.42 Correct Log-in
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If your input is incorrect, the page will like this:

- KEPHERR
- o M & B ] h_ttl.):_f{ll.:u.:é:l..hosLr'_an.v_v_eir'in.terf_gn_:_e_r'}{IAD.]ﬁ - =l 1
(O mRAmREE o) ERE | HiEEE o Sk [0 asks =
[B it tp- sl se sl hinm s Eare fETAD nhp [ IEEH / =
/7 #E4EAE Firefox iEfE "XIAD” TE http://localhost EOEERINS? [ e | [FeEgswse | [ BFrw | @
WTTOME
= FERh e 3

Figure 4.43 Incorrect Log-in

The login page has another function creating a new user. The function of creating new
user will be introduced in Chapter 4.4 and 4.5. Next I will recommend the background

operation of log-in to you in 4.3

4.3 The Background Operation of Log-in

Now I will introduce the background operation of log-in to you. Maybe you will
say that “Your application is to implement secure transactions with PHP and MySQL
but where is “MySQL’ and how do you implement secure transtions’. | add all this

commands to background codes. Let is see the whole code:

<?php



$con = mysql_connect("localhost","root","19870824");

if (!$con)

die('Could not connect: ' . mysql_error());

mysql_select_db("anwei", $con);

$str="$_POST[PASSWORD]";

$strl= md5($str);

$result=mysql_query("SELECT * FROM anan

WHERE NAME='$_POST[NAME]' AND PASSWORD="$str1'");

if($row = mysql_fetch_array($result))

echo "welcome";

echo "<br />";

else{

echo "wrong";}

45
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A web site has many visitors. So a web site needs MySQL database to save
information. Here we use the command
‘$con=mysql_connect("localhost","root","19870824");’to connect database. The

‘root * is MySQL user’name and ‘19870824’ is its password.

Here I will introduce ‘md5($str)” in this code. This is my secure transaction for

implementing authentication.

What is MD5?

Message Digest Algorithm MD5

In the present age, MD5 is commonly used in web sites. MD5 has been employed in
many security applications and it is also commonly used to check the integrity of files.
However, it has been shown that MD5 is not collision resistant. For example, MD5 is
not suitable for applications like SSL certificates or digital signatures that depend on
this property. A 32-digit hexadecimal number expressed an MD5 hash.The inventer is

Ron Rives, MD5 is to replace an earlier hash function.[10]

Algorithm of MD5

The MDS5 algorithm is a 128-bit state, divided into four 32-bit words, denoted A, B, C
and D. A,B,C and are initialized to some fixed values. Then the algorithm operates on
each 512-bit message block in turn, each block modifying the state. Four similar
stages are included in the processing of a message block. Each round consists of 16
similar operations based on a non-linear function F, modular addition, and left
rotation. Fellowing figure illustrates one operation within a round. Four possible

functions F are here. Each round uses a different one:
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F(X,Y,Z)= (XAY)V (=X A Z)
G(X.Y,Z) = (XA Z)V (Y A=Z)
HXY,Z)=XeYaZ
I(X,Y,Z)=Y @& (X V-2)
&, A, WV, 7 denote the XOR, AND, OR and NOT operations respectively.

Figure 4.44 Four Possible Funtions F [10]

A B C D
v S\ an
-“-— F ﬁ“‘
.‘—
M;
Ki{—»
<=z
A B C D

Figure 4.45 One MD5 Operation.[10]

MD?5 includes 64 of these operations, grouped in four rounds of 16 operations. One
function is used in each round. F is a nonlinear function; K2 denotes a 32-bit
constant ,and M2 denotes a 32-bit block of the message input, different for each

operation.

Now I will give you some examples of encryption by MD5. If your password is 12345.

The information will be stored in MySQL as 827ccbOeea8a706c4c34a16891 f84e7h.
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anar arwe

ahanB7 3 7A1d3b53cEb5028dcE89EbIBET Bb03E4
harina 01 4dbbd3fbb4740ecaac3?o0edebd084
wanliang bObaee9d273d34ta1dfd7 1 aadbA03c 3f
wan 827 cchbleealarlBcdc34a16391(84e7h
Zb bOfBb3=52f033353fe1 2f41 Ebbealeds
wushen A27cchblesabar0bcd4c34a16891184:7b
timo 827cecbleeala?lBcdc3dal 6891134e7b
aaaa 827ccbleeala?lBedc3dal 6891134e7b

Figure 4.46 The Data Stored In MySQL Database

Then the code ‘$result=mysql_query("SELECT * FROM anan WHERE NAME
='$ POST[NAME]' AND PASSWORD="$str1' ");” to compare password with the
data stored in MySQL database. And use ‘if($row = mysgl_fetch_array($result))’ to

judge. If the judgment is founding , it means your log-in is successful.

4.4 The Interface of Creating New User

In charpter 4.1, | introduced the interface of log-in. However there is no name and
password stored in the background database. So we must add a function creating a
new user. Now | will show the interface of creating a new user. The code of creating

a new user is based on HTML.

<html>

<body>

<form action="insert.php" method="post">

NAME: <input type="text" name="NAME" />

PASSWORD: <input type="password" name="PASSWORD" />

<input type="submit" name="INSERT" value="INSERT" />
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</form>

</body>

</html>

The button of ‘new user’ is on the same page with “log in’. the picture will like this:

P ERER

") Firefox —

ILMEE) IR E) E=EF M) BRSEE) HBEE) THI) #fEEho -
g - C X 6y H | |] http:fflocalhost/swsifinterfaces3. php 77 - M- coccle _ b‘l

B U ) SRR ERE (e dhiEEE | ) #FFE R o Barsks [T Bx=aEE () " >

| | Bttp:fflocalhos-—nterface/3. php | = =

HAME : | | PASSWORD: | | [[10gin |

7 FRE = g

Figure 4.47 Interface of Log-in Web Page

When you click ‘new user’, you will get this page:



50

"V Firefox —

P EER

I E)  HRIRE) \|E A FBSEy BEE
E"’ = X & 3L | | httpifflocalhestfanweifinterface/ANAN 15 7 -
U ) EERERE B hiEeE | BELE o Bk [0 OEsiEE |
_| || http:#flocalbos-—rEace/AHAN. Pllpi T |
NAME: | | PASSWORD: | | [ zmsert |
= FERE =k

Figure 4.48 Interface of INSERT Web Page

This is to guide you to create a new name and new password. Then you can click
‘INSERT".

If your creation is successful, the page will be like this:

) Firefox — X3P EE
I E) . #HREE (E) BHE (V)

FBEE) PBEEy THay KERhOD

ES- C X oy & | [ http:fflocalhost/amwei/inter facefinser 77 ~ W= - Gocele 7‘{&]
B O |7 R R ERR e thERE | ) #rF_ERR L Befsks [0 B s 5
| || http:fflocalhos-acefinsert. php | = | o4 |7'
_ fEHEAL Firefor 1BHE “qqqaqa”™ TE http:/flocalhost ROEFEDID7? [[EE®w | [FERsuwsie | [ #Tw | @
SEUCCESE
7= SEER = o

Figure 4.49 Interface of Insert Correctly
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4.5 The Background Operation of Creating New User

Some commands to create a new user are similar to log-in operations. The
background operation of creating a new user also uses the command to connect
MySQL and MD5 introduced in 4.2. So | will show how to insert information to
MySQL database here. Firstly, show all the codes based on PHP in the background

operation of creating a new user.

<?php

$con = mysql_connect("localhost","root","19870824");

if (I$con)

die('Could not connect: ' . mysqgl_error());

mysql_select_db("anwei", $con);

$str="$_POST[PASSWORD]";

$stri= md5($str);

$sgl="INSERT INTO anan (NAME, PASSWORD)

VALUES

(‘$_POST[NAME]', $strl1)";

if ("mysql_query($sql,$con))
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die('Error: ' . mysql_error());

echo "success";

mysql_close($con)

7>

*$sql="INSERT INTO anan (NAME, PASSWORD)’ is to insert the information to
MySQL databased. Think about the secure transactions, the password will be encoded

by MD5() before stored in MySQL database.

For example, we input a new name Peter and create a new secret password.

") Firefox — XMPHEHER

TEEE) GEEE) EEA) HEE) BEE TET  #EEho

2w
O U | SR EE B oEEE | HFELR o Bas [D assE »
’Jd]ll.'?lilﬂizﬁ | M1 6nail — INVITATIO-- | %W«E __ || http:/f1--HAR. p;lp-é_lTIT
NANE: [Feter | PASSWORD: eeeeee® | [ wserT |
s mE ke

Figure 4.50 Input Values In INSERT Web Page
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After we click ‘“INSERT’, you can the data stored in MySQL database will be like
this:

Peter BebeZ294ecdle0i08eab/690d2a6e63

Figure 4.51 Peter’ Password Stored In MySQL Database

Creating a new user is completed and you can use your own name and password to

log in the site.
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5 CONCLUSION

5.1 Challenge of My Thesis Research and Solution

The aim of my study was to implement the authentication with PHP and MySQL. The
more practical aim of the thesis was to set up more secure database avoiding attacks
from hackers. There is a challenge for my application. Because of the wide use of
MD5, some softwares try to break MD5. As a result, the use of MD5 is not safe.

Luckily, I finally resolved the problem.

I have introduced the algorithm of MD5. Now | will show the process of hashing data.
MDS5 has the initial vector IV, this is the key to resolve this problem. The algorithm of
MD?5 is stored by A, B, C, D four buffer registers while one register is 32 bits. The

initial values are:

a =0x67452301

b = 0x EFCDABS89

c = 0x 98BADCFE

d = 0x 10325476

We can see four sexadecimal values regarded as an initial seed. From the algorithm of
MD5, we know the main processes are xor or mode operation,to process 512 bits in
every group, to march 4*16 operation. So we can just change the initial values to
solve the problem. A little change can build another algorithm of MD5. For example,
we can alter the initial value (a=0x6745230) to 0x67452300. Then you can create

your own MD5 through changing the initial.



55

5.2 The Future of MD5

Actually, any algorithm has its leak, although MD5 is widely used in the world. In the

future, the MD5 will be replaced, who will the next one?

For a long time, password bounded always hammer at new encryption algorithm’
research. Besides the adoptive encryption algorithm is not MD5 on the highly
confidential area. Various governments and big companies all investigate independent
technical encryption algorithm. The excellent representative are SHA-1 and SHA-224
and so on. After the MD5 decoding report was published, NIST expressed that they
will spread a safer encryption algorithm, SHA-224, SHA-256. SHA- 384 and
SHA-512. Comparied to MD5 128 bits encryption, those algorithms seem to improve
a lot on encryption digit and safety performance. Although MD5 must be replaced, it
will still be used for a long time because of its open source and free features. Besides

there is no real effective rapid breaking method.
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Appendix A-1

3.php

<htmI>

<body>

<form action="XIAO.php" method="post">

NAME: <input type="text" name="NAME" />
PASSWORD: <input type="password" name="PASSWORD" />
<input type="submit" name="login" value="login" />
</form>

<form action="ANAN.php" method="post">

<input type="submit" name="submit" value="new user">
</body>

</html>

XIAO.php
<?php
$con = mysql_connect("localhost”,"root","19870824");

if (!$con)
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die('Could not connect: ' . mysql_error());

mysql_select_db("anwei", $con);

$str="$_POST[PASSWORD]";

$stri= md5($str);

$result=mysql_query("SELECT * FROM anan

WHERE NAME="$_POST[NAME]' AND PASSWORD="$str1" ");

if($row = mysql_fetch_array($result))

echo "welcome";

echo "<br />";

else{

echo "wrong";}

ANAN.php

<html>

<body>
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<form action="insert.php" method="post">

NAME: <input type="text" name="NAME" />

PASSWORD: <input type="password" name="PASSWORD" />

<input type="submit" name="INSERT" value="INSERT" />

</form>

</body>

</html>

Insert.php

<?php

$con = mysql_connect("localhost”,"root","19870824");

if (I$con)

die('Could not connect: ' . mysql_error());

mysql_select_db("anwei", $con);

$str="$_POST[PASSWORD]";

$str1= md5($str);

$sgl="INSERT INTO anan (NAME, PASSWORD)
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VALUES

(‘$_POST[NAME]', $str1)";

if ("mysql_query($sql,$con))

die('Error: ' . mysql_error());

echo "success";

mysql_close($con)

7>
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Appendix A-2

Flow Chart of My Application:

The use interface

Log in

New user

Correct

Wrong

Success
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