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This thesis serves to shed light on the largely neglected topic of business travel risk manage-
ment. While multiple studies have been conducted on safety of tourism and different global 
risks, risk management from the perspective of international business travellers remains 
scarce. The main objectives of this thesis are to identify the contemporary practical methods 
organizations can use in accounting for risks faced by their international assignees, as well as 
comparing these methods to established theoretical knowledge base. 

The thesis was qualitative in nature, seeking to describe phenomena that are difficult to 
measure by numerical methods alone. Literature review focused on travel risk management 
and crisis response and used both print literature and electronic sources. Along with this, the 
other research methods used include a case study and an expert interview, which was con-
ducted over WebEx meeting platform with a representative from Company X. As the repre-
sentative wished to remain anonymous, a pseudonym in place for a real name is used. 

The study found that the aspects of travel risk management that proved to be most difficult 
were insufficient or missing travel approval process for high risk countries, inaccurate or mis-
leading traveller itinerary information and challenges reaching travellers during crisis events. 
Organizations should tackle these challenges by close collaboration with booking agencies to 
ensure validity of travel data and focusing on creating an efficient travel approval process. 
More research will likely be done on network congestion during disaster events, but whether 
a good method to overcome this will be found will remain to be seen. 
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Tämä opinnäytetyö pyrkii valaisemaan suurelta osin laiminlyötyä liikematkailun riskienhallin-
nan toimialaa. Vaikka turismin turvallisuudesta ja globaaleista riskeistä on paljonkin tutki-
mustietoa, kansainvälisen liikematkaajan näkökulmasta tehtyä tutkimusta riskienhallinnasta 
on niukasti. Tämän opinnäytetyön päätavoitteet ovat identifioida nykyaikaiset käytännön me-
todit, joita organisaatiot voivat käyttää ottaessaan huomioon riskitekijöitä liikematkaajilleen, 
sekä vertailla näitä metodeja vakiintuneeseen teoreettiseen tietopohjaan. 

Opinnäytetyö on laadullinen luonteeltaan, ja se pyrkii kuvaamaan ilmiöitä, joita on vaikea 
mitata yksin numeerisilla metodeilla. Kirjallisuusarvio keskittyi matkustusriskienhallintaan ja 
kriisivasteeseen, ja käytti sekä painettua kirjallisuutta, että sähköisiä lähteitä. Tämän lisäksi 
muut tutkimusmetodit sisältävät tapaustutkimuksen, sekä asiantuntijahaastattelun, joka suo-
ritettiin WebEx tapaamisohjelmiston välityksellä Yritys X:n edustajan kanssa. Koska haasta-
teltava tahtoi pysytellä nimettömänä, on hänen nimensä muutettu. 

Tutkimuksessa todettiin, että matkustusriskienhallinnan vaikeimmiksi osuuksiksi osoittautui-
vat puutteelliset tai puuttuvat matkanhyväksyntäprosessit korkean riskiluokituksen maihin, 
epätarkat tai harhaanjohtavat matkustustiedot ja haasteet matkaajien tavoittamisessa kriisi-
tapahtumien aikana. Organisaatioiden olisi kannattavaa pyrkiä ratkaisemaan näitä ongelmia 
läheisellä yhteistyöllä varausorganisaatioiden kanssa varmistaakseen matkustustietojen oi-
keellisuus, ja keskittymällä luomaan tehokas matkanhyväksyntäprosessi. Lisää tutkimusta tul-
laan todennäköisesti tekemään puhelinverkkojen tukkeutumisesta suuronnettomuuksien ai-
kana, mutta ratkaisun löytyminen kyseiseen ongelmaan jää nähtäväksi. 

Avainsanat: Matkustusriskienhallinta, kriisivaste, liikematkaaja 
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1 Introduction  

Natural disasters affected over 95.6 million and killed 9697 people globally in 2017. Compared 

to the previous decade (2007-2016), the year was characterized by an increased number of 

reported storms, wildfires and landslides, but with lower mortality. The year further resulted 

in a record hurricane season: with at least 340 dead or missing for tropical storms Irma, Ma-

ria, and Harvey. (CRED 2018, 2.) 

As of July 9th, in 2018 there have been 6 weather and climate disaster events across the 

United States where overall damages/costs exceeded $1 billion. These events resulted in the 

deaths of 36 people, besides having significant economic and societal impact. The number of 

these billion-dollar disaster events in the United States have increased significantly since 

1980, as shown in Figure 1.1. While the number of casualties from disasters is decreasing, 

partly due to better infrastructure, it would appear that economic costs are on the rise. 

(NOAA National Centers for Environmental Information 2018.) 

 

Figure 1 U.S. Billion-Dollar Weather and Climate Disasters 2018 

(NOAA National Centers for Environmental Information 2018) 

Meanwhile, the number of terrorism related incidents worldwide has seen a rapid increase af-

ter 2011 (Figure 2). However, it should be noted that Middle East and North Africa account 

for majority of these incidents. The number of fatalities has likewise been on the rise after 

2011 (START 2018). 
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Figure 2 Number of terrorism-related incidents 

(National Consortium for the Study of Terrorism and Responses to Terrorism 2018) 

 

Figure 3 Active Shooter Incidents in the U.S. by year 

(United States Federal Bureau of Investigation 2018) 
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The number of incidents involving active shooters in the United States has also seen a steady 

increase between the years 2000-2017 (Figure 3), reports the United States Federal Bureau of 

Investigation (2018), with the number of casualties seemingly following this trend. 58 people 

were killed and 489 more were wounded in October of 2017 alone, when a shooter opened 

fire on a country music festival in Las Vegas. 

While there is extensive research done on the topics of natural disasters, their economic and 

societal impacts, as well as terrorism and active shooter incidents, the amount of research 

done on how these incidents relate to business travellers is scarce. Moreover, how larger or-

ganizations manage the risks associated with both domestic and international business travel-

lers is a topic with little available academic research. 

This thesis aims to understand a phenomenon. Namely, the practical means that organizations 

and employers use to both reduce potential losses and manage the risks associated with inter-

national travel. Therefore, the first research question chosen for this thesis is: 1. how is 

travel risk management handled by organizations? This question is studied from the point of 

view of the international business traveller, as domestic travel is a theme unto its own. 

Simply knowing the methods organizations use to manage travel risks is not enough, however. 

For us to be table to establish which methods work and which need improving upon, we need 

to analyse and compare them to something. The second research question, then, is: 2. what 

room for improvement is there in the established travel risk management methods? The re-

sults from this thesis can be used to provide guidance to organizations who need to mitigate 

and response to risks associated with business travel in foreign countries. 

2 Theoretical framework 

Welch and Worm (2006, 284) argue that the nature of the modern globalising firm, with geo-

graphical dispersion, global production divisions and complex supplier networks, provides the 

need for physical travel if an employee seeks to be an effective executive, manager or sales 

person. Likewise, the volume of international business travel has steadily grown over the last 

years, as evidenced by Figure 4. Considering the increased number of employees travelling 

around and across the world, organizations must be able to account for the risks involved 

when their employees travel to potentially hazardous environments. 
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Figure 4 International Business Travel from the U.S. 

(Global Business Travel Association 2016) 

Organizations have obligations to safeguard the health and safety of their employees. While 

by no means forthright even for organizations who only operate domestically, ensuring em-

ployees’ wellbeing can become exponentially more difficult the farther away from home they 

go on international business trips. 

This part of the thesis will introduce the scope of the thesis, as well as relevant concepts re-

garding travel risk management. To understand why travel risk management is needed, espe-

cially in multinational corporations, the concept of Duty of Care is examined. This will pro-

vide insight into what Duty of Care entails for both the employer and the employees, from a 

legal standpoint. The sources used include white papers written for industry-leading travel 

risk management companies, as well as legislation. The Finnish legislative counterpart, the 

Occupational Health and Safety act, is also introduced. 

This thesis used Company X to provide example cases of travel risk management. The com-

pany wished to remain anonymous due to branding and marketing reasons. Company X is fur-

ther introduced in chapter 2.1. 

2.1 Case company 

Company X was used as a case company for this thesis project because it has a well-defined 

travel risk management program. It is a global telecommunications company, operating in 130 

countries with roughly 103 000 employees. Its operations are divided into several different 

business groups, including mobile, fixed and IP/optical networks, and global technologies. 
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Due to the company operating across the world in several countries, business travel is a norm. 

The company has both expatriates working long-term assignments in foreign countries, as well 

as international business travellers on shorter trips. To ensure the security of these travellers 

in foreign countries, Company X has its own Global Security Operations Centres, one in Fin-

land, and one in Texas, US. They run 24/7 to provide both internal and external security for 

the company and its employees. The concept of Global Security Operations Centre is intro-

duced further in chapter 2.2.6. 

2.2 Central concepts 

Researchers are often criticized for using difficult terminology for simple phenomena. One 

reason for this, according to Hirsjärvi, Remes and Sajavaara (2013, 150), is the vagueness of 

colloquial language. By using well-defined terminology, a researcher can avoid being impre-

cise or ambiguous. Indeed, especially the central concepts surrounding one’s research should 

be clearly defined, and they are often established in the title of the research. 

The key concepts used in this thesis are explained to the reader below. Any acronyms that 

are used within this thesis are also explained in this chapter. Duty of Care as a concept re-

quires more extensive explanation, and therefore those sub-chapters are more extensive than 

for the previous concepts. 

2.2.1 Travel risks 

In the English language, the term ‘risk’ is often used to mean either the likelihood of a haz-

ardous event occurring, or in reference to the kind of loss arising as a result of a hazardous 

event occurring. Boyle (2015, 18-19) describes risk in risk management as an abstract concept 

which “takes into account both the hazardous event (risk of) and the loss (risk from).” The 

clear-cut definition he gives is: 

The likelihood of the hazardous event x the severity of the most likely loss in 

the circumstances. 

While there are many available ways to define risk, Boyle (2015, 18-19) believes that his cho-

sen method allows for the calculation of risk because it is possible to give a numerical meas-

ure of risk by “multiplying likelihood (in the form of probability) by severity (in the form of an 

amount of money)”. 

Meanwhile, Goslin (2017, 2) describes travel risk as “potential harm to you if a threat actor 

such as a kidnapper or a terrorist is able to take advantage of a weakness in your personal 

profile.” However, it should be noted that travel risks are not limited to threats posed on in-

dividual travellers by other individuals. Other possible travel risks might include pandemics 

and epidemics, natural disasters, identity theft or personal medical issues. 
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2.2.2 Travel risk management 

Simply put, risk management can be defined as the management practices put in place to re-

duce losses. In the context of corporate travel, this would mean the set of practices in place 

to reduce either the likelihood or the possible losses presented by pre-existing or emerging 

travel risks. As explained by Boyle (2015, 21), decisions made by managers and health and 

safety professionals affect the risks which other people are exposed to. One could argue that 

they have, therefore, a moral and ethical duty to ensure the risks are not unacceptable. Soci-

ety also places an expectation on the organizations to take reasonable care to act in both a 

moral and ethical manner, although these attitudes by society are subjective to cultural 

shifts. 

There is also a financial incentive in minimising risks to an organization’s travellers. While it 

is difficult to calculate the total costs associated with workplace injuries and illness, it is safe 

to say that accidents represent a continuing drain on organizations’ resources. According to 

Boyle (2015, 22) there have been cases of companies closing down as a result of key person-

nel being killed or injured, or key assets are damaged. Therefore, it makes good business 

sense for organizations to mitigate the risks associated with business travel. Moreover, in 

most countries organizations also have obligations placed on them by health and safety legis-

lation, this legislation will be further discussed in chapter 2.2.4. 

2.2.3 International business traveller 

This thesis will focus on international business travellers, from here on referred to as IBTs, 

and the risks they face. This study will exclude business expatriates, which are people who, 

temporarily or permanently, live outside their native country. IBTs often travel around the 

globe on short notice for meetings, training and conferences, and the nature of their travel is 

usually irregular. 

2.2.4 Duty of care 

Cornell Law School defines Duty of Care as follows: 

The duty of care stands for the principle that directors and officers of a corpo-
ration in making all decisions in their capacities as corporate fiduciaries, must 
act in the same manner as a reasonably prudent person in their position would. 
Courts will generally adjudge lawsuits against director and officer actions to 
meet the duty of care, under the business judgment rule. The business judg-
ment rule stands for the principle that courts will not second guess the business 
judgment of corporate managers and will find the duty of care has been met so 
long as the fiduciary executed a reasonably informed, good faith, rational judg-
ment without the presence of a conflict of interest. The burden of proof lies 
with the plaintiff to prove that this standard has not been met. If the plaintiff 
meets the burden, the defendant fiduciary can still meet the duty of care by 
showing entire fairness, meaning that both a fair process was used to reach the 
decision and that the decision produced a substantively fair outcome for the 
corporation's shareholders. (Cornell Law School n.d.) 



 12 

 

“The legal concept of Duty of Care presumes that individuals and organizations have legal ob-

ligations to act toward others and the public in a prudent and cautious manner to avoid the 

risk of reasonably foreseeable injury to others”, writes Claus (2009, 8). As an extension, em-

ployers have a moral, as well as legal, responsibility and obligation to ensure the health, 

safety and security of their employees. An employer breaching this Duty of Care may face al-

legations of negligence, which may result in damages or even criminal prosecution of the em-

ployer. A comprehensive list of Duty of Care obligations by the employer can be seen in Fig-

ure 5. (Claus 2009, 8.) 

From a human resource perspective, employers are expected to take practical steps to safe-

guard their employees against any reasonably foreseeable dangers in the workplace. Should 

an employee work across borders, e.g. during international business travel or on an interna-

tional assignment, the Duty of Care of employers involves risk management that extends be-

yond the usual health, safety and security requirements imposed in the employee’s home 

country. Furthermore, the environments and circumstances in which both IBTs and expatri-

ates are operating are likely to be both very different and unfamiliar. The circumstances in 

the host country may differ by the types of threats, such as terrorism, crime, political insta-

bility, natural disasters and infectious diseases. IBTs are also typically unfamiliar with the 

host country or countries in which they temporarily work, meaning it is more difficult for em-

ployees to respond to threats and further increases their exposure to risk. (Claus 2009, 8.) 
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Figure 5 Range of Employment-Related Duty of Care Obligations by the Employer  

(Claus 2009, 9) 

Compliance to Duty of Care for multinational corporations is much more complex than for do-

mestic organizations. Due to them operating in a myriad of different countries, multinational 

corporations must adhere to a multitude of national laws. In addition to this, multinational 

corporations are required to comply with supranational regulations, such as European Union 
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directives and International Labour Organization conventions. Alas, while several countries 

and regions, especially Western Europe, the U.S. and Canada have developed employer Duty 

of Care legislation, many other countries have not. Even if the home countries of the employ-

ees do not have well developed Duty of Care legislation, employers are still being held liable 

to the highest Duty of Care levels in the home or the host countries. (Claus 2009, 10.) 

When sending their employees overseas, organizations and corporations are required to have 

sufficient knowledge and expertise on the legislation, cultural differences and local idiosyn-

crasies of the host country or countries. In order to ensure the safety of their travellers, or-

ganizations and corporations should be using a Code of Conduct based on their security policy. 

Furthermore, a host country specialist is often needed to establish a security analysis for the 

host country. (Rauramo 2017, 6.) 

Expanding upon an employer’s Duty of Care is the concept of Duty to Disclose, which is based 

on “providing timely information and intelligence before someone travels or is exposed to 

risk, so that an informed decision can be made as to whether or not to go on the trip and/or 

to be prepared when exposed to the potential risk” (Brossman 2016, 56). Should an organiza-

tion face a situation where their traveller claims to have suffered damages and that he/she 

was “never advised of these risks”, the organization could find itself in litigation defending 

against their employee. In a situation such as this, the employer does not want to find itself 

unable to prove that it had in fact disclosed said risks prior to the employee’s exposure to the 

incident. (Brossman 2016, 56.) 

2.2.5 Duty of Care in Finnish legislation 

The Finnish legislative equivalent for Duty of Care is the Occupational Safety and Health Act 

(Finland 2002). It imposes general obligations for the employer to guarantee the health and 

safety of his or her employees while they work. In addition to The Occupational Safety and 

Health Act, several other degrees exist to ensure safe and secure working conditions in Fin-

land, concerning e.g. construction work and safe handling of machinery (Rauramo 2017, 6). 

The principle of territorial jurisdiction dictates that Finnish occupational health and safety 

regulations apply only within Finland’s borders. Although Finnish occupational health and 

safety authority only has the means to supervise work performed in Finland, it does not mean 

that a Finnish employer may ignore its occupational health and safety obligations derived 

from Finnish legislation when sending employees to work overseas. Work should be possible to 

be performed as safely in the country of destination as in the employee’s country of origin. As 

such, it is necessary for the employer to sufficiently analyse and be aware of the potential 

health and safety risks relating to international working situations, and to inform the employ-

ees of such risks. (Kinnunen 2015, 1.) 
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In the case that the employer becomes aware of an identified or unidentified health and 

safety risk having materialized, it is obligated to take all necessary action to make sure the 

same does not happen in the future. Should the employer fail to examine the health and 

safety risks or to take necessary action, liability under Finnish legislation may follow. The em-

ployer’s breach of occupational health and safety obligations can lead to both criminal and 

civil sanctions under Finnish legislation. Especially due to the penal element, it is advisable 

for the employers to consider their occupational health and safety obligations also when it 

comes to IBTs. (Kinnunen 2015, 2.) 

However, as the employer may not have a presence abroad, it is taken into account that 

practical reasons may prevent it from attending to its occupational health and safety duties in 

a manner similar to the way they could be attended to should the work be performed in Fin-

land. Due to an express provision of the occupational health and safety act, “unusual and un-

foreseeable circumstances which are beyond the employer’s control are taken into considera-

tion as factors restricting the scope of the employer’s duty to exercise care”. (Kinnunen 2015, 

3.) 

When employers send their employees to work overseas, the assessment of risks and hazards, 

and furthermore: the training and guidance of employees, are of particular importance. In 

addition to having a general policy for action in place to promote health and safety, the em-

ployer is advised to also prepare particular instructions for working abroad. These instructions 

should include a general description of the occupational health and safety risks when working 

abroad as well as the occupational health and safety risks specific to the destination country. 

They could also give information on safety precautions before, and during the trip, such as: 

cultural and religious aspects, communications, traffic, hygiene and medicine, as well as in-

structions on how to act in case of sickness or accident. (Kinnunen 2015, 3.) 

It should also be noted that the Occupational Health and Safety act includes obligations for 

the employees as well. Most important of these is that the employees shall “take care of their 

own and the other employees’ health and safety by available means and in accordance, with 

their knowledge, experience and skills”. Furthermore, the employees are expected to inform 

the employer, without delay, of any such factors in the working conditions or environment 

which may cause health or safety risks. It is worth noting that the employee’s general duty of 

loyalty towards the employer requires the employee to adhere to the employer’s instructions 

regarding working abroad and other possible instructions at all times. (Kinnunen 2015, 2.) 

2.2.6 Global Security Operations Centre (GSOC) 

Traditionally, a security operations centre (SOC) is a centralized unit dealing with security re-

lated issues on an organizational and technical level. Tailored to suit the needs of the organi-

zations employing them, the types of security operations centres vary from ISOC (information 
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security operations centre), VSOC (virtual security operations centre), JSOC (joint security 

operations centre), LSOC (local security operations centre) and the GSOC (global security op-

erations centre). “Successful enterprise risk and security management is focused on gathering 

information, analysing it and managing it effectively to prevent an event from happening or 

responding to one that has”. Ideally, a SOC offers unprecedented enterprise situational 

awareness to identify risks, threats and related vulnerabilities. A SOC enables effective com-

munication and risk mitigation before a security event occurs. (Security Magazine 2013.) 

Having their roots in the military, command centres are becoming more and more common-

place in the corporate environment. Their tasks can include anything from social media and 

cyber monitoring, to the more traditional NOC (network operations centre) and SOC. Usually 

parading prominent wall-mounted video displays and staffed with operators and analysts, 

these operations centres often run 24/7. While they can have a multitude of other security 

related tasks, a GSOC’s main purpose is, by definition, monitoring of global risk events. 

(Clemens 2017, 3-4.) 

A global security operations Centre will typically have a multitude of sources for detecting 

risk events on a global level. Monitoring major news sites, twitter feeds and the like, often-

times there is a plethora of information available, through which a GSOC operator will need 

to carefully comb to identify risks that are relevant to their organization. Having identified a 

relevant risk event, the operator will then proceed to relay this information to the appropri-

ate security heads within the organization, who will in turn take necessary action to ensure 

the continuity of supply chain, and the safety of employees. (Clemens 2017, 3-4.) 

3 Methodology 

For this thesis, three different research methods were used. First, a qualitative literature re-

view was performed to get a picture of travel safety and security, and to understand what 

ways can be used by employers to fulfil their Duty of Care obligations towards their IBTs. As 

Hirsjärvi et al. (2013, 110) explain, reviewing the available literature on one’s research topic 

introduces the researcher to the phenomenon or phenomena being studied and to the rele-

vant concepts and theories. 

As this thesis is largely descriptive in nature, attempting to explicate phenomenon that is dif-

ficult to measure in terms of raw data, it made sense to choose qualitative research methods. 

As Hirsjärvi et al. (2013, 161) put it, the premise of qualitative research is emulating real 

world events. One could argue that this thesis could also have used quantitative research 

methods by, for example, carrying out a survey on actual IBTs. This, however, would have 

limited the point of view of this thesis, as IBTs would rarely be able to give a big-picture view 
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on travel risk management. It is only logical, therefore, to limit the study to qualitative re-

search methods that attempt to gain a better overall view of the phenomenon, rather than 

focus on what the IBTs’ experience has been. 

The piece of literature reviewed for this thesis is the book Building a Travel Risk Management 

Program: Traveller Safety and Duty of Care for Any Organization, by Charles Brossman (2016). 

The book leans heavily upon a Travel Risk Management & Maturity Model (TRM3) trademarked 

by iJet International, which is one of the largest providers of integrated risk management so-

lutions to multinational corporations (Brossman 2016, 53). 

A sufficiently thorough literature review is a given when writing about research at any level. 

It not only surveys what research has been previously done on your topic, but also helps avoid 

accidental plagiarism and serves to sharpen your research focus (Kim 2018). As Fink (2014) 

writes, “a literature review surveys books, scholarly articles, and any other sources relevant 

to a particular issue, area of research, or theory, and by so doing, provides a description, 

summary, and critical evaluation of these works in relation to the research problem being in-

vestigated.” It is designed to provide a general overview of sources one has explored while 

researching a given topic and it demonstrates to one’s readers how the ongoing research fits 

within a larger field of study. 

Due to the nature of this study, an interview was a logical choice in research methodology. 

The study required comprehensive knowledge on topics on which there is limited available in-

formation, as well as having extensive tacit knowledge not accessible in writing. Interviews 

allow the researcher to receive unexpected and broad answers to areas of knowledge that 

might be unknown to the researcher. Interviews also allow for clarification on the answers re-

ceived, as well as providing an opportunity for the interviewee to elaborate on the answers 

he or she provides. (Hirsjärvi et al. 2013, 205.) 

The “élite interview” was performed to get a clear picture of how travel risk management as 

an extension of employer’s Duty of Care obligations are handled in Company X. The term 

“élite” in the context of research interviewing should not be understood to imply overtones 

of moral, social, intellectual or political superiority. Rather, it involves talking to “people 

who are especially knowledgeable about a particular area of research or about the context 

within which you are researching” (Gillham 2005, 54). 

Furthermore, a sufficient case from Company X was chosen to study the practical applications 

and the lengths the company goes to, in order to meet its Duty of Care obligations and man-

age its travellers’ safety. They serve the purpose of investigating a phenomenon, in this case 

travel risk management and crisis response, within real life context. The case study stands to 

supplement the information gained from the literature review and the élite interview, offer-

ing yet another perspective and ensuring validity of any conclusions drawn. 
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Finally, the results gained were compared to the insight gained from the literature review, to 

identify key problem areas and to suggest amendments. This thesis can be used as an intro-

duction for a company seeking to establish their travel risk management program, and further 

information is available from the source material used for this project. 

3.1 Literature review 

IJet international (2012, 4) defines business travel as: 

Any time an employee represents his or her organization away from home, ei-
ther domestically or internationally. This can range from a drive to a facility in 
another city or abroad, or on to expatriate assignees (long-term assignments) 
that face more potential threats than do average travellers and therefore have 
significantly higher risk profiles”. 

TRM3 further defines risk management as a process, rather than a formula, in that it should 

provide the framework for continuous development and assessment of the company’s TRM 

(travel risk management) program. To this end, iJet International considers TRM to mean 

more than simply reacting quickly and efficiently to unfolding events. Instead, incident re-

sponse is the only reactive component of a reliable TRM program. According to iJet, all other 

components, as presented in Figure 6, should be planned, implemented and practiced before 

travel even begins. (IJet 2012, 4-5.) 

 

Figure 6 Basic TRM Program Building Blocks 

(IJet 2012, 4-5) 

Planning phase of the TRM program means that organizations need to define their overall TRM 

strategy. The logic being that by planning now, organizations are able to do more than simply 

react later. Questions that should be considered during this phase fall along the lines of: How 

will the organization evacuate employees during an emergency? What if an employee be-

comes seriously ill while traveling? (IJet 2012, 5.) 
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Training is required to develop employees’ knowledge and skills, so they can fulfil their roles 

effectively. While iJet defines three specific areas of training that should be addressed by or-

ganizations: traveller training, travel advisor training and crisis management team training; 

this thesis project will exclude travel advisor training for the sake of simplicity. (IJet 2012, 

5.) 

24x7 monitoring means having systems and staff in place to provide real-time monitoring of 

potential threats to IBTs worldwide. Should a threat be detected, the relevant information 

and possible mitigation strategies into the hands of the impacted IBTs or crisis management 

team members is critical (IJet 2012, 5). Risk monitoring is also important in that it provides 

real-time monitoring for potential threats to IBTs in relation to world events. Once a threat 

has been identified, or existing threat levels change, the relevant parties should be notified. 

Risk monitoring could include, for example, reviewing IBT dashboards including itinerary data, 

and city and country risk ratings. Reviewing active alerts that correspond to trip date ranges 

is also important. Also falling under risk monitoring is a pre-trip approval process, incorporat-

ing destination risk ratings. Pre-trip approval process should not be used alone however, but 

rather in conjunction with other risk monitoring processes. (Brossman 2016, 68.) 

Incident response is the reactive part of the TRM program defined by iJet. Employees should 

have someone to contact day or night for help in case of emergency. In an ideal scenario, an 

organization would have a single emergency hotline service for any issue or emergency that 

could impact travel, facilities and/or supply chains. This is where the “Command Centre” in-

frastructure and incident management system comes into play, coordinating multidisciplinary 

response from multiple vendors. Incident response is discussed more in depth in chapter 

3.1.1. (iJet 2012, 5.) 

Following an incident, the feedback part of the TRM program should ask whether the incident 

could have been prevented from happening in the first place, and whether it could have been 

handled more effectively. If the answer to either of these questions is “Yes”, a modification 

of existing policies, plans, procedures or mitigation strategies could be required. (iJet 2012, 

5.) 

3.1.1 Crisis response 

On an organizational level crisis can be defined as “an incident that impacts a distressed indi-

vidual traveller, a loss of company property with the potential for intellectual property loss, 

gross misconduct of an employee or traveller that could impact the company’s reputation”, 

etc. What constitutes a crisis may vary between organizations, depending on the amount of 

potential damage any given incident might cause. This chapter will define what should be 

considered when creating and maintaining a crisis response plan for an organization. (Bross-

man 2016, 101.) 
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Designating a specific internal crisis management team is the first part of a functional crisis 

response plan, says Brossman (2016, 102). Team members should be authorized to make stra-

tegic decisions relating to risk, when needed. Contact information of the team members is to 

be made available to the crisis hotline, so they are reachable in case of a crisis even outside 

normal working hours. Team leadership should further be designated by either protocol, re-

gion or task. (Brossman 2016, 102.) 

Safety and risk intelligence should be made available to all IBTs, preferably via a non-govern-

mentally sponsored third-party. The reasons for this were explained in the second chapter of 

this thesis when discussing about the concept of an organization’s Duty to Disclose. Disclosing 

this safety and risk intelligence to travellers comes in mainly two forms: push and pull disclo-

sures. A push disclosure means that one is actively “pushing” the information to the recipi-

ent, typically via email or SMS text message. Meanwhile, a pull disclosure means that an or-

ganization has made the information available to IBTs through, for example, a link on the 

company intranet to a third-party database. It is, however, up to the IBTs to go and locate 

the information. Therefore, pull disclosures “should only be used as a supplement to push dis-

closures, which should be the primary method of informing IBTs of potential risks”. (Brossman 

2016, 56.) 

Vital part of responding to a crisis is for an organization to have information regarding the lo-

cations of their IBTs. Major travel risk management companies offer different traveller track-

ing solutions, consolidating reservations and booking information across multiple travel pro-

viders into one database. Besides reservations data, more recent versions of traveller tracking 

solutions incorporate either GPS locations or corporate credit card preauthorization data as a 

supplement. It is not, however, adequate to simply know where your IBTs are. Matching trav-

ellers’ location information with active alert intelligence is a vital part of active travel risk 

monitoring and proactive travel risk management programs. Referring, once again, to the or-

ganization’s Duty to Disclose responsibilities, the ability for users of traveller tracking soft-

ware to communicate with IBTs listed on reports is critical. Actively forwarding alerts and 

destination specific risk reports to IBTs relative to their travel itineraries would ideally be an 

automated process, to reduce the possibility of human error. (Brossman 2016, 77.) 

Notification in the context of crisis response means informing the appropriate people of rele-

vant travel risk information before, during and after the trip. While disclosures mainly focus 

on providing risk information to IBTs, the notification is used to relay information to multiple 

stakeholders, such as crisis management teams, department heads and executes, so they can 

make informed and rapid decisions. There might be different teams in place for different 

types of crises, who would be called upon should such an event take place. This is done so 

that the organization can appropriately and effectively react and respond to an incident, or 

even to mitigate it. (Brossman 2016, 70.) 
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3.2 Élite interview 

The expert interviewed for this thesis wished to remain anonymous, and will from here on be 

referred to as, and given the pseudonym of Smith. Smith works in Company X in the position 

of Head of Global Security Operations Centre, and so was in an ideal position to provide infor-

mation about Company X’s travel risk management program. 

Initially, Smith was approached regarding this thesis project on 30 October 2017. He was 

asked whether he had any ideas for a thesis topic that might also prove helpful for the organi-

zation. He replied back with a few suggestions, one of which eventually ended up being a ma-

jor theme in this thesis project. Smith was next communicated with on 23 April 2018, when 

he was introduced to the topic of this thesis and asked if he would be open to be interviewed, 

to which he replied in the affirmative. 

A set of open-ended interview questions were prepared for the interview. Open-ended ques-

tions were chosen to avoid questions that could potentially invite yes/no responses or short 

answers. As Hesse-Biber & Leavy (2001) put it: “guiding research questions are generally 

open-ended, allowing for a multiplicity of findings to emerge”. The initial draft of the inter-

view questions was then presented to another expert on the topic of travel risk management 

from Company X, in what was effectively a mock trial of the interview. The expert suggested 

modifications or improvements to the questions. 

After a final pruning process, the finished set of interview questions revolved around the 

themes: travel risk assessment, travel risk disclosure, travel risk guidance and training, risk 

monitoring and risk communications. The final interview questions are listed below. 

What different stakeholders (organizations/teams/departments) are involved in managing the 

Duty of Care obligations? What are their roles? 

How does Company X evaluate travel risks in different countries and environments? 

How is the travel country´s health & safety information communicated to IBTs? 

What guidance and training are available for IBTs? 

What purpose does the Company X GSOC serve in relation to Duty of Care and IBTs? 

How are risks and threats monitored by the Company X GSOC? 

How are risks and threats assessed by the Company X GSOC? 

When a risk or threat is detected by the GSOC or other stakeholder, how is it communicated 

to different stakeholders (HSSE Organization/IBTs)? 
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What are the common complications and difficulties faced by GSOC operators during emer-

gency communications? 

What are the common complications and difficulties faced by other Company X HSSE person-

nel during emergency communications? 

The final set of questions was sent to Smith via email to allow him to prepare for the inter-

view, which was agreed to take place on May 17th, 2018 via Cisco Webex. The interview took 

approximately 1 hour and 5 minutes and was recorded on the Cisco Webex platform. Next, a 

transcription of the interview was prepared, which can be found in the Appendices section at 

the end of this thesis. 

3.3 Case study 

The case study is the 2017 Mexico earthquake, how it affected Company X’s operations and 

how Company X responded to the crisis. On September 19th, at approximately 1:30 PM local 

time, a 7.1 magnitude earthquake struck 120 kilometres from Mexico City. The quake’s death 

toll was initially reported at 139, climbing over 200 the day after and was finally reported at 

361. The earthquake caused more than 60 buildings to collapse and sway, prompting office 

workers to stream into the streets. (Berke 2017.) 

Company X’s GSOC received an alert from ISOS and on the risk visualization tool VCC. The on-

duty GSOC shift manager made the decision to escalate the event to the global HSSE leader-

ship team. The GSOC operators then started to gather data regarding impacted Company X 

IBTs, office locations closest to the epicentre of the quake and to follow social media, partic-

ularly Twitter, for updates on the event. 

The GSOC operators then sent out an initial communication via email and SMS gateway to the 

global HSSE leadership team and the HSSE Operations people in the area affected. The deci-

sion was made to have the on-duty GSOC start contacting Company X’s IBTs to make sure they 

are safe, while the HSSE Ops people on the ground would make sure domestic employees and 

expatriates in Mexico were safe. 

The HSSE Operations people took the leadership on the ground and coordinated communica-

tions between different offices in the affected areas, verifying that all Company X offices im-

pacted had been evacuated and the employees were safe. A preliminary verification of build-

ing damages was conducted by each office site Maintenance and Emergency crews to evaluate 

whether it was safe for employees to return to their offices. A communication was sent to all 

employees in the area, informing that no casualties or injuries had affected Company X’s 

workers and no visible damages were observed in Company X premises. The employees were 

asked to work from home until further notice, partly due to a government request to maintain 

the streets and avenues free from congestion and to allow the free movement of rescue and 
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emergency services within Mexico City. HSSE Operations also held a crisis management team 

meeting the evening of the earthquake, to share information about the general situation and 

to decide a course of action to mitigate and control the emergency. Some employees were 

allowed to use their corporate credit cards to move to a hotel for a couple of weeks until 

their homes were deemed safe to return to. 

The HSSE Corporate Security group, more precisely the GSOCs, kept the HSSE Operations peo-

ple informed about the developments during the incident and started to communicate with 

IBTs in Mexico. Due to the telecommunications infrastructure in Mexico having been damaged 

by the earthquake, the GSOCs were having trouble reaching some of the IBTs. By September 

20th, 95% of IBTs had been contacted, and the HSSE Operations people contacted the remain-

ing 5% and confirmed their safety. 

By September 26th, all Company X premises in Mexico City had been deemed safe to return to. 

One office in a nearby city had had its neighbouring building damaged, and the employees of 

that office were instructed to continue working from home until further notice. 

The HSSE Operations’ crisis management team also reviewed the incident to come up with 

ideas to improve their emergency response and crisis management protocol. What they found 

was that during an emergency like that, cellular communications become unreliable due to 

potentially damaged telecommunications infrastructure. Radio communication devices, or, 

alternatively, satellite phones could be issued to crisis management team members to ensure 

that communications are sustained. There was also no process in place to verify the employ-

ees’ wellbeing on the ground, other than by sending them email. 

4 Results 

This chapter will analyse the results attained from the élite interview and the insight gained 

from the case study, and how they fit within the framework provided by the literature review 

on the topic of travel risk management. This will be done in the order of topics presented in 

the literature review, correspondingly comparing them to the answers from the interview, as 

well as the practical solutions shown in the case study. 

In preparation for the analysis of the results, a transcript of the recorded interview was pro-

duced. As the research questions were qualitative in nature, no clear guidelines exist for ana-

lysing the information gained. Nonetheless, as Hirsjärvi et al. (2013, 221) put it, the analysis, 

interpretation and drawing conclusions are vital aspects of research, and it is the point where 

the researcher will know what sorts of answers his or her research questions receive.  
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4.1 Strategy 

What, then, is the overall travel risk management strategy in Company X? As explained by 

Smith in his interview, if there is a crisis, for example, a business traveller being in an acci-

dent, an emergency hotline provided by International SOS (ISOS) is available for the travellers 

to call, anywhere in the world. This function is therefore outsourced to a qualified third-party 

provider, whose staff area ready to direct Company X’s employees to receive appropriate 

medical assistance, or even evacuation from the country, should the situation grow dire. 

(Smith 2018. Personal communication.) 

The organizational structure behind the travel risk management strategy within Company X 

falls mainly under HSSE (Health, Safety, Security and Environment) group, which is divided 

into HSSE Operations and HSSE Corporate Security. The HSSE Operations people are the field 

people doing the ground work during a crisis, having their representatives in each country or 

area where Company X operates. The HSSE Corporate Security people, which is what the 

GSOCs are a part of, are the ones responsible for the risk and threat monitoring, contacting 

the right people, and coordinating. If a threat that could impact a Company X traveller is 

identified by GSOC, they will have to notify the appropriate HSSE Operations people in that 

area or country, who will in turn manoeuvre the incident on the ground or request additional 

assistance from the GSOC. If there’s no HSSE Operations representative available for that par-

ticular area or incident, the GSOCs might contact Workplace Resources (WR) group, which 

handles Company X real estate and premises. If that doesn’t work, the business traveller’s di-

rect supervisor could be contacted. (Smith 2018. Personal communication.) 

4.2 Training and guidance 

Training or guidance, meanwhile, is done through push and pull disclosures, as well as guid-

ance given by local HSSE representatives in the destination. The push disclosures are auto-

mated and based on risk ratings, designated by ISOS, in a given country. ISOS is a third-party 

travel risk management provider similar to iJet. They are the two largest players internation-

ally in providing travel risk management solutions to multinational organizations. ISOS has re-

sources in different countries evaluating the security, political and medical climate in any 

given country. Based on these evaluations they provide risk ratings for every country on two 

fronts: a security risk rating and a medical risk rating. Those two ratings might be different 

for the same country, e.g. a country being relatively stable and safe to travel to, but the 

medical climate might receive a higher risk rating due to an ongoing pandemic. (Smith 2018. 

Personal communication.) 

ISOS rates countries between non-existent, low, medium, high or extreme medical and secu-

rity risk categories. These risk ratings are also published on their website, which is used by 

Company X to provide information for their travellers. Company X makes decisions on what 
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their roles are going to be when their travellers go to these countries and what information 

the travellers are provided when they go, based on the recommendations published by ISOS. 

If, for example, a country is rated as non-existent or low-level security risk, the travellers are 

merely given very basic travel tips, such as keeping a copy of their passport in a hotel room 

safe, securing their laptop and not wearing flashy jewellery. No special actions are needed of 

them in most of these cases. (Smith 2018. Personal communication.) 

When travelling to a high or extreme risk country, the travellers may need to go through addi-

tional approval processes, and upon booking the trip they might be given instructions regard-

ing what kind of arrangements they need to make, and what kind of security briefings they’ll 

receive. If travelling to an extreme risk country, such as Iraq or Afghanistan, the travellers’ 

travel arrangements can be performed by the Corporate Security team or the HSSE Ops’ rep-

resentatives in those countries. They may also receive additional protection or services from 

different contract providers in the area. (Smith 2018. Personal communication.) 

However, based on the interview with Smith, there is a problem when employees disregard 

making contact with the HSSE representatives responsible for giving them their security brief-

ing. There is no system in place to stop those travellers from going to a potentially high-risk 

country with no security briefing, and upon arrival trusting the wrong people or stray into 

wrong part of the town, and getting mugged, kidnapped or worse. While the obligation here is 

on the employee to seek out that information and guidance, the organization could still es-

tablish safeguards to make sure employees don’t get into danger because of a mistake or ig-

norance. (Smith 2018. Personal communication.) 

Then again, from a medical risk standpoint, if the travellers are lacking vital vaccinations and 

immunizations, the destination countries and the airliners will not let the traveller complete 

their trip. They’re also given all the information regarding those necessary vaccinations when 

booking their trip. So that’s a safeguard that exists beyond the scope of the organization’s in-

fluence. (Smith 2018. Personal communication.) 

4.3 Monitoring 

As mentioned, the threat monitoring is part of the responsibilities of HSSE Corporate Security 

group, and more specifically the GSOCs, of which there are two. Their role is to monitor and 

alert. But the GSOCs’ role is not limited to the scope of Duty of Care. They monitor threats 

both internally and externally. The internal risk monitoring means monitoring alarms and in-

trusion detection systems for Company X premises and buildings, access control and CCTV sys-

tems. When they detect an alarm from any of these systems they respond to it or dispatch 

people to respond to it. This is mostly done on a local level, however, with the Texas GSOC 

being responsible for the US and Finland’s GSOC being responsible for Finland. Other Com-

pany X sites and premises around the globe might have their own control Centres that are not 
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standardized and the costs of paying for staff around the clock run high. Therefore, these 

other Centres’ responsibilities are slowly being shifted over to the GSOCs, to reduce those 

costs. (Smith 2018. Personal communication.) 

The other half, the external part of monitoring, concerns the Duty of Care obligations. This is 

done with the help of risk visualization tools, particularly one called Visual Command Centre 

(VCC). VCC has feeds from different sources, such as weather, Twitter, social media, news 

outlets and ISOS alerts. It also has information from travel agencies that partner with Com-

pany X so business travellers’ itineraries are also included, as well as office locations. The 

process of monitoring is automated to the point where VCC will comb through all these feeds 

and filters out all the information that doesn’t fit the parameters set by the GSOCs. In the 

case of earthquakes, for example, the tool will only alert the GSOCs to ones that are close 

enough to their office locations or travellers, and are of a certain scale. The GSOCs’ role is to 

then filter through the ones they do get alerted to, and to determine whether Company X 

should be concerned or not. While a vast majority of the alerts that VCC will still let through 

to the GSOCs are deemed of no concern, Company X nevertheless has that obligation set by 

Duty of Care towards its employees. The organization needs to make sure their travellers are 

out of harm’s way, because if something happens and the organization did nothing, they’re 

liable. ISOS is also doing monitoring of their own, and previously the GSOCs were relying on 

alerts received from ISOS alone. Now, however, the number of alerts has increased signifi-

cantly after VCC was introduced to the GSOCs’ arsenal. (Smith 2018. Personal communica-

tion.) 

A significant problem that Smith mentioned in his interview has to do with travellers’ itinerar-

ies. While ISOS and VCC are both integrated into Company X’s main travel booking agencies 

and get the traveller data to their feeds, if a traveller books a trip through some other travel 

agency, the GSOCs are in the dark. They will have no visibility on that traveller’s travel data 

or location. There are also reportedly some challenges in certain third-world countries where 

the only means of travel might not be integrated to VCC or ISOS, and again the travellers 

might go dark. That’s certainly something that should be looked at, as not having knowledge 

of where your travellers are could prove disastrous in the face of an emergency. (Smith 2018. 

Personal communication.) 

4.4 Feedback 

Feedback is the final part of the travel risk management process loop, in that it identifies any 

shortcomings for a particular incident and shows where there is room for improvement. As 

demonstrated by the case study for the 2017 earthquake in Mexico, the HSSE Operations peo-

ple and crisis management teams review the incident afterwards and see if there were prob-

lem areas in the process of crisis response. Communication had been identified as a problem-

atic area by both the HSSE Operations people in the case study, and by Smith in his interview 
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when discussing challenges faced by Company X’s HSSE personnel. The company is currently 

in the process of launching a global mass notification tool that would include the entire em-

ployee directory, allowing the HSSE Operations people on the ground to communicate with 

their local employees in the event of an emergency, and to make sure everyone is safe. 

(Smith 2018. Personal communication.) 

4.5 Response 

As mentioned by Brossman (2016, 104), having a single emergency hotline that an organiza-

tion’s employees could contact day and night corresponds to an ideal scenario. Smith men-

tioned in his interview that every traveller is given an ISOS hotline number regardless of 

where they travel. Should a traveller have a medical issue during travel, they can call that 

hotline that ISOS will provide them with assistance, directing them to a good hospital or, in 

extreme cases, help get the traveller out of the country and bring them home. The response 

part of Company X’s travel risk management program is therefore, in part, outsourced to a 

third-party service provider, in this case ISOS. (Smith 2018. Personal communication.) 

Internally, as already discussed in the strategy part of the results analysis, Company X has the 

HSSE representatives in each country or region, whose contact information are made availa-

ble to the operators at GSOC so they can be notified in the event of an incident. As demon-

strated by the case study, the local HSSE Operations representatives have their own crisis 

management teams that are assembled in the event of an emergency. (Smith 2018. Personal 

communication.) 

Risk and threats intelligence is communicated to Company X travellers via automated push-

disclosures provided by ISOS, as well as pull-disclosures made available to the travellers when 

they book the trip. This is a good practice, since it eliminates some of the risk for human er-

ror causing travellers to be left out of the loop. If there are severe weather alerts regarding 

storms, the travellers in that area are automatically sent a notification, just as the GSOCs re-

ceive those alerts for every area where there is Company X activity. This isn’t limited to 

weather information, but includes things such as earthquakes, volcanoes, wildfires, political 

rallies that could turn violent, and terrorist attacks. (Smith 2018. Personal communication.) 

These automated and manual processes of crisis response and risk management rely heavily 

on having accurate traveller location data and itinerary information. This process is more reli-

able with domestic employees in a given country, where the local HSSE representatives likely 

have accurate knowledge of office locations and occupancy numbers. The GSOCs, however, 

are more reliant on that accurate data when making decisions based on whether an event 

could have the potential to impact Company X travellers. Without that accurate traveller 

data, those decisions became exponentially more difficult to make. This is not only suscepti-

ble to travellers erroneously making travel bookings through non-integrated third-party travel 
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agencies, but also to bugs in the system, as exemplified by Smith in his interview. (Smith 

2018. Personal communication.) 

4.5.1 Communication 

Information regarding incidents is communicated to different Company X stakeholders based 

on area affected and severity of impact. Furthermore, as Smith discusses in his interview, 

stakeholders are also notified of events that didn’t impact Company X, but had the potential 

to. This is done to reassure the local HSSE Ops representatives that their employees were not 

impacted. Before GSOCs had access to travel data, they would often get inquiries from HSSE 

representatives, asking whether Company X has travellers on a plane that crashed, or in an 

island nation struck by a tropical storm. Having access to that information now, the GSOCs 

are able to get ahead of the curve and send out a communication to the HSSE representatives 

in a region where an incident occurred, informing them that Company X was not impacted, so 

there’s no need to worry. A recent example provided by Smith is Mount Kilauea, which has 

been erupting in Hawaii for nearly a month now. It has not impacted Company X and HSSE 

representatives in the US have been informed that there is no planned travel to the island. 

(Smith 2018. Personal communication.) 

Threats that are identified and determined relevant by the GSOCs are categorized into 4 lev-

els of events. Alert level 0 would be an event described above, where an event took place 

and had the potential to impact Company X, but didn’t. The HSSE Ops people are still in-

formed that it did happen and that no one was affected by it. Alert level 1, meanwhile, 

would be an incident that was small in scale, but Company X had office locations or travellers 

in close proximity. In all probability, Company X premises or travellers weren’t affected, but 

the HSSE Operations people are asked whether the incident should be looked upon, or if trav-

ellers need to be contacted. (Smith 2018. Personal communication.) 

The case study used in this thesis is an example of a level 2 incident, which was a major 

event. As explained by Smith, a level 2 event would be appearing as breaking news on inter-

national news outlets. This is where travellers are contacted to make sure they’re safe, and 

the HSSE Operations people on the ground will be checking on the local employees and expat-

riates. This is where information being sent out is not limited to the local HSSE Operations 

people. The entire HSSE leadership is kept in the loop. A level 3, then, is a full-blown crisis 

where Company X offices were destroyed or damaged, or employees were injured or killed. 

So far Company X hasn’t had any level 3 events happen to them. (Smith 2018. Personal com-

munication.) 

While push-disclosures to travellers is automated, the information to HSSE representatives is 

communicated via email in a process that’s very manual in nature. The GSOC operators refer 
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to pre-built message templates. In the case of a level 0 or level 1 event, where the communi-

cation is limited to the local HSSE representatives, there is usually simply a general informa-

tive email message explaining what has happened, where and when it happened, and where 

the closest Company X premises or travellers are located. (Smith 2018. Personal communica-

tion.) 

Should the event be significant in nature, such as a level 2 or even a level 1 where HSSE lead-

ership is included in the information loop, the chain of communication becomes longer. There 

is an initial communication sent through email and SMS where, as explained by Smith, the 

main objective is to get the general information regarding the event out to the appropriate 

stakeholders as quickly as possible. Another, more detailed, email communication is then sent 

after an hour has passed from the beginning of the incident. These further communications 

will have more information as they are reported by news and law enforcement or emergency 

authorities. In any communication where the entire HSSE leadership is included, the recipi-

ents are blind copied, meaning the recipients won’t see who the email has been sent out to, 

so when the recipients respond and hit “Reply all”, they don’t create a massive email chain 

including dozens of people. (Smith 2018. Personal communication.) 

Communication to travellers who need to be contacted in the event of an emergency is done 

through three different means simultaneously. A two-directional message is sent out to them 

via email and SMS, so they get the option of replying that they’re safe and the GSOCs can 

monitor the list of travellers and see who have responded and who have not. There is also a 

text-to-voice tool, which upon sending the message calls the recipient with the message in-

formation. Then, if there are still travellers left after an hour from the initial communication 

that haven’t replied. The GSOCs will begin to call the travellers’ mobile phones. As exempli-

fied in the case study, when the GSOCs aren’t able to contact the travellers, the local HSSE 

representatives might begin helping out in reaching them. (Smith 2018. Personal communica-

tion.) 

As discussed by Smith, problems arise when the travellers cannot be reached. There could be 

several reasons for this, such as it being the middle of the night in the country where the 

traveller is residing. Furthermore, not all of Company X’s employees are aware that GSOCs 

even exist. They might not recognize the number when they’re being called and might decide 

not to answer. They might have also cancelled their trip altogether and the information 

didn’t get logged into the risk visualization tool (VCC). (Smith 2018. Personal communica-

tion.) 
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5 Conclusions 

According to Hirsjärvi et al. (2013, 229), interpretation in the context of research means as-

sessing the results gained and drawing conclusions based on them. In order to canvass the re-

sults in a comprehensive manner, the researcher should consider different viewpoints and 

ways to interpret them. While it is important to ponder what significance is brought to the re-

search topic by the results gained, the researcher should also contemplate if the results could 

have broader implications. (Hirsjärvi et al. 2013, 229-230.) 

The first research question pursued in this thesis was: how is travel risk management handled 

by organizations? As became apparent, the scope of duty of care is not definite and depends 

on several factors. Generally, it is safe to assume that when there’s potential for harm to be-

fall an employee, organizations need, to the best of their ability, make sure that employee 

remains safe, lest they could face allegations of negligence. Employers need to make sure 

that they shift the liability to avoid facing potential monetary or reputational damages or 

even criminal prosecution. 

The Finnish legislative equivalent to Duty of Care is the Occupational Health and Safety act, 

which also imposes obligations to the employee to ensure their own and their colleagues’ 

health and safety. The employees also have a duty of loyalty to adhere to the instructions and 

guidance given to them by their employers, regarding working abroad. 

As was shown in Figure 6, a proficient travel risk management program consists of several as-

pects, of which most are proactive. Having a strategy in place is perhaps the most important 

factor to consider, as an organization may have all the other necessary tools to react to an 

incident, but not having a viable strategy in place could cost valuable time, assets and, in 

worst case, human lives. As evidenced by the Case study, having an effective strategy in 

place allows to rapid action to be taken in the case of even a large-scale crisis, such as a ma-

jor earthquake. 

Training and guidance of the IBTs can be handled in a myriad of ways. Instead of training the 

entire fleet of IBTs in their organization, companies can rely on push disclosures in the form 

of automated messages and information being sent out to IBTs once they book a travel. Pull 

disclosures can also be used, which means IBTs are responsible for seeking out the available 

information themselves. Push disclosures should always be favoured, to account for human 

error. IBTs can also receive guidance from HSSE managers and country representatives in the 

organization before travel, or right after they land, which allows for detailed and up-to-date 

information to be relayed. 

Risk monitoring should be handled by a dedicated team of people trained to identify risk 

events relevant to the organization’s assets. As costs of running a 24/7 monitoring centre can 
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run high, some organizations opt to outsource this to travel management and risk monitoring 

companies. Information on IBTs’ travel itineraries should also be available, so as to identify 

threats to them. A pre-trip approval process can further be used to make sure no IBT is trav-

elling to high-risk areas or countries without the knowledge and consent of the organization’s 

HSSE department representative. 

Meanwhile, the reactive part of a travel risk management program comprises multiple areas 

of expertise. The first of these is designating a dedicated crisis management team. This team 

should be authorised to make strategic decisions related to crisis events, and their contact 

information should be made available to crisis monitoring personnel. 

Finally, responding to a crisis event in a timely manner will also require communicating the 

emerging risks, when they are detected, to the appropriate people. In most case these will be 

the crisis management team members who will then make decisions on based on the infor-

mation they are given. In some cases, the IBTs need to be contacted to make sure they are 

safe, and to communicate relevant information to them to ensure their wellbeing. This also 

necessitates that the team monitoring crisis events will need to have traveller tracking soft-

ware or IBTs’ travel itineraries available to them. This software and flight information is 

available from third party travel safety providers. 

5.1 Improvements 

The second research question was: what room for improvement is there in the established 

travel risk management methods? By looking at the case study and the results presented by 

the élite interview, we learned that Company X is well aware of its obligations as an em-

ployer towards its employees, regarding duty of care. They use both third-party service pro-

viders and internal operation centres to monitor and identify threats, and have automated 

systems in place to disclose identified threats to their travellers. The organizational structure 

is clear and logical and there are appropriate strategies in place should an event occur. 

Certain key areas were identified where there is room for improvement. While a travel-ap-

proval process exists, there is nothing stopping an employee from booking and proceeding 

with a trip to a country without their security briefing and guidance. While the obligation 

here is understandably on the employee to reach out and seek that information when it is 

provided to them, there could be safeguards in place for the booking process to be prevented 

from carried out without the appropriate security briefings. Perhaps the collaborating booking 

agency could provide assistance in integrating an approval system where the booking will only 

be accepted when an appropriate HSSE manager will approve it. Another way could be for the 

monitoring teams, such as the GSOCs in the case of Company X, to review new travel bookings 

made to high risk countries on a daily basis. In this way the monitoring teams could be alerted 
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to any new travellers and they could, in turn, relay this information to the person responsible 

for guidance and travel approval for that particular region or country. 

Another problem identified was incomplete or missing travel information, when employees 

book through third-party travel agencies that are not incorporated into the monitoring sys-

tems used by Company X. While the travellers are told to only book through specified travel 

agencies that partner with Company X, there’s nothing stopping them from using other travel 

agencies for business travel, or from combining business travel with personal travel, in which 

case the entire return journey could not get logged into the traveller tracking software. Not 

much can be done about this, obviously, other than educate the employees more on the im-

portance of both properly booking one’s trips, and using the correct travel booking agencies. 

The Case study also highlighted the issue of reaching the travellers. As is often the case when 

a major crisis event or natural disaster takes place, the communication infrastructure can be 

overloaded as victims and their friends and family members try to reach each other. This is-

sue is not intrinsic to travel risk management, but is actually a major problem for rescue ser-

vices in general as emergency lines get congested. Cellular networks becoming highly con-

gested during and after large scale disasters, accidents and terrorist attacks is a widely 

acknowledged issue. Suggested fixes range from limiting holding times to prioritising certain 

calls. Satoh, Takano, Sudo & Mochida (2018) suggest using indirect restriction to change com-

munication behaviour in humans. Originally designed for transportation usage, their road 

space rationing method restricts the period in which to make a phone call based on the last 

digits of calling parties’ phone numbers. 

Emergency communication is a topic that will continue to be heavily studied, as it is such a 

major concern for authorities. Determining an effective travel approval process for organiza-

tions is cause for further study, as this is likely to be an issue for other large organizations 

and multinational companies as well. 
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Appendix 1: Smith interview 17.5.2018 

Joensuu: So, let’s start with the first question, as in: what different stakeholders (organiza-
tions/teams/departments) are involved in the management of Duty of Care obligations in 
Company X? 

Smith: The Duty of Care obligations primarily falls to, within our company, the HSSE (health, 

safety, security and environment) group. However, within an event where we needed to pro-

vide Duty of Care to an employee (or even a contractor) who may be impacted, there could 

be other stakeholders involved. The largest groups that we deal with outside of HSSE group 

are the Sales/Business unit groups, who are like the customers in many ways, they are the 

people who are actually travelling. Then we have Workplace resources, which is what we call 

our Real Estate groups internally, and one of the key players we leverage off of for resources 

in the field where we may not have our own internal people available. We may also be relying 

on our WR (Workplace Resources) groups to help support us when we have a facility or some-

thing and we don’t have a third party that we outsource our work to. Again, when I say Busi-

ness Unit and the Sales groups it’s because those are our customers and the people we are 

providing a level of assistance to, in order to meet those Duty of Care obligations. 

Smith: If you want to know more about what their roles are: The HSSE is the primary, and it’s 

divided up on the physical security side into two distinct groups. There is the HSSE Operations 

group. They’re the people who are actually out in the field, on the ground. They’re sort of 

the “do” guys. And then there’s the HSSE Corporate Security group, which is what the GSOCs 

(Global Security Operations Centres) fall under. The GSOCs are doing the monitoring and the 

contact and coordination work when there’s an event that requires Duty of Care support. The 

HSSE Operations group may be the key group on the ground who’s going and implementing the 

function that needs to be done. So, the GSOC is monitoring. They see an event. They notify 

the Ops (Operations) people. They determine who the Business Unit people are on the ground 

and the Ops people go and act whatever needs to be done to ensure those people on the 

ground are safe. And if we don’t have that HSSE Operations group then we may be reaching 

out to our WR groups or some of our other stakeholders to provide assistance. I hope that 

made sense. 

Joensuu: Yes, we’ve kind of trespassed onto the next question as well so there’s no need to 

go into the roles anymore. Unless there’s anything more you can add to the roles of these dif-

ferent departments? 

Smith: Yes, that’s it in a nutshell. Again: The Ops’ role is to go implement. The Corporate Se-

curity role is to monitor and alert, and also to develop the strategy. The Corporate Security 

group are kind of the “come up with a plan” guys and the Ops people are the ones that go en-

act the plan. 
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Joensuu: Alright, I understand. So, before we go into the role of the GSOC operations and 

monitoring thing, how exactly are travel risks evaluated in different countries and environ-

ments before a business traveller is sent out? 

Smith: We actually outsource that. We contract with this third-party company. That third-

party company is called International SOS (ISOS). You may be familiar with them. They have 

an internal group that’s kind of a subset of ISOS called Control Risk and those two groups 

functioning together are the ones that go out and do the ground work. They’re the ones with 

the boots on all these different countries. With all these different resources in different coun-

tries who evaluate everything from the political climate to the medical climate, to the types 

of issues in those countries that they may have to support, because they have a lot of corpo-

rate customers. And they actually have risk ratings that they have developed on two fronts. 

Smith: So, there’s a security risk rating and there’s a medical risk rating. And they publish 

that to their clients. And they actually have a website that publishes the risk ratings for the 

countries, which we use to provide information to our travellers. Based on the recommenda-

tion of what they publish, we determine one: what our roles are going to be when our travel-

lers are going to these different countries and two: what information we’re going to provide 

to the travellers when they go. So, to give you a little more example here, if ISOS rates a 

country as low/medium risk. And actually, there is a non-existent level of risk, believe it or 

not. And when it’s that level of risk we’re not really taking any action or we’re making very 

little recommendation to the travellers. We might say “hey, it’s safe to go. It’s safe to use 

pretty much any public transportation. You don’t have to do anything special.” And maybe in 

a medium risk country it’s just “be aware of these issues and be aware of your surroundings 

and take the typical travel precautions you would no matter where you go”. 

Smith: Then, when we get into the high and extreme risk countries and locations, those may 

require additional approvals before they take the trip. When they book the trip they’re given 

instructions: “hey, before you go, you have to get this approval, this security briefing and you 

have to make these arrangements for your travel”. And if it is extreme risk then Corporate 

Security may be making those travel arrangements for them or the HSSE Ops’ counterparts in 

that country may be doing the travel arrangements for them. For example, somebody going to 

Iraq or Afghanistan, they may be given some protection or services from some different con-

tract providers that we use. Those arrangements are all made by the Ops people on the 

ground though. They’re not necessarily made back at the GSOC end. There’s actually a whole 

travel approval process that’s in place to the travel agencies when somebody books (a trip) to 

these countries that are listed as high or extreme risk by ISOS. 

Joensuu: Okay. You mentioned rules or recommendations for travellers. Can you give me 

some examples of what these might be? 
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Smith: It depends. Again, on the low/non-existent/medium risk countries, depending on 

where they’re going, it could be anything as basic as them getting a travel tip saying “make 

sure you keep your passport in your possession and you keep a copy of your passport either in 

your hotel room or something like that. Make sure you’re not wearing flashy jewellery or any-

thing that could draw attention to yourself when travelling. Make sure you’re always securing 

your laptop or keeping your laptop with you. Don’t leave it sitting unattended”. Those kinds 

of basic things. There’s also some tips around IT security to make sure when you’re travelling 

you should enable encryption services on your laptop. Some things that come out of the IT se-

curity group. They’re very basic travel tips. And the whole process is really automated 

through ISOS. So, the GSOC isn’t going to have to distribute those or anything like that when 

people are booking their trips. Because we partner with our travel agency and with ISOS, they 

automatically get that information from ISOS. 

Smith: Also, because we contract with ISOS, one of the other things our travellers get by de-

fault is if there’s any type of general notice alerts that may be happening. Let’s say you’re 

travelling in the US and there’s severe storms and you happen to be in Kansas and the 

weather just turns bad. Well, ISOS just puts out an alert on that. The GSOCs get it, but they 

also put it out to all our travellers because they’re interfaced in with our travel agency. So, 

they know where those travellers are and any alerts pertaining to Kansas, if we have a travel-

ler in Kansas, they automatically get an alert from ISOS. And that’s anything from the low risk 

stuff but that could also be the high/extreme risk too. It’s an automated process. And just 

some information for you since this is more of a general thesis that you’re doing: I mention 

ISOS a lot but there are other service providers that do the same kind of function for large 

multinational companies. Another one is iJet and I think there’s a couple of others out there. 

Ijet and ISOS are the two biggest players in that market. 

Joensuu: So on to the next one. We already crossed onto this as well. Regarding the guidance 

and training for those business travellers. A lot of this is, like you said, automated. 

Smith: For the health and safety information, it’s the same process as the security infor-

mation. Just an interesting note: this doesn’t happen very often, but you may have a security 

risk rating that might be low, but a medical risk rating that could be high. Just because there 

might be a disease outbreak in that country or they don’t have a good hospital or medical in-

frastructure but otherwise that country is fairly safe. You could look at place in APAC (Asia 

and Pacific) or Latin America that are relatively safe to go to, but medical risk rating might 

be a little higher just because they don’t have great infrastructure. That is where, again with 

ISOS, it is automated. They receive that information when they travel. They may be told from 

a security standpoint: “follow these tips”, but from a medical standpoint it’s a little higher 

risk so “make sure you’re making contact with your local representative that you’re visiting 

with/your local HSSE staff for additional briefing”. 



 40 

 

Smith: There are some gaps here where for us things could go wrong. The obligation is put on 

the traveller to make those contacts. If they don’t do it, there’s nothing stopping them from 

continuing with their trip. That is a little bit of an issue. Another example might be, again it 

kind of gets back into the approval process and guidance/training, let’s say you’re going to 

high or extreme risk country. You’re told when you book the trip that you have to contact the 

HSSE person in that area who is responsible for that area. And the HSSE person is responsible 

for reaching out to that employee and providing all those travel tips and guidance and possi-

bly even helping set up or making their travel arrangements so that they’re safe. But if the 

employee doesn’t reach out, the trip still gets booked. There’s nothing right now that keeps 

them from booking or proceeding with it if they don’t complete the contact with HSSE or get 

the approval from HSSE. There’s some hand slaps that might occur afterward, when they get 

back and the HSSE person finds out that they booked the trip and they never got a chance to 

get their briefing, but there’s nothing today that keeps them from booking the trip. I know 

that’s something they’re looking at. 

Joensuu: Okay. Just to go a little off topic here. We have the security and health risk ratings 

for countries, but is there anything for the employees? For example, if a business traveller is 

going to a country that is safe in both security and medical related things, but the traveller 

him- or herself has some health issues. Is there anything to cover that? 

Smith: Kind of/not really. What they’re told is who our carrier provider is, and on every trip 

you book, you’re given an ISOS hotline number and that is a service that ISOS provides if you 

happen to have a medical issue while you’re travelling abroad. You can call ISOS and they’ll 

provide assistance. They’ll either direct the person to a hospital or help them get a doctor or, 

if necessary, they’ll even help bring him home and get him out of the country. But if they are 

not disclosing that they have a health issue, that there is anything special there… Now, there 

is a process if you’re going someplace that’s higher risk and there are medical vaccinations 

that are required before you even leave the country. You’re given all of that when you’re 

booking the trip through the travel agency. And, typically you have to go get all your shots 

and get those things done before you’re allowed to complete your trip. The airline or the 

country’s not going to let you travel there unless you prove that you’ve had your immuniza-

tion and all those other things. 

Joensuu: So how much is this done? You say that ISOS gives the travellers a hotline to reach 

out to, but how much is this used? Because we at GSOC obviously don’t get to know this. They 

don’t reach out to us. 

Smith: It doesn’t happen a lot. It does happen. I would say we probably average six or seven 

cases a year that I’m aware of. Again, it’s not a high volume. Probably last year we had a sit-

uation in Brazil with a woman travelling solo. I think she broke her leg and had called ISOS to 
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make sure she got to a good hospital and got assistance that she needed but I don’t get visi-

bility to all the cases. I know it happens. I don’t know an exact number. 

Joensuu: Okay. So, let’s move on to the GSOC part of the interview. So, what exact purpose 

does Company X’s GSOC serve? 

Smith: Yeah, so. Most of this conversation’s been centring around Duty of Care but I want to 

be clear that for the GSOCs that’s only part of what we do. So, the GSOCs’ role is to monitor 

both internal and external threats. A large part of what we’re doing is monitoring the internal 

stuff. So, when it comes to the access control and the CCTV systems, monitoring alarms for 

buildings and monitoring intrusions and responding to that or dispatching people to respond to 

that is a big chunk of what we do. Today, on a global level, the two GSOCs we have are really 

more region specific. So, Espoo is pretty much handling just Finland. We just added Sweden. 

We’re about to add a couple of sites in the UK. The Plano (Texas, US) GSOC is pretty much 

handling the US and we’re about to add Canada. But the goal is… As we have a lot of different 

systems out there right now and a lot of them are managed locally, and every one that is 

managed locally has their own control centre. You’re paying the staff that 24/7 at tons of all 

these locations. So, from a cost perspective it makes sense that as we’re allowed to standard-

ize to migrate all that stuff into GSOC, you can do all the work with your people is what it 

comes down to. It’s much more efficient, but we don’t have all those systems in place every-

where. So, that’s one of the directions we’re heading. So, that’s half the GSOCs’ role, the in-

ternal part. The other half is that external part, that Duty of Care part. You’ve been to Espoo 

GSOC, right? 

Joensuu: Yes. 

So, we have some tools to help us, and these are new tools added just within the last year 

and a half, to help us assess the events that are occurring out in the field. And I’ve been in 

the security industry for a little over 30 years now. And this tool we’re using is risk visualiza-

tion and it’s called VCC (Visual Command Centre). It’s probably one of the best tools I’ve ever 

seen. It has so much capability. What VCC is doing for us and other companies as well, is they 

get all these feeds from all of these different sources that monitor all these external events 

that occur. Everything from weather to Twitter. It has a tool built in called Dataminer that 

looks at social media and all the noise out there, looking for key words. It’s looking at ISOS 

and the alerts they provide. It’s looking at other news feeds. And it filters through that and 

it’s based on where we have travellers, based on where we have office locations which we 

map within the tool. It alerts us to anything that might potentially impact us. And all the stuff 

that’s happening where we don’t have locations or travellers, it filters out for us so we don’t 

have to constantly sort through the noise. And it allows us to establish our parameters and to 
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decide what we want to be alerted to and what we don’t. For example, there’s tons of earth-

quakes every day, it’s in the hundreds on a daily basis. The only ones we care about are the 

ones that are within a certain proximity of either our office sites or travellers and are of a 

certain scale. So, we only want to know if something is within a hundred kilometres of one of 

our travellers or our offices and is bigger than a 5.5. The tools filters everything else out and 

only notifies us on those. 

Smith: And there’s even more fine-tuning you can do. Same thing for storms and terror at-

tacks. Same thing for any other major catastrophic type event. And then the GSOCs’ role is, 

with the ones we do get alerted to, to filter through those a little further, to determine 

should we be concerned or not. And it turns out even though the tool is filtering out hundreds 

of alerts every day for us, the ones it does alert us to, we’re still determining that most of 

those are not relevant. Since the beginning of the year, we probably run through 5000 alerts 

that VCC has told us about that had the potential to impact us. Out of those 5000, 64 were 

something we needed to communicate out and tell people that we got a problem. And out of 

those 64, probably only 20 were ones where we really had something heavy actionable, and 

we needed to contact travellers and make sure everybody’s okay. And then out of those 20, 

so far, this year we haven’t had any that required medical assistance or somebody was hurt or 

injured or anything like that. So, that’ll give you a sort of a feel for the amount of noise we 

have to filter through. From a Duty of Care point of view Company X has an obligation to-

wards its employees. Anybody that’s potentially put in harm’s way when something occurs, 

we need to make sure they’re out of harm’s way. If somebody is impacted and we did noth-

ing, we’re liable. This shifts that liability. 

Joensuu: A very good explanation. Also from my personal experience, there seems to be this 

double check system where you have the VCC and then the ISOS alerts. 

Smith: Right. ISOS is kind of included in VCC. VCC has that feed. They just have so many more 

feeds. Prior to VCC the only tool we had was what was coming from ISOS. And it’s a little bit 

of two-edged sword. ISOS does a good job. They get a lot of stuff. Sometimes they don’t get 

stuff as quickly as you might get from other sources. For example, Twitter or Dataminer or 

some other social media. Sometimes they get it at the same time as some of the other ser-

vices do, so just having more sources and more feeds. The two-edged sword is that that ups 

the count significantly. Now that we added VCC, we get a lot more alerts. There’s a whole 

other world that exists beyond just ISOS and we have to filter through all that. The tool does 

a lot of that for us but still we have to do it. It’s still manual work that has to be done to fil-

ter through those. 

Smith: One of the other things you asked was how are the threats assessed, and one of the 

things I didn’t mention: sometimes it’s not just about monitoring what could impact us and 
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informing people about it. It’s monitoring things that didn’t impact us and letting people 

know that as well. So, it’s us getting ahead of the curve. A lot of what we do sometimes with 

our communications is letting people know “Yes, this happened, but you don’t have to worry 

about it.” Especially leadership. One of the things that happened before we had some of the 

tools we have: a plane would crash and the first question we would get was “Well, did we 

have any Company X travellers on it?” We didn’t have a good way to look at that. So, we 

brought Travel Tracker into the loop. Now when a plane crashes, I’ll probably get alerted to 

it anyway, and then I can quickly check the passenger list to see if there’s any Company X 

people and the tool tells me if we have any travellers on that. So, we can come back quickly 

and say “No, don’t worry about it.” Another example is Hawaii right now. Kilauea has been 

erupting for days and been blowing its lid. Well, we’ve already sent out a lot of communica-

tions to let people in Americas know that, “Yes, this has been going on. Just to let you know, 

we have no offices there. No one’s travelling there right now. If the volcano erupts, don’t 

worry about it. We’re good.” That kind of thing. And the other thing we do is if we know stuff 

like that’s going on and there’s potential that somebody might travel there stupidly, we 

might get some notifications about that and get some alerts if someone books a trip. We’ll 

know about it. 

Smith: And some caveats I need to mention: what we’re doing with ISOS and VCC and those 

are integrated into our main travel booking agencies, and some of the others in key countries. 

But one of the things that’s very important for us to communicate to employees is you need 

to book your trips through those authorized travel agencies. If they go off map and go book 

through some third-party travel agency we may not have connection to, we have no visibility 

to where they travel. That is an issue. We would never know they’re there. And we do have 

some challenges in some third world countries where there aren’t a lot of travel agencies or 

they might not exist and the only travel they have is a ”mom and pop” thing or some fly-by by 

an airline or something very local. And we’re not integrated to all of those. Especially in APAC 

and Africa there may be some places we may miss because we don’t have visibility. 

Joensuu: Okay. When these risks and threats are assessed are there any other relevant factors 

besides whether Company X has any offices or locations or travellers nearby? 

Smith: We categorize them into four levels of events. That can change over the course of the 

event too. So, we have that alert level 0, which is an event that might take place and we 

need to let people know about it. But we need to let them know, ”Don’t worry. It didn’t mess 

with us. Yeah, it happened but just so everyone’s aware, no one was there and nobody was 

impacted, don’t call us and ask us a million questions.” Then we have what we call alert level 

1 incident. That’s when something has happened where we have some offices or travellers 

close. As far as we are aware no travellers were impacted. It’s small in scale. For example, a 
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5.5 earthquake but it’s in Colombia or it’s some place that always has earthquakes. For exam-

ple, in Japan a 5.5 probably isn’t causing any trouble at all. They might not even have no-

ticed. But we still send out a communication to our HSSE guys to let them know ”Hey. This 

happened, do we need to go further with it, or are we okay, did you guys notice this? Is this 

an issue or concern?” Then we have what we call a level 2, which is a major event. Now, 

we’ve had something happen. We had people close to it. It’s probably something that’s mak-

ing breaking news internationally. Would be all over the TV. And we’re concerned we’ve had 

people impacted and so we’re reaching out to travellers and we’re calling and making sure 

everybody’s okay. And it could escalate further and we’re usually advising the leadership 

globally even though it may have happened in an area where... For example, it may have 

happened in Paris but we’re notifying all of the HSSE leadership so that they’re aware that 

this is being worked and somebody from APAC or someplace else isn’t calling: ”Hey, did you 

know or hear about this? Do you need help?”. ”No. Guys, this is going on. The market is con-

tacted. We’re contacting travellers and office locations. If we need your help, we’ll call you. 

If you got something important to share. Let us know. Otherwise, leave it.” That’s kind of the 

level 2. And then the level 3, knock on wood, we’ve never had. But the level 3 is a full-blown 

crisis. Where something really significant has happened and we’ve had people killed or in-

jured or a facility has been damaged severely or something of that nature. Like a major 

earthquake that took out a building. Or a terror attack where people got caught up and 

killed. We’ve come very close a couple of times. But fortunately, we’ve never had one. 

Joensuu: Okay. How are these risks and threats then communicated to the different stake-

holders? 

Smith: Right now, that is a very manual process. And it kind of stinks. What we’ve done for 

the HSSE people is we have put together a mail contact distribution lists and templates 

around the events. So, we have an event, there’s a template the (GSOC) operator refers to 

that basically has him put in who, what, when, where, why. All that information. And usually 

what we want to do when an event occurs, we want to get an initial communication out re-

ally quickly. We may not provide all of the information. We may not tell you how many trav-

ellers were impacted or whether or not anybody was impacted. We’re just going to say “Hey, 

we’re alerting everybody. This has happened. The GSOC is checking into it further. Stand by. 

We’re going to have another communication typically within the hour.” That’s our goal, to 

provide an update on the event with more detail in an hour. And then it escalates from there. 

But to be clear, how is it done? It’s all manually through email. There’s pulling up stuff in (Mi-

crosoft) Outlook and putting forth that contact. Fortunately, Company X has that internal SMS 

gateway tool. We leverage off of that. And we have email distribution lists that contain their 

SMS text address, so we can do the email to text. And in our template, we preface the email, 

because we know it’s going out via text initially too. We actually tell the recipient “Be aware, 

this is being sent via SMS gateway. Refer to your email to read the whole message”, because 
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it could be longer than your text supports. Some countries’ texts only support a limited num-

ber of characters and sometimes our email exceed that. We actually sent the messages out 

via BCC so we blind copy everybody. What we don’t want to have happen is people replying 

to all and then you get these crazy email chains going on. We BCC everybody to prevent that. 

But it’s a very manual process, that sucks. And then the last thing we would do, when com-

municating with leadership is through email and SMS gateway, the last thing we would do if 

necessary would be to pick up the phone and make physical phone calls. 

Smith: When it comes to travellers and verifying their safety, we use that and it’s bi-direc-

tional. So, we send out a message and the travellers receive both the SMS text and the email. 

And they just added this last year: they’ll get a text to voice message where the system actu-

ally calls them. We use all three of those simultaneously to blast out a message and we ask 

the traveller to reply back that they’re safe. Travel Tracker actually creates a little dash 

board so you can monitor when people reply, or if anybody asks for assistance within that 

tool. If they do not reply within that first hour, we’re picking up the phone and we’re actually 

calling them ourselves. And then once we’ve made a couple of rounds of calls, the next phase 

is, if we don’t have people answer, we escalate to their line managers. And one of the things 

we find often: the reason they’re not responding is that they’re not actually there. They can-

celled the trip and it didn’t get logged into the tool and you get a little bug like that. Or their 

line manager knows they’re somewhere else. Or the line manager helps us get in touch with 

them. 

Smith: One of the biggest challenges we have is sometimes when these events occur it’s the 

middle of the night and people sleep. They’re not looking at their phone and it might be a lit-

tle hard to get people to reply. Sometimes it’s not until the next morning when you get peo-

ple answering back. Those are the two ways we communicate out today. We’re looking at a 

true mass notification tool that would eventually extend beyond the GOCs and allow the Ops 

people to work with things that are local to them. It’s a global tool, a company called Ever-

bridge. They actually make the mass notification software in Travel Tracker. But it’s going to 

take us beyond our travellers and the let us communicate to our entire employee directory 

really. And even to add we could add our field service people and other groups. I’m actually 

in the middle of deploying that tool or working on a project to deploy that tool now. 

Joensuu: Is that tool then going to replace the communications to the HSSE teams as well? 

Smith: Yes. We’ll take the manual model that we’ve built and we’ll build that process into 

Everbridge and their mass notification tool. That is phase 2. Once we get all of the directory 

contact information integrated into the tool. Phone two would be to develop all the tem-

plates around that HSSE piece, build that into the tool so it handles that for us. And then 



 46 

 

phase 3 will be broadening what that tool does beyond travellers to all employees, whether 

they be in an office building and there’s a fire alarm or whatever that is. 

Joensuu: Okay. Moving on to the next one. We already crossed onto this as well. So, the com-

mon complications and difficulties from the GSOCs’ point of view. Like you said, people not 

responding or not being in the location they were supposed to be in. 

Smith: I think from a big picture perspective, just the accuracy of the data has been a bit of a 

challenge. And then getting people to respond. And the educational awareness. One of the 

challenges we have is a lot of the folks don’t realize the GSOCs exist. In the past couple of 

years, the travellers have realized, because it’s only in the past couple of years we’ve started 

calling people. But now they’re getting used to us. 99.9% of the time they’re very apprecia-

tive. They didn’t know we would be calling and they’ll be glad to hear from us. There’s still a 

gab there where people don’t know. So, they don’t realize. If the GSOC’s calling them they 

might not answer because they might not recognize the number. 

Smith: When I talk about the accuracy of the data, we’ve had discrepancies. Example today: 

somebody had booked their trip somehow wrong and it was all train travel. For some reason 

the travel tracker tool, even though their trip was almost a year ago, it was still showing the 

person in the country they took the trip to. It never showed them leave. So, we don’t know is 

it an expat who is actually staying there and has been there for that long or is it some kind of 

error. It doesn’t happen very often, but it does happen. One of the other big challenges is 

getting people to realize you have to book your trips through the travel tool or we’re not go-

ing to have visibility to you. This happens more often. Let’s say somebody travels from Fin-

land to Paris. You go there for a week but you decide you’re going to take another week of 

vacation and you’re staying there for two weeks. And you’re booking personal travel that 

you’re paying for. That doesn’t show up in the tool either so the last thing we see is you went 

to Paris. We don’t see that you left. For all we know you’re still in Paris, but in truth you 

travelled through personal means. So, we end up losing track of people that way. That’s a big 

challenge. 

Joensuu: So, what about the Company X HSSE personnel? Do they have any common chal-

lenges? 

Smith: I’d say right now their biggest one is: we’ve got this way to communicate. I know all of 

the HSSE folks globally are just waiting for me to get this mass notification tool off the 

ground. We’ve had to rein some people in because a lot have been developing local tools. We 

got guys in Latin America and India using Whatsapp which isn’t very secure. What they need 

to be able to do is not just communicate with travellers. They also need to be able to com-

municate with all the local folks in an emergency and it’s got to be more than just picking up 

a PA and over a loudspeaker in a building. What if your people are out in the field supporting 
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customers and there’s an earthquake in Colombia and 20 or 30 out of that office are out in 

the field. How do you wrap your arms around all of them and check that they’re all safe? 

These are people that didn’t book any trips anywhere. Or the fire alarm goes off in your 

building and you tell everybody to evacuate and they’ve got their rally points but you can’t 

account for everybody. They need a way to communicate out those kinds of events quickly 

and be able to allow two-way communication to verify that everybody’s safe too. And that’s 

what we hope this mass notification tool we’re working on will bring to the table for us. 

Joensuu: Okay. When the chain of communication, that goes out after a threat has been as-

sessed, and is communicated forwards to the HSSE personnel, does that ever go the other way 

around? The HSSE people contacting GSOCs? 

Smith: That is much rarer. As a matter of fact, we haven’t had that happen. There’s another 

tool I didn’t mention, Archer, that’s used as this kind of repository for documents and track-

ing and to be able to house all the information around these incidents. And built into Archer 

is what’s called a Crisis Report Centre. So, when we’re doing these events to document them, 

we’re entering them as a case in the Crisis Report Centre and we assign it to the Ops people 

and the Ops people go into that tool and complete the cases and we’ll see the responses back 

to that. And we’ll, occasionally, have the issues where the Ops people have the ability to cre-

ate their own cases in the Crisis Report Centre and they do, occasionally. Typically, they’re 

created by the GSOCs but occasionally they get created locally and it tends to be a local 

event. But that gives the GSOCs some visibility to it. And so far, we haven’t had the Ops peo-

ple ask too many times to assist. 

Yesterday there was a 5.2 earthquake in Mexico City and Mike Froning (name changed), who’s 

the HSSE Ops guy there, he did the Crisis Report and they evacuated the building. There was 

no damage, no impact, no need to go further or contact travellers, so he didn’t reach out to 

us. But we had visibility because he created the case in the Crisis Report Centre. We’ve had 

cases where for example in Myanmar the HSSE Ops guy has reached out to us when they’ve 

had to get in front of stuff. So, they had a situation where he knew they had a protest coming 

up due to the elections and that they had a potential to be very violent and they wanted to 

have us let them know if anyone books any trips. Because Myanmar was a medium risk coun-

try, not high risk. And now they have this high-risk event so they wanted to have visibility to 

the travellers and they wanted us to put together a communication so that when anybody 

books a trip they’d be alerted to this. And there is a way in Travel Tracker to create a pre-

trip message. So, when anybody books a trip within a certain time frame, they automatically 

get this message. That’s the kind of stuff that makes them contact us in advance, when they 

need that kind of support. 


