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Abstract
Operators upgrade only parts of their networks and employ current technologies as
needed. 2G and 3G SS7-based networks were designed as private, closed networks and
their security was based on physical security of its elements, making it impossible for
attackers to tamper with. Telecommunication networks communicate over the
Interconnection link, possibly exposing an operator's network to an SS7 attack even if it
does not use the decades old protocol anymore. The Diameter protocol used in 4G
networks was envisioned to fix the known flaws and it offers secure connection over the air,
but vulnerabilities still exist at the Core side.
4G networks are essentially open environments designed to allow network operators and
service providers to connect to the Core Network via open interfaces, creating a bigger
attack surface. The transition to 5G networks will be gradual and attacks targeted at older
technologies will still be implementable.
Securing edge elements in the network is not comprehensive enough. A network-wide
approach with security measures integrated both at the network side and end-user devices
is recommendable.
This thesis examined known security flaws, previous work on demonstrating attacks and
implemented a telecommunications honeypot to discover possible new attacks. An opensource software for the Core part of a network was used and packet data was collected
and analyzed.
Keywords
honeypot, intrusion detection, telecommunication networks, 4G

CONTENTS

LIST OF ABBREVIATIONS
1

INTRODUCTION ............................................................................................ 9

2

RESEARCH PROBLEM AND METHODS ................................................... 11

3

PROTOCOLS IN 4G NETWORKS ............................................................... 12

4

5

3.1

The Diameter protocol ............................................................................ 13

3.2

General Packet Radio Service (GPRS) Tunneling Protocol (GTP) ........ 16

LONG TERM EVOLUTION (LTE) ................................................................ 16
4.1

The Interconnect network ....................................................................... 18

4.2

Evolved Packet Core (EPC) ................................................................... 19

4.3

Mobile Management Entity (MME) ......................................................... 20

4.4

Home Subscriber Server (HSS) ............................................................. 20

4.5

Serving Gateway (S-GW) ....................................................................... 20

4.6

Packet Data Network Gateway (P-GW) ................................................. 21

4.7

Interfaces in EPC ................................................................................... 21

4.8

LTE procedures ...................................................................................... 24

4.9

Messages in EPC ................................................................................... 25

4.9.1

Messages on S1 interfaces .............................................................. 25

4.9.2

Messages on S6a interface .............................................................. 25

4.9.3

Messages on S11 and S5 interfaces ................................................ 28

LTE SECURITY ........................................................................................... 28
5.1

Security architecture............................................................................... 31

5.1.1

Diameter security ............................................................................. 32

5.1.2

Jamming attacks .............................................................................. 33

5.1.3

Denial of Service (DoS) .................................................................... 34

5.1.4

Location tracking .............................................................................. 35

5.1.5

Location spoofing ............................................................................. 36

5.1.6

Fraud attacks.................................................................................... 36

5.1.7

SMS and one-time-password interception ........................................ 37

5.1.8

Remote mobile phone cloning .......................................................... 38

5.2

Security recommendations ..................................................................... 38

5.2.1
6

7

8

S1 Control plane protection .............................................................. 39

THE HONEYPOT CONCEPT ...................................................................... 39
6.1

Low interaction honeypots ...................................................................... 40

6.2

High interaction honeypots ..................................................................... 40

TELCO HONEYPOT .................................................................................... 41
7.1

Setup of the honeypot ............................................................................ 41

7.2

Data analysis .......................................................................................... 49

DISCUSSION ............................................................................................... 54

REFERENCES .................................................................................................... 56

APPENDICES
Appendix 1. Python script to analyse Wireshark logs

LIST OF ABBREVIATIONS

3G / 4G / 5G
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Internet Engineering Task Force
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International Mobile Equipment Identity
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International Mobile Subscriber Identity
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Internet of Things
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Internet Protocol

IPsec

Internet Protocol Security

IPv4

Internet Protocol version 4

IPX

Internetwork Packet Exchange

ISP

Internet Service Provider

IWF

Interworking Functions

LTE

Long Term Evolution

MAC

Medium Access Control

MEID

Mobile Equipment Identifier

MIN

Mobile Identity Number

MME

Mobile Management Entity

MN

Mobile Node

NAS

Non-Access-Stratum / Network Access Server

PCAP

Packet Capture

PDCP

Packet Data Convergence Protocol
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Packet Data Network Gateway
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Protocol Data Unit
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pseudo Electronic Serial Number
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Public Land Mobile Network
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Point-to-Point Protocol
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Public Switched Telephone Network

PUA

Purge-UE-Response

PUR

Purge-UE-Request

P-GW

Packet Data Network Gateway

RADIUS

Remote Access Dial-In User Service

RLC

Radio Link Control

RNL

Radio Network Layer

RRC

Radio Resource Control

RSR

Reset-Request

S1AP

S1 Application Protocol

SAE

System Architecture Evolution

SCTP

Stream Control Transmission Protocol

SIGTRAN

term derived from signaling transport

SIM

Subscriber Identity Module

SIP

Session Initiation Protocol

SMB

Server Message Blocks

SMS

Short Message Service

SMSC

Short Message Center

SS7

Signaling System 7

SSH

Secure Shell

syslog

system log

S-GW

Serving Gateway

TACACS

Terminal Access Controller Access

TCP

Transmission Control Protocol

TEID

Tunnel Endpoint Identifier

TNL

Transport Network Layer

UDP

User Datagram Protocol

UDR

User Data Request

UE

User Equipment

UI

User Interface

ULA

Update-Location-Answer

ULR

Update-Location-Request

UMTS

Universal Mobile Telecommunications System

USIM

Universal Subscriber Identity Module

VoLTE

Voice over LTE

VPN

Virtual Private Network
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1

INTRODUCTION

Telecommunication operators invest in upgrading their networks to prepare for
the upcoming 5th Generation (5G) and Internet of Things (IoT) technologies,
moving from closed connections provided by Signaling System 7 (SS7) protocol
to Internet Protocol (IP) based Diameter. Despite the big costs involved, flaws still
allow an attacker to perform fraud, eavesdropping, Denial of Service (DoS) or
tracking. DoS attacks on operator’s equipment and technology involved in
connection of everything or IoT could cause wide-scale outages in more than the
phone services. (Positive technologies 2017, 3.)

Outages happen because of software bugs, physical causes and sometimes
without a clear reason. Even if 4th generation (4G) subscribers are not aware,
most of them are users of previous technologies too. In modern mobile networks
placing of voice calls is still based on SS7 technologies originating in 1970s. At its
creation, SS7 security was based on physical security of hosts and
communication channels, making it impossible to tamper with through a remote
unauthorized host. In the early 2000s SS7 was extended with SIGTRAN (term is
derived from signaling transport) protocol which allows the use of Internet
Protocol (IP) networks to transport messages. A mobile operator can provide only
the data transfer over 4G, for example if only the radio part of the network is
upgraded but sending and receiving SMS messages or making phone calls can
happen on circuit-switched infrastructure. Therefore, 4G users are vulnerable to
threats in older generation networks as well. (Positive technologies 2014, 3-4;
Resinati 2012.)

Telenor network in Norway had a wide outage of over 3 hours in February 2016
caused by an SS7 vulnerability. This outage was induced by a security company
which was conducting remote vulnerability assessments in Telenor network
without their permission or knowledge, causing a loop because their equipment
didn’t support a rare SS7 message. (The Telecom Defense Company 2016.)

The security of SS7 networks is almost inexistent because it was created as a
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private and closed system comprised by a few state-owned operators. At that
point, the security was not a concern reason or a design criterion. Diameter
standard was envisioned to be a more secure technology for the network level
and the transport level, but proper security deployments require increased
resources and funding. Actors, like unscrupulous employees, competing
companies, intelligence agencies or other groups performing cyberespionage and
surveillance can take damaging actions, for example by interception and rerouting of two-factor verification codes (Finextra 2017). Diameter is an IP-based
protocol and more known in the Internet community, and that brings the
possibility of other attack angles. (Positive technologies 2018, 3.)

Mobile networks are already today under attacks over the Interconnection link
between telecommunication operators, for example the attacks of British spies on
Belgacom (now Proximus) network that provided access to NATO headquarters
in Brussels and other European institutions like the European parliament,
European commission and the European council (Boffey 2018). Currently the
attacks use SS7 (SIGTRAN) and Diameter protocols. Another example is the
attempt of intercepting subsequent communications of a subscriber by using a
combination of Diameter Authentication-Information-Request (AIR) and UpdateLocation-Requests (ULR) packets from multiple sources located in different
countries (McDaid 2018). There exists some understanding of those attacks in
GSMA (GSM Association), but the understanding is not automated and not
complete in contrast to more generic Internet vulnerabilities where a large range
of databases and detection tools exist.

The task of the thesis is to set up a core network and connect it to the Internet to
simulate a pre-launch test network. The core network will be acting as a honeypot
and will be instrumented by several mechanisms over various protocol layers,
including protocol-based attacks, integrity measurement of the device and
underlying filesystem and the operating system itself.
The commissioner of the present thesis is Nokia Bell Labs, Espoo, one of Nokia’s
largest R&D sites. “Our reseach focuses on mobile technologies covering radio
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systems, networking, security, and related hardware and software product
technologies. Our teams have been key contributors to 3G and 4G standards and
continue our strong role in standards contributions by actively contributing to the
standards of 5G technologies.” (Nokia Bell Labs.)

2

RESEARCH PROBLEM AND METHODS

The goal of this thesis is to research threats in telecommunication networks,
mainly focusing on 4G networks. According to preliminary research the telco
honeypot would be the first such project. The aim is to study the already known
attacks and possibly discover new ones. At first, the theoretical aspects of 4G
systems are discussed and then the known ways of performing denial of service,
location tracking and fraud attacks are listed. Subsequently, the setup of the
honeypot and the data analysis phase are described.

A high-level categorization of approaches divides research into quantitative and
qualitative. While quantitative research emphasizes objective measurements and
answers to numeric or quantity questions, qualitative research can be defined as
exploratory delving into a new aspect that needs to be understood. At the
foundation of all research there is always a base of qualitative research to aid in
understanding of real life phenomena. Models and theories produced by
qualitative research are used in quantitative research as well. Depending on the
situation and need, different qualitative and quantitative research approaches can
be combined resulting in blended research, often called research strategy. Action
research is an instance of blended research which has the researcher himself as
a participant and aims for a change in the studied problem. This type of research
is usually associated with data collection through observation methods. In action
research, observation is used to determine the current condition of a phenomena.
(Kananen 2015, 53-61.)

Research aims at solving problems related to the studied matter by asking
questions and finding answers to them. The object of each research is a
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phenomenon in the real world and can be examined from different angles. In the
academic world, concepts can be defined and analyzed from different
perspectives depending on the field of studies of the student. After choosing a
research problem, the research questions are formulated, and the research
results lead to a solution of the problem. (Kananen 2011.)

This thesis is planned to be based mostly on action research, because it tries to
discover security concerns in telecommunication networks and to help improving
their protection against cyber-attacks. Observation method aided by technical
tools will be used because of limited available data on the studied topic. Packet
data will be gathered and analyzed with custom-made and existing tools. It is
assumed that the threat actors are not aware of being observed so it will be
disguised observation.

This research aims to bring an overall picture of security state of commonly
deployed telecommunication networks, attack vectors, malicious actors, their
location and motivation, possible countermeasures and raise awareness on the
importance of security in telecommunication systems being currently in use and
in the anticipation of the upcoming 5G.

3

PROTOCOLS IN 4G NETWORKS

There are multiple protocols used in 4G networks. This chapter briefly describes
these protocols and details the Diameter and GTP protocols in depth. Air
Interface Physical Layer offers data transport services to higher layers. This
protocol offers access to these layers through a transport channel via the Medium
Access Control (MAC) sublayer. Non-Access-Stratum (NAS) protocol represents
the highest layer of the control plane between user’s device and the radio
interface of the operator’s network. Packet Data Convergence Protocol (PDCP) is
also a sublayer of Air Interface Physical Layer and offers air interface control and
user plane functions. Similarly to PDCP, Radio Link Control (RLC) and Radio
Resource Control (RRC) are part of air interface and user planes. S1 Application
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Protocol (S1AP) provides signaling services between the antennas and the Core
part of the network.

3.1

The Diameter protocol

The Diameter base protocol provides the framework for Authentication,
Authorization and Accounting (AAA) for applications like IP mobility and network
access. Mobile roaming is the service offering users the possibility to seamlessly
continue using their mobile devices to perform phone calls, send text messages,
use Internet services and email applications when they are visiting another
country, all without needing another Subscriber Identity Module (SIM) or
Universal Subscriber Identity (USIM) card. This is enabled by roaming
agreements between operators that cover both the technical and the commercial
aspects of the service. A call initiated by a roaming user is described by Figure 1
below. Besides AAA, Diameter enables mobile roaming in different
telecommunication networks. Diameter does not provide encryption, end-to-end
authentication or integrity checks, so the true identity of the sender of a message
cannot be established and there is no guarantee that the message content has
not been tampered with in transit. (RFC 6733; GSMA 2012.)

Figure 1. Call initiated by a roaming user

The previously developed Terminal Access Controller Access - Control System
(TACACS) and Remote Access Dial-In User Service (RADIUS) protocols were
initially created to serve dial-up Point-to-Point Protocol (PPP) and terminal server
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access. As complexity and density of routers and Network Access Servers (NAS)
providing the access service to the network for a user had increased and new
access technologies like wireless, Mobile IP and DSL had emerged, new
capabilities were needed from AAA protocols. (RFC 6733, 7.)

There are significant reasons for network operators to switch to using Diameter,
as summarized in Table 1 below. They may face revenue loss caused by lost
packages when using RADIUS because it runs over User Datagram Protocol
(UDP) and does not contain a retransmission rule, resulting in variable reliability.
Diameter runs over reliable transport mechanisms like Transmission Control
Protocol (TCP) and Stream Control Transmission Protocol (SCTP) on its wellknown port 3868. Even though there is no common Protocol Data Unit (PDU)
between Diameter and RADIUS, Diameter was developed so that both protocols
can be deployed in the same network, providing backwards compatibility.
Diameter support can be added to legacy networks by integrating a server or a
gateway that supports both protocols. RADIUS does not offer error handling,
capability negotiation or the possibility to flag mandatory attributes, while
Diameter supports all the above. RADIUS requires manual configuration of
connected elements, while Diameter is capable of dynamic discovery of peers
through Domain Name System (DNS). This is another reason for switching to
Diameter as it avoids errors, saving time and money for the operators. All the
data in the Diameter protocol is delivered as attribute-value pairs (AVPs) and can
be used in an easier manner by applications that employ Diameter. (RFC 6733,
9-12; Tsou 2013.)

There exist several Diameter applications, like Diameter Mobile IPv4 Application
that allows a Diameter server to authenticate, authorize and collect information
for IPv4 services inside Mobile Nodes (MNs), more specifically it supports AAA
for a new node or when the prior authorization expired. Diameter Extensible
Authentication Protocol (EAP) Application which provides the standard
mechanism to support various authentication methods for NAS devices. The
authentication in EAP applications occurs between the client and its home
Diameter server, reducing the possibility of fraudulent authentication like replay
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and man-in-the-middle attacks. Diameter Session Initiation Protocol (SIP)
Application allows a Diameter client to request authentication of users and
authorization requests for Diameter server resources. Diameter Credit-Control
Application can be considered a general solution for real-time cost and credit
control applicable in the prepaid model for services such as SIP services,
network access, downloading and messaging services. The Diameter NAS
Application offers network access services for the NAS environment. Possible
messages commonly used in NAS applications are related to identification,
authentication, authorization, tunneling and accounting procedures. (RFC 4004,
RFC 4072, RFC 4740, RFC 4006, RFC 7155.)

SCTP protocol was initially designed to transport Public Switched Telephone
Network (PSTN) signaling messages in IP networks but is used in broader
applications (Stewart, 2007). SCTP operates on top of a connection-less packet
switched protocol, like IP (GSMA 2018, 16).
Table 1. RADIUS and Diameter comparison

Protocol

RADIUS

Diameter

UDP

TCP / SCTP

Error handling
Capability negotiation
Flag mandatory
attributes
Dynamic discovery of
peers (DNS)

The complexity and flexibility of Diameter protocol brings more vulnerabilities
from the security perspective but offers operators the possibility to define
customized filtering rules for including increased protection immediately in case
of a new attack vector (Gibbons 2017). Subscriber information disclosure and
denial of service are implementable both in SS7 and Diameter based networks.
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3.2

General Packet Radio Service (GPRS) Tunneling Protocol (GTP)

This subsection presents the General Packet Radio Service (GPRS) Tunneling
Protocol (GTP) as described in TS 29.274 by 3rd Generation Partnership Project
(3GPP). GTP is the main tunneling protocol used in 3G and 4G networks and it
allows mobile subscribers to maintain a data connection for Internet access while
they are moving. Originally used for GPRS (2.5G) networks to signal and carry
data between devices and applications, GTP is essential for the performance of
the 3G and 4G networks. GTP provides the functionality to communicate with the
nodes outside the operator’s network, mainly the public Internet.

A GTP PDU is either a GTP control (GTP-C) message or a GTP user (GPT-U)
message. GTP-U messages can be categorized further into signaling messages
transmitted across the user plane tunnel and GTP user plane messages that
carry the original payload.

GTP tunnels aid the communication between two nodes over a GTP based
interface and separates the traffic into different communication flows. Each GTP
tunnel has a unique Tunnel Endpoint Identifier (TEID) and contains an IP address
and an UDP port number. GTP works on top of IETF RFC 768 compliant UDP
and the destination port number for GTP initial messages is 2123.

4

LONG TERM EVOLUTION (LTE)

Long Term Evolution (LTE) is a 4G communications standard based entirely on
packet switching and represents the architecture of the Evolved Packet System
(EPS). EPS contains three main components, the user equipment (UE), Evolved
Universal Mobile Telecommunications System (UMTS) Terrestrial Radio Access
Network (E-UTRAN) and the Evolved Packet Core (EPC). UE can be anything
from cellphones, tablets and dongles to laptops equipped with a mobile
broadband adapter. The other component of EPS is the System Architecture
Evolution (SAE). Figure 2 below presents the LTE general architecture. The
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communication with other IP networks is carried out through EPC, which is purely
IP based and handles both real time and data communication services. The LTE
access network consists of a flat structure of evolved NodeB (eNodeB) base
stations inter-connected via the X2 interface and that connect to the EPC using
the S1 interface. The intelligence is distributed to the eNodeB base-stations to
speed up the setup needed to connect and reduce the handover time, relevant
especially for real-time services. (3GPP TS 36.300: 2019.)

E-UTRAN includes a set of eNodeBs that connect to the EPC through the S1
logical interface. The two layers of the E-UTRAN are Radio Network Layer (RNL)
and Transport Network Layer (TNL). RNL contains the logical nodes and the
interfaces between them. Depending on the EPC access point, the S1 interface
can be either S1-MME if the connection is to an MME or S1-U if the eNodeB
connects to an S-GW. (3GPP TS 36.410: 2018.)

Figure 2. LTE network architecture
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4.1

The Interconnect network

The European Commission defines interconnection as “the physical and logical
linking of telecommunications networks used by the same or a different
organization to allow the users of one organization to communicate with users of
the same or another organization, or to access services provided by another
organization. Services may be provided by the parties involved or other parties
who have access to the network”. (Directive 97/33/EC: 1997.) The Interconnect
was created to enable the possibility of roaming.

The slow transition of telecommunication networks to 3G and 4G means that the
current Interconnection network contains nodes supporting SS7, Diameter or
both protocols. For interoperability purposes, network edge nodes usually support
translation between SS7 and Diameter messages and this is obtained using
Interworking Functions (IWF) allowing porting of SS7-based attacks into LTE
networks based on Diameter (Kotte 2016).

Figure 3. Connection of two LTE networks

The connection of two LTE networks happens on the Interconnection network
which is the network used mainly for roaming purposes by telecommunication
operators to connect devices, also referenced as Internetwork Packet Exchange
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(IPX) infrastructure and is shown in Figure 3 above. The interconnect principles
are inherited from wireline networks inter-linked also based on trust within a small
group of operators. IPX contains big hubs with undersea cables which means
that it is similar to the Internet and equally important. It could be compared with a
“hidden, private Internet”. (Holtmanns & Sebeni 2019.)

4.2

Evolved Packet Core (EPC)

The Evolved Packet Core (EPC) is the latest version of 3GPP Core Network
architecture of LTE system and is responsible for the overall control of the user
equipment and link establishment. EPC is based on Internet Protocol (IP) as the
protocol to transport all services. Nodes in EPC communicate to each other by
using the Diameter protocol. User data (also known as the user plane) is
separated from the signaling (also known as the control plane) for independent
scaling, so operators can adapt and adjust their network easily. Figure 4 below
presents the high-level architecture of EPC and depicts the interfaces, which will
be described in more detail later in this chapter.

Figure 4. Architecture of EPC and its interfaces
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4.3

Mobile Management Entity (MME)

Mobility Management Entity (MME) handles high-level operations of the control
plane, dealing with the signaling related to mobility and security for E-UTRAN
access. The MME also tracks and pages UEs in idle-mode. When the signaling of
Non-Access Stratum terminates at MME, it generates temporary identities for
user devices and authorizes them for Public Land Mobile Network (PLMN).
Moreover, MME enforces roaming restrictions, supports lawful interception of
signaling and handles the control plane function for mobility between LTE and
older networks over the S3 interface. MME connects to HSS for roaming UEs
over the S6a interface. (Firmin 2018.)

4.4

Home Subscriber Server (HSS)

Home Subscriber Server (HSS) is a central database that contains user and
subscriber related information, identity of the serving MME, provides support
functions in mobility management, performs user authentication, access
authorization, call and session setup. The HSS is usually integrated with the
Authentication Center (AUC). It can provide information about the physical
location of the subscriber and is connected to the MME via S6a interface. (Firmin
2018.)

4.5

Serving Gateway (S-GW)

Serving Gateway (S-GW) deals with the user plane by transporting the IP traffic
from the user equipment (UE) to other networks. S-GW routes and forwards
incoming and outgoing user data IP packets and is responsible for inter-eNodeB
handovers. It serves as the anchor point for intra-LTE mobility, between LTE and
other 3GPP accesses and replicates user traffic for lawful interception. S-GW is
connected to the MME via S11 interface. (Firmin 2018.)
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4.6

Packet Data Network Gateway (P-GW)

Packet Data Network Gateway (P-GW) is the connection point between the EPC
and external IP networks and its scope is to route packets to and from Packet
Data Networks (PDNs). P-GW is the entry point of data traffic for UEs. A PDN
provider could be for example an Internet Service Provider (ISP) that provides
public data transmission. Other functions of the P-GW include IP address and
prefix allocation or policy control and charging. Although the gateways are
specified independently by 3GPP, network vendors can implement both in a
combined, single hadware equipment. P-GW connects to S-GW via S5 interface.
(Firmin 2018.)

4.7

Interfaces in EPC

The S1-MME interface, also referenced as S1 Control (S1-C), connects the
eNodeB, or antenna, to the MME and transports S1 Application Protocol (S1AP)
signaling data based on SCTP protocol over IP. Figure 5 shows the protocol
structure for this interface. This interface guarantees data delivery and supports
connections from multiple UEs through a single SCTP association. (3GPP TS
36.300: 2019.)
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Figure 5. S1-MME interface protocol structure

S1-U interface, or S1 User Plane, is defined between the eNodeB and the
Serving Gateway (S-GW) and is based on GTP User Data Tunneling (GTP-U). It
does not guarantee data delivery for LTE Protocol Data Units (PDUs). The
protocol stack used by S1-U interface can be seen in Figure 6. (3GPP TS 36.300:
2019.)
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Figure 6. S1-U interface protocol structure

The S6a interface uses the Diameter protocol to transfer subscription and
authentication related data for authorizing and authenticating user access on the
AAA interface between the MME and HSS. (3GPP TS 23.401: 2018.)

GTP establishes a tunnel between S-GW and P-GW via GTP-C, and S-GW and
MME via GTP-U. S11 interface uses GTP for the control plane (GTP-C) to tunnel
signaling messages between the MME and S-GW. GTP-C is based on User
Datagram Protocol (UDP). (3GPP TS 23.401: 2018.)

S5 interface uses the user plane part of GTP, also based on UDP. GTP-U
tunnels carry encapsulated PDUs between its endpoints. The Tunnel Endpoint ID
(TEID) from the GTP header indicates which tunnel the PDU belongs to. (3GPP
TS 29.281: 2018.)
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4.8

LTE procedures

The LTE protocol consists of multiple critical procedures like attach, paging,
handover, detach and calls. Despite each of them requiring a thorough privacy
and security analysis, the attach, handover and detach procedures are
considered to be the most critical from the functioning and security perspectives.

The attach is the initial connection setup of a mobile device and its security is
critical for the procedures that follow it. In this procedure the UE registers in the
network by transmitting an attach request to the eNodeB, and the Mobile
Equipment Identity is obtained from the UE. The connection is established with
the eNodeB whose signal power is perceived to be the strongest. For verifying
the authenticity of the mobile device, MME will send an authentication request
message that includes the authentication challenge from the HSS to the UE.
Based on the security capabilities information sent with the attach request, the
MME then chooses one algorithm pair that is supported by the UE. A shared
security context is generated between the MME and the UE. A Globally Unique
Temporary Identity (GUTI) is generated and sent with the attach accept message
from the MME to the UE. GUTI is used in subsequent communications to avoid
exposing the International Mobile Subscriber Identity (IMSI) and International
Mobile Equipment Identity (IMEI) codes.

The paging procedure also has a significant importance in LTE networks. With
this procedure, UE updates the MME about its location by sending
tracking_area_update_request messages. When the MME must deliver a
network service like an incoming call or SMS, it will request all eNodeBs in its
area to generate paging messages for that device. eNodeB initiates the paging
procedure when it needs to inform about a change in the system, an emergency
message or an earthquake or tsunami alert.

The detach procedure is initiated by a detach request message sent by the UE or
the MME, for example when the UE is switched off or when the USIM is removed
from the device. (3GPP TS 36.413: 2019; Hussain et. al. 2018.)

25

4.9

Messages in EPC

In this sub-chapter the most common Diameter and GTP related messages are
presented for each interface in the EPC, both the internal interfaces and the ones
accessible from the outside.

4.9.1 Messages on S1 interfaces
S1 interfaces transport S1AP messages between the eNodeB and MME or SGW. S1AP is constituted of Elementary Procedures (EPs), units of interaction
between the eNodeB and the EPC that are defined so that complete sequences
can be built in a flexible manner. Its services are divided into two groups, UEassociated and non-UE associated services. EP is an initiation message with a
possible response. When the EP contains a success or failure response, it is
considered a class 1 procedure, and when the response is missing, it is a class 2
procedure. Class 1 messages include HANDOVER REQUIRED, HANDOVER
REQUEST, HANDOVER CANCEL, PATH SWITCH REQUEST, INITIAL
CONTEXT SETUP REQUEST, RESET, S1 SETUP REQUEST, UE CONTEXT
RELEASE COMMAND, UE CONTEXT MODIFICATION REQUEST, ENB
CONFIGURATION UPDATE and MME CONFIGURATION UPDATE. Among
class 2 messages we find HANDOVER NOTIFY, PAGING, INITIAL UE
MESSAGE, ERROR INDICATION, UE CONTEXT RELEASE REQUEST,
DEACTIVATE TRACE and LOCATION REPORT. (3GPP TS 36.413: 2019.)

4.9.2 Messages on S6a interface
The Update Location Procedure is used between the MME and the HSS and is
invoked by the MME. This procedure informs HSS about the identity of the MME
currently serving the user, updates MME with user subscription data and provides
the HSS with other user data, such as Terminal Information. The MME uses the
Update Location Procedure to update MME’s identity stored in the HSS and to
request SMS data and become registered for SMS. The two commands mapped
to this procedure are Update-Location-Request (ULR) and Update-Location-
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Answer (ULA) in the Diameter application. Amongst other fields, the ULR
contains user’s IMSI. If the Update Location Request is sent following an initial
attach, the MME sets the “Initial-Attach-Indicator” flag in the ULR-Flags
information of the request. When the HSS receives an ULR message, it will
check if any subscription data exists for the IMSI. If it does not find any
subscription data, it will send a DIAMETER_ERROR_USER_UNKNOWN return
rode. If the subscriber does not have any Access Point Name (APN)
configuration, the HSS returns
DIAMETER_ERROR_UNKNOWN_EPS_SUBSCRIPTION code. The Update
Location response from the HSS contains a result code that indicates the
success or failure of the request. The HSS sends a Cancel Location Request to
the previous MME if it exists and replaces the stored MME-Identity with the new
one. If EPS or GPRS subscription data is received, MME will replace all EPS and
GPRS subscription data for that user in the MME. (3GPP TS 29.272: 2018, 1523.)

Like the Update Location Procedure, the Cancel Location Procedure is also used
between the HSS and the MME, but it deletes a subscriber record from the MME.
This procedure is initialized by the HSS and it informs the MME about a
subscription withdrawal or an ongoing update procedure, like an MME change.
The Cancel Location Procedure also informs the MME about the initial UE attach
procedure. The Diameter commands related to this procedure are CancelLocation-Request (CLR) and Cancel-Location-Answer (CLA). The IMSI is sent in
a CLR command. When a CLR is received, the MME checks if the IMSI is known
and if it is not, it will answer with DIAMETER_SUCCESS result code. If it is
known, MME will check the cancellation type code which indicates the action to
be taken. HSS uses this procedure when a subscription is withdrawn by the HSS
operator and HSS detected that the user has moved to a new MME area. (3GPP
TS 29.272: 2018, 25-27.)

The next available procedure is Purge UE and it indicates that the subscriber
profile was deleted from the MME, for example because the User Equipment
(UE) has not been active for multiple days. This procedure also contains the
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request and response messages, respectively Purge-UE-Request (PUR) and
Purge-UE-Response (PUA). The MME informs the HSS that the subscriber
profile was deleted due to inactivity. HSS checks if the IMSI in the request is
known and returns a DIAMETER_ERROR_USER_UNKNOWN if it is unknown. If
it is known, HSS returns a DIAMETER_SUCCESS code and compares the
received identity with the identity stored in the MME. (3GPP TS 29.272: 2018, 2729.)

The Insert Subscriber Data Procedure updates and requests user data in the
MME, for example, when user data is administratively changed in the HSS. This
procedure is also invoked when the operator applied, changed or removed
Operator Determined Barring for the user. Other situations when Insert
Subscriber Data Procedure is used include retrieval of location or state
information from the MME, retrieval of Local Time Zone of the visited network
while roaming and when the subscriber tracing has been activated in the MME.
Similarly, to above described procedures, two Diameter commands map to Insert
Subscriber Data Procedure, the Insert-Subscriber-Data-Request (IDR) and
Insert-Subscriber-Data-Answer (IDA). When the MME receives an IDR, it checks
if the IMSI is known. If it is not, it will return a
DIAMETER_ERROR_USER_UNKNOWN and if it is known, it will add or replace
that stored subscription data with the received data. HSS also adds or replaces a
specific part of the user data in the MME with the use of this procedure and it
informs the MME that the user is no longer registered for SMS. (3GPP TS
29.272: 2018, 29-37.)

Delete Subscriber Data procedure works between the MME and the HSS to
remove some data in the HSS user profile stored in the MME. HSS invokes the
procedure to remove for example a subset of the APN configuration from the
MME, the regional subscription, subscribe charging information, tracing data and
GPRS subscription data. (3GPP TS 29.272: 2018, 37-39.)
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4.9.3 Messages on S11 and S5 interfaces
GTP defines the possible messages between two associated EPC network
elements. The UDP destination port for GTP messages is 2123, the registered
port number for GTP-C. S11 interface transports GTP-C messages that can be
Create Session Request, Create Session Response, Modify Bearer Request,
Modify Bearer Response, Delete Session Request, Delete Session Response,
Echo Request, Echo Response for MME to P-GW direction and Create Bearer
Request, Create Bearer Response, Update Bearer Request, Update Bearer
Response, Delete Bearer Request and Delete Bearer Response from the P-GW
to the MME. (3GPP TS 29.274: 2018.)

5

LTE SECURITY

LTE networks are essentially open environments, specifically designed for
network operators and service providers to connect devices to the Core Network
via open interfaces. There is a large number of connectivity points with peer
operators, third-party applications and with the public Internet, opening the
possibility of security holes if security measures implemented in these
technologies do not fully interoperate. This openness offers a bigger attack
surface resulting in more security challenges when compared to the previous,
closed systems.

Multiple service providers share the core infrastructure and that means the
compromise of one provider can affect the shared infrastructure but also the
other providers’ network. Finally, billing fraud and service theft are a possibility
and can be implemented by third-parties masquerading as legitimate partners.
(Park 2008.)

ENISA (2018b) classifies attacks by their type as location tracking, spoofing,
spam, subscriber fraud, DoS, routing attacks, intercept and infiltration attacks.
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The description and potential impact of each category is described in Table 2
below.
Table 2. Types of attacks

Type of attack

Description

Potential impact

Location tracking

A target subscriber is

Obtain the location of the

located. Can also be

victim.

performed without
sending messages, by
passive eavesdropping.
Prerequisite for further
attacks such as
intercept.
Spoofing

Spam

Modification of identifiers

Avoid billing.

like names, addresses

Interconnect with

and subsystem

partners without roaming

numbers.

agreements

The attacker sends bulk

Massive sending of SMS

SMS messages and

and calls intending to

avoid billing. Bypass

steal personal data or

control systems to send

gain financial benefits

SMS directly to victims.
Subscriber fraud

The attacker tampers

Steal prepaid SMS,

with a subscriber’s

voice or data credits.

profile or sends signaling Modify profile for
messages with the

example from prepaid

intention of benefiting

into post-paid. Alter

from a service while

billing. Abuse of MAP

avoiding billing.

USSD (Unstructured
Supplementary Service
Data) based money
services.
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DoS

Targeted at the whole

High-level impact for

network, a set of

network targeted DoS is

subscribers or a single

regional network reboot.

subscriber.
Routing attacks

Routing used in packet

There are no integrity

interconnect exposes the checks or encryption,
network to routing hijack

allowing an attacker to

attacks.

eavesdrop or alter
interconnect traffic.

Intercept

Altering the victim’s

Eavesdropping on two-

current location or profile

factor authentication

to receive its calls, SMS

SMS and communication

or data traffic. Allows

interception.

eavesdropping or Man in
the Middle type of
attacks.
Infiltration

Abuse of interconnect,

Unauthorized access to

mobile data link or

Core Network elements

operational interfaces

like HSS – subscriber

and obtaining access to

database – leading to

otherwise inaccessible

personal data theft or

systems like parts of the

access to Packet Data

Core Network.

Networks.

Attackers can get access to telecommunication networks by becoming an
operator, bribing an employee, hacking via the Internet, by social engineering or
by renting services. Governments and authorities are believed to be behind some
of the previous attacks on telecommunication networks. Russian government
employees have been recently forbidden to use services like Telegram,
Facebook and WhatsApp. It is not yet clear if because of these services being
hosted in the United States or because of concerns over the Interconnection
security. (Holtmanns & Sebeni: 2019.)
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5.1

Security architecture

Attackers target vulnerabilities in networking protocols, operating systems and
applications. Hence the approach of securing edge elements in the network is not
comprehensive enough. A network-wide approach with security architecture
integrated both at the core side and end-user devices serves the purpose of
assuring availability, interoperability, and usability; guarantees quality of service;
and minimizes costs of security. (Park 2008.)

Since 4G is IP-based, it is exposed to IP specific vulnerabilities common in the
Internet triggering the need of protecting not only the users, data and the
infrastructure but also entities from each other, from DoS and spamming. (Aiash
et. al. 2010.)

The need for 5G networks is triggered by faster and more reliable connectivity
with reduced latency. Motorola already announced the launch in the United
States of the first 5G phone in 2019, Samsung will start producing a 5G phone in
2019, too, OnePlus revealed that it is working on a 5G device and Xiaomi’s Mi
Mix 3 is 5G capable (Henderson 2018; Grabham 2018; Lowe 2018a; Lowe
2018b). Huawei launched the 5G multi-mode chipset that supports 2G, 3G, 4G
and 5G offering both non-standalone architecture built on the legacy 4G LTE
networks and standalone 5G with its own architecture and 5G CPE Pro that
supports both 4G and 5G wireless connections at the beginning of 2019 (Huawei
2019).

The IoT trend in IT systems will extend to mobile networks, including connected
cars – especially for informative and entertainment content – self-driving cars,
mobile sensors and other such appliances. The IoT devices in IT networks can
be an entry point for an attacker, like in the 2017 case of the North American
casino that was hacked by using an Internet-connected fish tank whose
temperature regulating, food and water cleanliness sensors were connected to a
computer. Reportedly 10 GB of data were sent to a device in Finland. (Schiffer
2017.)
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Not only can IoT devices be hacked, as seen with the use of Mirai botnet built for
multiple CPU architectures like x86, ARM, Sparc, PowerPC and Motorola, but
they can also be used in Distributed Denial of Service (DDoS) attacks like the
attempt on KrebsOnSecurity.com website in 2016. The available information
related to this DDoS attack indicated that it was launched with the help of a
botnet that enslaved a large number of poorly protected IoT devices like routers,
IP cameras, and Digital Video Recorders (DVRs). (Corero 2019;
KrebsOnSecurity 2016; Newman 2016.)

5.1.1 Diameter security
The security in Diameter based networks is mostly based on trust between
roaming operators. The Diameter protocol has several security flaws, including
spoofing possibility, lack of end-to-end authentication, integrity checks and
encryption. It is possible to modify the contents of a Diameter message while it is
in transit and there is no method to confirm the real sender of the message. The
growing number of virtual mobile network operators and possible IP-based
attacks brings an increased level of concern for the involved parties.

Diameter attacks are based on legitimate messages or traffic, making it very
difficult to detect them. Subscribers have limited measures at hand to protect
themselves against this kind of attacks because they happen at the providers’
level and security must be implemented in the operator’s network. ENISA (2018a)
has conducted a research on the security of interconnections in electronic
communications at the European Union level, assessing the threat level,
employed measures and needed steps to improve the discovered flaws. The
most important findings of the research show that the industry and research
community have started to enable good practices and available tools to improve
security in 2G and 3G networks that rely on SS7 protocol. The more mature
operators have already implemented basic security measures, but improvements
are needed to reach an adequate level of protection at the European level.
Moreover, the 4G mobile networks based on the slightly improved Diameter
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protocol have been proven to be vulnerable and the industry does not completely
understand the implications and must identify possible fixes or patches. The
security risks in the developing 5G can be exceptionally dangerous and there is a
risk of history being repeated. (ENISA 2018b.)
According to Positive technologies (2018), a study they performed on 15 telecom
operators revealed that all the networks they tested contain critical vulnerabilities,
one in three networks being at risk of falling victim of fraud attacks. The study
compares results of a similar study of SS7 networks and reveals that Diameter
networks are more susceptible of subscriber denial of service and network
information disclosure. Subscriber information disclosure attempts have been
successful in 45% of the tested Diameter networks while 50% of attempts in SS7
networks succeeded. Fraud type of attacks were successful in 20% of attempts in
Diameter networks and in 63% of the SS7 cases. This difference possibly comes
from fraudulent operations being less studied in Diameter.

5.1.2 Jamming attacks
Jamming attacks can be used to cause service disruption and can be achieved
through deliberate radio frequency interference. In this kind of attack, the jammer
generates energy to disrupt the reliable data communications. Jamming is always
targeted to the receiver and is not affected by the distance between the jammer
and the transmitting node. Radio frequency spoofing is the transmission of a fake
radio signal meant to dissimulate an actual signal. The broadcast messages that
base stations transmit are not encrypted, enabling eavesdropping of essential
network configuration information with the help of low-cost radio equipment. The
details about the network are further used to craft and optimize the attacks
against LTE networks. The cost of tools to implement such an attack is under
1500 euros. On top of the needed hardware, you can use open-source software
and you need just basic Linux programming skills. (Lichtman et. al. 2016.)
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5.1.3 Denial of Service (DoS)
Several techniques can be used to perform Denial of Service (DoS) attacks in
Diameter based networks. These could be categorized into DoS on network and
DoS on user.

One easy way to implement DoS on network side is sending many CapabilitiesExchange-Request (CER) messages to deplete the capacity of a Core Network
node. Another way to perform network DoS is if the HSS sends many ResetRequest (RSR) messages to the MME, degrading the performance of the HSS
and the whole network caused by the enormous amount of signaling traffic. IDR
messages sent from the HSS to the MME to update and / or request user data,
for example location or state information, can also be used to perform DoS. The
attack is targeted at the MME, so it affects all users in the area served by the
MME in question.

DoS on user can be obtained by an illegitimate device posing as an MME. The
attacker may force the HSS to believe that it is serving a user with a certain IMSI,
disconnecting the user from the old MME and the connection to the network is
lost. To achieve this, the attacker requests an update of identification information
by sending a counterfeit ULR (Update-Location-Request) to the HSS and informs
that the malicious MME is now serving the subscriber. When HSS updates the
information in the database, it sends a CLR (Cancel-Location-Request) message
to the genuine MME, which disconnects the subscriber. The user may try to
reconnect to the 4G network by restarting its device and it may succeed, unless
the attacker floods the session with fake requests overloading the HSS and
blocking the reconnection attempt. (Holtmanns et. al. 2016; Positive technologies
2017, 4-10.)

DoS attack on subscriber can be obtained by using different fields in S6a InsertSubscriber-Data-Request (IDR) messages. An S6a message IDR message with
the Access-Restriction-Data AVP bit mask set is sent to the MME serving the
target user and restricts the usage of all radio access for that user. Another
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method to achieve DoS on user is by changing its APN configuration. An S6a
IDR message with the correct Context-Identifier AVP value that the attacker
needs to obtain by brute force, wrong APN name in the Service-Selection AVP
and All-APN-Configurations-Included-Indicator AVP set to 1 is sent to the serving
MME. The MME will then answer all subsequent requests with ExperimentalResult-Code DIAMETER_ERROR_USER_UNKNOWN. Last attack using S6a
messages sets the Operator-Determined-Barring’s first bit to 1 and the value of
Operator-Determined-Barring is also set to 1. This will lead to barring all packetoriented services and affect VoLTE functionality for the subscriber. (Mashukov
2017.)

In some cases, a Delete-Subscriber Data-Request (DSR) containing the IMSI of
the victim and the Context-Identifier AVP value triggers the deletion of all
subscriber data stored in the MME. The attacker does not know the ContextIdentifier value and needs to use brute force to obtain it. The MME will answer all
subsequent requests with Experimental-Result-Code
DIAMETER_ERROR_USER_UNKNOWN also in this type of attack. (Mashukov
2017.)

An S6a Purge-UE-Request message with the IMSI of the target and Origin-Host
AVP containing the Host-Id of the serving MME will inform the HSS that the user
is not active, so the MME does not serve that user any longer. The MME name is
then removed from the HSS database, and incoming calls and SMS will not be
delivered to the subscriber. (Mashukov 2017.)

5.1.4 Location tracking
Location tracking refers to linking a user equipment in a cell or across multiple
cells. Although tracking does not pose a direct security threat as such, it is a
security breach and a potential threat. Attackers can discover compromising
information about public persons and extort the victim. The goal in this kind of
attack is to obtain the cell identifiers and location codes. Tracking can be
obtained by identifying the Cell Radio Network Temporary Identifier (C-RNTI) with
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handover messages or with packet sequence numbers. C-RNTI is a temporary
and unique identifier of the UE at the cell level and is transmitted in clear text.
During handover to a different cell, a new C-RNTI is generated and assigned to
the UE via a Handover Command message. An attacker can track the UE by
linking the new C-RNTI from the Handover Command and the old C-RNTI.
(Seddigh 2010.)
Another way of obtaining a user’s location is by sending a User Data Request
(UDR) message and S6a IDR which enables the HSS to retrieve current location
information from the MME.

5.1.5 Location spoofing
As presented by Hussain, location spoofing can be achieved by hijacking the
paging procedure of the victim’s device, making it harder for the police to track
criminals. The victim will not perceive any changes because the malicious
eNodeB operates on the same frequency as the legitimate one. The fake eNodeB
broadcasts empty paging messages to the shared paging channel but these
messages need to be synchronized with the victim’s device and legitimate
eNodeB’s paging cycles. The UE responds to the first received message, so the
malicious eNodeB needs to send the messages with higher signal power. The
adversary hijacks the paging channel, preventing the victim from receiving any
service notifications.

5.1.6 Fraud attacks
Fraud attacks resulting in free usage of the operator’s network can be obtained
by modifying subscriber’s profile in the database, for example removing
restrictions or adding access to certain services. The fundamental inability to
distinguish between fake or real messages existed in SS7 and still exists in the
Diameter architecture because it lacks authentication of source of the message,
allowing signaling message-based attacks. Avoiding this vulnerability by blocking
messages coming from the outside poses the risk of disrupting communication

37
for genuine subscribers while roaming. (Mimoso 2014; Positive technologies
2018, 3-8; 11.)

5.1.7 SMS and one-time-password interception
Subscriber privacy remains perilous in Diameter based networks. The IMSI can
be obtained by exploiting SS7 or Diameter vulnerabilities, using fake base
stations or even by using special services offered in Internet and further used for
other types of attacks.

Metro bank has recently become a victim of transaction verification text message
code interception. After user credentials were obtained via phishing emails, the
hackers redirected the SMS messages with codes required to confirm fund
transfers. (Bernal 2019.)

The attacker can pose as a foreign network claiming he is a visited Short
Message Center (SMSC) which needs to deliver an SMS to the victim and needs
its IMSI, so it sends an UDR message on the Sh interface. Next, the attacker
poses as a Visited Mobility Management Entity (MME) sending a Location
Update message via the S6a interface to the victim’s home network HSS, which
will update the location information of the user, rerouting the calls and messages.
(Holtmanns & Oliver 2017.)

A malicious actor can fabricate such fake messages by posing as a legitimate
roaming partner’s equipment (Positive technologies 2018, 7). Anyone with SS7
access can send a routing request and according to Süddeutsche Zeitung (2017),
SS7 access can be purchased for around 1000 euros. Global tracking can be
bought also as an online service for a hefty price from thespyphone.com. They
offer many other services and solutions for GSM interception, IMSI catchers and
untraceable cell phones to name a few.

38
5.1.8 Remote mobile phone cloning
A team from iSEC Partners demonstrated how femtocells can be used to clone a
mobile phone at Black Hat 2013 conference. Femtocells are small, low-power
cellular base stations used to boost cellular signal. They are typically used in
homes and small businesses. Our mobile devices associate automatically and
with no indication to the base station with the strongest signal in the area. The
femtocell acts like any other base station but it does not require the Mobile
Equipment Identifier (MEID), the equivalent of IMEI from GSM networks, but the
pseudo Electronic Serial Number (pESN) and Mobile Identity Number (MIN), the
equivalent of IMSI. Both these values are passed to the femtocell whenever a
mobile phone comes within its range.

After MIN and pESN are obtained, they are written to the target clone device
which now can perform calls and send SMS on behalf of the cloned phone. The
same team has developed an Android application that runs on Verizon Android
smartphones to detect if they are connected to a femtocell and it automatically
switches the device into airplane mode. (DePerry et. al. 2013.)

5.2

Security recommendations

Telecom operators adopt few security measures in their Diameter networks,
probably because they are not aware of existing issues concerning security and
they are positive that the Diameter protocol has better inbuilt security measures
compared to SS7. Regular review of configurations and network monitoring is
needed to detect vulnerabilities and potential risks. Security controls should be
established, and their effectiveness should be verified. Assessment of security
settings should be performed when new equipment is installed and when
configuration of the network changes. (Positive technologies 2018.)

ENISA (2018a) recommends that EU commission should revise the legal outlook
and consider implementing baseline security requirements for electronic
communication providers. The agency suggests the national responsible
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authorities to assess the national level position and inform themselves of
situations triggering incidents in the area. These authorities should examine the
need of revising the national legislation to cover minimal security conditions and
incidents reporting. The report also contains recommendations to the industry.
The providers should implement needed measures to provide a satisfactory level
of security and integrity of their networks. The standardization bodies should
ensure that 5G standards adequately cover the signaling security.

5.2.1 S1 Control plane protection
According to Technical Specification 33.401 (3GPP TS 33.401), 3GPP
recommends implementation of IPsec transport mode on the S1 interface. Tunnel
mode IPsec is mandatory to implement in the eNodeB but not at the core part of
the network. There were few operators implementing IPsec in the first wave of
LTE launches and none of the major U.S. and North Korea carriers have
implemented it until now. In Europe the trend is to use this measure of security,
with operators like Orange, Deutsche Telekom, Everything Everywhere and
Telecom Italia leveraging IPsec (Donegan 2013, 3).

6

THE HONEYPOT CONCEPT

The honeypot concept was first introduced by Fred Cohen in 1998 and it was
known as a deception toolkit used to trap an attacker or spend its time to no
result but only in 2002 the term ‘honeypot’ was first used to describe such a
system for lurking the attacker in a similar manner a bee is attracted to the
honey in a honeypot (Cohen 1998; Spitzner 2002, 68–70). Used for research
purposes or as a defense mechanism in production environment to serve as an
early warning to an intrusion, it is a closely monitored environment used to
capture, analyze and help to understand the motivation behind an attack (Gerrit
Göbel 2011, 8).
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Honeypots can be divided into two categories based on their capability of
interaction, such as low interaction and high interaction honeypots (Gerrit Göbel
2011, 8-9).

6.1

Low interaction honeypots

Low interaction honeypots emulate vulnerable services but do not expose the
full operating system functionality. This type of honeypots developed from the
need to balance the trade-offs between obtaining a good quality of data and the
risk of damage attackers could do in such a compromise. They tend to be easier
to deploy and emulate only a few services, responding in a basic way to
malicious attempts. The gathered information is limited mainly to who connected
to which ports and when. They are a low-cost solution suitable for cases when
resources for managing them are limited or when there exists an operating risk
and liability. They can detect mass network scanning or compromised internal
hosts, track network worms and can alert in case of detected brute force
attempts or scanners. (Watson 2015.)

6.2

High interaction honeypots

High interaction honeypots are complex systems that give the attacker the
possibility to explore it and provides more information to who is monitoring it, like
forensic data to analyze attacker’s actions. High interaction honeypots can also
be divided based on their form, purpose, nature or structure. (Spitzner 2001.)

There are certain technical challenges when setting up a honeypot that need to
be considered, like features or configuration specifics that could make them
identifiable as not real systems. This type of honeypots provide the highestquality data to be analyzed.

Honeyd is an example of open source virtual honeypot that creates virtual hosts
in a network, can simulate certain operating systems and can be configured to
run various services (Provos 2007). Other examples are BackOfficer Friendly,
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Specter, Mantrap and Deception Toolkit.

Two or more honeypots form a honeynet and are suitable for monitoring more
complex environments. Primarily used for research purposes, they can be used
also in production if enough measures have been taken to make sure that once
compromised it will not lead to attack the real environment (Spitzner 2002).

Traditional honeypots are servers which wait for the attacker to exploit its
vulnerabilities. Users are often attracted to websites that contain malware, tricked
to click embedded links in emails, or to open attachments by social engineering.
These changing threats in the internet and the need to adapt to new attack
techniques have led to developing client honeypots, a new technology to detect
malicious websites and client-side exploits as they emulate client-side
applications such as websites, email or user reading a document. Client-side
exploits include JavaScript code used in malicious websites to exploit browser
vulnerabilities and buffer overflows which can be used to inject malicious code.
(Gerrit Göbel 2011, 11-26.)

7

TELCO HONEYPOT

For this thesis, a high interaction telco honeypot for research purposes was
installed and assigned a public IP address. There are no risks associated with
malicious actors possibly performing damaging actions to the real network of the
commissioner as the honeypot is not installed in their network. Three telcorelated ports are left open on the system and traffic is captured for further
analysis.

7.1

Setup of the honeypot

Figure 7 depicts the setup of the Honeypot. NextEPC open-source software was
installed on a Raspberry Pi device. NextEPC is an open source implementation
of the Evolved Packet Core of LTE networks that enables anyone to easily build
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their own LTE network. The instructions on how to install NextEPC can be found
here: https://nextepc.org/guides/1-installation/. Once the software is installed, a
virtual network interface named pgwtun is created and will be automatically
removed when NextEPC is uninstalled.

Figure 7. Diagram of the Telco honeypot setup

There are five services that come with the installation, nextepc-mmed, nextepcsgwd, nextepc-pgwd, nextepc-hssd and nextepc-pcrfd. These services can be
controlled with systemctl commands like status, stop, disable, enable, start and
restart. For running all the above-mentioned services, nextepc-epcd can be used.
In this case, all logs for MME, S-GW, P-GW, HSS and PCRF are written to a
common log file, nextepc.log and configuration is managed in a single file,
nextepc.conf.
Next EPC installation comes with a web interface running by default on port
3000, illustrated in Figure 8 where users can be added. The interface can be
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accessed at http://localhost:3000 address. The data entered in this interface will
be saved into the HSS database as subscriber data.

Figure 8. Next EPC interface

The NextEPC interface was used to add some realistically looking fake
subscriber data in the HSS database. Figures 9, 10 and 11 show the subscriber
add form in NextEPC user interface where some of the values are prefilled.

Figure 9. Subscriber information in Next EPC UI
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Figure 10. APN configuration in Next EPC UI

Figure 11. APN details in Next EPC UI

When the perimeter of the network is compromised, all data stored in the network
is at risk of being stolen and hopefully the attackers will try to access the Core
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Network through one of the open ports and fetch or modify the subscriber data
stored in the HSS.

Figure 12. Open ports on the honeypot

After the installation and starting of NextEPC software, we can notice that ports
that are available for connection to the outside of the Core Network are visible
and listening. The output of the netstat command is shown in Figure 12 above.
The telco-related ports are MME’s S1-control SCTP port 36412, P-GW’s UDP
port 2123 and the S1-U UDP port 2152 open on S-GW. According to 3GPP TS
29.060, MME listens for GTP-C messages on UDP port 2123. Figure 13 shows
the state of port 2123 on the honeypot.
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Figure 13. State of port 2123 on UDP

The other GTP destination port 2152 functions on top of UDP and listens for
GTP-U request messages. Figure 14 presents the state of this port on the
honeypot.

Figure 14. State of port 2152 on UDP

TCP port 3868 is the well-known Diameter protocol and Figure 15 illustrates its
state on the honeypot.
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Figure 15. State of port 3868 on TCP

The second Diameter port is 5868 and Figure 16 depicts its state in the honeypot.

Figure 16. State of port 5868 on TCP

Figure 17 shows the state of SCTP S1-Control Plane port 36412 on the
honeypot. S1 is the interface connecting E-UTRAN with the packet core part of
the network.
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Figure 17. State of port 36412 on SCTP

Network traffic is monitored using Wireshark (https://www.wireshark.org/) on a
transparent bridge, an Ubuntu workstation with two network interfaces. Wireshark
was chosen because of its capabilities of monitoring Diameter and GTP related
traffic. The packet capture logs in PCAP Next Generation (pcapng extension)
format are saved every two minutes. This can be done in Wireshark by selecting
Capture -> Options ..., click the Output tab, fill in the base of the file name you
would like to save the capture to, tick the Create a new file automatically after …,
tick the second option and set desired interval. Files are saved into the specified
path on the bridge machine. This kind of setup allows fetching the packet capture
files also in case the honeypot would be damaged by a possible attack. The
capture files are regularly transferred by secured FTP connection to a cloud
server for further analysis. For this, a bash script was created and a cronjob that
runs this script every two minutes.
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Figure 18. Creating and sending of GTP Echo Request package

Figure 19. Packet capture from the honeypot

Scapy can be used also to build and send packages with various levels of
encapsulation, as shown in above Figure 18. In Figure 19 we can see how the
crafted package arrived at the honeypot. A GTP Echo Request message was
created on top of a UDP message and targeted to the destination port 2152.

7.2

Data analysis

Mining for patterns in the traffic data can help with discovering malicious activities
(Chio 2018, 187). Special attention is paid to connections on the abovementioned telco ports. The collected logs are filtered so that only those related to
interesting traffic will be passed further for checking.
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Several solutions were taken into consideration for log analysis, for example
rawshark (https://www.wireshark.org/docs/man-pages/rawshark.html), Scapy
(https://scapy.net/), CapAnalysis (http://www.capanalysis.net/ca/).

The honeypot has been running for approximately four months and after that, the
data analysis phase has started.

Traffic logs were initially inspected with a custom-made python script that uses
the scapy library. Appendix 1 contains the used script. With this method we can
filter the capture files which have traffic related to the telco-related ports
mentioned in the beginning of this chapter and, if needed, analyze the events that
happened before and after these attempts. It also helps with grouping the traffic
into known IT attacks and new telco attacks. The telco attacks can then be
labeled and classified to learn attack patterns based on the said classification and
use this information to discover new and variant attacks and to validate the
labeling and classification. Initial hope was to witness interesting attacks, lower
layer system modifications, proxy placement or kill switch placements and find
means to discover those automatically.

Figure 20. Most common ports in packet capture files

The amount of data was overwhelming, and it was difficult to see patterns among
tens of thousands of files manually. In these kind of situations, an Intrusion
Detection System (IDS) can be very helpful. After running the packet capture files
through one of the most used IDS, Suricata (https://suricata-ids.org/) with
community rules, we used Splunk (https://www.splunk.com/) to inspect the
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resulting files and see on what ports there have been the most common
connection attempts, as illustrated in the graph in Figure 20.

Attackers naturally try to access systems through known, easily exploitable weak
points and unsurprisingly the telnet port 23 was attempted the most. The second
came port 445 or Server Message Blocks (SMB) which is used by the WannaCry
ransomware, followed by 1433 Microsoft SQL (MS SQL) Server which is known
as the host of the fastest spreading Internet worm ever. Often if MS SQL Server
is running, this attempt is successful because admins do not set a password for
the administrator account. Next in the ranking was 5060, which is the Session
Initiation Protocol (SIP) port – a sample of such an attempt can be seen in Figure
21, followed by Hypertext Transfer Protocol (HTTP) port 80, Secure Shell (SSH)
port 22, port 81 probably considered because of its neighbor port 80 and port
8080 with the same explanation.

Figure 21. SIP attempt
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Now that we have seen what the most attempted ports were, it is a good idea to
check the least common attempts. One interesting attempt has been noticed on
UDP port 53413 shown in Figure 22.

Figure 22. Attempt on port 53413

There is a backdoor on Netcore / Netis routers on this port and the only
protection measure is a hardcoded password in the router’s firmware but all
routers from this producer seem to have the same password. (Yeh 2014.)

Attempts on the ports we are interested in were quite rare, and a possible
reasoning is that telco protocols and message types are not so well known to the
public. The standards and specifications are difficult to understand without solid
telecommunications knowledge. We could assume that hackers use automated
scanners and tools to perform reconnaissance and attempt attacks on vulnerable
systems. Probably these tools are focused only on IP devices.

In Figure 23 below, we can see a GTP Echo Request message sent to port 2152.
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Figure 23. GTP attempt on port 2152

Hackers use various methods to hide their identities including proxies, Virtual
Private Networks (VPNs), Tor browser and Tor network
(https://www.torproject.org/), hence the source of the attempts cannot be pointed
exactly (Pinto 2017).

Figure 24. Source countries of attempts on telco ports

Tracking the IP sources lead to countries like China, Belgium, United States of
America, Russia, Ukraine and marked in above Figure 24. The previous attacks
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released in the press came from some of these countries, so we could assume
the same actors could have been involved in the observed attempts.

8

DISCUSSION

Researching the standards and existing papers related to telecommunication
networks and their vulnerabilities combined with implementing a research
honeypot has been a learning process and a positive experience. Building such a
project from scratch, investigating the available tools and deciding which of them
would best fit the scenario used to implement such a novel project has been quite
challenging.

The thesis implementation phase has brought some insights in what kind of
attempts could be undertaken for compromising security in telecommunication
networks, especially in 4G networks. The traffic data collected from the honeypot
is mostly comprised of Internet port scans and attempts to access certain
services with weak or missing authentication measures, like default or common
passwords and other easily exploitable vulnerabilities.

The telco specific attacks have been quite rare, and this could be attributed to the
lack of knowledge about telecommunication specific standards and protocols on
the attacking side. Another reason could be that exploiting certain types of
vulnerabilities in telecommunication networks require specific hardware. The
honeypot was relatively isolated and the only Core system in the network,
possibly resulting in a less attractive target. The fact that the honeypot has been
accessible only for about four months could also partly explain why more
complex telco attacks have not emerged.

Some important lessons could be learned from the implementation process. In an
improved version of this project, besides the traffic logs, system logs (syslog)
could be collected. If any Core software with logging possibility are available,
those logs should be collected as well. Then, more than one device with a similar
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Core software could be used or the different Core nodes would be implemented
in different devices to make it more difficult for possible attackers to distinguish
the honeynet from a real telecommunication network. Adding a few antennas to
the setup would aid in imitating a real system. If possible, spread the antennas
over a large region or place them in highly circulated areas. This, of course,
would need significant funding and support from a telecommunications operator,
for example.

A proposal for further research is to place a similar honeypot or a honeynet in an
operator’s network and become a more appealing target. Collaborating with
specialists from the field is highly recommended and could bring insights on how
to adjust the configuration parameters and how to make the honeypot or the
honeynet look and act like a real Core Network. This would probably increase the
number of attempts and attract actors with better knowledge of how
telecommunication elements function. Expertise from security responsible
employees working in organizations that manufacture telecommunication
equipment and develop software solutions for such systems would greatly benefit
developing the telco honeypot project further.

An important constraint of the project was the used software. Limited number of
open source projects for 4G Core Network software are available, so using a
thoroughly tested solution offered by an experienced organization would lead to
improved functionality of this setup and increase its authenticity.

Although the focus is now shifting towards 5G technologies, the previous
generation telecommunication protocols will be in use for the decades to come
and because of the Interconnect network will expose mobile devices and
connected IoT devices to unpatched flaws in implementations of decades old
protocols.
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Appendix 1/1
PYTHON SCRIPT TO ANALYZE WIRESHARK LOGS

A custom python script using scapy library was utilized to conduct initial
investigation of the packet capture files:
# Script for analysing logs collected by Wireshark
import os
from scapy.all import *
def load_file(file_name):
# rdpcap comes from scapy and loads in our pcap file
print "Opening pcap file %s" % file_name
packets = rdpcap(file_name)
# Summary of logs file: TCP, UDP, ICMP, Other
print packets
# Let's iterate through every packet
for idx, packet in enumerate(packets):
if IP in packet:
# TCP
if TCP in packet:
# check TCP packets, except port 64590
#the ssh left open on purpose on this port
if (packet[IP].src == '87.94.113.18' or \
packet[IP].dst == '87.94.113.18') and \
packet[TCP].sport != 64590 and \
packet[TCP].dport != 64590:
print 'TCP: ' + packet.summary()
# Diameter
if packet[TCP].sport == 3868 or \
packet[TCP].dport == 3868:
print 'Diameter TCP port 3868: ' \
+ str(idx)
# Diameter over TLS / TCP
if packet[TCP].sport == 5868 or \
packet[TCP].dport == 5868:
print 'Diameter TCP port 5868: ' \
+ str(idx)
# GTP control plane (3GPP)
if packet[TCP].sport == 2123 or \
packet[TCP].dport == 2123:
print 'GTP TCP control plane port 2123:'
+ str(idx)
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# GTP user plane (3GPP)
if packet[TCP].sport == 2152 or \
packet[TCP].dport == 2152:
print 'GTP TCP user plane port 2152: ' \
+ str(idx)
# S1 control plane (3GPP)
if packet[TCP].sport == 36412 or \
packet[TCP].dport == 36412:
print 'S1 TCP control plane port 36412:'\
+ str(idx)
# SCTP
if SCTPChunkData in packet:
msg = packet.data
print '\n---\n' + msg + '---\n'
# Detailed view
print packet.show2()
print packet[SCTPChunkData].proto_id
# S1 control plane (3GPP)
if packet[SCTP].sport == 36412 or \
packet[SCTP].dport == 36412:
print 'S1 SCTP control plane port 36412: '\
+ str(idx)
# Diameter
if packet[SCTP].sport == 3868 or \
packet[SCTP].dport == 3868:
print 'Diameter SCTP port 3868: ' + str(idx)
# Diameter over TLS / TCP
if packet[SCTP].sport == 5868 or \
packet[SCTP].dport == 5868:
print 'Diameter SCTP port 5868: ' + str(idx)
# UDP
if UDP in packet:
if Raw in packet:
print packet.summary()
# GTP control plane (3GPP)
if packet[UDP].sport == 2123 or \
packet[UDP].dport == 2123:
print 'UDP: ' + packet.summary()
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print 'GTP UDP control plane port 2123: ' \
+ str(idx)

# GTP user plane (3GPP)
if packet[UDP].sport == 2152 or \
packet[UDP].dport == 2152:
print 'UDP: ' + packet.summary()
print 'GTP UDP user plane port 2152: ' \
+ str(idx)
if __name__ == "__main__":
for file in
os.listdir(<path_to_directory_containing_pcapng_files>):
if 'logs__' in file:
load_file(file)

