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Too often, companies tend to underestimate the importance of cyber security. Either too 
expensive or too complicated, cyber security measures are sometimes overlooked and some 
systems reveal to be openly vulnerable to any hacker that would like to take advantage of 
them. The damage and the costs of an attack can be really high depending on the business 
activity.  
 
This thesis aims at helping companies to understand how hackers think and act, and giving 
them some basic guidelines on how to approach cyber security and defend against the most 
common cyber attacks that occur today. This research is conducted around the typical 
activity and installation of companies, meaning information related to internal networks, web 
application or websites is included in this document. Interviews were conducted with security 
experts, that were asked about their experience and the general approach that companies 
have on cyber security. From these conversations were extracted various issues and pieces 
of advice. The common mistakes will be explained, and tools and techniques will be 
presented according to the answers that were given as well as documentation from 
specialized companies. 
 
Laws and the methodology of a hacker will be explained first. Using elements from this part, 
a list of common attacks will follow, with their specific solutions to avoid facing them. Lastly, 
solutions including business processes, best practices, technological measures and tools 
will be discussed.            
 
The results show that even with low budget, companies can defend themselves against 
attacks that occur today. There are a lot of elements that can be implemented that will boost 
the level of security and also prepare the enterprise to react to modern threats. Even if total 
security cannot be achieved, this document provides a good overview on what to focus on 
as a business.   
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Useful terms and abbreviations 

Active Directory Microsoft’s directory service that allow 

administrators to manage the entire 

company’s accounts and computers 

API “Application Programming Interface” 

Backdoor Secret vulnerability on a machine that gives 

a hacker access to the victim’s computer.  

Brute force Method of cracking used on passwords that 

consists of making guesses until the guess 

is correct 

Cookie File stored on a computer that contains 

user preferences or information about a 

website 

Denial of Service (DoS) Attack that consists of temporarily 

neutralising a machine or service by 

making too many requests for example  

DNS “Domain Name System”, translates IP 

addresses into domain names and the 

other way around 

GPO “Group Policy Object”, feature of Active 

Directory that allows to apply specific rules 

to the company accounts and computers 

Malware Contraction of “malicious software” 

Man-in-the-middle Attack in which the hacker intercepts every 

communication between two machines 

without the victims knowing 

Privilege escalation Suite of actions that allow a simple user 

with limited privileges to have administrator 

rights 

Ransomware Malware that encrypts files from the 

computer and demands a ransom in order 

to obtain the key to unlock them 

Script kiddie A person with poor cyber security 

knowledge that tries to penetrate a system 

using already made tools 

Sniffer Software or hardware that intercepts data 

from a network and analyses it 



 

 

Virus Malware that replicates and spreads to 

other computers. Damage done can be 

severe, like file destruction or denial of 

service attacks  

Worm Similar to viruses, worms are a standalone 

software, and spread without human help 

Zero-day vulnerability Vulnerability that has not yet been 

discovered and not been patched 
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1 Introduction 

Alongside the benefits that were brought by the rise of the internet and technologies came 

a new problem. The areas affected by criminality grew bigger as the common knowledge 

about networks, websites and databases was more and more vast and people soon realised 

that their talent with computers could be used to perform malicious operations. Finding ways 

to abuse systems and having access to disclosed information, hackers became a threat to 

businesses.  

 

After defining cyber security and criminality, this thesis will focus on the hacker’s 

methodology. Understanding what the goal of these people are and how they proceed when 

they want to perform an offensive manoeuvre is a major advantage for companies. Taking 

notes of the common patterns, business can put themselves in the mind of a hacker and 

anticipate attacks. Solutions to some existing cyber attacks will be given in this document, 

along with other recommendations taken from interviews with cyber security experts. Advice 

about business processes and strategies about networking and web services management 

will finally be presented. 

 

Particular attention was paid towards legislations, and no action in this thesis was performed 

illegally. Every malicious command was run against a willingly vulnerable virtual machine 

from another virtual machine, both being on the same private network.  

1.1 Objectives 

The objectives of this thesis are to analyse what logic, tools and equipment hackers use to 

compromise sensitive data or take control of a machine as well as to present the 

performance of today’s tools against these threats and what can be done to protect against 

them. Attention will also be brought to today’s common mistakes and their solutions 

according to cyber security companies.    

1.2 Scope 

A lot of things are exposed to the internet and are possibly vulnerable to a cyber attack. 

Since this document is focused on businesses activities, it will mention vulnerabilities that 

can be found in hardware and software that companies are susceptible to use, like servers, 

internal networks etc. Listing all of the vulnerabilities would be too long, so this thesis will 

only take into consideration the most common and critical weaknesses and will stop at the 

moment that the attack has been successfully executed.  
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Naturally, multiple aspects of cyber security have been left out of the scope. The first one 

is mobile hacking. Although leading attacks aimed at a mobile phone could compromise the 

security of a firm if sensitive information is stored on it, it is considered an indirect attack. It 

is also assumed throughout the whole document that the hacker doesn’t have access to the 

company’s physical resources, so all hacking techniques involving the manipulation of 

hardware has been left out. Finally, home automation systems hacking and exploiting 

vulnerabilities from other systems is willingly not included.  
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2 The importance of cyber security  

Cyber security, like all kinds of security, aims at protecting assets that are valuable. In this 

case, the critical resources are computers, routers, networks or cloud, and are crucial for 

the good functioning of a business. Undeniably easier a couple years ago when the general 

knowledge about computers or internet protocols was not as advanced as today, cyber 

security is not restrained to technical measures only.  

 

Actually, cyber security is a term that englobes not only technology, but also business 

processes and people. In an organization, once the risks are evaluated and some 

infrastructure is declared vulnerable, it is necessary to have processes to know what must 

be done in case of an attack. The people that work in the organization must also be aware 

that their behaviour is highly responsible for the company’s security and must act 

accordingly. Finally, technical measures must be implemented to avoid known fatalities 

(What Is Cybersecurity?, 2019).  

 

All security measures aim to help at respecting 3 components of cyber security, called the 

CIA triangle. The first component is confidentiality and englobes all the means to control 

who can have access to sensitive data, like authentication or encryption. The second one 

is integrity, that aims at preserving the authenticity of information. In fact, sensitive data 

must not be modified by users that don’t have the rights to do so, as well as technical issues 

like system crashes. The third and last component is availability and aims at reliably 

providing authorized users access to sensitive information. This includes upgrading the 

system when possible, and having recovery measures, like backup plans and redundancy 

(Bashay, 2018). 

 

Cyber security must however not be an obstacle and make the job of employees too difficult. 

The functionality-security-usability triangle further explains the role of security within a 

company. Making processes longer and less user-friendly for the sake of security is a 

decision that must be studied. Implementing more functionalities in an application will result 

in other security measures. Each decision will have an impact on one or two other corners 

of the triangle. It is up to the company to find the right balance between these three 

components (InfoSec Triads: Security/Functionality/Ease-of-use, 2010).  
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2.1 Cyber crime 

By definition, a cyber criminal is “an individual who commits cyber crimes, where he/she 

makes use of the computer either as a tool or as a target or as both” (Cybercriminal, n.d.). 

We can find here the notion of technology, and a notion of crime. The latter is more 

complicated to define, and varies according to the country, hence the different laws that 

exist. All round, it can be summed up by willingly causing harm to a physical person or a 

company, by accessing, modifying or deleting secret information. It could take many shapes 

and forms, and some will be described in this document.  

2.1.1 Motivations of the criminals 

There can be multiple types of hackers, with multiple goals. The first and most dangerous 

one is the well-known black hat hacker. Often looking for financial profit, this profile of hacker 

can decide to attack an organization just for the sake of it, since doing something illegal is 

not an issue for him. It’s the type of person a business must fear the most, because he can 

potentially cause big damages and steal important data that will be sold on the dark web or 

used to compromise other companies.  

 

The white hat hacker is a person that has authorization to compromise a system. Also called 

ethical hackers, their goal is to help a company find flaws in their system without maliciously 

exploiting them.  

 

Grey hat hackers are a bit of both. Like white hat hackers, they find vulnerabilities and alert 

administrators, but their activity of finding breaches is illegal.  

 

Most of the time, money or fame are the main reasons why cyber criminals decide to break 

in a system, that is why big companies like banks must be aware that their business is a 

major target and plan their security accordingly. The third reason why a company should 

face a cyber attack is if their ideology is strong and may cause controversy. There have 

been multiple cases in the past of attacks aimed at companies just because the hackers felt 

it was the right way to stand against their way of thinking. A hacker who fights for its own 

beliefs is called an hacktivist, and can get dangerous if they form a network and work 

together (Aukta, 2018).  

 

Lastly, hackers can regroup to execute the most sophisticated form of cyber crime: an 

Advanced Persistant Threat (APT). The main goal is to steal sensitive data, so the 

government or really important companies are the most likely to be targeted. The means 

used are varied, and everything is organized, which reveals that the people orchestring the 
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attack are professionals. Their objective is not to destroy, but to penetrate the system and 

stay as long as possible without being detected. (McClure, Scambray, & Kurtz, 2012) 

2.1.2 Overview of the risks 

The criminals can take advantage of multiple existing malwares leading to various 

scenarios. Basic viruses or worms don’t always require a remote access to the computer 

and can just be sent by e-mail. But when an attacker has remote access to a computer, he 

has a plethora of actions and malicious tools at his disposal.  

 

Other than retrieving sensitive information for the company, he can leave a backdoor to 

easily maintain his access to the vulnerable computer. He can retrieve password-related 

files, use tools to crack them and compromise the credentials of every account. Keyloggers 

are also usable to collect every key the victim strikes on his keyboard and send them to the 

attacker. Going even further, the hacker can perform a man-in-the-middle attack and 

intercept every communication that is sent between computers. The possibilities are vast 

and criminals that know what they are doing can cause irreversible damages to the 

company. That is why cyber security should not be underestimated, and an active stance 

must be taken to avoid being in a situation where the fate of a company depends on one 

criminal.  

2.2 Legislation 

Even if some countries have laws specific to cyber crime or have adapted their regulations, 

it’s often difficult to know which one to apply, since the internet doesn’t have borders and 

an infraction is not linked to a physical location. In fact, having a cyber crime dedicated court 

would make sense, but nothing as such exists today (Simons, 2018).  

 

In Europe, the European Union Agency for Network and Information Security (ENISA) is the 

major agency of cyber security experts created in 2004. It aims at helping countries within 

the EU to deal with cyber security problems but also publishes studies and various reports. 

Its implication can be noted in the NIS Directive (Network and Information Systems 

Directive), which is the first legislation created in 2016 whose goals are to prepare the states 

for future possible cyber attacks by requiring a competent authority at a national level, to 

set up a cooperation group to share information and generally make cyber security more 

efficient and powerful. The members of the EU then had until the 9th of May 2018 to adjust 

their national laws acknowledging this directive (The Directive on security of network and 

information systems , 2018). 
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The General Data Protection Regulation from April 2016 is applicable since the 25th of May 

2018. This comes with consequences for businesses not only based in the European Union, 

but also from outside. As soon as data of an EU resident is stored or is processed in Europe, 

it falls under this law. Companies must now have a reason to store information susceptible 

to identify a person such as name, email address, or even location data, and have the 

consent of that person, which can ask at any moment what data is currently stored about 

them, and if they wish, ask to delete all pieces of information concerning them (Art. 4 GDPR 

Definitions, n.d.).  

 

In terms of cyber security, the companies must act accordingly with data. The article 25 

named “Data protection by design and by default”, specifies that the controller such as a 

person or a public agency must “implement appropriate technical and organisational 

measures (...) in an effective manner” (Art. 25 GDPR Data protection by design and by 

default, n.d.). This implies a restructuration and an effective work from companies to comply 

to these standards in order to limitate the possibility of a breach and respond if a cyber 

attack or an accidental leak happens and compromises customers’ data. If so, the company 

must notify the supervisory authority in the 72 hours following the discovery of the breach. 

 

Companies that decide not to comply to the GDPR face up to, depending on the infringed 

articles, a €20 million fine or 4% of their annual revenue. (Fines and penalties, n.d.) 
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3 Preliminary steps of an attack 

An experienced hacker will not proceed to attack an organization without knowing what he’s 

facing. He goes through different phases to determine what architecture the target is using, 

what ports might be open, or where to start looking for vulnerabilities. These preliminary 

steps are divided in 3 parts.  

3.1 Footprinting 

The first step to accomplish before carrying out an attack is to gather information about the 

victim. The more the criminal knows about the technologies used, the more angles of attack 

he possibly has. This first duty consists of being aware of what structure the company might 

be using and having a general idea without anyone being able to know what is happening. 

There are different tools and techniques to do so, and at this point, almost no skill is 

required.  

 

Some companies tend to give too much information on their website or on social media. If 

server configurations are available directly for everyone to see, it means facilitating a 

possible attack. In a matter of minutes, an ingenuous hacker can figure out if this particular 

system is susceptible of containing vulnerabilities. Also, comments left in HTML files of the 

website can sometimes give away crucial intel to the attacker. Either configurations, email 

addresses or names are taken into consideration by the criminal, as he could find a use for 

them later (McClure, Scambray, & Kurtz, 2012). Little to no effort is required for this, it is 

only sufficient to know how to look for information using search engines.   

 

The attacker can use some commands or software to obtain a piece of information that is 

also valuable: IP addresses. ”whois” is a command runnable on Unix or Windows that is 

also available online. It queries the DNS to return IP addresses and information about the 

owner of the website. Using the “ping” command with the website can also reveal its IP 

address.  
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Figure 1 “whois” command 

 

Other valuable information can be obtained with commands. “dmitry” is a package that 

allows the user to make “whois” requests and various operations. Among others, the “-

winse” parameter gives us more details about the address and the host.  

 

There are a lot of tools that can help an attacker have information about a company’s 

information system. The main objective is getting to know the company’s network and 

services as much as possible, using legal methods as well as illegal ones.     

3.2 Scanning 

This second step consists of scanning the systems to see what ports are open or what 

services are operational. In the continuation of the previous step, the target becomes more 

and more precise. Whereas footprinting operations can be done fully anonymously without 

concerns, scanning requires a little more caution as some activities can be logged by the 

attacked server or detected as suspicious activity by Intrusion Detection Systems.  

 

The best-known tool to do so is “nmap”. It is a versatile tool that allows the user to discover 

hosts and services on a network (Nmap Introduction, 2019). The command, available on 

Windows as well as Unix, contains a vast number of parameters, the most interesting being 

one allowing to scan without a big risk of being detected. It does so by not completing the 
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3-way handshake by sending a reset packet (RST) after the response from the server 

revealing that the port is open.  

 

 

Figure 2 3-way handshake interrupted by a RST package (Nmap Network Scanning, n.d.) 

 

This technique does not come without drawbacks, since these scans can still be detected 

and logged and because the high number of RST packets might look suspicious. To be 

even safer, “nmap” offers the possibility to have delays on the scans to reduce exposure to 

Intrusion Detection Systems (Nmap Network Scanning, n.d.).   

 

 

Figure 3 Silent port scan at normal delay time (T3) with “nmap” 

 

“Netcat” is also a good tool to scan open ports, offering multiple possibilities for establishing 

connections, but also leaving backdoors.  

3.3 Enumeration 

The next final step consists of having the most accurate idea of what the target is made of. 

Using “netcat”, “nmap” or other strategies, the goal is to have the type of service that is 

running and its version. Data originated from DNS servers can be retrieved by querying the 

DNS itself. The best scenario for an attacker would be that zone transfers are allowed. Zone 
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transfers means that the hacker pretends to be a slave DNS and asks a primary DNS server 

for information about the entire hostname list. If it succeeds, it is possible to get the 

exhaustive enumeration of the subdomains, and their IP addresses. 

 

Another solution to get the list of subdomains is to use brute force and check manually if 

each entry is a valid one. This operation is possible with “fierce”, which is a script that will 

scan a DNS entry after trying to perform a DNS zone transfer.  

 

 

Figure 4 Looking for subdomains with "fierce" (Fierce, n.d.) 

 

Information about other services than a DNS can also be obtained. The attacker can look 

for the name of the service and the version, to then look for potential vulnerabilities. This 

process is called banner grabbing and there are multiple ways to do it. HTTP servers, SSH 

or FTP servers are at risk.  

 

 

Figure 5 Banner grabbing with netcat 
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4 Most common cyber attacks 

Once the hacker has spotted a vulnerability that he considers being exploitable, he can start 

attacking the target focusing on that specific flaw. Among the vulnerable installations, we 

can mention web apps, websites, internal networks or Wi-Fi. It is impossible to present them 

all, since there are too many and new ones are still being discovered, only major ones will 

be discussed. They are the most common because the damage that can be done is 

relatively important and the technical effort required is minimal.  

4.1 Broken authentication and session management 

Authentication is a process that consists of proving their identity to a service or website in 

order to have access to resources. To avoid repeating this process for each request, 

session data is generated, and the resources will be available until the user decides to log 

out.    

4.1.1 Vulnerability 

Web servers and web applications are concerned by this vulnerability. A user will have to 

log in using a combination of username and password. If this operation is not correctly 

handled, an attacker could take over an account, thus acting as a valid user, or even worse, 

the administrator. If a session data like a cookie is generated, this could be stolen as well. 

(The OWASP Top 10: Broken Authentication & Session Management, 2018) 

4.1.2 Attack 

To exploit this, the attacker has two options. The first would be to try a brute force attack, 

by testing a common combination of user-password. This could be done through a 

dictionary-based attack, using a file containing a list of words susceptible to be used as 

passwords, like “password” or “123456789”, or through a randomized combination of 

normal characters, special ones and numbers.  

 

The second option is to try to capture the session ID generated when the user is 

successfully logged in. If this data is not protected, using a sniffer to capture traffic is enough 

for the hacker to pretend to be a registered user.  
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4.2 XML External Entity Attacks 

Some web services accept XML documents and process them. The program responsible 

for the treatment of the documents is called an XML parser and does not come without 

risks. 

4.2.1 Vulnerability 

If poorly configured, the XML parser can accept external entities, which are references. The 

attacker can make so that these external entities are referring to files that are retrieved from 

the system that processes the XML file. In most cases, the goal is to access sensitive files, 

but can also result in a Denial of Service attack.  

4.2.2 Attack 

With a text editor, forging a malicious XML file is easy. It is just necessary to understand 

how the XML parser works, and how it can return the sensitive information to us. In the 

example below, the XML document ask the Unix server to give the content of the “passwd” 

file. 

 

 

Figure 6 Example of a XML Exernal Entity attack (Top 10-2017 A4-XML External Entities 

(XXE), 2018) 

 

The server will look for the asked resource and return to the user the content of the file, 

revealing information about the accounts on the machine. It is important to know that the 

files on the server’s network are also accessible.  

4.3 Broken access control 

When a user is logged in successfully, authorization rights are applied according to his 

privileges.  
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4.3.1 Vulnerability 

The risk here appears after authentication on a website or web application. If not handled 

properly, users with no authorization could access sensitive documents or even delete or 

modify data.  

4.3.2 Attack 

To exploit this vulnerability, only a browser and some knowledge about the website is 

required. Since accesses have been badly configured, a simple user who should not be 

able to perform some actions can access resources by simply changing URLs. It means the 

attacker can for instance request to view an admin page. In the backend part, no check is 

made and the identity and role of the user is not verified, so the page would be displayed. 

If an API adds, modifies or deletes an item using an URL with a specific syntax, the user 

can do it. (Broken Access Control, n.d.) 

 

 

Figure 7 Calling the API to delete an item 

 

4.4 Security misconfigurations 

When implementing a new service or developing a new application, the default configuration 

is set. It is then up to the developers or specialists to go through settings and change the 

ones that could present a potential flaw and remove anything that is exclusively used for 

development purposes.   

4.4.1 Vulnerabilities 

Security misconfigurations can easily be detected by attackers, who have the possibility to 

perform various actions if the vulnerabilities are successfully exploited. These 

misconfigurations concern multiple aspects of web applications, but the most dangerous is 

keeping the default configuration for any element of the infrastructure.  

 

Content Management Systems (CMS) by default allow anyone to install extensions, which 

is practical when developing, but should be restricted as soon as possible (Sucuri Blog, 

2018). Web servers if not configured can be a problem, because the default passwords are 

weak and easy to guess for an attacker. Listing the directories is also allowed by default, 

and the errors give way too much information to a possible attacker.  
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4.4.2 Attack 

Often, a browser is enough to perform the attack. Depending on the CMS, looking for 

“admin.php” or “hidden.php” can result to be successful. Trying very common passwords 

or, if needed, using a dictionary-based brute force attack can also lead to successfully taking 

over credentials, and thus accessing sensitive information.  

4.5 Cross-site scripting 

This vulnerability can be found on forums or any website that allows the user to post 

messages that will be displayed by the page. Websites that have a search functionality are 

also a good example.   

4.5.1 Vulnerability 

Cross-site scripting (XSS) consists on injecting Javascript code into a website. The 

objective is to make other users’ browsers run the malicious script. The vulnerability comes 

from unsafe Javascript APIs and can have big consequences for the victim user, since he 

thinks the website is safe. It is possible to redirect the user to different pages, steal 

navigation cookies, credentials, etc. (Cross-site Scripting (XSS), 2018) 

4.5.2 Attack 

There can be multiple ways of performing this attack. A simple example would be a 

comment left on a website similar to  

“ <script> alert(‘XSS attack successful’) </script> ”  

Now every time a user opens the page with a browser thinking it is a valid script, they are 

greeted by the alert. It is not disastrous in this case, but with a little bit of imagination the 

attacker could send the user’s cookie to himself, hiding it behing an “<img>” tag like below. 

 

 

Figure 8 Javascript code that sends the user's cookie to ther attacker's server (Franc, 2014) 
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Another option is to redirect the user to a fake web page, who would ask for his username 

and password, to then steal credentials.   

4.6 Insecure deserialization 

Serialization is a programming term that means changing an object into a stream of bytes. 

This is done so that it can be stored on a disk or sent through the network. This process is 

possible in many programming languages and many frameworks allow it. Deserialization is 

the reversed process, turning a stream of bytes into an object. 

4.6.1 Vulnerability 

Deserialization can have vulnerabilities. An attacker could send data resulting in remote 

code execution or denial of service.  

4.6.2 Attack 

The realisation of this attack can be complex and is specific to the programming language 

used to serialize objects. The common flaws being that the server accepts untrusted data 

and uses weak deserialization methods.    

4.7 SQL injection 

SQL injection is very popular because it’s easy to perform. If the web application or website 

allows the user to query a database to retrieve information, it can be vulnerable to this 

manipulation. 

4.7.1 Vulnerability 

SQL injection is a hacking technique that consists of maliciously modifying the queries done 

to a database. This is often done through a web application and can have destructive effects 

on a company’s business, since elements can be retrieved, or data can be modified or 

deleted. This is possible mainly because of bad programming.  

4.7.2 Attack 

Attacking requires no tools, only knowledge about SQL. Let’s imagine a simple login page 

with user and password. If we enter “user1” for the first entry and “hello” for the second, the 

basic SQL query that will check if the user is using the right password is  

“ SELECT * FROM Users WHERE user = ‘user1’ and password=’hello’ ”.  

If no check is done, anyone could enter the following pair of values: “user1, “’OR 1=1--”. 

This means the following query will be executed by the database:  
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“ SELECT * FROM Users WHERE user = ‘user1’ AND password=’’ OR 1=1-- ’ ”,  

which will always be true. This is one simple example of the functioning of SQL injection, 

but attacks can be the result of other strategies, like adding a UNION operator to attach a 

SELECT statement which will return information that should not be disclosed.  

4.8 Social engineering 

A social engineering attack is different from other kinds of cyber attacks because it does not 

always involve hacking knowledge. It consists on focusing on human weaknesses instead 

of technological flaws.  

4.8.1 Vulnerability 

People are the most vulnerable part of a company. They can be manipulated to reveal 

sensitive information or unconsciously allow a hacker to get access to resources. The 

tactics used often take advantage of the lack of knowledge and caution of the victims.  

4.8.2 Attack 

Performing a social engineering attack requires some qualities from the attacker, like self-

confidence and ingenuity. The methods are diverse, but a majority of the time, the criminal 

will try to convince the employee of a company to give sensitive information by pretending 

to be someone else, either by phone, email or even in person. Being as persuasive and 

subtle as possible, he will try to obtain the information he needs without its real identity 

being exposed.  

 

The attacker could also indirectly trick employees to perform a manipulation that will com-

promise the company. This technique called phishing consists of sending an email with a 

spoofed attachment or a malicious link. Often pretending to be a friend, co-worker, business 

partner or a big organization, the content has the goal to encourage the user to open the 

attachment or click on the link. Opening the attachment could result in a malware that could 

open ports on the victim’s computer or delete files. There is a plethora of actions the hacker 

can perform. The links might be redirecting the users to fake websites inciting the victim to 

enter his credentials (fake Gmail login page, fake login page from a bank…).  

 

The key to a successful social engineering attack is to make so that the victim doesn’t sus-

pect anything, using similar links as famous ones, popular formulations, etc. If a hacker is 

determined to attack a business, he is also prone to hack business partners before, and 

use their email to make the victim think a link or an attachment is coming from a trusted 

source.   
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5 Specific solutions 

Solutions to each of the attacks presented exist and should be applied. Furthermore, the 

best strategy to patch these vulnerabilities is to have multiple ways to neutralise an attack. 

Sequences of actions like controlling the user input before processing it and performing 

operations later in the application logic is a good developing practice. Applying security on 

multiple layers of the system implies that the hacker has to find flaws in more than one 

component. (Solarwinds MSP, n.d.) 

 

Also, the use of libraries can help developing safe applications. Available in almost any 

language, specific tools or frameworks adopt and apply security mechanisms to avoid the 

most common attacks.  

5.1 Broken authentication and session management 

Since brute force password cracking is the main threat here, broken authentication can be 

resolved by not allowing multiple login attempts in a short period of time. The system should 

also prevent entering an erroneous password more than a designated number of times. In 

addition to that, employees must use strong and non-predictable passwords.  

 

Session IDs should be protected. It must not appear anywhere like in the URL and be 

protected by encryption.  

5.2 XML External Entity Attacks 

If a company uses an XML parser, it should be configured, and the default configurations 

must be changed since external entities might not be disabled (Top 10-2017 A4-XML 

External Entities (XXE), 2018).  

 

Moreover, if the server doesn’t have the rights to access critical files, it can give out its 

content to an attacker. The principle of least privilege must be applied: it is useless and also 

dangerous to give the server maximum privileges if it doesn’t need it. The best practice is 

to give the same rights as the least powerful account possible. This way, even if the system 

is compromised, the damage that can be dealt is restrained to what the account is able to 

do. (Beyond Trust, n.d.) 

5.3 Broken access control 

Often coming from developing mistakes or omissions, broken access control vulnerabilities 

can be verified with ease. If an action is performed by a user that shouldn’t have the rights 
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to do so, there is a problem. Knowing where to check is crucial, so having a good control 

access policy can help avoiding these situations. Some best practices also include not 

exposing user IDs or other helpful information for the hacker in the URL and not leaving 

hidden pages on a website. (Németh, 2018) 

5.4 Security misconfigurations 

Spending time configuring services and knowing how they function is the best way to avoid 

suffering from security misconfiguration attacks. Default behaviour should be left only when 

necessary and when it’s sure that security is guaranteed.  

5.5 Cross site scripting 

Cross site scripting can happen when an attacker fills a textbox with malicious code. To 

avoid this, it is possible to check the content of it and restrict the user from using certain 

characters, like “<” and “>” in this case. Another solution, if all characters are allowed to be 

used, is to encode the data entered by the user into HTML. This way, the content will not 

be interpreted as Javascript by the browser.  

 

Since XSS attacks can also happen when an URL is changed by the attacker, it is important 

to make sure that URLs are encoded as well. It is important to implement methods in the 

backend to make sure URLs and textboxes are safe (Microsoft, 2018).  

5.6 Insecure deserialization 

The danger comes from data input that is potentially not safe. The first step is to focus on 

the data that will be serialized, checking what is entered and processing it correctly. Since 

the attack is specific to the programming language used, adopting good libraries and safe 

methods in the backend part is essential. (Messina, 2018) 

5.7 SQL Injection 

A good practice is to reveal as less information as possible to an attacker regarding the 

system. If the database error is given out, the hacker will have a better idea on how the 

queries are handled and will try something else.   

 

The risk of SQL Injection coming from textboxes, the first and most obvious solution is to 

check the values entered and prevent users from entering certain characters, like single 

quotes or hyphens. Using parameterized queries, also called prepared statement, is the 

best way to eliminates risks of SQL injection.  
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If the hacker thinks the web application is vulnerable to this type of attack, he will most likely 

try to perform different actions on the database to know its schema. Everything is kept in a 

log file, so different patterns in this file could reveal an attempt of SQL injection.   

5.8 Social engineering 

To avoid social engineering attacks, the people working in a company should be suspicious 

at all times when a call or email is received from an unknown source. The best way to 

prevent this type of attack is to inform workers and help them recognizing the characteristics 

or common patterns. For example, the criminal trying to manipulate a victim will often 

pretend that the situation is an emergency or extremely important, to minimize the time for 

the person to think and use stress as an advantage. Employees should be mistrustful when 

standard procedures are not being followed, and questions about sensitive data are being 

asked.  

 

For phishing attacks, although antiviruses are not 100% safe, they are efficient at detecting 

malicious attachments and blocking the incoming email or alerting the employee. Links are 

more complicated to deal with, since they can bypass security easier. Employees should 

be taught the risks of phishing as well as how to distinct fake URLs, websites and classic 

examples of malicious emails.  
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6 General recommendations 

There are two main reasons why many businesses are not putting sufficient efforts into 

protecting themselves. The first reason is the lack of knowledge and not imagining what 

could happen to their installation. This is applicable for small companies that have a limited 

number of workers, and nobody really knows how dangerous it is to have vulnerabilities on 

their system, or if they even have some. It is possible that they know that their system can 

be compromised, but since they have not faced any attack yet, the managers think they are 

safe, although a breach can happen at any time, if it has not already happened. In some 

cases, hackers have had access to resources and sensitive documents, but since nobody 

in the IT department noticed the breach and nothing destructive was done, everyone in the 

company could think it was fine when in reality, hackers had a remote access for an 

extended period of time (Crettaz, 2019).  

 

The second reason why security measures are not implemented is budget. Often security 

is a concern, but sadly the budget does not allow the company to act accordingly in terms 

of cyber security. Once again, this is especially true for small businesses, that can just not 

afford great measures. They are forced to either change their activity to allow a small part 

of the budget to invest in security, or adopt a responsive behaviour exclusively when they 

only recover the files they have lost, and correct the vulnerability that allowed the attacker 

to have access to the files. The history is bound to repeat itself as other hackers could 

exploit all the vulnerabilities they find, and sometimes the same if the IT team is not able to 

identify the attacker’s entry point. This solution is not ideal and can be done only if no 

sensitive data about users is stored.   

 

Regardless of financial resources, small and medium businesses should take cyber security 

seriously. Even if achieving an unbreakable system is impossible, means should be 

deployed to at least make the company a difficult target to hack. Making the reconnaissance 

step difficult for hackers and avoiding easy to exploit vulnerabilities should be enough to 

discourage a possible attacker. Any unmotivated person with solely the intention of 

attacking will go elsewhere and is more likely to follow the path of less resistance. Denying 

access to people with poor hacking knowledge and script kiddies just looking for an easy 

prey is a step in the right direction. The easy targets for hackers could be small to medium 

companies whose primary business has nothing to with IT and have recently adopted new 

technologies. The field of construction or industry are mostly prone to an attack (Crettaz, 

2019).  
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6.1 Business-related solutions 

Knowing what tools and strategies are applied by an attacker means that a business can 

defend itself repeating the different steps executed to compromise their installation. If 

protecting data or the services depending on servers appear to be the priority, it is 

necessary to have the help of IT specialists or white hackers. The figure also called ethical 

hacker is particularly interesting because he possesses the knowledge and the will to 

collaborate with businesses to defend against their malicious peers. The areas that can be 

worked on are vast, so particular effort and attention must be put out.  

 

Cyber security is a matter of risks. The deal is to know what risk a company is willing to take 

in terms of cyber security, what elements are the most critical and where to invest money. 

It is crucial to talk about risks and have a precise knowledge about what can happen, since 

sometimes companies can be reluctant to spend money to protect their assets. Because 

they can’t directly see how it is beneficial to them (unlike a new printer or new computers), 

they are hesitant to protect themselves correctly, and consider it a waste of money. The first 

step to establish a security plan is risk assessment. Not every business is the same, 

processes regarding security must be fully adapted to the activity of the employees, the 

interaction with the customers, and the technical infrastructure.  

 

Protecting itself also implies good business processes that take security aspects into 

account. Defining means of protection inside the enterprise costs virtually nothing, so not 

only small businesses but medium to big ones can and must define and apply some 

guidelines to get the best results possible.  

 

6.1.1 Strategies and best practices 

There are some techniques that proved to be successful and reliable against different forms 

of attack. Business decisions such as the following can be a good improvement for cyber 

security within the company.  

 

Reducing available information 

 

The first step of an attack lead by an experienced cyber criminal is, as seen previously, 

footprinting. Since every piece of information can be used against the company, it is 

important to consider reducing them to a minimum. Some elements cannot be removed, but 

every information concerning the operating system of the server, the technology or the 

version used must be hidden from the public. If these notes appear in HTML files as 
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comments for example, they must be eliminated. The same applies for an Apache server 

error screen that displays its version, and so on and so forth. The main idea is to have 

discussions and meetings with developers to minimize these early risks (McClure, 

Scambray, & Kurtz, 2012).  

 

Safe development 

 

The intention of making a safe service or software must be there since the beginning, and 

even further, developing a safe product must be one of the priorities. Software engineers 

should ideally have an idea of the best practices, otherwise a cyber security expert should 

assist them to create a vulnerability-free final result if possible. It also has the advantage of 

reducing work time, analysing the work afterwards making the developers correct the 

eventual flaws is more time-consuming than applying directives.  

 

Password policy 

 

Forcing the employees to adopt strong passwords is very important for a company. A 

majority of users have the same password for every account they possess, and if it has 

been compromised once, it can put the business in danger. Forcing them to have a new 

one eliminates the risk of an attacker simply entering a password he already knows from 

that person. Having complex passwords can also eliminate the risk of brute force attacks, 

since it would take years to crack long and complicated string of characters.  

 

The NIST has published new guidelines for passwords the 25th of April 2019 and proposes 

solutions that are adapted to the current time (Digital Identity Guidelines, 2019). It is not 

mandatory to apply all of them but implementing some of the best requirements including 

inserting special characters, having a minimal length and avoiding predictable passwords 

must be considered. If Active Directory is used, it is configurable via the Group Policy 

Objects (GPO).  

 

Phishing sensitization 

 

The most common and successfully performed attacks are phishing attacks, because they 

require little to no effort for the attacker and can easily compromise a computer making it 

accessible remotely. This method has been around for a long time now and hackers are 

getting more and more ingenuous to convince their target, hence the need of briefing 

employees about the dangers of phishing attacks. It is even more important if employees 
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consult their personal emails at work, because it gets around the technical security 

measures deployed to filter the malicious content.  

 

There is no ideal frequency to remind the employee about this type of cyber security threats, 

but it must be done. They should not forget that they are the weakest element in terms of 

security in the business. In addition to eventual seminars, phishing campaigns can be held 

by the company. The concept is to target a specific members or groups of the organization 

and send them a fake phishing email redirecting to a link or document that will just deliver 

a message indicating that the user has been a victim of a phishing attack instead of stealing 

their credentials. The goal of the exercise is to see how many people are susceptible to fall 

for a malicious email, elaborate statistics and evaluate how the members of the organization 

react to these situations. Being discussed afterwards, this drill can often have a bigger 

impact than simple recommendations.  

 

Deleting unused profiles 

 

A good practice for cyber security is getting rid of everything that is not needed, and it does 

not apply only to services that run on a server. Old user accounts are still vulnerable, and if 

an attacker can highjack this profile by finding its password, he’s in a way having his own 

account in the company without anyone knowing, and leaves plenty of time to try to perform 

privilege escalation.   

 

Updates  

 

The second biggest cause responsible for breaches and data leaks are due to unpatched 

vulnerabilities. The best-known example is “WannaCry”, which is a ransomware that 

exploited a vulnerability of the first version of the SMB protocol in 2017. Since this is a 

protocol used by Windows machines to communicate, all computers on the network could 

become infected and have their files encrypted. Microsoft released a patch correcting this 

flaw shortly after, but some companies that were late to do updates were part of the 200’000 

victims of the ransomware. (Wannacry: what you need to know about this global 

ransomware attack, n.d.) 

 

Zero-days vulnerabilities can happen at any time, and potentially every service used by a 

company can become an entry point for a hacker, so keeping software up-to-date is the 

best way to protect against this form of attack. Depending on the activity of the company, it 

might be complicated to temporarily disable services to reboot servers, but in the long run, 
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it can save a lot of money for the company, even if it means buying a secondary machine 

to perform the update.  

 

Backup 

 

In the case of a ransomware or any destructive attack, no company can’t afford to lose all 

its data with no chance of getting it back. A backup plan must be established, not only to 

prevent cases of cyber attack, but also technical issues that may occur. It is important that 

the backup place is also in a safe place, out of the network if possible, to avoid being 

compromised as well (Managing malware, n.d.).  

 

Anticipating attacks 

 

Business processes must be implemented to know how to proceed in case of an attack. 

Since a cyber attack can occur at any time, it is important for companies to define how to 

recover lost data and how to continue their activity as quickly as possible. 

 

6.1.2 Outsourcing 

As a company, deploying the measures to protect themselves is a possibility, depending on 

the activity. However, working in collaboration with security specialized B2B companies can 

have big benefits if maximum security has to be implemented at all costs. This applies 

mostly to big businesses that can afford their services.  

 

These specialized companies have the advantage to be fully competent in their domains. 

Although it’s still necessary to have people inside the company taking care of cyber security 

measures, it allows them to have more free time, less work and quality advice when needed. 

Not only time is saved but also money, since often the services proposed are better quality 

and cheaper as if they were done in-house. Some big companies handling important data 

tend to keep things in-house as most as possible if their installation is not too complex. In 

fact, outsourcing would mean sharing information with a third-party company and even if 

means higher costs, it is the best solution. Outsourcing might seem the best solution to big 

companies with branches in different locations. Medium-sized companies could as well 

benefit from this strategy, as having from the expertise of an external partner at reduced 

cost is way more attractive. Only small sized businesses must choose between cheap and 

free tools or no protection at all.  
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The services offered by these specialized companies can be specific, but most are similar 

to the following.  

 

Cyber security consulting 

 

Specialized businesses will help making a full analysis of the activity and extract crucial 

information that will guide the security approach. What risks the company faces, what data 

is sensitive, how business goals can be achieved more securely, what processes have to 

be changed etc. (Such, 2019)  

 

Conformity to standards 

 

Some IT specialized companies offer to prepare businesses to comply to a standard and 

get a certification. The best-known standard in terms of cyber security is ISO 27001 from 

the ISO 27000 series which are relative to security. It aims at creating an efficient 

information security management system that consists in 4 steps: Plan, Do, Check and Act 

(ISO/IEC 27001:2013, n.d.). Another aspect is the GDPR compliance that came into force 

towards the end of May 2018.  

 

Vulnerability assessment 

 

A positive thing for businesses is to realize where their vulnerabilities are. Using automated 

tools that they often develop themselves, the experts can figure out the strengths and 

weaknesses or the company’s network, servers, web services, etc. Doing so, it creates a 

solid basis for small as well as bigger companies on what to work on.  

 

Penetration testing 

 

A penetration testing consists of trying to bypass the security measures of a company with 

different tools to check its efficiency. If no security policy is defined and critical vulnerabilities 

are still present, the penetration testing will not last, and experts will prove that they have 

an easy way of compromise the system. This exercise makes no sense if done prematurely 

and is reserved to companies that already possess solid installations.  

 

Penetration testing is usually done by a group of experts from the cyber security company, 

but there is another way to do it that might result to be cheaper. Often big companies or 

governments simulate the deployment of a fake service and allow any hackers to find 

vulnerabilities and exploit them. Every vulnerability successfully exploited is rewarded by a 
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prize. This system called Bug bounty has the advantage to have a larger number of people 

trying to compromise their system before the actual deployment, during a longer period of 

time. If the number of vulnerabilities is low, this method of penetration testing would be 

cheaper than hourly-paid experts (Crettaz, 2019).  

6.2 Technical solutions 

Cyber security relies heavily on technological measures. To implement an optimal security 

installation, it is necessary to have knowledge and financial resources. Sadly, this last 

condition too often defines the level of security of an organization, as some companies are 

reluctant to invest in security measures, but there are some things that can be done almost 

for free to boost the level of protection. The resources of the company must be safe from 

the outside, but also from the inside. Employees should not be able to perform certain 

actions, like modifying customer information or simply doing anything destructive even by 

accident.  

6.2.1 Strategies and best practices 

There are some guidelines to follow to have a successful cyber security installation. It is 

essential to defend against any kind of malware or malicious manipulation coming from the 

outside as well as from the inside.    

 

Firewalls and malware defence 

 

Firewalls and antivirus should first of all be installed on all machines and be up-to-date. This 

is the bare minimum in terms of protection and allows the employees to work in safe 

conditions.  

 

Managing services and information 

 

One easy way for a hacker to convey an attack is to figure out service is used and which 

version, to look for known vulnerabilities. The best solution to counter this is first of all to get 

rid of any unused services. If they really are necessary to the activity of the company, then 

updating to the last version is the safest way to proceed. To make the job for a possible 

hacker even harder, it is possible to hide the version of a service or even modifying it in 

some cases. This will make attackers lose time and reduce exposure to automated attacks 

(McClure, Scambray, & Kurtz, 2012). Limiting information can also be done through the 

DNS by not allowing DNS zone transfers unless they are from a trusted source.  
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Internal protection 

 

If a simple employee from a company can perform actions that are restricted to an 

administrator, it’s a flaw. If Active Directory or any type of database for users is set up, it 

must prevent anyone that is not authorized to do unwanted operations, and potentially 

compromise the system. As it often may be accidental, malicious acts against the company 

can be done voluntarily by an employee. Maybe due to a company decision or just because 

he’s used to do it, it’s important not to forget that an employee with bad intentions is one of 

the most dangerous threats, as he already has access to the system and physical machines. 

Among other things, backdoors can be opened and critical data can be stolen, so having 

control about what the subordinates are doing at any time is a big plus in small to medium 

sized company, and becomes increasingly important the bigger it is.  

 

Networking 

 

Keeping track of what’s happening in the company network is a great way to fight against 

attacks from the outside as well as inside. There are some best practices about networking 

in a business, and amongst the most important and easiest is to create subnets. Separating 

groups of computers in separate networks can have the benefit of isolating a potential 

damage and avoiding it to spread. (Crettaz, 2019)  

 

Encryption 

 

Sensitive information must not be transmitted or stored as clear text. This applies to 

passwords, credit card numbers, but also personal data in accordance to the GDPR. 

Communication with users but also within the company must be secured. A third party that 

does not have the key to decipher should not have access to the flow of data. It is also 

possible to use encryption on files to protect sensitive information on servers or specific 

computers.  

6.2.2 Taking defence to the next level 

If companies want to be serious about security, there are many tools to help them improve 

their security. This can be done only if preventive measures have already been 

implemented, and the goal is strictly to better and adjourn the current measures.  

 

Some cyber security companies offer these benefits, but it’s possible to do it in house if the 

IT workers possess enough knowledge and the required tools. It has the advantage not to 

share any data with an eventual business partner, but has the downside not to have the 
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quality advices and tools that these special companies possess. It depends on the budget 

and human resources, but also legislation, as certain big businesses like banks are required 

to have a third-party company regularly control their installation (Crettaz, 2019).    

 

Vulnerability assessments 

 

Scanning the system for vulnerabilities allows the company to easily see where efforts are 

required. When doing a vulnerability assessment, it is sufficient to stop when a list of 

vulnerabilities is made. There is no need to exploit them yet.  

 

A lot of automated tools are available, the most popular and actual leader of the marker is 

Nessus from Tenable. Available for free for personal use but coming at a monthly fee for 

businesses, Nessus allows company administrators to perform multiple types of scans, like 

malware detection or web application scans.  

 

 

Figure 9 Scan templates in Nessus 

 

Nessus not only scans for open ports, but also detects the version of the service, checks 

for known vulnerabilities, tries common passwords, etc.  

 

Nessus claims that new plugins arrive weekly, meaning that Tenable is staying on top of 

the cyber security field, and introduces ways to detect potential zero-day vulnerabilities. 

This constant database change also means that performing a vulnerability assessment 

once is not enough. It is recommended that, depending on the results of previous scans 
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and the complexity of the installation of the company, to regularly proceed to a full check 

and make sure no new vulnerability has surfaced. The “WannaCry” ransomware had its 

own plugin in Nessus for instance. In short, business processes should tell when the cyber 

security staff has to perform a new vulnerability assessment, since it’s depends on the 

business.  

 

 

Figure 10 Result of a vulnerability assessment with Nessus 

 

Another popular tool used for scanning web-related vulnerabilities is Burp Suite. Different 

versions are available, but the Enterprise one covers a large amount of vulnerabilities 

including the ones in the OWASP top 10, which lists the most common vulnerabilities in 

web applications. It is possible to schedule scans periodically to constantly check for new 

vulnerabilities. (Portswigger, n.d.) 

 
Intrusion Detection Systems 

 

Intrusion Detection Systems (IDS) have the purpose of detecting patterns that seem 

suspicious, and thus revealing the presence of a possible malware or attacker that could 

have succeeded to bypass the firewall (Cooper, 2018). There are 2 types of IDS. 

 

The first one is a Network Intrusion Detection System. Its role is to analyze network traffic 

and look for potential threats, then taking actions according to how it’s configured (Network-

based Intrusion Detection System (NIDS), n.d.). The most common tool is Snort, which is 

an open source software.  
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Figure 11 Snort in a business environment 

 

Snort can be customized to detect some specific activities on the network. The configuration 

file allows to make these changes, on top of the default ones. It is also possible to add rules 

made by the community, as well as rules created by the development team. Obviously, it is 

necessary to be up-to-date with these rules, to benefit from maximum security. (Setting Up 

A Snort IDS on Debian Linux , n.d.) 

 

The second type of IDS will monitor log files from applications and sort them to increase 

readability. A Host Intrusion Detection System (HIDS) will notify the admin when a 

suspicious element is found in the logs, which could be the sign of an unauthorized person 

trying to manipulate files.   

 

An IDS that generates alerts when it detects a certain pattern is called signature-based, 

whereas an IDS that generates alerts due to a strange user or application behaviour, such 

as logging in from different locations at the same time, is called anomaly-based (6 best 

Host-based Intrusion Detection Systems (HIDS) tools, 2018). These settings can be 

customized according to the company’s activity. Bad adjusted parameters will result in many 

alerts, called false positives, or no alerts at all. Having a low sensitivity means that the IDS 

could not detect a real threat and having a too high sensitivity could result in too many alerts 

that will need to be analysed by an employee, which could cost a lot of time (Such, 2019). 
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Penetration testing 

 

Penetration testing or pentest consists of testing the security of a company by looking for 

vulnerabilities and exploiting them. The people trying to compromise the web application or 

the network are white hat hackers, and won’t cause damage. The more experienced and 

skillful they are, the more efficient the pentest might result. (Rouse, 2018) 

 

It is called ”black box” pentest when the expert performing this operation does not receive 

information about the system he has to attack. He must think and act like a malicious hacker 

to find vulnerabilities and exploit them. Contrary to that, the attacker performing a ”white 

box” pentest has received IP addresses and various indications about the system. The two 

methods have their benefits and drawbacks. The first one resembles an actual attack that 

includes the reconnaissance step and more thorough scanning, whereas the second allows 

the company to have a more in-depth analysis of their installation. It is also possible to use 

a bit of both strategies, called ”gray box”. (ImmunIT, n.d.) 

 

There are different areas that can be subject to a pentest. Finding breaches in the network 

is the most common type. In this test, the attacker tries to perform multiple attacks targeting 

certain measures, including firewalls and routers. He will also see how the Intrusion 

Detection System reacts. Then, the attacker can focus on web applications, website, cloud 

services or wireless network if the company has one. Social engineering pentesting can 

also be performed (Cipher, 2018). It is possible to test the internal security of the company 

by doing an internal pentest. In this case, standard accesses are given to the pentester and 

he will try to perform actions that require superior rights, or even perform privilege 

escalation. It has the advantage of realizing what damages an attacker can do when he has 

access to the system.   

 

Due to its nature, this exercise has to be preceded by legal agreements indicating the target, 

the time frame and the signatures of all parties. After the penetration test, a report is made, 

highlighting the vulnerabilities found, how they were exploited and how dangerous they are 

to the company, as well as recommendations.  

 

The main advantages of pentesting are knowing what vulnerabilities are present, and how 

possible attackers could compromise the system. The flaws in the system are ordered by 

their severity, so it’s a good way of knowing what to prioritize, and what could be worked on 

last, also based on recommendations of the experts. Lastly, it’s interesting to know which 

are the strong elements within the company’s installation. (Cipher, 2018) 
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To perform a pentest, different tools are available on the market, the most popular being 

Metasploit, which is a framework available for Linux and Windows made by Rapid7.   

 

 

Figure 12 Metasploit Web UI 

 

Special operating systems are used to perform pentests. Kali Linux is an open source 

distribution that contains pre-installed tools to work on cyber security. Metasploit, Nessus 

and other command packages are included in it. ParrotOS is an alternative to Kali, as a 

wide variety of tools are also pre-installed. The difference lies mostly in desktop interface 

and both operating systems are free to download.  

 

Honeypots 

 

Honeypots have the function to lure attackers into performing malicious operations on  

non-valuable resources of the company. It consists of a computer simulating services that 

are voluntarily vulnerable and capture the attention of a potential attacker. Its goal is to be 

as similar as a production computer so that a hacker interacts with it. Once someone has 

performed a port scan, or tried to connect to it, any action will be logged and monitored by 

the IDS to gather information about the attack. It is a way of knowing and understanding the 

methods used by hackers, but must be configured carefully to be efficient.  
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Figure 13 Honeypot in a business environment (Deshpande, 2015) 

 

The vulnerabilities must not be too obvious and too easy to exploit. The main type of hackers 

that are interesting to observe and to understand are experienced ones, not people running 

automated tools. It can be decided how much interaction is available to the hacker. A low-

interaction honeypot will only simulate running services by opening ports. The information 

the company gets about the attacker is limited, but it presents less risks than allowing more 

interaction. High-interaction honeypots actually run vulnerable services, and are meant to 

study how intruders try to perform a privilege escalation exploit (Rouse, Honeypot 

(computing), 2018). Since this type of honeypots allow hackers to take over a machine, it 

must be secured and propagation to the rest of the company network must not be allowed.  

 

Honeypots are mostly used by big companies, that have necessary knowledge to study 

hacker’s behaviours without committing mistakes and putting the entire company at risk. 

They also have budget to recreate a network of honeypots machines, called honeynet, 

which could be even more attractive for an attacker and more realistic.  

 

Honeypots can be installed on virtual machines. They offer advantages over hardware 

honeypots, like an easier recovery in case of damage. Virtual honeypots are also cheaper 

and more secure, since they are isolated from the network (Rouse, n.d.).   
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7 Conclusion 

Black hat and white hat hackers use the same tools to discover vulnerabilities and exploit 

them. Concerning the security of big companies especially, this race to find flaws before 

their peers with bad intentions is relentless. Since new vulnerabilities appear every day, 

patching breaches as they appear is the only thing that can be done to protect against  

zero-day vulnerabilities, that is why cybersecurity is a “static solution to a dynamic problem” 

(Ghernaouti-Hélie, 2004). There is no certainty that the next day that the measures 

deployed will be enough, but something can be done now.   

7.1 Summary 

Hackers can have many motives to target a specific company. Whether it is for their own 

profit or to make a point, skilful hackers have a well-defined way of proceeding before 

carrying out an attack. Gathering information about the target with commands such as 

“whois”, the first and easiest step is called “footprinting”. Getting more and more intrusive, 

the attacker can then scan for open ports, discovering what services the company is running 

as well as try to establish connections. If correctly done, the services and their version can 

be obtained, and if there are known vulnerabilities in these components, an attack can 

follow.  

 

Among the most common cyber attacks, phishing attacks are the most frequent, because 

they are easy to perform, and can lead to serious damage. Exploiting unpatched 

components with vulnerabilities and attacking databases with SQL injection are also very 

destructive and relatively easy to perform. Businesses should be aware of that, and plan 

their defence accordingly. Focusing on typical attacks is a good first step, but some 

guidelines must be respected within the company, like password policies and phishing 

sensitization, to improve their security posture. Technical means like firewalls and antivirus 

must be implemented, and there also are best practices like creating subnets that reveal to 

be efficient. There are some cheap solutions for small companies that don’t have the budget 

to invest in cyber security.   

 

Specialized cyber security companies offer their services to other companies and help them 

evaluating risks and implementing new means of protection. Mostly collaborating with big 

businesses, these specialized enterprises are experts at detecting flaws through 

vulnerability assessments and penetration testing. Doing these operations in-house is also 

possible, as some automated tools are available on the market.     
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7.2 Further research on the topic 

This document provides a general overview of cyber attacks and recommendations. Some 

topics like hacking tools could be developed way further, as there is a big community that 

is working on automated programs that help performing penetration tests, and many already 

exist. The world of cyber security is vast and getting bigger every day.  

 

Also, comparing existing solutions could be an interesting way to continue this thesis. 

Numerous anti-malware programs exist and all don’t have the same performance. 

Vulnerability assessment and penetration testing tools are also worth comparing and 

studying more in depth.   
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Appendices 

Appendix 1. Interview script with aggregated answers  

What kind of companies do you work with? 

Mostly big companies who already have an IT department that takes care of security or 

start-ups and need our help for consulting, vulnerability assessments, pentesting, and 

developing secure software.  

 

Who are the people from the company you work with? 

People that are in charge of the security or business leaders, it depends. If they need help 

about a new software or service they are developing, we give advice about protecting data 

and how to manage risks.   

 

What is the activity of cyber security specialized companies? 

We help them manage what risks they must avoid and what risks they are allowed to take. 

Also, we help them to adopt and correct their conformity to GDPR and other standards. We 

make vulnerability assessments as well, after making sure they fully understand what this 

exercise consists of. The same applies for penetration testing, we accept doing it only if it 

can bring something for the business. Performing a pentest on a company that has very 

little cyber security measures and have a lot of exploitable vulnerabilities doesn’t make 

sense. There are some companies in finance that are required to have experts pentest their 

systems on a regular basis, so we offer these services as well. 

 

What are the standards in the industry?  

ISO-27001 (about management) and ISO-27002 (about controls) are meant for 

organizational security. Best practices come from these two standards, and from OWASP 

as well. 

 

What mistakes are companies making in terms of cyber security? 

Often they don’t realize that hacking servers or computers is that popular and they have no 

idea they are exposed to the danger. It’s not their fault in this case, but it’s a problem. There 

are some cases where hackers have had access to their servers for years and they 

discovered it way too late, meaning that every information had been compromised. 

Hopefully most of the time the data they handle is not critical, but they offered attackers free 

storage, etc. 

In the field of industry and construction especially, since they recently started to use 

computers to manage resources and store information, they have no clue that their 
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machines could be attacked. There was a case when a company did not have backup, so 

when they were attacked by ransomware, they were in trouble. The encryption was strong 

and nothing could be done, so their only choice was to pay to get their files back, which is 

not recommended as the hackers can just keep the money without giving the key to decrypt 

the content. It is actually common that medium-sized companies don’t have security 

measures, because even if they know that security is an issue, they can’t afford good 

enough solutions.  

 

Does it occur that companies have the budget to protect against attacks but won’t 

do it? 

Yes, sadly. They either just don’t realise that it is important, or they don’t see how beneficial 

it is for the company. It is true that investing in security may feel like throwing money out of 

the window, but in the long run, it is worth it. They prefer to invest in something that is visible 

and directly helping them, like new computers etc. But if something happens they might 

lose a lot of time and money to get files back for instance. They choose to take the risk and 

not to do anything.  

 

Are there cheap ways to defend against cyber attacks? 

Yes, and pretty simple too. Creating subnets for instance is a very useful thing to do. In 

case of an attack, not the entirety of the network will be compromised. Having a strict 

password policy, avoiding predictable passwords that include their name or date of birth, 

special characters, having reasonable length and so on. Backup plans are really important 

too, as well as keeping everything up-to-date. It can be difficult to update servers because 

it means temporary downtime, but keeping personal computers updated does not take 

much. There are some strategies to take into account when developing services as well, 

like having multiple layers of security by checking, parsing user input and doing additional 

operations in the backend. Doing this, even if they won’t be able to be as protected as other 

companies that have top tier firewalls or dedicated IT specialists, it’s something. 

 

Are there businesses that handle cyber security themselves, without the help of 

external specialized companies? 

Yes, they have a dedicated team whose job is to monitor traffic and handle alerts from 

intrusion detection systems. They perform vulnerability assessments and penetration 

testing themselves, even though sometimes they benefit from the help of specialized 

companies as they have an external view on their system. Some companies would save 

money if we took care of monitoring, but they handle very sensitive data and are not sold 

on the idea of sharing the traffic that goes by their internal network.  
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What are the tools used for vulnerability assessments? 

Mostly Nessus or Saint, and Burp Suite Pro for web applications.  

 

What about pentesting? 

Metasploit mostly and Core Impact in rare cases, but most of the time they call an external 

company to perform these kind of tasks, as they are professionals. Big companies also do 

something called Bug Bounty. Instead of deploying their new service, they deploy another 

version with the goal of making the hacking community try to hack their system. Every 

vulnerability successfully exploited is rewarded by money. This way, it can be cheaper if the 

number of exploitable vulnerabilities is low, and more efficient, because a larger number of 

people are trying to compromise the service, instead of a small group of hourly paid experts.   

 

Tell me a little bit more about your IDS solution 

It’s a software developed by us, based on an open source project. Our experts monitor and 

analyse alerts generated by this software that our clients (other companies) install. There 

are lots of false positives, so it’s important to check if the alert really means that an attack 

occurred. If that is the case, we just notify the client. We also propose our clients to organize 

event logs, and monitor access to files, which is something that Windows does not log by 

default. Suspicious access to files can reveal the presence of a hacker.  

 

And honeypots?  

Our honeypots are placed in the internal network, meaning that if a hacker is trying to 

perform operations on it, that means that he already found a breach. We usually let the 

attacker have interactions with it.  

 

What are the most common cyber attacks? 

Phishing attacks, by far. Every day. They’re not complicated to perform, and efficient. The 

second most performed attack are related to vulnerable components. Flaws found in 

outdated services or operating systems are very common. 

 

In case an attack still occurs, what happens for companies? 

They should act accordingly to their incident management plan, which is also something we 

help them to define.  

 

 

 

 


