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1 Introduction 

1.1 SSL/TLS traffic and decryption security aspect 

SSL/TLS (commonly referred to as SSL) is an encryption protocol used in TCP/IP 

networks such as the Internet. It is a key element used by applications such as web-

browsing, email, instant messaging and VoIP (Voice-over-IP). SSL/TLS combined with 

HTTP is called HTTPS (Hypertext Transfer Protocol Secure). HTTP and HTTPS are used 

between client web-browsers and web servers. 

SSL traffic is now estimated to be over 72% of all network traffic. The amount has 

increased by almost 20% in one year. Usually encryption is preferred for security but 

it also presents big challenges to inspect traffic for threats. Cyber criminals use 

encrypted traffic to hide their presence and deliver or exfiltrate data. (Maddison 

2018) 

NSS Labs Inc. did a research in which they found HTTPS traffic increased over 90% in 

one year. More than 40% of websites encrypts traffic by default in July 2016 and it is 

predicted that in year 2019, 75% of all web traffic is encrypted (NSS Labs 2016). 

According to Google, 95% of traffic it encountered in August 2018 was encrypted. Of 

the unencrypted traffic, 86.4% was used by mobile devices. (Google 2018) 

Encrypted traffic adds safety by ensuring confidentiality and integrity while at the 

same time hiding secured content from outsiders. However, on the other hand, 

encrypted traffic could include hidden threats so that detection systems such as 

Intrusion Prevension Systems (IPS) and Data Loss Prevention (DLP) cannot inspect 

encrypted content, which then can affect security monitoring and security controls. 

According to Cyren’s security researchers, 37% of all malware found utilize HTTPS. 

They also stated that major ransomware families since January 2016 have used 

HTTPS for distibution. The malware use of HTTPS has increased dramatically by 30% 

in just six months in 2017. (Magnúsardóttir 2017) 

Zscaler statistics stated that 60% of all detected threats used encryption in 2017. 

According to Zscaler, encrypted malicious content has more than doubled in six 

months in 2017. Cybercriminals use free SSL providers allowing them to bypass the 



7 
 

 

integrity checks and network monitoring tools of web browsers. Companies using 

less effective IP and domain block lists to identify malicious web sites clients could be 

compromised via legitimate website that includes malicious scripts in 

advertisements. Hackers also post phishing content from legitimate domains that 

they control. Zscaler detects approximately 10,000 SSL encrypted web exploits each 

month. Phishing attempts have increased by 400% from 2016 to 2017. Malware and 

botnets are increasingly using SSL traffic for callback home activities with an average 

of 5 000 Command and Control (C&C) attempts over SSL each day. (Desai 2017) 

SSL can be used in different states and scenarios of attack: web-based compromise, 

C&C traffic, lateral movement and data exfiltration. Malicious SSL traffic includes e.g. 

exploit kits, malware, adware and malware callbacks. Typically, the outbound SSL 

traffic is decrypted using already existing Next Generation Firewall (NGFW) or web 

proxies. In the end, the decryption goal is not to spy on an employee but to 

implement better security with improved visibility and controls possibilities. 

1.2 Research objective 

The research objective of the thesis is to find out what security impacts intercepting 

and decrypting SSL traffic have and what needs to be concerned when implementing 

decryption of outbound SSL traffic. By decrypting SSL traffic it can be researched 

what is hidden in encrypted traffic payload that would otherwise bypass detection. 

Other decrypting devices such as Symantec SSL visibility were limited off the research 

scope since the objective of the research is to investigate the security impact of SSL 

decryption and not to compare the capabilities of different SSL decrypting devices. 

Setting up SSL decryption is an essential prerequirement for investigating SSL 

decrypted traffic, and it is included in the research with Palo Alto Networks NGFW. 

SSL traffic could include e.g. Trojans or Command and Control traffic. 
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1.3 Research method 

Qualitative research method is used in this research. There is a Palo Alto Networks 

NGFW with outbound SSL decryption and Threat Prevention installed and configured 

in a controlled lab environment. The lab environment has live users and a Windows 

10 workstation for different test scenarios. The research focuses on decrypted 

payload findings and sets up outbound SSL decryption with Palo Alto NGFW. The 

research needed to be done in lab environments for privacy and security policy 

reasons. 

1.4 Research questions 

1.4.1 Setting up SSL decryption 

What needs to be noticed when intercepting outbound SSL traffic and setting up 

decryption? How much planning and administrator work is needed for setting up the 

system? Does SSL decryption affect user experience and web browsing delay? 

1.4.2 Analyzing decrypted traffic 

How is decrypted payload analyzed? What can be found in the lab environment with 

NGFW when doing SSL decryption? 

1.4.3 Security impact 

What is the security impact gained or lost from intercepting and decrypting SSL 

traffic? What possibilities does analyzing and controlling a decrypted payload 

provide? What would be the risks if SSL decryption had not been in place? Was the 

security blind spot removed by decrypting SSL traffic? 

1.5 Thesis structure 

This thesis consists of six parts including introduction, theory, research, research 

results, evaluation of results and conclusion. First, the introduction part explains the 

background of the subject and the scope of the research. The second part is about 

theory helping a reader with basic IT knowledge to understand the key concepts 
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about the subject. Chapter three explains how research is conducted and describes 

lab environment used for the research. The fourth chapter is about results that were 

found during the research. In the fifth chapter, the results of the previous chapter 

are evaluated. The last part discusses the conclusions of the thesis and answers the 

previously set research questions.  
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2 Theory on decrypting SSL/TLS 

2.1 Background 

Secure Sockets Layer (SSL) and its followers Transport Layer Security (TLS) versions 

1.0, 1.1, 1.2 and 1.3 are cryptographic protocols to provide communications security 

and data integrity over TCP/IP networks such as the Internet. TLS encrypts end-to-

end network connection in the transport layer. By design, TLS allows client server 

applications to communicate over networks without eavesdropping, message forgery 

or tampering. TLS provides communication confidentiality, data integrity and 

authentication over networks using cryptography. In typical web browsing use, TLS 

authentication is unilateral and only the server is authenticated, not the client. 

Hence, the client web browser validates the server’s identity with a certificate; yet, 

from the server’s perspective the client remains unauthenticated. (Rescorla 2018) 

TLS uses both symmetric and asymmetric encryption. Asymmetric encryption have 

key pairs and it is used to authenticate the server and exchange the symmetric key. 

The symmetric key is used for data encryption and when data is encrypted with one 

key, it can only be decrypted by the other key in the pair. Advange of asymmetric 

encryption is that it allows to setup a secure transfer between peers without pre-

existing secured communication. In TLS public asymmetric keys are used to 

eastablish symmetric keys. The disadvantage of using asymmetric keys is that it is 

slow for devices to perform. (PaloAlto Networks 2015a) 

Symmetric key encryption can use a single key to encrypt and decrypt messages. 

Disadvantage is that the key must be known by both parties before any secure 

communication can start. This limitation makes it hard to use for quick needs and 

makes it impossible to securely send new key information if current key is 

compromised. (PaloAlto Networks 2015a) 

2.2 TLS versions 

TLS1.3 RFC8466 standard was introduced during the writing of this thesis. Following 

chapters introduce the reader to the new TLS version 1.3 and describe main 
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fragmenting data into blocks, optional compression of data, adding message 

authentication code (MAC), encryption of data with negotiated cipher, perform 

padding if needed by cipher.  

Datagram Transport Layer Security (DTLS) provides communication privacy for 

datagram protocols such as UDP while TLS is designed for TCP. DTLS is based on TLS 

protocol and is designed to prevent eavesdropping, message forgery and tampering. 

More information can be found in RFC6347. (Rescorla 2012) 

2.3 TLS 1.3 key differences 

In TLS 1.3 the whole handshake state machine is restructured to be consistent. After 

ServerHello message, all handshake messages are now encrypted and elliptic curve 

algorithms are now included in the base specifications. In addition to many minor 

differences, in TLS1.3 static RSA and Diffie-Hellman cipher suites has been removed.  

New signature algorithms such as Edwards-curve Digital Signature Algorithm (EdDSA) 

are now included. The redesign was carried out on key derivation functions, and zero 

RTT (Round Trip Time) was introduced to save a connection round trip for the 

application data. Other cryptographic improvements such as changing RSA padding 

to use RSA Probabilistic Signature Scheme are performed. (Rescorla 2018) 

The design goals for TLS 1.3 were to reduce observable data, reduce session setup 

latency, address known (CBC, RC4) payload protection issues, reevaluate TLS 

handshake content and improve privacy e.g. padding and less long term-identifying 

values. (Roelof 2017) 

In TLS1.3 different keys are used for each session so if man-in-the-middle breaks one 

session, the same key can not be utilized for decrypting other sessions. 

Figure 2 illustrates a key difference of handshake performance when comparing 

TLS1.3 to older TLS versions. In TLS 1.2, a two-time round trip needs to be done 

before application data can be sent. In TLS 1.3 only one round trip is needed and 0-

RTT data is also possible. (Jackson 2018) 



 

Figure 2.TLS 1.3 handshake performance
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2.4 Client certificate authentication 

Client certificate authentication is a method to strengthen user authentication on a 

server. Authentication can be performed in several ways e.g. by asking for a user 

password, key, card, digital certificate or thumbprint. In this case the digital 

certificate is used to authenticate a user. A client digital certificate is usually a 

PKCS12 file loaded in to application. As seen in Figure 3, after the server has sent 

hello and its own certification, the server can optionally request client certification. 

This third optional step enables server to authenticate client. (Villanueva 2015) 

Client web browser Web server

1 client hello

2 server hello + server cert

3  optional client cert request

4 client certification

 

Figure 3. Client certificate authentication process 

 

2.5 Public Key Infrastructure 

SSL/TLS takes advantage of both symmetric and asymmetric encryption strengths. 

Public Key Infrastructure (PKI) is a method of packing and distributing asymmetric 

keys. Certificate is a key packaged with information about the key and signed with 

digital signature by the key authority. (PaloAlto Networks 2015a) 

PKI is a framework that generates public and private key pairs and exchanges those. 

PKI is used for authentication, confidentiality, non-repudiation and integrity. 

Authentication means that the message is truly sent from the identity one is 

expecting. Confidentiality means that the message is encrypted. Integrity means that 

the message is not altered by unauthorized parties. (Cooper 2008) 

The main components of PKI are Certification Authority (CA), Registration Authority 

(RA), Certificate Revocation List (CRL) and Certificate Repository (CR). CA issues 

certificates, signs private key certificates, binds user identity to public key and 

maintains certificate during its lifetime. RA accepts and verifies registration info, 
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accepts and authorizes requests but cannot issue certification. RA offloads requests 

for CA. CRL is a list of certificates that have been revoked and a method to tell not to 

trust that current public key. CRL is needed when e.g. users lose private key, people 

leave the company or their identity name changes. CRL is digitally signed by CA. CR 

contains the system that keeps all unexpired certificates and certificate information. 

Digital certificates currently use X.509 version 3. (Cooper 2008) 

Online Certificate Status Protocol (OCSP) can be used by clients to check the 

revocation status of the authentication certificate. The client sends request with the 

serial number of the certificate to OCSP server. The server searches its database of 

the CA that issued the certificate and responds to the client the certificate status: 

good, revoked or unknown. OCSP can verify certificate status in real-time, instead of 

depending on the issue frequency of CRLs. (Palo Alto Networks 2019a) 

Chain of trust is a list of certificates used to authenticate an entity such as a server. 

Chain of Trust includes Root CA, intermediate CA and SSL certificate. Root CA is self-

signed certificate since the issuing authority is itself. Root CA is the basis of PKI 

deployments. (Palo Alto Networks 2015a) 

PKI steps (Choi 2018) are listed below: 

1) Sender asks the certificate directory for the receiver’s public key 

2) Publicly accessible directory that storages certificates send the key 

3) Sender generates a session key, encrypts it with receiver public key, signs it with 

own private key and then sends it. 

4) Receiver requests and validates the sender public key from the public directory. 

5) Both parties trust each other and encrypt their message 
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2.6 Outbound SSL decryption 

2.6.1 Intercepting SSL/TLS general 

Outbound SSL decryption device acts as a man-in-the-middle box decrypting passing 

traffic and encrypting the client side with a different certificate. The device intercepts 

client SSL request, then forwards the request to the server but generates a certificate 

on-demand in response to the client’s request. Resulting connection is between the 

client computer and the decrypting device. Decrypting device initiates another 

secure channel to the actual server using the server’s certificate. Device acts as a 

forward proxy sitting middle of the two secure connections. (Palo Alto Networks 

2015a) 

The previous procedure is illustrated below in Figure 4. 

 

Figure 4. Outbound SSL decryption forward proxy (Palo Alto Networks 2019b) 

 

The certificates used on client side are usually internal certificates that clients trust. 

By using trusted certificates the client does not receive notices of invalid certificates. 

The certificates generated for example by Microsoft AD can be installed to the 

operating systems of the client machine and imported into the decryption device. 

Some SSL traffic cannot be decrypted for several reasons: legal (privacy laws), there 

is not enough performance, or can not be implemented when client certificate 

authentication or pinned certificate is used. Depending on the decryption device it 

might handle client certificate authentication differently and allow configuration of 

the default behaviour when noticing client certification request. 
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By default, an intercepting device uses key size used by the destination server; 

however it can be configured to use a static key size. The device is only proxying SSL 

connections, not the underlying traffic. Some applications may not work with SSL 

forward proxy. These include apps that use client-side certificates, non-RFC 

compliant applications, server using unsupport crypthographics. (Palo Alto Networks 

2015a) 

2.6.2 Intercepting TLS 1.3 

“Given that TLS intercept applications have a security purpose it should go without 

saying that those applications should not downgrade the security attributes of the 

TLS session. ” (Roelof 2017) 

Principles for TLS interception should include: (Roelof 2017) 

- Do not downgrade the crypthographic strength 
- Actively track, protect and fix against vulnerabilities 
- Respect and follow regulations and privacy 
- Validate certificate path 
- Be secure by default 

 

Figure 5 below illustrates a possible protocol flow when TLS Interception Appliance 

(TIA) intercepts Client (C) Server (S) TLS 1.3 session. (Roelof 2017) 

 

Figure 5. TLS 1.3 Intercept protocol flow (Roelof 2017) 
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In TLS1.3 application payload is encrypted with different keys than the handshake 

messages. TLS1.3 reduces handshake setup form 2-RTT to 1-RTT. TLS 1.3 does not 

need an explicit ChangeCipherSpec (CSS) signal to switch to the encrypted phase. An 

intercepted TLS 1.3 session would follow protocol flow illustrated below. TLS 1.3 

adds a complication, ClientHello (CH) must include the (EC)DHE public value in the 

keyshare extension. TLS1.3 deprecates RSA key exchange and favors (EC)DHE, which 

means that TIA must be inline to participate in TLS handshake.  (Roelof 2017) 

Since TLS 1.3 introduced the 0-RTT data where early data is encrypted with traffic 

keys derived from PSK and the PSK is typically got from previous TLS 1.3 session. 

When TIA encounters TLS 1.3 early data on it could discard it; however to perform 

better TIA should forward early data to the server in the second session. Figure 6 

below depicts a scenario where TIA can decrypt early HTTP data and then sends early 

data to server as part of the post-handshake application data. (Roelof 2017) 

 

Figure 6. TLS 1.3 0-RTT Intercept with retain properties (Roelof 2017) 
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2.7 Certificate and public key pinning 

HTTP Public Key Pinning (HPKP) associates a host with their expected certificate. 

Once the certificate for a host has been seen by the client, the certificate is 

associated or pinned to the host. There could be more than one certificate is allowed 

for the host. During the time of the pin user agents will require the host to present a 

certificate chain including at least one Subject Public Key Info structure whose 

fingerprint matches the pinned fingerprints user agent has on that particular host. By 

reducing the number of trusted authorities who can authenticate, pinning may 

reduce the man-in-the-middle attacks due to compromised Certification Authorities. 

(Evans 2015) 

More information about public key pinning can be found in RFC7469. 

2.8 HTTP Strict Transport Security 

HTTP Strict Transport Security (HSTS) is an HTTP response header and when enabled 

HSTS informs web browsers that websites can only be accessed via HTTPS. Even 

when SSL certificates and HTTPS are setup correctly, HTTP is still available. HSTS 

forces the browser to load the secure version and ignores calls to open HTTP. HSTS 

also affects performance by removing a step in the process and allowing websites to 

load faster. More information on HSTS can be found in RFC6797. (Fuglseth 2018) 
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2.9 NGFW Content-ID 

Palo Alto Networks Content-ID™ combines threat prevention engine with URL 

database and application identification to limit unauthorized data and file transfers. 

It detects and blocks malware, exploits and dangerous web surfing as well as 

targeted and unknown threats. (Palo Alto Networks 2016) 

Content-ID is a stream-based not regular file-based architecture for real-time 

performance. Content-ID utilizes some of the same elements than Palo Alto 

Networks App-ID to limit unauthorized data, detect and block wide range of threats 

and control web surfing. Content-ID combines the threat prevention engine with URL 

database. Content-ID has ability to detect zero-day attacks with Wildfire sandboxing. 

The security profiles are: antivirus, anti-spyware, vulnerability protection, URL 

filtering, file blocking and data filtering. Antivirus detects infected files and anti-

spyware detects spyware downloads and traffic from existing spyware. Vulnerability 

protection detects exploit attempts to known software vulnerabilities. URL filtering is 

used to control web browsing based on URL categories or URLs. File blocking tracks 

and blocks download and upload based on the file type and application. Data filtering 

is used as a DLP that looks for specific data patterns in traffic. (Palo Alto Networks 

2016) 

“Enterprise networks are facing a rapidly evolving threat landscape full of modern 

applications, exploits, malware and attack strategies that are capable of avoiding 

traditional methods of detection. Threats are delivered via applications that 

dynamically hop ports, use non-standard ports, tunnel within other applications 

routinely avoid proxies, and hide behind SSL or other types of encryption. These 

techniques can prevent traditional security solutions, such as IPS and firewalls from 

ever inspecting the traffic, thus enabling threats to easily and repeatedly flow across 

the network. Additionally, enterprises are exposed to targeted and customized 

malware, which may pass undetected through traditional antivirus solutions. Palo 

Alto Networks Content-ID addresses these challenges with unique threat prevention 

abilities not found in other security solutions. First, the next-generation firewall 

removes the methods that threats use to hide from security through the complete 

analysis of all traffic, on all ports, regardless of evasion, tunneling or circumvention 
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techniques. Simply put, no threat prevention solution will be effective if it does not 

have visibility into the traffic, and only Palo Alto Networks ensures that visibility 

through the identification and control of all traffic. Data filtering features enable 

administrators to implement policies that will reduce the risks associated with the 

transfer of unauthorized files and data.” (Palo Alto Networks 2016) 

Figure 7 below illustrates how Palo Alto Networks Content-ID workflow and different 

components (Palo Alto Networks 2016) 

 

Figure 7. Palo Alto Networks Content-ID workflow (Palo Alto Networks 2016) 
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2.10 NGFW App-ID 

Traditional firewalls are port-based firewalls that classify traffic by protocol and port. 

Today applications can easily bypass traditional port-based firewalls by hopping 

ports, using SSL or SSH. Palo Alto Networks App-ID is traffic classification mechanism 

that addresses the port-based firewall limitations. App-ID uses multiple mechanisms 

to determine correct identity of applications traversing the firewall. (Palo Alto 

Networks 2015a) 

Applications are delivered through client-server model, web browser or 

decentralized peer-to-peer design. With Palo Alto solution an application is a specific 

program or feature that can be detected, monitored and blocked if needed. 

Applications can be business tools and needed services or personal services that 

need to be blocked in company environments. Applications have evasive capabilities 

meaning if e.g. a specific port is blocked it can try connecting with another port that 

could be open. (Palo Alto Networks 2015a) 

If a zero day virus was using ports that are usually open, e.g. port 53 used for DNS, 

firewall would identify that it is not DNS traffic and it can be blocked and analyzed. 

When using UDP, a single packet contains the necessary info to identify the 

application. TCP protocol usually does not include all required information in any 

single packet for firewall to identify the application. In e.g. HTTP, after TCP 

handshake HTTP gets a request or a server reply includes application data for firewall 

to identify the application used. (Palo Alto Networks 2015a) 

APP-ID uses multiple identification mechanisms to identify the application as 

demonstrated in Figure 8 below. Traffic is first classified based on the IP address and 

port. Signatures are applied to allowed traffic to identify the application based on 

application properties and transaction characteristics. If App-ID detects SSL or SSH is 

used and decryption policy is configured then traffic is decrypted and signatures are 

applied again on the decrypted flow. (Palo Alto Networks 2015a) 

Protocol decoders are then used to apply context-based signatures to detect other 

applications that may be tunneling inside the protocol used, e.g. Facebook. For 

applications that are evasive and cannot be identified through advanced signature 
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and protocol analysis, heuristics and behavioral analysis may be used to determine 

the application identity. After the application has been identified, policy check 

determines how traffic is treated. (Palo Alto Networks 2015a) 

Protocol decoders detect protocol in protocol within a session and provide a context 

for application signatures. Application signatures detect layer 7 signatures within a 

session and the used application signatures can be checked from the firewall 

application’s page. Heuristics looks for pattern of communication when no signature 

exists. (Palo Alto Networks 2015a) 

 

 

Figure 8. NGFW App-ID traffic identification workflow (Palo Alto Networks 2015b) 
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3 Research 

3.1 Background and decryption implementation 

In the research Palo Alto Networks NGFW was implemented for SSL decryption, 

performing application reqocnization and threat prevention with Palo Alto Networks 

Content-ID and App-ID techonologies, these functions are described earlier in theory 

chapter. 

With Palo Alto Networks NGFW SSL decryption prerequisite is to have the firewall 

connected to network and to handle traffic. The initial installation and configuration 

of Palo Alto Networks firewall model PA-200 to the live lab environment is not 

described. In this environment PA-200 is used as a stateful layer 3 IP forwarding 

firewall to be able to decrypt outbound SSL traffic, analyze, capture and possibly act 

on the passing traffic. PA-200 firewall could also be installed in different modes; 

however, depending on the mode, the firewall might not be able to actively affect 

traffic flows. 

The live lab environment and certificates used are presented in Figure 9. There is a 

Windows 10 PC with Mozilla Firefox and Microsoft Edge browsers. Palo Alto 

Networks PA-200 NGFW intercepts SSL requests so that it proxies the outbound SSL 

traffic and generates a certificate on the fly for the website the client is trying to 

connect with. After client requests SSL connection NGFW forwards request to the 

destination. When server sends it’s certificate that has been signed by public CA 

NGFW signs a copy of server certificate with it’s own CA. Different session keys are 

used between the client and the NGFW than the NGFW and the server. 
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Figure 9. NGFW outbound SSL decryption and content inspection 

 

After installation of the firewall, CA needs to be imported to the firewall or 

generated by the firewall. In the lab the firewall was used to generate the CA 

certificate. After that decryption profiles and decryption rules can be configured. In 

this lab, an optional SSL decryption notification page was used at start to inform end-

users that SSL traffic is going to be decrypted. The firewall uses the current latest 

8.1.6 software with scheduled updates that provide new threat intelligence from the 

vendor every minute. 

NGFW generated certificate takes validity date for its certificate from the real server 

certificate. The issuing authority of the generated certificate in this case is the NGFW 

itself, which is seen in Figure 10. Subject and issuer fields are modified since those 

are the public IP address of the lab environment. The CA certificate generated by the 

firewall is used to encrypt SSL traffic between client PC and the firewall. Between the 

firewall and subject HTTPS Web Servers public certificate is used to encrypt SSL 

traffic. If a real server is using a certificate not trusted by the NGFW, then the 

certificate used for decryption can be a second certificate that is not trusted by the 

clients. With the use of a different certificate on untrusted configuration, the clients 

can still get a browser warning of a possible man-in-the-middle. CRL and OCSP, 
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described in theory part, were not configured in this testing environment to check 

certificate revocation. 

 

Figure 10. Firewall certificates 

 

The web servers in Figure 9 refer to public HTTPS web servers in the lab’s 

destinations. Public HTTPS web servers were narrowed by URL category, domains 

and exclusion list shown in Figure 11 and Appendix 1. Hence, only the traffic destined 

to a specific URL sites listed in custom URL category or vendor specified URL 

categories are decrypted if a domain is not listed in the vendor’s predefined 

exclusion list. 

The decryption policy in Figure 11 sets how decryption is implied. In decryption 

policies, five different rules were used. The first rule contains the action of no-

decrypt on financial-services, health-and-medicine, government, military and 

shopping URL categories. These sites include e.g. Nordea and Amazon. Hence, this 

excludes the previously mentioned site categorizes and traffic destined to URL’s 

belonging to those two specific categories are to bypass decryption. The second rule 

uses URL categories to match which website traffic to decrypt. Decryption policy 

strict SSL control is used for the risky sites and one workstation IP address. Fourth 

rule was done for other all other endpoint with social-networking URL-category for 

Facebook applications testing purposes. Last decryption rule included all other 

outbound HTTPS traffic to be decrypted with Loose SSL decryption profile. 

Best practise is to start decryption with high priority URL categories that might 

include malicious content. In this lab configurations URL categories: command-and-

control, malware, not-resolved, questionable, unknown, web-advertisements and 

author’s own custom category are used. The content of author’s custom category is 

shown in Appendix 2 and other URL categories get updated with Palo Alto Networks 

URL category updates. The current URL category content can be viewed from the 

firewall itself or from Palo Alto Networks website. If some website belongs to a 
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wrong category, the customer can make a request to Palo Alto Networks for URL 

category change. 

 

Figure 11. Decryption policies 

 

All decrypting rules are for HTTPS traffic towards internet zone untrust-l3; the 

decryption profiles used are more detailed in Figure 12, decryption type is ssl-

forward-proxy, which means the firewall will proxy the outbound SSL traffic and 

action is set to decrypt. Figure 12 shows the decryption profiles that are used in the 

lab’s previously mentioned decrypt rules and Appendix 11 more detailed view of the 

strict SSL control profile. In decryption profile one can configure decryption 

parameters that will be supported. Decryption profile settings define following 

parameters: supported key exchange algorithms, TLS versions, encryption algorithms 

and authentication algorithms. 

After SSL traffic has been decrypted, it is then run through firewall policies that have 

the threat prevention capabilities antivirus, anti-spyware, vulnerability protection 

and data filtering enabled. These profiles inspect the decrypted SSL traffic payload 

and if for example a virus is seen, the firewall performs an action based on that 

profile specification. An optional notification page (in Appendix 3) was enabled so 

that the end user can receive a notification that SSL traffic will be decrypted. The 

notification helps the end user to understand that end to end privacy is not 

guaranteed. 



 

Figure 12. Decryption profile

Figure 13 shows an e

https://www.iltalehti.fi

algorithm and SHA256 authentication algorithm. The key size used in encryption is 

128bits. Browser trusted issuer for certificate is 

expire in 14.1.2020.

information when decrypted is enabled.

Figure 13. Encrypted website browser page info

3.2 End user experience

After SSL outbound 

hundreds of decrypted websites in over 1 month test period.

decryption profile testing while other users had loose SSL control in use. L

control allowed older TLS versions, more encryption algorithms and allowed other 

unsupported SSL to bypass encryption. Certificate handling was tested with 

www.badssl.com website.

Latency impact on SSL handshake and delay to HTTP transfer was also

using CURL command in Linux in the same network segment than the Windows 10 

Decryption profile 

shows an example of browser information on secured

https://www.iltalehti.fi website that is using TLS1.2 with AES 128 GCM encryption 

algorithm and SHA256 authentication algorithm. The key size used in encryption is 

128bits. Browser trusted issuer for certificate is Amazon and the certificate will 

pire in 14.1.2020. Figure 17 on research results shows the same website’s browser 

information when decrypted is enabled. 

Encrypted website browser page info 

End user experience and impact on TLS handshake

outbound decryption was enabled author and other lab users

dreds of decrypted websites in over 1 month test period. Author used strict SSL 

decryption profile testing while other users had loose SSL control in use. L

older TLS versions, more encryption algorithms and allowed other 

unsupported SSL to bypass encryption. Certificate handling was tested with 

www.badssl.com website. 

Latency impact on SSL handshake and delay to HTTP transfer was also

using CURL command in Linux in the same network segment than the Windows 10 
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browser information on secured 

website that is using TLS1.2 with AES 128 GCM encryption 

algorithm and SHA256 authentication algorithm. The key size used in encryption is 

Amazon and the certificate will 

on research results shows the same website’s browser 

 

act on TLS handshake 

and other lab users tested 

Author used strict SSL 

decryption profile testing while other users had loose SSL control in use. Loose SSL 

older TLS versions, more encryption algorithms and allowed other 

unsupported SSL to bypass encryption. Certificate handling was tested with 

Latency impact on SSL handshake and delay to HTTP transfer was also measured by 

using CURL command in Linux in the same network segment than the Windows 10 
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workstation. According to Palo Alto Networks knowledgebase article PA-200 should 

handle 1024 concurrent SSL decrypted sessions, see Appendix 10. For sizing or 

performance purposes reporting is used, in e.g. a report where all traffic destined to 

TCP port 443 from 7 days is included and the amount of decrypted traffic from 7 

days. This is how the percentage of decrypted traffic can be calculated. 

3.3 Administrative overhead 

Work needed for setting up decryption was evaluated by author only. Author 

administrated decryption for 1 month test period to evaluate work needed to keep 

decryption working and ensure usability after implementation. 

3.4 Security impact scenarios 

3.4.1 Malware over SSL with threat prevention 

Before starting a malware lab, the antivirus software had to be disabled from the 

author’s computer because of the known well-known Eicar malware hashes and to 

make an exception with NGFW’s URL filtering feature. URL filtering applied in 

security policies would have blocked the known Eicar malware website before SSL 

would have been used to transfer the malware to the computer. This also 

demonstrates the effectiveness of multi layered security that is also explained as 

onion layers of security. 

In this lab test, Eicar malware test file download was tried over SSL encrypted 

session. Figure 14 illustrates the security policy configuration used for web browsing 

and threat prevention profiles that was selected. Threat prevention profiles antivirus, 

vulnerability protection, anti-spyware and file blocking allow NGFW to actively 

prevent threats entering e.g. internal clients behind the firewall. 



 

Figure 14. Security policy threat prevention profiles

3.4.2 Outbound SSL 

In this lab “Classified” expression 

the firewall’s data filtering.

leaving the company. Data filtering is used in the lab

documents from leaking out of the environment via SSL connections. Figure 1

displays a data filtering profile that includes the specifications about applications and 

file types included in the analysis, direction of the traffic

and log severity level if data leakage is seen.

Microsoft Excel, Excel 97

2004 and Rich Text Format. Lo

Figure 15. Data filtering profile

 

Security policy threat prevention profiles 

Outbound SSL file transfer with DLP 

In this lab “Classified” expression was used that was the indicator in 

firewall’s data filtering. With DLP it is possible to prevent e.g. 

the company. Data filtering is used in the lab to prevent classified test 

ments from leaking out of the environment via SSL connections. Figure 1

displays a data filtering profile that includes the specifications about applications and 

file types included in the analysis, direction of the traffic, alert and block thresholds,

and log severity level if data leakage is seen. In this test file types selected were 

Microsoft Excel, Excel 97-2004, Powerpoint, Powerpoint 97-2004, Word, Word 97

2004 and Rich Text Format. Log severity was placed critical. 

Data filtering profile 
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to prevent classified test 

ments from leaking out of the environment via SSL connections. Figure 15 

displays a data filtering profile that includes the specifications about applications and 

, alert and block thresholds, 

In this test file types selected were 

2004, Word, Word 97-
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A data pattern configuration that is used by data filtering profile can be seen in 

Appendix 4. In the data pattern settings, “Classified” pattern was searched in 

multiple file types and fields. However a different pattern setting could have been 

used for each.  
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4 Research results 

4.1 General results 

During research it was noticed that Google Chrome and Internet Explorer use client 

machine trusted certificates; however, Mozilla uses its own certificate manager for 

trusted certificates. CA certificate generated by Palo Alto Networks Firewall as seen 

in Figure 10 was exported from the firewall and imported into client PC Mozilla 

Trusted Certificate Authorities, which is illustrated in Figure 16. 

 

Figure 16. Mozilla Trusted Certificate Authorities 

 

Earlier in Figure 13, there was an example with www.iltalehti.fi. Now with decryption 

enabled one can see that the issuer has been changed from Amazon to the author’s 

own CN in Figure 17. Additionally, the client and server side still sees the same 

encryption parameters TLS 1.2 RSA with AES 128 GCM encryption algorithm and 

SHA256 authentication. 
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Figure 17. Decrypted website browser page info 

 

There was no performance issues on 1 month test period with SSL decryption. All 

decrypted and non decrypted sites worked fine after installing firewall’s generated 

certificate to all necessary clients or browsers. No end user usability issues or 

lowered performance were noticed by author or by any other lab environment user. 

There was no need for rebooting or restarting any processes during 1 month test 

period. Applications that fails to decrypt are cached and decryption is not tried again 

until 12 hours have passed. 

The connections to decrypted HTTPS sites worked smoothly after implementation 

and decryption did not affect the round-trip-time noticeably. See Appendix 6 for the 

response measurements done with curl and Appendix 7 for firewall logs on these 

same tests. Appendix 12 shows www.badssl.com SSL certificate test site that was 

used to test certificate handling. Appendix 13-16 are listed the test results for 

certificate handling. The results were successful and according to the configuration 

used. Firewall’s cached certificate and decrypted SSL session examples are shown in 

Appendix 8 and Appendix 9. 



 

Appendix 17 illustrates a report example 

destination port 443 was decrypted. 

decryption was enabled and 

load peaks were noticed but it did not affect user experience or performance. This 

could be tested further with traffic generators.

There was limitation

mirroring and packet captures. Packet capture functionality happens before 

decryption so no packet captures are available if threat prevention profiles does not 

trigger automatic packet captures such as s

Use of decryption port mirroring that exports decrypted traffic flows

devices is supported only on

this lab environment.

Figure 18 displays a

destined to search engines, 

application is visible to the firewall’s App

further security enha

Figure 18. Traffic log on decrypted traffic

4.1.1 Preventing

In test scenario, the

malicious file. An optional notif

displays it and confirmation

illustrates a report example in which over 70% of session

destination port 443 was decrypted. Dataplane core was on low av

decryption was enabled and traffic tests were ongoing, see Appendix 18

load peaks were noticed but it did not affect user experience or performance. This 

ther with traffic generators. 

imitations with the firewall about decrypted data handling

mirroring and packet captures. Packet capture functionality happens before 

decryption so no packet captures are available if threat prevention profiles does not 

trigger automatic packet captures such as single packet or extended packet captures. 

Use of decryption port mirroring that exports decrypted traffic flows

is supported only on some virtual firewalls or bigger appliances than used in 

this lab environment.  

displays a traffic log from the firewall that displays the 

search engines, Dropbox and other SSL sites. After decryption 

application is visible to the firewall’s App-ID. This can be used for 

further security enhancements with application firewalling. 

Traffic log on decrypted traffic 

Preventing malware over SSL 

, the client connects to SSL secured website and tries to 

ptional notification page is configured and for that reason browser 

and confirmation from user is needed to proceed. Figure 1
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70% of sessions with 

Dataplane core was on low average load when 

ppendix 18. Some high 

load peaks were noticed but it did not affect user experience or performance. This 

about decrypted data handling in port 

mirroring and packet captures. Packet capture functionality happens before 

decryption so no packet captures are available if threat prevention profiles does not 

ingle packet or extended packet captures. 

Use of decryption port mirroring that exports decrypted traffic flows to external 

bigger appliances than used in 

the decrypted traffic 

After decryption the real 

ID. This can be used for e.g. reporting or 

 

connects to SSL secured website and tries to download a 

is configured and for that reason browser 

Figure 19 below 



 

illustrates SSL inspection notification page and certificate information 

decryption is enabled.

Figure 19. SSL Inspection notification page and certificate

 

When a user decides to 

from Eicar website,

failed. From firewall logs

populated with Eicar File Detected and threat prevention did reset both server and 

client side of that TCP 

Figure 20. NGFW file detected and reset client and server si

 

With this automatic preventing action client was protected even if client’s antivirus 

software would not have noticed harmful file.

4.1.2 Classified information

This scenario test was to leak classified information to public cl

data filtering or DLP function. During test it was noticed that 

and when client did not have certificate trusted

accept risk and proceed 

illustrates SSL inspection notification page and certificate information 

cryption is enabled. 

SSL Inspection notification page and certificate 

decides to continue forward and starts to download malicious content 

, the web browser notes that the connection to the page has

. From firewall logs in Figure 20 can be seen that the threat log 

lated with Eicar File Detected and threat prevention did reset both server and 

TCP session. 

NGFW file detected and reset client and server side 

With this automatic preventing action client was protected even if client’s antivirus 

software would not have noticed harmful file. 

Classified information to public cloud data filtering 

was to leak classified information to public cloud and use fir

data filtering or DLP function. During test it was noticed that Dropbox was using HSTS 

when client did not have certificate trusted, Mozilla or IE did not

accept risk and proceed to Dropbox page, Figure 21 illustrates this
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With this automatic preventing action client was protected even if client’s antivirus 

 

oud and use firewall’s 

Dropbox was using HSTS 

Mozilla or IE did not let user to 

this. 



 

Figure 21. Dropbox uses HSTS

 

When self-signed certificate 

Certificate Authorities or Cert manager in Windows for Internet Explorer client could 

proceed to Dropbox. After

data filtering prevented it with the 

traffic log Figure 22

Figure 22. Data filtering logs

4.2 Research discoveries

Configuring and implementing outbound SSL decryption 

Firewall did take only a couple hours 

period was minor. Only fixes that was needed to make were installing firewall’s 

certificate to all lab 

configurations during tests.

Best practise is to use category based decryption where categories such as unknown 

and known-bad websites are decrypted. The vendors categorize different websites t

Dropbox uses HSTS 

signed certificate used in decryption was installed on Mozilla Trusted 

Certificate Authorities or Cert manager in Windows for Internet Explorer client could 

proceed to Dropbox. After trying to upload classified information to the public cloud 

prevented it with the earlier configured patterns as seen in firewall’s 

igure 22. 

Data filtering logs 

Research discoveries 

uring and implementing outbound SSL decryption with Palo Alto Networks 

only a couple hours and administrative overhead in 1 month test 

period was minor. Only fixes that was needed to make were installing firewall’s 

lab environment clients. Decryption policies did not need any more 

configurations during tests. 

Best practise is to use category based decryption where categories such as unknown 

bad websites are decrypted. The vendors categorize different websites t
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environment clients. Decryption policies did not need any more 

Best practise is to use category based decryption where categories such as unknown 

bad websites are decrypted. The vendors categorize different websites to 
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different categories, e.g. Financial, Health and medicine. One could also exlude 

individual domains from decryption. It is possible to configure firewall to allow traffic 

without decryption or block sites that are using client certificate authentication or 

sites that have legal restriction for decryption. Appendix 16 illustrates that after 

importing Badssl client certificate to Mozilla and using strict SSL control, client 

certification authentication fails because of configurations in SSL profile. But when 

using Loose SSL profile, connection works – both client and server verified signed 

with DigiCert CA. Networks might also include self-signed or expired certificates. 

Decryption policies can define what to do with different certificates status, to e.g. 

block connections or to allow with untrusted certificate warning. 

Palo Alto NGFW listens on all ports and is able to decrypt SSH, SSL inbound and SSL 

outbound traffic. Palo Alto Networks NGFW supports RSA, DHE, (EC)DHE key 

exchange algorithms and 3DES,  RC4, AES128-CBC, AES256-CBC, AES128-GCM, 

AES256-GCM encryption algorithms. Authentication algorithms supported are MD5, 

SHA1, SHA256, SHA384. NGFW supports following SSL protocol versions: SSLv3.0,TLS 

v1.0-v1.2. 

If SSL traffic cannot be decrypted or is using outdated risky algorithms, it is possible 

to drop that specific traffic to gain higher security. Chrome and some other browsers 

establish sessions using QUIC which has proprietary encryptions that firewall can’t 

decrypt instead of using SSL/TLS. QUIC can be blocked in configurations. When trying 

to decrypt sites that block decryption it results in blocking that traffic. 

When traffic is SSL/TLS encrypted application identification gets more complicated 

but decryption enables identification of actual application running over SSL/TLS. 

Figure 23 demonstrates that in the firewall application SSL can now be seen as 

different Facebook applications enabling companies to block in e. g. chatting, file-

sharing but still allowing work related applications Facebook-base and social media 

posting. 

 

Figure 23 Traffic log Facebook applications  
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5 Evaluation of results 

5.1 SSL decryption capabilities 

NGFW at the current 8.1.6 software negotiates server to use TLS1.2 instead of TLS1.3 

and then decrypts TLS1.2 traffic. If TLS1.3 is the only option on the HTTPS server 

when using Palo Alto Networks decryption the NGFW cannot decrypt the traffic with 

the current 8.1.6 software. Some decrypting devices e.g. Symantec SSL visibility 

currently supports TLS1.3, see Appendix 5. 

During the 1 month test period no problems were found caused by decryption. There 

were no performance issues and regular usability was confirmed from the test 

environment users. Decryption was successfully implemented even when using the 

vendor’s smallest appliance PA-200 and decryption was started quite heavily on 

multiple used URL categories. 

5.2 Setting up decryption system 

NGFW SSL decryption initial setup was fast and easy in the lab environment. In bigger 

production environments the decryption needs to be started carefully and small 

scale. Decrypting should start with the risky URL categories or URLs and after that 

monitor a cool down period if end users report errors. Additionally policies what to 

do with self-signed or expired certificates should be defined. With Palo Alto 

Networks solution and category based decryption by design customer trusts vendor’s 

categories. 

Depending on the environment, it can take some work to deliver and install the 

trusted certificates to all client devices if there already is no internal CA in use. If 

there is an existing CA certificate that clients trust, one can make a certificate request 

and import a CA certificate to the decrypting device. If client does not trust a 

certificate and the web sites are using HSTS, the clients will not be able to continue 

browsing even when trying to accept a warning. The use of HPKP seems to be 

deprecated since Chrome also removed HPKP from version 68. 
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Different SSL profiles should be thought carefully concerning what kind of profile and 

settings to use with different URL categories or individual domains. A more strict 

profile should be used with potentially harmful or unknown sites while business 

needs and trusted sites could be allowed with a more loose SSL profile if needed. 

Use of forward untrust certificate is recommended as it enables clients to get 

warnings about possible man-in-the-middle. 

5.3 SSL decryption administration 

Administering SSL decryption with Palo Alto NGFW was straight forward and it did 

not increase administration work significantly. The use of vendor provided URL 

categories is essential so that the requirements for both privacy regulations and 

effective decryption administration can be met. Provided categorization intelligence 

reduces administration overhead by dramatically reducing the need to manually 

define static URLs to be decrypted or not to be decrypted. Without categorization 

intelligence the administrators would have to specify statically websites that were to 

be decrypted or try to decrypt all and add exceptions to websites that cannot be 

decrypted or blocked. Use of dynamic categories still enables flexibility to add those 

static entries or exceptions if needed. 

When decrypting it should be noted that a user’s private data will become visible. 

From the privacy perspective, it was a benefit that the firewall model used in the lab 

could not view or export out the decrypted payload. Only an export was possible if 

automated prevention module captured a packet. Otherwise, the same privacy 

concerns apply than before decryption. With Palo Alto log masking, it is possible to 

hide user identifying data so that daily firewall administrators do not see where and 

what each individual user is communicating. If SSL payload is visible as clear text, 

privacy concerns should be dealt with in a proper method before implementation. 

5.4 Reports, logging and monitoring on threats 

Figure 24 shows a report generated from the NGFW a month after the decryption 

was implemented. The report included logs from the decrypted traffic with the 

highest count of sessions. The vendor’s risk categorizes these mainly with category 4 
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firewall could see the decrypted payload and block the malware 
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sharing to a competing company. But with decryption leaking data was filtered. 

Companies could add a security classification in document templates and specify DLP 

to find that value from the correct field, this way preventing valuable information 

from leaking out accidently or with rogue purposes. 

5.6 Summary of results 

There is manageable amount of work to design and decide before SSL decryption is 

running in a live production environment. Decryption on network layer also involves 

endpoint configurations with certificates and knowledge on different browser and 

additional security functions such as client certificate authentication. Using 

automatic threat prevention methods and actions reduces the administrators’ need 

to monitor and response to observations. When planning on implementing 

decryption sizing should be carefully estimated. 

Without SSL decryption the network security devices would have seen the size of the 

payload, used bandwidth, source and destination IP address, port and protocol. With 

SSL decryption enabled the firewall was able to stop the loss of sensitive data, 

identify and stop threats in content, stop transfer of specific file types e.g. EXE, 

identify data type sent, identify application and identify if security policy was 

violated. 

The lab environment had benign SSL traffic since there could not be seen any 

malicious contents after enabling SSL decryption except the contents in test 

scenarios. Threats seen after enabling SSL decryption were the malware test files 

from Eicar and the lab’s classified documents trying to leak outside. 

TLS 1.3 makes intercepting encrypted traffic more difficult than before, not all SSL 

intercepting and decrypting devices yet support TLS 1.3. Both TLS endpoint 

application vendors and vendors making TLS interceptors must follow RFC standard 

to ensure interoperability. 
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6 Conclusions and discussion 

6.1 General 

Why decrypt traffic? SSL sessions might be hiding risky application signatures or hide 

sensitive data in file transfers. Decryption is used to gain more visibility, control and 

granular security. With SSL decryption, companies are balancing between privacy and 

security. The privacy concern needs to be taken care of before starting to decrypt 

traffic. How, where, who and why decrypted data is handled needs to be discussed. 

However, privacy does not equal security. 

In the network topology designs, the decryption device placement and role need to 

be thought carefully so that the device gets all intended traffic and is located at the 

best possible point of the network. The live lab environment used in the research 

proved to be secure even after decryption was implemented, at least from the 

perspective of security devices used. The decryption did not have a negative effect 

on user experience and implementing SSL decryption is recommended by author. 

SSL decryption vendors and resellers can have commercial agenda for providing 

statistics about SSL used for malicious intensions; however, a common trend can be 

seen in the statistics that points out the need for decryption. If SSL decryption had 

not been in place for the lab environment with the preventing security controls, 

malicious content and rogue intensions would have not been noticed on network 

level and malware been delivered to the endpoint. 

There is plenty of work to plan, decide and configure before SSL decryption is in 

effective use. After implementation SSL decryption adds some administrator 

overhead depending on the environment. If the environment is quite static, meaning 

a company’s managed clients use a limited amount of well-known secured public 

internet services, SSL decryption does not introduce significant administrator 

overhead. If client machines are managed by the company, the distribution of the 

trusted certificate is easier and does not require administration knowledge from end 

users. New cryptographic protocol TLS 1.3 brings challenges to SSL/TLS intercept 

vendors and TLS endpoint application developers to responsible handle TLS 

interception, so that privacy and security is not compromised. Interception appliance 
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vendors should and endpoint application developers should be involved with TLS 

standard designers. Only outbound SSL decryption was included in the research. 

Companies should also consider decrypting inbound SSL and decrypt SSH tunnels. 

Companies cannot simply block all outbound SSL traffic and there might be harmful 

content encrypted. The blocking based on URLs and URL categories is a good idea but 

usually not manageable or difficult to implement. Unknown sites are not always 

possible to block by default and it brings administrator overhead to always manually 

add new sites to allowed list. SSL decryption brings possibilities to look inside 

encrypted traffic to identify what is the actual application and what data is 

transferred. Since the amount of encrypted traffic is growing, detection systems, 

forensic and analytic tools can lose a big part of their value without decryption. At 

least on one level comprehensive security controls and clear text content should 

align. In critical or high security environments there should be more than one layer of 

controls also on decrypted traffic. 

In the endpoints, servers and in some cases load balancers’ SSL connections are 

terminated and security solutions can be implemented without the need for separate 

decryption. Devices that do not have proper endpoint protection enabled need to be 

handled in the network layer. In addition to modern endpoint and server protection, 

comprehensive network security with SSL traffic handled secure is needed to provide 

better situational awareness of cyber security and comprehensive security.  

6.2 Summary and future thoughts 

Implementing network security today is more difficult than ever since the amount of 

encrypted traffic has increased lately in most industries and globally. With today’s 

networks, encrypted traffic becomes a challenge for network security devices. In 

order to utilize the devices more effectively, SSL decryption should be considered. 

SSL decryption removes significant blind spot in today’s network security and 

enhances the existing network security devices by decrypting payload, providing view 

of the actual application and payload. Not only active security controls such as IPS 

can get more value out of decryption but also forensic, analytic and reporting tools 

get a more detailed and realistic view. 
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NGFWs are typically used for consolidating security functions and to preserve SSL’s 

promise of confidentiality. It can be more managable to meet compliance 

requlations, have less administration overhead and if necessary, with some 

appliances broker decrypted traffic to other devices e.g. analytic or forensic tools. In 

some cases, a separate decryption device might provide better cost/performance 

ratio since the hardware is optimized for decryption and all the resources are 

dedicated to decryption and not shared with other high value features. However, 

then it could be an additional device on the datapath that could break up and cause 

disruption. 

Automated prevention products with fine-tuned configuration for the environment, 

trained administrators, strong partners and solid security architecture scoped for the 

business needs can affect the cyber security domain heavily. Nowadays trending 

SIEM and SOC products and services have their need; however, for most companies 

the previously mentioned key factors should be the ones to focus first. There are also 

solutions that include behavior or heuristic based analyzes and machine learning 

algorithms that do not require SSL decryption to define certain SSL traffic malicious. 

To make sure traffic content is benign, decryption and technical security controls 

aligned is a must. 

Depending on the technical environment and business, SSL decryption can have 

major impacts on security. Statistics from several security vendors state that 

encrypted traffic is a real security concern. Outbound SSL decryption also supports 

building more realistic situational awareness of cyber security. IT service providers 

and enterprises should at least take a closer look at outbound SSL decryption and 

think how it could affect their security blind spot. 

The author will continue working on TLS 1.3 decryption, certificate revocation 

subjects, using environment’s root CA for decrypt certificate signing and adding 

sensitive destinations of traffic to bypass decryption if needed.  
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Appendix 5. Symantec SSL visibility decryption capabilities 

 
“SSL Visibility 4.2.5.1 includes the following new feature: 
Support added for TLS 1.3 drafts 25-28 
SSL Visibility 4.2.4.1 includes the following new features: 
Path MTU Discovery support for ProxySG enabled and Classic segments 
Support for TLS 1.3 drafts 18-24 
SSL Visibility 4.2.1.1 provides the following new features. 
TLS 1.3 Support - SSL Visibility 4.2.1.1 or later supports decryption and inspection of 
TLS 1.3 (drafts 18 - 21) 
sessions on Classic segments. On ProxySG mode segments, TLS 1.3 traffic is 
automatically downgraded to TLS 
1.2 for SSL Offload. Policy rules can be configured to cut through TLS 1.3 traffic 
without downgrading for interception 
by the ProxySG device if desired. The following TLS 1.3 cipher suites are supported. 
-TLS_AES_128_GCM_SHA256 
-TLS_AES_256_GCM_SHA384 
-TLS_CHACHA20_POLY1305_SHA256 
-TLS_AES_128_CCM_SHA256 
-TLS_AES_128_CCM_8_SHA256 

CCM Cipher-Suite Support - SSL Visibility 4.2.1.1 adds support for the following 
cipher-suites. 
-TLS_RSA_WITH_AES_128_CCM 
-TLS_RSA_WITH_AES_256_CCM 
-TLS_DHE_RSA_WITH_AES_128_CCM 
-TLS_DHE_RSA_WITH_AES_256_CCM 
-TLS_RSA_WITH_AES_128_CCM_8 
-TLS_RSA_WITH_AES_256_CCM_8 
-TLS_DHE_RSA_WITH_AES_128_CCM_8 
-TLS_DHE_RSA_WITH_AES_256_CCM_8 
-TLS_ECDHE_ECDSA_WITH_AES_128_CCM 
-TLS_ECDHE_ECDSA_WITH_AES_256_CCM 
-TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 
-TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8 

Learned Certificate Cache - The SSL Visibility appliance has a new segment option to 
cache visiblecertificates used in SSL connections in the Learned Certificate Cache. 
Certificates are associated withdestinations, as defined by a Server Name Indicator 
(SNI), IP address, and port number, and areretrieved for policy evaluation when a 
certificate is encrypted or otherwise not available (as is the case forTLS 1.3 flows 
which always have encrypted certificates). The Learned Certificate Cache option 
isenabled by default. When a segment is initially created, the cache is empty but the 
SSL Visibilityappliance builds the cache as it sees X.509 server certificates to a 
particular destination.By maintaining a cache of the unencrypted SSL server 
certificate for destinations, SSL Visibility is able touse this information when making 
policy decisions even when the flow is a TLS 1.3 flow.” (Symantec 2018) 
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Appendix 6. SSL handshake and delay to transfer after decryption 

curl -k -w "dns_resolution: %{time_namelookup}, tcp_established: %{time_connect}, 

ssl_handshake_done: %{time_appconnect}, TTFB: %{time_starttransfer}\n" -o 

/dev/null -s "https://secure.eicar.org" 

dns_resolution: 0.029, tcp_established: 0.075, ssl_handshake_done: 0.172, TTFB: 

0.245 

 

curl -k -w "dns_resolution: %{time_namelookup}, tcp_established: %{time_connect}, 

ssl_handshake_done: %{time_appconnect}, TTFB: %{time_starttransfer}\n" -o 

/dev/null -s "https://secure.eicar.org" 

dns_resolution: 0.029, tcp_established: 0.074, ssl_handshake_done: 0.158, TTFB: 

0.237 

 

curl -k -w "dns_resolution: %{time_namelookup}, tcp_established: %{time_connect}, 

ssl_handshake_done: %{time_appconnect}, TTFB: %{time_starttransfer}\n" -o 

/dev/null -s "https://www.iltalehti.fi" 

dns_resolution: 0.029, tcp_established: 0.042, ssl_handshake_done: 0.094, TTFB: 

0.228 

 

curl -k -w "dns_resolution: %{time_namelookup}, tcp_established: %{time_connect}, 

ssl_handshake_done: %{time_appconnect}, TTFB: %{time_starttransfer}\n" -o 

/dev/null -s "https://www.iltalehti.fi" 

dns_resolution: 0.029, tcp_established: 0.043, ssl_handshake_done: 0.096, TTFB: 

0.214 
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Appendix 7. SSL handshake and transfer delay tests firewall log 

 

 

Appendix 8. Display firewall certificate cache 

show system setting ssl-decrypt certificate-cache 

 

global trusted, hits: 20, refs: 1, 

Root CA: 0079_DigiCert_Global_Root_CA.cer 

original cert len 2275 

subject *.adnxs.com 

CRL OCSP status: valid, timeout(secs): 0 

original serial number(16) 

0a 04 09 13 2a 89 8c 8f  66 02 02 0a 59 be 6d 4d  ....*... f...Y.mM 

built x509 certificate 

version 2 

cert algorithm 4 

valid 190123000000Z -- 210308120000Z 

cert pki 2 

subject: *.adnxs.com 

issuer: 85.156.79.67 

serial number(16) 

7d 1e df 5a 29 c7 20 93  66 02 02 0a 59 be 6d 4d  }..Z). . f...Y.mM 

ec key size 256 bits siglen 256 bytes 

basic constraints extension CA 0 
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global trusted, hits: 1, refs: 1, 

Root CA: 0079_DigiCert_Global_Root_CA.cer 

original cert len 2923 

subject *.rubiconproject.com 

CRL OCSP status: valid, timeout(secs): 0 

original serial number(16) 

03 17 b8 3e f4 9c d9 06  9b 14 37 ca 69 f3 58 40  ...>.... ..7.i.X@ 

built x509 certificate 

version 2 

cert algorithm 4 

valid 190110000000Z -- 210114120000Z 

cert pki 1 

subject: *.rubiconproject.com 

issuer: 85.156.79.67 

serial number(16) 

69 7e df 72 c7 da ed 73  9b 14 37 ca 69 f3 58 40  i~.r...s ..7.i.X@ 

rsa key size 2048 bits siglen 256 bytes 

basic constraints extension CA 0 
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Appendix 9. Example of firewall cached sessions 

 

show system setting ssl-decrypt session-cache 

 

hosts (client/server)          id/ticket       age cipher_c     cipher_s     

192.168.1.15-->147.75.83.1     2360e236...      361 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 

192.168.1.15-->173.241.240.143 55f9ea1f...    362 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 

192.168.1.15-->69.173.144.165  2f95218c...          362 TLS_RSA_WITH_AES_256_CBC_SHA 

TLS_RSA_WITH_AES_256_CBC_SHA 

 

 

Appendix 10. SSL decryption session limitations per firewall model 

Hardware SSL Decypted Session Limit 

VM-100 1,024 sessions 
VM-200 1,024 sessions 
VM-300 1,024 sessions 
PA-200 1,024 sessions 
PA-500 1,024 sessions 

PA-2020 1,024 sessions 
PA-2050 1,024 sessions 

PA-3020 7,936 sessions 

PA-3050 15,360 sessions 

PA-3060 15,360 sessions 
PA-4020 7,936 sessions 
PA-4050 23,808 sessions 
PA-4060 23,808 sessions 
PA-5020 15,872 sessions 
PA-5050 47,616 sessions 
PA-5060 90,112 sessions 

PA-7000-20G-NPC 131,072 sessions 
PA-7050 786,432 sessions 

(PaloAlto Networks 2019c) 
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Appendix 11. Decryption profile Strict SSL control 
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Appendix 12. Badssl.com test site for certificate testing 
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Appendix 13. 3DES cipher with strict SSL control profile 

 

Appendix 14. Expired certificate after decryption 

 

 

 

 

 



57 
 

 

Appendix 15. Self-signed certificate and untrusted root certificate ends 
up using forward untrust certificate 
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Appendix 16. Client certificate authentication with loose and strict 

 

 

 

 

 

Appendix 17. Decrypted traffic amount compared to encrypted 7 days 
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Appendix 18. NGFW dataplane load during SSL decryption tests 

 


