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TERMS AND ABBREVIATIONS
ACL - Access control list
AD – Microsoft Active Directory
ANSI - The American National Standards Institute
ANSSI - French network and Security Agency
APA - Authenticated Proxy Access
ARP - Address Resolution Protocol
AV – Anti-Virus program
AWL - Application whitelisting
BYOD – Bring Your Own Device
CIA – Confidentiality, Integrity and Availability
CIP - Critical Infrastructure Protection
CEN - European Committee for Standardization
CENELEC - European Committee for Electrotechnical Standardization
CERT-FI - Computer Emergency Response Team – Ficora
CSET - Cyber security evaluation tool
CPNI - Centre for the Protection of National Infrastructure
CSF - Cybersecurity frame-work
DC - Data confidentiality
DCS - Supervisory Control and Data Acquisition
DHCP - Dynamic Host Configuration Protocol
DHS - Department of Homeland Security
DMZ - Demilitarized zone
DNS - Domain Name System
DoS - Denial of Service
FTP - File Transfer Protocol
EAP - Extensible Authentication Protocol
EAPoL - EAP over LAN
EN - European Standards
ENISA - The European Union Agency for network and Information Security
ERP – Enterprise Resource Planning
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HMI - Human Machine Interface
HTTP – Hypertext Transfer Protocol
HTTPS - Hypertext Transfer Protocol Secure
IAD - The Information Assurance Directorate
IACS - Industrial Automation and Control Systems
ICS – Industrial Control Systems
ICS-CERT - Industrial Control System Computer Emergency Response Team
IDS - Intrusion Detecting System
IEC - International Electrotechnical Commission
IEEE - Institute of Electrical and Electronics Engineers
IRT - Isochronous real time channel
ISMS - Information Security Management System
ITU - International Telecommunication Union
IMS – Identity Management as a Service
IoT - Internet of Things
IPSec - IP security Architecture VPN
IAC - Identification and authentication control
IDS - Intrusion Detection System
IOS - Internetwork Operating System
IPS - Intrusion Prevention System
ISA - Industry Standard Architecture
ISO - International Organization for Standardization
Kerberos - Computer network authentication protocol
LDAP - Lightweight Directory Access protocol
LAN – Local Area Network
LWC - Limit Workstation-to-Workstation Communication
MAC - Media Access Control Address
MES - Manufacturing Execution System
MPLS - Multiprotocol Label Switching
MQTT - Message Queuing Telemetry Transport
NAC - Network Access Control
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NAP - Network Access Protection
NAT - Network Address Translation
NCSC - National Cyber Security Centre (UK)
NIST - National Institute of Standards and Technology
NERC - The North American Electric Reliability Corporation
NSA - National Security Agency
NTP - Network Time Protocol
ODVA - Open DeviceNet Vendors Association
OPC - Open Platform Communications
OPC-UA - OPC Unified Architecture
OS – Operating System
OSI - Open Systems Interconnection model
OT – Operational Technology
PACL - Port ACL
PDCA - Plan-Do-Check-Act
PLC - Programmable Logic Controllers
PI - Profibus International
PVLAN – Private VLAN
RA - Resource availability
RADIUS - Remote Authentication Dial in User Service
RDF - Restricted data flow
RDP - Remote Desktop Protocol
RFID - Radio Frequency Identifier
RT - Real-time
RTU - Remote Terminal Unit
SCADA - Supervisory Control and Data Acquisition
SCN - Software-defined networking
SCP - Secure copy protocol
SFTP - SSH File Transfer Protocol
SI - System integrity
SIEM - Security information and event management
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SMTP - Simple Mail Transfer Protocol
SNMP - Simple Network Management Protocol
SNF - Segregate Networks and Functions
SSH - Secure Shell
SSL - Secure Sockets Layer
SSL-VPN - Secure Sockets layer VPN
SSO - Single Sign On
TACACS – Terminal Access Controller Access-Control System
TCP/IP - Transmission Control Protocol / Internet Protocol
TRE - Timely response to events
TSL - Transport Layer Security
TSN - Time-sensitive networking
UC - Use control
UDP - User Datagram Protocol
UTM - Unified Threat Management
UPS - Uninterruptible Power Supply
VACL – VLAN ACL
VLAN – Virtual Local Area Network
VMPS - VLAN Member Policy Server
VRF - VPN Routing and forwarding
VPN – Virtual Private Networking
VDI - Virtual Desktop Infrastructure
WAAD - Windows Azure AD
WAN - Wide Area Network
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1

INDRODUCTION

The goal of this thesis is to improve security in the manufacturing industry and
especially at Sulzer Pumps Finland. The company does not have a continuous
process in manufacturing and short breaks in production are acceptable. Security methods should not cause much extra work for IT-personnel but should
be easy to extend when more security is needed. From different security options, the selected method was isolated network. ICS has its own characteristics compared to basic IT and many attacks have targeted it over the years.

In June 2017 Not Petya ransomware struck the Maersk company. It destroyed
nearly all IT systems and it took 5 months to recover from the attack. Approximately 4000 servers and 45000 pcs were forced to be recovered. One reason
for the success of the attack was; that the company still had old Windows
2000 servers in production and software patching was not optimal. Still, above
all, the success of the ransomware can be attributed to insufficient network
segmentation (Greenberg 2018).

Resources allocated to ICS Cybersecurity have been insufficient over the past
years. Investments in cybersecurity have mostly focused on cyber defense for
IT systems. Cyber defense has become more common in recent years and
many companies have started implementing cyber defense for ICS (Westin et
al. 2018, 65).

Change in Cybersecurity ICS budgets happened in 2010 after Stuxnet attack
on an Iranian nuclear plant. Before Stuxnet ICT managers claimed that their
ICS network is isolated from the Internet and there is no risk. After the attack,
corporate managers required that there must be real time analysis of the control process and access to ICS should be allowed from “top floor to shop floor”
(Westin et al. 2018, 65).

Figure 2 shows the many ways to attack a production network. It is possible
that there are holes in the DMZ, remote support can open access to unwanted
attackers, programs are not patched, infected flash drives are introduced to
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the environment (see Stuxnet), technical support can be a hacker, misconfigured WLAN can open access or machine-to-machine connection can have
vulnerabilities (Macke, 2017).

Figure 1. Attack vectors (Macke 2017, 11)

IT Cyber security tools are not suitable for ICS. New requirements are evolved
in standards such as IEC 62443 and NERC -CIP. One of the biggest problems
is the legacy-type structure of ICS, which were planned before any cyber-attacks existed. For example, in ICS, it is not possible to use IPS (Intrusion Prevention System) in firewall, as it will cause more problems than an actual intrusion (Westin 2018, 65).

Figure 3 addresses how a production machines lifecycle is different than windows operating systems (Macke 2017, 10).

Figure 2.: Life cycle cap (Macke 2017, 10)
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Lindstrom points out that the most effective way to protect against cyber-attacks is network segmentation by splitting a network into subnetworks. Traditional networks (Flat networks) provide reliable, fast and equal access to the
network and network services. Nowadays enterprise networks are not a castle
with one gate in and out. There are many attack vectors like servers, emails,
devices and wireless connections. Attacks are more sophisticated, and hackers have managed to cause plenty of destruction, compromised e-mail accounts and steal money from banks (Lindstrom 2017)

The best cybersecurity policy to implement at a company is isolating critical
ICS segments. In this way it will be possible to use the old system in a secure
way, connect the old systems to company network through a firewall and
make it possible to use virtual servers from datacenters (Lindstrom 2017).

The research problem is a too open LAN (Local area network). All network devices are visible to each other and cybersecurity attack can cause a lot of destruction. A faulty device can also cause problems in a network. Manufacturing devices are often old and neither updating nor securing is possible. Because of this, it is best practice to isolate them.

There is a need to find suitable techniques to isolate ICS networks. This thesis
will provide answers to possible problems. There are many ways to isolate a
network. It can be done on the physical layer, data-link layer using VLANs or
by combining multiple methods. Filtering between isolated segments can be
done in network switch or with firewall. The goal is to find the best method for
this case.

Defining an isolated network is difficult. It needs clarifying which systems
should be in same segment. Maybe segments need to exchange data with
other segments and what services a segment need. Often there is no connection to corporate AD, so typically used services such as Dynamic Host Configuration Protocol (DHCP), Domain Name System (DNS) and Microsoft Active
Directory (AD) are not available. Application Whitelisting’s and/or antivirus programs, log files and alert should also be considered.
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When upgrading or updating values in ICS systems, support will need a computer to do that. The support provider should not be allowed to connect their
device to an ICS. Because of this there must be a customized workstation (virtualized if possible) to make these changes. Very often support is not locally
available and remote connection over the internet is needed. This should be
set up in a secure way.

2

RESEARCH METHOD

Selected research method is development research, which can include both
qualitative and quantitative methods. From a qualitative research point of
view, target is to find theory and knowledge that is needed to reach the goal,
securing ICS network. Needed information is related to cybersecurity literature
and ICS standards. Many commercial companies have published excellent
best practices and white papers. Based on this material a suitable solution can
be found (Kananen 2017, 18).

The purpose of this study is to find answers to the following research questions: What are the requirements of network segmentation in industrial network and what technologies are best suited to the segmentation? When deploying an ICS network at the company, all ICS networks and devices have
been documented. Unfortunately, this data must remain classified. This work
is very time demanding and requires troubleshooting and compromise with usability and security.

3

CYBERSECURITY

When talking about the layered approach in data security, one of the most important fact is backup. Operating systems and applications can be restored
quite easily, but the original data is more difficult. Backups must be run regularly, and it depends on the data how often. When backing up data it might
need encrypting before copying to secure, off-site system. When backups are
done, it is possible to restore to a state before the virus was installed (JFG
Team 2018).
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The idea in a multi-layered approach is employing several layers of defense.
This will make it difficult for cyber criminals to perform a successful attack. Figure 3 displays the levels of the “Onion” (Connolly 2017).

Figure 3. Cyber security the onion approach (JFG Team 2018)

One of the basic cybersecurity models is the CIA triad (Figure 4). When understanding and following its principles it will help to protect systems (Connolly, 2017).
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Figure 4. The CIA Triad

Confidentiality – includes only the users who are allowed to access the data,
this way, data is protected from unauthorized access. Some data protection
practices encrypt data in transit (SSL/TLS) and at rest (encrypted hard disk).
Two-Factor-Authentication (2FA) is used to verify user’s identity (Connolly
2017).

Integrity - Data and systems are reliable, correct and up to date, meaning data
will not change in the event of a software or hardware failure. Logs are audited
when something is deleted or modified, and alerts are sent when changes are
made to the systems settings. Role-based permissions are leveraged to allow
users to do only what they need to. Regular quality assurance checkups are
conducted (Connolly 2017).
Availability – Data and services are available in a sufficiently short time to users who need them. Service reliability relies on things such as: protection
against DDos attacks, backing up to storage in a different physical location,
making the systems redundant using high-availability clusters and performing
capacity checks that monitor system availability and capacity (Connolly 2017).
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When comparing ICS security goals to generic IT security goals, it is important
to recognize that in ICS it is more important that the system is in use. See figure 5 below (CPNI 2018).

Figure 5. Security goals in IT and ICS (CPNI, 2018)

3.1.1 Securing Local Area Network (LAN)
LAN can include areas or roles which have different security levels. Normally
these are implemented by creating separate networks in the same physical
network which are protected by a firewall or an access list. These networks
can be physical or logical virtual networks (VPN, Virtual Private network),
VLAN (Virtual LAN), MPLS (Multiprotocol Label Switching) or VRF (VPN Routing and forwarding) networks. Separate networks can be also created by encrypting with IPSec (IP security Architecture VPN) and SSL-VPN (Secure
Sockets layer VPN). Devices in a LAN can be members in several virtual networks simultaneously (Janhunen 2010, 51).

Segmentation can be implemented in many ways, but the result is the same,
communication is limited in the network. This will reduce attack options, as the
attacker can only see a limited part of the network. Network segmentation will
improve security and improve access control by allowing user to access only
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resources that are needed. Also monitoring can be more varied by logging
events and monitoring both allowed and denied connections. Performance is
better when network has less hosts, because broadcast is isolated to subnet
(Metivier 2017).

It is possible, but difficult, to attack a VLAN. It is possible for example to use
ARP Attack, MAC Flooding Attack, DHCP Attack, Spanning-Tree Protocol Attack, Multicast Brute Force Attack, Private VLAN Attack etc. (Krishnan 2018).

Krishnan has listed some settings to protect VLAN (Krishnan 2018):
•
•
•
•
•
•
•
•
•
•

Manage switches in as secure a manner.
The native VLAN ID should not be used for trunking. Always use a dedicated VLAN ID for all trunk ports.
Set all user ports to non trunking.
Do configure port-security feature in the switch for more protection.
(Note: be careful about configuring the port-security feature.)
Avoid using VLAN 1.
Deploy port-security where possible for user ports.
Enable BPDU Guard for STP attack mitigation.
Use private VLAN where appropriate to further divide L2 networks.
If VTP is used, use MD5 authentication.
Unused ports can be disabled.

3.1.2 Defense-in-depth
Koelemij defines the defense-in-depth in cybersecurity:

Defense in depth is a strategy that seeks to delay an attacker by increasing
the resilience of the infrastructure against an attack to allow time for detection
and response.
(Koelemij 2014)

Figure 6. present this as mathematical equation.
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Figure 6. The time equation in cyberattack (Koelemij 2014)

Defense-in-depth strategy should cover all assets, people, technology, operations and awareness. Security design offers security, but when a risk has
been noticed, security control should be selected and implemented. This is a
continuous process and is presented in Figure 7 (Rudresh 2018).

Figure 7. A defense-in-depth holistic methodology in security approach (Rudresh 2018)

3.1.3 Whitelisting and anti-virus program
Application whitelisting (AWL) is a security tool which allows only whitelisted
programs to run. Anti-virus programs (AV) are doing the same, but instead of
whitelisting, AV is using a black-list and if a program is in the list, its execution
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is prevented, and the files are quarantined. AV works properly with against
known malware, but there are still files that are not blacklisted (Anderson
2014).

In windows operating system whitelisting can be done with AppLocker. Whitelisting tools can be found also for Linux, Mac computers and embedded systems. Implementing of whitelisting should be planned and tested well before
implementation (Anderson 2014).

3.1.4 Cybersecurity program maturity levels
ARC Advisory is one of the leading researches and advisory firms in the industry. They have developed a model for Cybersecurity Program maturity levels. They recommend that governments and industry should be at least on the
third level (as shown in figure 8). the figure presents how physical zones, firewalls, asset inventory, device hardening, patch management, anti-malware,
access control, DMZ, whitelisting and ICS should be implemented. They are
not expensive, but the two highest levels may require a lot of resources and
money, because of legacy devices and systems. Figure 8 shows all five-program maturity levels and lists what is expected to be handled at each level. It
also gives an estimate how many employees are needed (Snitkin 2018).
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Figure 8. Cybersecurity Program maturity levels (Snitkin 2018)

3.1.5 ICS status today
Industry 4.0 is a strategy originating from the German government, which
started in 2012. Key points are manufacturing technology, production and connection to the internet. Before Industry 4.0, there have been three revolutions:
a mechanical plant which uses steam and waterpower, mass production and
computer and automation (Collin 2016, 31).

This fourth revolution is ongoing with smart automation and cyber physical
systems. A big part of it is software, that combines all systems from research
to production and maintenance. This is covered in product lifecycle management (Collin 2016, 33).

Many industry devices have not been connected to a local area network (LAN)
before, but nowadays there is a need to exchange data with other devices in a
network. Also, MES (Manufacturing Execution System) can make production
more profitable. An MES system, devices talk with each other. MES can be
placed in level 3 between production and business management, see Figure 9
(Mayer et al. 2009, 34).
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Figure 9. Level model according to ISA95. (Mayer)

CyberX (CyberX, 2019) has published a report for more than 850 ICS networks. The report shows that ICS systems need more security in key areas
such as,
•
•
•
•

plain-text passwords (69%)
direct connections to the internet (40%)
weak anti-virus protections (57%)
misconfigured Wireless Access Points (WAP) (16%)

They have also made eight recommendations (CyberX 2019), which are listed
below:
1. Identifying Crown Jewel Processes. What are the most critical systems,
that can cause big problems when they are not working.
2. Mapping of the digital terrain. Recognizing your assets, how these are
connected and change data between other systems and who are using
these devices.
3. Illuminating the most likely attack paths. Identifying different routes as
to how a hacker can gain access to data
4. After the above steps, the systems should be well known. Unneeded
connections can be removed. A flat network should not be used, instead isolating systems to their own segments should be preferred.
Weak passwords should be eliminated, and unused ports protected.
Regular patching and a monitoring system such as SIEM, should be
implemented.
5. Basic requirements should be automatically used in every case, such
as default passwords, unknown USB-devices and phone connections.
Also, ICS devices should not have internet access.
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6. Leverage ICS Threat intelligence. “Know your enemy” and create a
new monitoring system etc.
7. Creating a manageable OS Upgrade schedule. This is harder in ICS
than in basic IT. If it is not possible to secure OS, an own secure segment should be created.
8. Removing silos between OT & IT. Integrating people from secure IT to
OT and vice versa.
The information assurance directorate (IAD) of the national security agency
(NSA) propose two versions of segmentation guidance. The first is to segregate networks and functions (SNF) and the second is to limit workstation-toworkstation communication (LWC) (Wagner et al. 2017, 2).

SNF recommends creating segments based on function and asset which belong together. Segmentation is usually built by firewalls, network egress and
ingress filter, application level-filters and/or physical (Hardware) infrastructure.
LWC recommends using principle of least privileged. This can be done by setting device-level firewall rules (e.g., Windows Firewall rules), disabling remote
logon access to devices, and using private virtual LANs. Connected LWC devices are not allowed to communicate unless there is a need for it (Wagner et
al. 2017, 2).

Neither solution is perfect. It is yet to be determined how segments are communicating with each other and internet. It is possible that some assets may
need to communicate several other assets that are not in the same segment
(Wagner et al. 2017, 2).
Google’s solution (Google) to create segments is perfect from a security point
of view. It is also on LWC. In their approach each device and user have its
own individual segment. Unfortunately, it is very extensive. It needs a large infrastructure, maintaining, monitoring and supporting. Because of that it is not
valid for most ICS systems (Wagner et al. 2017, 2).
Microsoft’s objectives (SNF) is to create a segment when there is a security
need. It could be devices that are travelling (Phone, laptop), devices that can-
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not defend themselves, protecting critical assets, isolating the network by device purpose (IoT and IIot), critical systems and datacenters, labs and research environments (Microsoft 2018).

4

ASSETS

Companies have many kinds of assets. Here, only the most important data will
be listed. The driving force behind everything is the company security policy.
Are BYOD devices allowed, is the system well documented and most importantly, responsibility for different systems is defined (Boven et al. 2006,
38) .

Cyber security evaluation tool (CSET), published by the department of homeland security (DHS) includes good tools for assessing cyber systems. It creates a list of components after user has drawn system components. It also
documents zones, criticality, connections with other zones and basic data
such as IP addresses, network, host name etc. It can also be useful in risk
management. (Cyber security evaluation tool 2018)
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4.1

Risk Management

To implement ICS risk management in a company, a three-tiered approach is
needed. Figure 10 below presents what the tiers include (ICSCERT B 2016).

Figure 10. Risk management tiers (ICSCERT B 2016)

In Tier 1, assessment of risk from the organizations point of view. These can
be for example risk tolerance, how to monitor risks, measures of risk mitigations etc. Tier 2 Defines the core functions and processes and prioritize them
to meet the overall goals. In Tier 2, the types of information are also defined.
Tier 3 implements security at the operational level (ICSCERT B 2016)

In ICS security, the asset owner must describe what kind of protection is
needed. Asset can have many characteristics value such us dependencies to
other systems, what is critical to business, who is responsible for managing
and protecting assets (roles). After these have been defined, assets can be
presented in the chart where risk is presented by impact and likelihood. (ICSCERT B, 2016)

According to asset priority, security controls should implement. These can be
for example regular system updates or use only standard Operating Systems.
Security controls should be as an “add-in” to asset owner. Depending on asset
criticality there can be different level of controls (ICSCERT B 2016)
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4.2

ICS network asset management

Systems and networks within the ICS system should be defined. Applications,
computer systems and network inventory should exist, and be categorized.
Focus should be on the systems, not the devices. An asset with a routable
protocol (and dialup) should be document. Documentation should be reviewed
annually and after the addition or removal of an asset. There are several commercial automated management systems, that can be useful from a budget
and security standpoint (Stouffer 2015, 4-7).

4.3

Users

In a network, user lists a used to control access to systems. Most commonly,
companies use Microsoft Active Directory (AD). It is used when the user logs
on to the corporate network and accesses resources. Unused user accounts
should be disabled or deleted. If people use personal accounts with cloud services, this can present a problem in the future, as the company’s IT department does not have control over these accounts. ERP (enterprise resource
planning) and other programs used by the company might use AD but might
also have their own users accounts (Heikniemi 2012).

Access to critical control center and control rooms should be limited to authorized users, determined by the asset owner. Identifying methods can include
such as identity cards or biometrics. An asset owner can control access to ICS
systems by distributed or centralized approach. In a distributed approach,
each system uses its own set of user account, credentials, and roles. In large
systems and organizations this solution does not scale, and a centralized approach is better. Instead of using AD, it is possible to use Lightweight Directory Access protocol (LDAP). Authentication system, such as Kerberos, Radius or TACACS communicates with ICS and communication server (ICSCertB 2016).

Cloud services have their own identity services. For example, Microsoft Azure uses Windows Azure AD (WAAD). Very often AD data has been synchronized to between WAAD and on-Premises AD (federation) and a user can use
single account. Many other services are using SSO (Single Sign

27
On) and Identity Management as a Service (IMS). This will help users as they
don’t have to login separately to every service they use (Heikniemi 2012).

Permission lists are really challenging to maintain. A user account can be a
member of a group that gives permissions. These groups can also be nested
groups. Unfortunately, permissions are sometimes given based on user accounts, instead of group memberships. Inspecting user accounts frequently for
unneeded permissions will offer protection against cyberattacks
(Heikniemi 2012).

4.4

Devices

Network can include many devices. Based on Hypponen’s law: Whenever an
appliance is described as “smart”, it’s vulnerable. Because of this it is important, that every single device connected to the network should be listed
(Hypponen & Nyman 2017).

Every device offers a vector for a cyberattack. If all devices are known and
kept up to date, the environment will be better protected. Sometimes, information about a virus threat be-comes public, at this time it is possible to implement the necessary updates and secure systems before an infection can occur. Sometimes recognizing devices can be challenging. They can be wireless
IoT devices (Internet of Things) connected to a 4G network, computers that
have two network cards where the other is connected to a manufacturing device. These kinds of devices present a large attack surface (Hypponen & Nyman 2017).

Moore identified 95 000 systems that are using a serial card and 4G or similar
connections to the internet. These expose 13 000 serial ports that any hacker
can connect to the system with administrative access (Moore 2013).

Non-PC connected devices are used more as gateways to into the network or
as an instrument of attack. Typical non-PC network device is a printer. All network printers should be included in the hardware inventory, hardened by disabling unused services and have their default passwords changed. Printers
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also need to be maintained and patched in addition to their connections being
secured (Austin et al. 2016).

ICS device services, that are not used, should be disabled. Many devices provide web portal, which should also be disabled if possible. If a device has an
unused communication port, it should be disabled or physically blocked. Cables should be locked to prevent disconnection and located in locked enclosures. Redundant power sources and communications paths/ports should be
used (Ackerman 2017, 398-401).

ICS devices have a long-life cycle. The phases of the life cycle are procurement, installation, operation and decommissioning. During procurement, the
ICS device manufacturers reputation should be researched, device support
and its needed features should be considered. When installing a device,
standard configuration templates should be used, and a baseline snapshot of
the configuration be created. In the operation phase alarms and events should
be monitored with for example SIEM. Change processes should be well defined as to implement changes to the system (Ackerman 2017, 403-406).

4.5

PC device hardening

ICS vendor should remove /uninstall all software and components which are
not required for the operation and maintained ICS PC. This include games,
network device drivers, unused internet services, language packs that are not
needed, unused protocols, unused administrative utilities, sample programs,
unused data and configurations files, unused document processing programs
like MS Word and Adobe Acrobat etc. (U.S. Department of Homeland Security
2009, 4).

4.6

Cabling

In most cases equipment cables are twisted pair cables. These cables normally converge in a cross-connection cabinet while active devices such as
routers and switches are connected via fiber. Poor cabling can cause network
availability problems and as such. Therefore, all cabling should be measured
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and approved. Network should be redundant in that, if a device breaks, a failover connection picks up the traffic (Janhunen 2010, 51).

Cabling should be invisible or protected for example with cable duct if possible
to an intruder from connecting their devices to the network. The network cabinet should be locked, and only authorized people should have access to cabinets. Cross connection cables can be color coded or cables can have a different color in different cabling. Unused cable connection boxes should not be
cross connected. Critical devices should have an Uninterruptible Power Supply (UPS) to ensure the supply of power. Finnish communication agency recommends that local area network (LAN) should be built and measured as in
standard EN 50173 (Janhunen 2010, 51).

5

INDUSTRIAL CONTROL SYSTEMS (ICS)

Programmable Logic Controllers (PLC) are used to control automation processes. PLC has a processor and I/O cards. Figure 11 shows a simple Process controlled by a PCL. Every component is connected to the network.
When there are multiple PLCs and a large system, it is called a supervisory
control and data acquisition (SCADA). If a system is even bigger, it is called a
distributed control system (DCS). ICS has also some basic components such
us human machine interface (HMI), engineering workstation and process data
archive (Data historian) (Stouffer 2015, 1).
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Figure 11. Simple Process controlled by PCL (Stouffer, 2.13, 2015)

Many digital controls will replace analog controls, because the digital ones are
cheaper and have better performance. This evolution will continue into ‘a
smart factory’, which further increases the connectivity and criticality of these
systems (Stouffer 2015, 2.13).

Manufacturing industries produce many kinds of products that all have their
own production processes. Processes can be separated into process -based
and discrete-based manufacturing. Process-based manufacturing can be divided into continuous manufacturing and batch process. The continuous process often has different grades of the product like steam flow in a power plant.
Batch manufacturing has steps that have a start and an end. It is used especially in food manufacturing. Discrete manufacturing typically uses same device to create product. This is used in Electronic and parts machining. All processes are using same type of control systems and sensors. Distribution ICS
can also use LAN wireless/RF and WAN (Stouffer 2015, 2.2).
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5.1

Remote Access

Decisions to implement remote access to an ICS should always include consideration of potential benefits and the associated security risks. Manufacturers have their own tools to create remote access to ICS devices. For example,
Siemens SIMATIC PCS 7 has components (both hardware and software) to
secure remote access. These rely on network zones and VPN (ARC 2017,
20).

ICS is becoming more and more like standard IT as it adapts conventional IT
solutions using standard IT hardware, software and protocols. With this, ICS
gains new capabilities, but is also exposed to the outside world much more
than previously. Because of this, there is a large need to make these systems
more secure (Stouffer 2015, 1).

An ICS might have several different reasons as to why it may be necessary for
people to access it remotely, for example maintenance and geographically remote system components. It is important to control remote access to the ICS
to prevent unauthorized access (Stouffer 2015, C7).

5.1.1 Remote Connection Methods
NIST800-46rev2 presents four ways to provide remote access to computing
systems. The first one is Tunneling. It is based on a VPN that allows user to
use a VPN program. This creates a tunnel to the corporate network. After that
a user can access resources, that they normally have when connected to corporation LAN. Normally a user uses his own computer from out of office
(Souppaya 2016, 4).

When using Application portals, a user can logon to a website and the use
program is portal. It is also possible to use virtual mobile infrastructure (VDI),
which enables for example virtual desktop in a browser (Souppaya 2016, 4).
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Remote desktop protocol (RDP) allows the user to connect to resources over
the network from their own device. After login the user retains the same permissions as they normally would have. There are two common ways to use
RDP. A direct connection between an internal workstation and a computer
outside the corporate network. This method is not secure, and it is not in
use/allowed in most companies. The second method is indirect and requires a
server for the first logon after which the user uses RDP to connect to a resource from there. When deploying an RDP solution two-factor authentication
may be needed (Souppaya 2016,4).

With Direct Application Access a user can use his programs outside company
network. Security, like communications encryption and user authentication has
been Implemented in software. Typical example is a webmail (Souppaya
2016, 4).

5.1.2 Remote Access server (RAS) requirements
RAS server should have enough performance because encryption and decryption need a lot of server resources. Because normal communication to
RAS server is encrypted, there should be (an intrusion detecting system (IDS)
or similar when data is not encrypted in server. The network connection between the RAS server and internal resources should be secured. Also, NAT
can cause problems in certain cases and should be well tested (Souppaya
2016, 13).

5.1.3 Remote access to the IACS Network
Traditionally, IACS (Industrial Automation and Control Systems) application
support has been done by onsite personnel. In some cases, there has a dialup, a dedicated network for remote support. In addition, connections are slow
and are often backdoors into the corporate network. At the same time manufactures and partners want to provide more services and to also provide solutions to real-time network problems (Didier et al. 2011, 6-16).

IACS application are in most cases managed by personnel in production and
enterprise level VPN connections are handled by Global IT. When a partner
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gets permissions to a VPN connection, he can also access other systems. In
many cases computers that are used for VPN connections are not secure, as
they are not company devices. Because of this, remote connections are rarely
used (Didier et al. 2011, 6-18).

Figure 12 shows simplified remote access to IACS network. All traffic to manufacturing zone goes through the DMZ. In DMZ zone the user will get permissions to use applications. For example, RDP permissions to the remote access server in manufacturing zone. Partners are not allowed to use their own
computers in manufacturing zones.

Figure 12. Simplified Remote Access (Didier et al. 2011, 6-22)

5.2

Firewall

Firewalls are devices or programs that control flows between networks. Nowadays threats are gradually moving away from perimeter to lower layers for example to the application layer. However, firewalls still have a very important
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role. There are many types of firewalls with different capabilities to analyze
network traffic (Scarfone & Hoffman 2009).

Firewalls have many features, but also has other technologies such as network address resolution (NAT), content filtering, intrusion detection system
(IDS). Firewalls are located often in the perimeter and a firewall has external
and internal interface (Scarfone & Hoffman 2009).

One of the basic features of a firewall is packet filtering, the simplest example
being state-less inspection firewalls. Stateless inspection does not keep a
state of the flow. It only follows a ruleset and denies or allows traffic through
the firewall based on it. Current Operating systems also include packet filtering (Scarfone & Hoffman 2009).

Stateful inspection in firewall examines certain values of TCP headers to monitor the state of a connection. A connection state normally includes the status,
the source IP, the destination IP and the ports. The next step from stateful inspections is application firewalls, which do make stateful protocol analysis.
With this it is possible to do deep packet inspection. For example, if a firewall
detects that an email is coming through, it will open it and notice that the email
contains an exe-file. The attachment is then blocked or removed (Scarfone &
Hoffman 2009).

Application-Proxy Gateways use a proxy agent, which makes for example, a
connection to the internet. A user has two separate connections, one from his
computer to proxy agent and the other from the agent to the destination address, if allowed in the firewall rules. It is also possible to require authentication until access is allowed. An application-proxy can decrypt packets, examine and re encrypt again before forwarding. Disadvantage of using applicationproxy is that it is not suitable in real-time applications, because packet encryption/decryption takes time. Dedicated proxy servers It is also possible to use.
In this case firewall is additional. For example, an HTTP proxy server can be
used as a cache server. Content can be stored on the proxy server and when
another user requests it, the server can supply it quickly (Scarfone & Hoffman
2009).
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A virtual private networking (VPN) can decrypt and encrypt network flow. This
makes it possible to extend a network to, for example, home users. A VPN
normally uses IPsec or SSL/TLS. The most common VPN connection types
are gateway to host and gateway to gateway. Gateway to gateway makes it
possible to extend network to branch offices. Gateway to host is used with
home users. A VPN uses remote authentication dial in user service (RADIUS)
to authenticate users and groups (Scarfone & Hoffman 2009).

In Network Access Control, the firewall performs a health check on a client
and permits access to it based on that. Terms used in these cases, are network access control (NAC) or Network access protection (NAP). Requirements to get access can be for example, latest antivirus updates, OS patches,
personal firewall etc. (Scarfone & Hoffman 2009).

It is possible to combine multiple features to one single system, which may be
easier to handle and set up. This is called unified threat management (UTM),
which will also the need for resources. Web servers are under constant attack,
which is why setting up another server in front of it can be useful. This is
called a web application firewall. As virtualization has increased lately, it is important to support firewalls with virtual solutions, firewalls for virtual infrastructures are needed (Scarfone & Hoffman 2016).

5.3

Network Segregation

ICS networks can be built with many different architectures. One of the easiest
is use two network cards in a PC. This is called a dual-homed computer. Connection between networks card should use the computers own firewall application (Stouffer et al. 2015, 5-7).

The second way to implement segregation is a firewall between the corporate
network and the ICS network. From the corporate network traffic to the internet goes through another firewall. There is a risk that an allowed protocol (for
example http) contains a threat (e.g. trojan) (Stouffer 2015, 5-8).
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The third option is a firewall and a router between the corporate network and
the ICS network. The router first filters packets and the firewall handles more
complex issues with stateful inspection or proxy. This is very popular in webserver services that are connected to internet. A router can handle for example a DoS attack very efficiently (Stouffer 2015, 5-9).

The fourth one is a firewall with a DMZ between the corporate network and the
ICS network. Firewall has three interfaces: one to corporate, one to ICS and
one to DMZ. Connections from ICS to DMZ network should be initialized from
ICS network. Monitoring DMZ traffic is recommended. When using antivirus
server or patch management server, these should be in the DZM. Antivirus
program should be different than the one in the corporate network. The risk in
this model is that a computer in the DMZ will be compromised and can start
attacking the ICS network. Figure 13 provides an example of this architecture
(Stouffer 2015, 5-10).

Figure 13. Firewall with DMZ between Corporate network and control networks (Stouffer
2015, 5-10).
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The last one is paired firewalls between the corporate and the ICS network. In
this model there are two firewalls and between them is the DMZ. It is possible
to use two different firewalls. One can be maintained by IT and other by OT
personnel. The disadvantage is the cost from two firewalls and more complex
management (Stouffer 2015, 5-10).

5.4

Cyber Security protection in ICS

Westin et.al point out three-fold actions. All users should be trained for cyber
risk awareness, procedures and policies for secured integration of the IT systems with ICS networks and deployment of technologies that are adapted to
ICS, and not cause safety risks (Westin et al. 2018, 65).

In addition, Westin et al. propose a list of cyber defense measures and solutions for the ICS.
5.5

processing anomaly behavior-based Intrusion detection systems
(IDS).
authenticated proxy access (APA) for secured access to remote ICS
sites.
unidirectional Security Gateway systems (Data Diode), where applicable.
continuous monitoring of the entire ICS operation and visibility analysis.
broad selection of ICS-aware firewalls combined with deep packet inspection.
demilitarized Zone (DMZ)-based segmentation between different hierarchies.
security Information and event management (SIEM) for analyzing log
inputs.
reliable and enhanced user authentication based on behavior analysis.
internal policies which enforce strict access to control centers and remote ICS sites.
in-depth examination of files that are brought into the organization
(sanitizing kiosks).
deception-based malware detection performing also risk mitigation.
Zones and Conduits

When applying network segmentation, the goal is to prevent a cyber attacker
from moving within the network. Creating a network segment should include
controlling communication between segments. According to Wagner et al.
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Segmentation can reduce the entry points into a network, limiting network access of an attacker who is hacking network, hindering attacker to find other
network devices and makes monitoring easier, also detecting attach and fixing
system might be easier (Wagner et al. 2016).

Zone can be implemented physically by using separate cabling and an L2 access switch. A second network interface is needed if the controller needs a
connection to another network. With VLAN zones it is possible to create its
own VLAN for each department. Figure 14 present how switches support multiple VLAN’s (Didier et al. 2011, 3-35).

Figure 14. Switch supports multiple VLAN’s (Didier et al. 2011, 3-36).

In ICS networks VLAN configuration must be done correctly and after implementation, maintaining can be easily handled by automation people. VLAN will
stop, in most cases, malware from spreading to other VLANs
(ARC A 2017, 20).
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6

STANDARDS, BEST PRACTICES AND FRAMEWORKS

There are many standards available in ICS and many countries have their
own standards such as, NIST in the US and CPNI in the UK. There are also
global standards like ISO and IEC. Different industries also have their own
standards. For example, US power Systems are handled by NERC CIP standards (Piggin 2012).

Device manufacturers have created their best practices. Rockwell Automation
and Cisco have written design and implementation guides (Didier et al. 2011).
In Finland there is CERT-FI group (computer emergency response team – Ficora). It monitors national and global situation in cybersecurity. (Ahonen et al,
15) Finnish authorities also have their own security audit criteria list KATAKRI.
It has three parts: Security management, Physical security and Technical Security. KATAKRI does not have any specific part that covers ICS. (Jalava et
al.) Treasury has its own Management team VAHTI. It has a key role in cybersecurity strategy in Finland (VAHTI, 2018).

In Europe there are two standards organizations CEN and CENELEC. They
start creating a new standard when the EU makes an initiative. A standard
name starts with EN, like EN standards, EN IEC standard or EN ISO standards. In Germany, the name has DIN like DIN EN standards etc. EN Standards are classified A, B and C. A is the strongest and will overwrite others
(PILZ 2018).

Table 1 shows some general standards in different area.
Table 1. Standard organization (Ahonen et al. 2017, 15)
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First ISO security standard ISO 17799 was published in 2000 (Ahonen et al.

2017, 15).
The European Union agency for network and Information Security (ENISA) is
the center for cyber security expertise in Europe. It provides recommendations, activities to support policy making and implementation and hands onworks with operational teams throughout Europe (ENISA 2018).

ENISAs counterpart in the US is the Industrial Control System Computer
Emergency Response Team (ICS-CERT). They provide an up to date list on
ICS vulnerabilities that is possible to get as an alert to an email address (ICSCERT 2018).

The American National Standards Institute (ANSI) has existed for over 100
years. It is, like ISO, a non-profit and has voluntary people working with standards (ANSI 2018).

6.1

ISO 270001

The objective of the ISO 27001 standard is to provide requirements for establishing, implementing, maintaining, and continuously improving an information
security management systems (ISMS). A version from 2013 is focused on
measuring and evaluating how well an organization’ s Information Security
Management System (ISMS) is performing (Stouffer et al. 2015).

ISO 27001 aims to provide requirements for establishing, implementing, maintaining and to continually improve the information security systems. Requirement examples can be found in ISO 270001 appendix A. Below is list of most
useful in ICS systems:
•
•

(A.12.4.3) System administrator and system operator activities shall be
logged, and the logs protected and regularly reviewed.
(A.12.4.4) The clocks of all relevant information processing systems
within an organization or security domain shall be synchronized to a
single reference time source.
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•
•

•

(A.12.5.1) Procedures shall be implemented to control the installation of
software on operational systems.
(A.12.6.1) Information about technical vulnerabilities of information systems being used shall be obtained in a timely fashion, the organization’s exposure to such vulnerabilities evaluated and appropriate
measures taken to address the associated risk.
(A.12.6.2) Rules governing the installation of software by users shall be
established and implemented.

Organizations can manage information risks using the ISO/IEC
27001 and ISO/IEC 27002 standards. The ISO/IEC 27001/27002 series
standards provide many features that organizations need. Compliance, however, is voluntary.

6.2

ISA (International Society of Automation)

ISA is a non-profit professional association. It was founded 1945. ISA owns
Automation.com, which is a large publisher of automation-related content,
www.automationfederation.com , www.isasecure.org and www.isa100wci.org.
ISA has published more than 150 standards and offers education and certification (ISA 2018).

ISA99 is one of the best standards in industrial automation and control systems. It was published 2007, but it is still valid in most cases. Figure 15 below
shows work products in ISA99
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Figure 15. Work products in ISA99 (ISA99, 2018)

ISA 100 Wireless (IEC 62734) is a universal IPv6 open network protocol. With
IPv6, an industrial network can connect to the internet. This makes for example IOT possible. For more information see ISA 100 homepage
https://isa100wci.org (ISA 100 2018).

6.3

IEC 62443

In 2010 ISA 99 changed its name to ANSI/ISA-62443 to be in line with other
IEC documentation. One of the main security objectives of the IEC 62443 is
defense-in-depth, which continues what ISA99 proposes (INCIBE 2018).

ANSI/ISA-62443 and IEC 62443 are not the same standard. ANSI/ISA-62443
has added two new standards and expects that the IEC will follow. New standards are 4-1 Product Security Development life-cycle requirements and 4-2
Technical security requirements or IACS Components (Cosman 2018).

Figure 16 shows an overview of the IEC 62443 family of standards. It also
specifies which part belongs to the asset owner, the system integrator and the
component supplier. This will clarify liabilities (Chen 2016).
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Figure 16. Industrial Automation & Control (Chen, 2016)

The following standards are available (to buy) from the IEC website. (IEC
home page)
1.1 Industrial communication networks - Network and system security
2.1 Industrial communication networks - Network and system security
2.3 Security for industrial automation and control systems
2.4 Security program requirements for IACS service providers
3.1 Security technologies for Industrial communication networks
3.3 System security requirements and security levels
4.1 Secure product development lifecycle requirements
In IEC 62442 according Kroman et al. it is possible to define how critical a
zone is. Business risk matrix gives some details about criticality of a system.
With these details, it is possible to define protection levels. Calculating the
level needs security functionalities and security processes. For example, security functionalities can be
-

-

SL 1 Capability to protect against casual or coincidental violation
SL 2 Capability to protect against intentional violation using simple
means with low resources, generic skills and low motivation
SL 3 Capability to protect against intentional violation using sophisticated means with moderate resources, IACS specific skills and moderate motivation
SL 4 Capability to protect against intentional violation using sophisticated means with extended resources, IACS specific skills and high
motivation
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and Security processes / Maturity levels can be
-

Initial - Process unpredictable, poorly controlled and reactive.
Managed - Process characterized, reactive
Defined - Process characterized, proactive deployment
Optimized - Process measured, controlled and continuously improved

Protection level can be calculated from the protection levels matrix. Protection
values can be seen Figure 17.

Figure 17. Protection levels

For secure physical access, this can mean for example:
PL = 1, You need locked buildings/doors with keys
PL = 2, You need doors with card reader
PL = 3, You need revolving doors with card reader
PL = 4, You need revolving door with card reader and PIN; Video surveillance
and/or IRIS scanner at door (Kromann et al. 2018).

IEC 62443-1-1 defines seven foundational requirements (FR) to achieve a
given SL. These are
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1.
2.
3.
4.
5.
6.
7.

Identification and authentication control (IAC).
Use control (UC).
System integrity (SI).
Data confidentiality (DC).
Restricted data flow (RDF).
Timely response to events (TRE).
Resource availability (RA).

Each of these FR has redefined sub controls like in FR 5 in Table 2.
Table 2.: FR 5 – Restricted data flow (Kromann et al. 2018).

IEC 62443 is based on the Plan-do-check-act (PDCA) approach. Asset Owners, Integrators, and Manufactures have their own roles in IACS lifecycle. Figure 18 below shows what part is used where and how lifecycle management
should be managed. Product supplier designs, manufactures and publishes
the product, and is responsible for the product life cycle. System integrator implements the product to the customers system. Before implementation the asset owner has defined the security targets. When the system is in use, asset
owner follows security measures and settings, defined with the system integrator when the system was installed. The asset owner is responsible for decommissioning the system (Kromann et al. 2018).
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Figure 18.: Phases in product and IACS life cycles (Kromann et al. 2018, 12)

6.4

NIST SP800-82 Rev 2

NIST has published Guide to Industrial Control Systems (ICS) Security, which
is a technical guide to technical people about ICS security. It is heavily based
on IEEE standards when available. It includes required materials to ICS, such
as overview and risk management (Stouffer 2015).

NIST is predicted to be very popular in US in next few years. See Figure 19
(Gardner 2016).

Figure 19. Gartner estimate (Gardner)
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NIST has 5 functions – identity, protect, detect, respond and recover. These
are the starting point to ISA/IEC 62443. NIST CSF (Cybersecurity framework)
is a document, which aim is to secure US Government’s 16 critical sectors
(Cusimano 2018).

6.5

CPNI (Centre for the Protection of National Infrastructure)

The CPNI is the UK Government authority that provides protective security advice to the national infrastructure. In 2016, the cyber-security role of the CPNI
was taken over by National Cyber Security Centre (NCSC) (CPNI 2018).

6.6

The French network and Security Agency (ANSSI)

ANSSI has published best practices to ICS (ANSSI 2012, Appendix B) which
are listed below:

GP01: Control physical access to devices and the fieldbus
-

Locked cabinets (network, PLC devices and cables).
Implement alert system when opening)

GP02: Network segregation
-

Document zones and contains
Separate networks using dedicated devices or VLAN’s
Filter network traffic with firewall
Trace and analyze rejected traffic
Physical access to the process networks limited and controlled

GP03: Management of portable devices and media
-

Disable portable medias like USB

GP04: Account management (Logical access)
-

Policy for user and application accounts
No default accounts

GP05: Configuration hardening
-

Only needed software’s
Only needed Protocols and services

GP06: Management of events logs and alarms
-

Centralized log and alerts
Logs needed for example from Operating systems, Network devices,
ICS devices
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GP07: Configuration management
-

Compare used programs and device configurations to version in
backup.

GP08: Backup and restore
-

Backup data what is needed to build system from scratch and fulfill regulatory requirements. Located not it

GP09: Documentation
-

Should be exact presentation of the ICS system. Update process, retention policy, documentation distribution list
Location is not in system

GP10: Malicious code detection
-

Deploy antivirus software when possible
Protect hardware and application to be in contact with outside world.

GP11: Upgrade and Patch management (Planning)
-

Systematically apply patches to systems and periodically to operator
stations.

GP12: Protection of Controllers (PLC)
-

Password protect access to PLC. Protect access to source code and
embedded code in CPU’s

GP13: Engineering and development stations
6.7

Shutdown/disconnect from network, when not is use
Maintenance console should be in same ICS network.
Consoles must have named users or usage must be traceable.
SANS

The SANS institute was established in 1989 as a part of an education organization. Nowadays it offers Security training and certifications. They have also
a lot of information security research papers, that are free upon request
(SANS A 2018).

SANS defines the differences between policy, standard and best practices.
Policy is a document for certain demands and rules that must be followed. The
standard includes systems and procedures that must be followed, for example
client hardening. Best practices do not include mandatory requirements, only
strong recommendations. SANS institute presents security policies in four categories: general, network, servers and applications (Ahonen et al. 2017, 27).
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6.8

Purdue Framework

Purdue model for control hierarchy was developed by the ISA99 committee for
manufacturing and control systems security. The framework identifies five
zones and six levels in operations which are presented in Figure 20 (Obregon
2015).

Figure 20.: Purdue Model for Control hierarchy logical framework (Obregon 2015).

Enterprise zone has corporate IT infrastructure systems and applications,
such as VPN and internet access. Very often connections between this zone
and the ICS systems are hazardous. Site business planning and logistics zone
is an extension of the enterprise zone This level includes email, printing, reporting etc. Level 4 and 5 are handled normally by IT personnel (Obregon
2015).

Level 3 has systems that manage control plant operations. Systems that are
found on this level can include for example, plant historian, network file servers, it services (DNS, DHCP, AD and NTP) and remote access services. System and application communication to level 5 needs DMZ (Obregon 2015).
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Level 2 includes human machine interfaces (HMI), alarms/ alert systems and
control room workstations. Level 1 has sensors, distributed control systems
(DCS), Programmable logic controllers (PLC) and remote terminal units
(RTU). Systems in safety zone monitor process anomalies. These systems
are usually air-gapped from ICS systems (Didier et al. 2011).

6.9

ODVA

ODVA, Inc. (formerly Open DeviceNet Vendors Association, Inc.) was founded
in 1995. It is developing a media independent network protocol (CIP) and its
adaptions like EtherNet/IP™, DeviceNet™, CompoNet™ and ControlNet™.
ODVA is owned by member companies who develop standards. Members are
competitors, so all activities must comply with antitrust and competition laws
(ODVA 2018).

7
7.1

NETWORK
IP Services and ICS network

Incibe (Spanish National Cybersecurity Institute) addresses that internetbased devices should not have access to the control network and control networks should not be directly connected to the internet even if they are protected by a firewall. When connecting an ICS system to a company network,
all ICS traffic should end in the DMZ. To exchange data between ICS and corporate network ports and services should be enabled and specifically permitted on a case by case basis only when it is really needed (Collantes & Padilla
2015).

It is not recommended for the ICS to use the corporate DNS (Domains Name
System) service. If DNS is needed, a local DNS should be implemented. Also,
local hosts files might be usable. In addition, use of DHCP should be avoided
as it can open MiTM (Man in the Middle attack) possibility, ARP- and IP spoofing. Telnet should be disabled if possible (Collantes & Padilla 2015).

HTTPS should be used instead of HTTP. HTTP should not have permissions
to corporate network from the ICS network. In addition, whitelisting should be
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used for filtering. Access control should be used both in source and destination address. All traffic should be monitored and recorded (Collantes & Padilla
2015).

FTP and TFTP are widely used in ICS. Unfortunately, there is no encryption in
credentials and data. These should be replaced by other services like SCP
and SFTP. Also, SSH can be used to create a secure connection. Telnet has
no encryption, if this is needed, a VPN should be used to protect transmissions (Collantes & Padilla 2015).

SFTP is a subsystem of SSH protocol and uses normal SSH port 22. FTPS is
basically the old FTP, that is tuning over SSL (Secure Sockets layer or TLS
(Transport Layer security). FTPS needs complicated firewall settings and in
some case does not work with NAT. It needs ports 989 and 990. SFTP need
only standard SSH port 22. FTPS requires X.509 certificate, but SFTP does
not need any centralized certificate management (SSH.COM 2018).

Time synchronization is necessary to implement for all IT infrastructure. It
makes possible to get correct timestamp to system messages and logs. It
uses NTP (Network Time protocol) or PTP (Precision Time Protocol) (Didier et
al. 2011, 3-76).

NTP uses UDP protocol and port 123. An NTP device in a network get its time
from an authoritative time source, such us a radio or an atomic clock. Time is
distributed to all network devises which are using NTP client (Cisco C 2008).

SMTP is used to send alert messages. SNTP is used to control and monitor
network devices. Version 3 of SNMP should be used as older versions 1 and
2 uses non-encrypted communication and they have generic passwords (Collantes & Padilla 2015).
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7.2

ICS Protocols

Automation architectures use industrial ethernet at least as a backbone network. PLC’s, plant floor PCs and operator’s stations belong to same network
domain. When there are some need modules such us IO or servo drives, industrial ethernet solution, such as Profinet, offers better performance enhancements. Figure 21. shows the market shares of different industrial ethernet protocols (ARC B 2015, 21).

Figure 21. Market shares by device sales volume and by industrial Ethernet protocol, base
year 2013 (ARC B 2015, 21).

7.2.1 Profinet (Profibus)
Profibus was very popular in 1990s and it was owned by Profibus International
(PI). They began to develop Profinet with the global community. PI realized
that basic ethernet and TCP/IP protocols are not enough in industrial environments. They developed a protocol that supports specific performance requirements. Profinet can use TCP/IP protocol suite without limitation and modifications and automation specific task like a device parameterization, configuration, network diagnostics (SNTP) are handled with TCP/IP channel, however
remote IO and motion controls use Profinet (ARC B 205, 21).

When moving time critical data, it is possible to an additional real-time (RT)
channel. With a real-time channel, standard network devices can prioritize
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datagrams based on their tags. For an even faster connection Profinet includes an isochronous real time channel (IRT) (ARC B 2015, 21).

7.2.2 MODBUS and Modbus TCP
Modbus is one of the oldest industrial control protocols. Modbus TCP was implemented in 1999. Nowadays it can be said that there are two kinds of implementations of Modbus. Serial Modbus, which uses RS232 or RS485 and Modbus-TCP which use TCP/IP protocol to transmit data (Collantes & Padilla
2015).

Modbus does not include any security mechanisms. There are neither authentication and nor encryption. All data can be seen with a network sniffer. Some
security can provide IDS, but only when using ethernet. As a default Modbus
TCP uses port 502 (Collantes & Padilla 2015).

7.2.3 Interbus
The INTERBUS system was developed by Phoenix Contact and has been
available since 1987. It is one of the leading Fieldbus systems in the automation industry and is fully standardized according to European Standard EN
50254 and IEC 61158 (Phoenix 2018).

7.2.4 OPC (Open Platform Communications)
The OPS standard allows for communication between data sources. The data
source can vary from devices on a factory floor to laboratory equipment or test
systems and databases. OPS foundation defines standard interfaces where
any client can connect any OPC compatible device (National Instruments
2018).

The first version of OPC is called OPC Classic. It is only functional with windows operating systems. Microsoft develop OLE (Object linking and embedding) for process control and this was start of OPS. To manage today’s challenges OPS Foundation have developed the OPC-UA (OPC Foundation
2018).
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7.2.5 MQTT (Message Queuing Telemetry Transport)
MQTT is a transfer protocol, that is used in many IoT devices. IoT devices
publish their status, and the MQTT broker reads the changes. This data can
be used for example in HMI devices. The protocol uses secure ports such as
443 and only needs an outbound connection in the firewall (Newton 2019).

7.3

Private VLAN, VLANACLs (VACLs) and Access list

Cisco devices support three types of ACL (Access control list). In layer 3 it is
possible to use IOS (Internetwork Operating System) ACL’s. They can filter
routed traffic between VLAN’s. VACL’s (VLAN Access control list) control access to VLAN. Packets can come from a Layer 3 port when routed or a layer 2
ports. Port ACL’s (PACL) filter packets in layer 2 port. PACL’s and VACL’s can
provide ACL control on layer 3 for IP protocol and on layer 2 for MAC addresses (Cisco B 2018).

Lehtonen points out that access lists are port based and hard to maintain.
Also, additional processing load might exist in network switches (Lehtonen
2017).

7.4

Private VLAN (PVLAN)

Cisco’s high-end switches provide features to improve security. One feature is
a private VLAN. It can be used for example situation when there are two hosts
in the same network. Normally the hosts can communicate with each other,
but sometimes it is better to limit their communication. For example, in the
DMZ it might be good that an attacker can’t access another server after
breaching another server in the same zone (SANS B 2003).
Private VLAN makes it possible that ports in the same VLAN can’t communicate with each other. Private VLANs have a so-called promiscuous port that
has access to all ports in the VLAN. This port can be connected for example,
to the DHCP server. It is also possible to use community VLAN to extend
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PVLAN to multiple subdomains. PVLAN is usable when internet service provider (ISP) has limited amounts of subnets (Juniper networks 2018).

Private VLAN has one well-known security risk. The router can forward a
packet back to the same subnet, where it is from (Cisco).

7.5

Dynamic VLAN

It is also possible to use dynamic VLAN. It uses its own VLAN Member Policy
Server (VMPS) server. The server has list of MAC addresses and VLAN’s
memberships. VLAN’s provide flexibility and complexity comparing to static
VLAN. However, dynamic VLAN is not very popular because it need a lot of
initially administrative tasks (Firewall.cx 2018).

8

OTHER TECHNOLOGIES

When working with industrial networks, there are technologies that are useful
to know in order to increase security and some technologies are already parts
of the systems.

8.1

Virtualization

Before server virtualization, server management was more difficult. Upgrading
a server to a new one was a challenging process. Host server provides services to virtual servers and it is usually hosting virtual servers One host can
serve several virtual servers that can each have a different operating system.
Hardware level isolation provides fault tolerance and security to a virtual
server. A virtual server performance can be upgraded easily by adding hardware resources to the server on the host. Virtual server entire state can be
saved to files, which enables roll backs and make it easy to move the server
to other hardware (VMware 2018).
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Settings in Hyper-V can be set in Virtual server network adapter settings.
VLAN must be presented to Hyper-V host also in switch port settings.

Figure 22: VLAN setting in Hyper-V

A desktop computer is also possible to virtualize. This is called a thin client. A
thin client does not normally have a hard disk. Ideally a thin client would consist of a screen, keyboard, mouse and a box with enough processing power to
handle display and communications. A thin client is easy the change for another in case of a failure as all the data is located on a server. The latest concept is a Zero client, which does not run any software (Nunzio 2018).

Using desktop virtualization will lower It administration costs. Because, thin clients are managed mainly on a server, they are easy to backup, restore and
test updates on by taking snapshots. Thin clients are also easier to secure,
not worth stealing and have lesser energy consumption (Nunzio 2018).

8.2

IEEE 802.1X

IEEE 802.1X (or dot1x) is a standard that enables port-based access control
in a network. Users and devices in a LAN/WLAN authenticate against a RADIUS server which only allows for authenticated connections (Bradford networks 2018).
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The supplicant is connected to network. It can be a device that tries to connect
network resources. An authenticator is a network device that facilitates authentication by relaying messages between supplicant and the authentication
server. An authentication server, which is typically a RADIUS server validates
credentials or the devices digital certificate. Authentication protocol used in
802.1X is Extensible Authentication protocol (EAP) or EAP over LAN (EAPoL)
(Bradford networks 2018).

There are some limiting factors deploying 802.1X. Legacy and unmanaged
switches do not have 801.1X support. If a network has devices from multiple
vendors, configuration might be challenging. A large portion of endpoints do
not use 802.1X. It can be resource-intensive and has a cost to configure and
maintain (Bradford networks 2018).

8.3

RFID

Radio Frequency Identifier (RFID) is based on wireless authentications, where
a reader can read the content of the microchip. It is used in access control
systems, car locking systems and in the labelling of goods. Inexpensive chips
can be placed in products and used in logistics. RFID enables new technologies, but it also brings new risks. Every chip includes an individual id. when
used, the chip can provide information on location etc. It is also possible to
change the data in the chip. This can cause very serious problems in logistic
area. It is very important to take into consideration the security aspects when
planning to implement RFID technology (Ala-Tala et al 2010, 85).

8.4

Software-defined network

Software-defined network (SCN) is used in datacenters and remote connections. Now it is spreading to company networks. The reason why SDN is
needed is complexity of the network. Often, a single change requires modifying several settings in a network. Idea of SCN is that intelligence has moved
controller and all changes can be done there (Kotilainen 2018).

Another solution where SDN can be used is SD-WAN. It makes possible to
use cheaper connection in smaller branch offices and abroad. A branch office
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only needs an SD-wan device that gets its settings automatically from a controller in the corporate network. With SDN it is possible to isolate different
types users and computers, so that they are unable to see one another. There
are some problems with SDN, and it is not the best option in every case. Especially in an environment where no changes are made, it is not sensible to
implement SDN in this case (Kotilainen 2018).

8.5

Micro-segmentation

Micro-segmentation introduces more granularity to a network and reduces an
attacker’s ability to compromise the entire network. If a host is in behind a micro-segmented, then the attacker is restricted only that host. Normal VLAN
can include several hosts (Jaworski 2017).

Micro-segmentation also places a security control in front of each host, meaning all virtual guests have a firewall running on the hypervisor kernel, not the
virtual server. This is the reason why moving virtual servers to a different host
can be challenging (Jaworski 2017).

8.6

Time-sensitive networking

Time-sensitive networking (TSN) is defined by the IEEE to make ethernet
based network deterministic. TNS is an extension of ethernet that can work
with non TNS LAN, but timeless is guaranteed only inside the TSN LAN.
When it is wanted to connect various control systems in real time a time -sensitive network is a key technology (Varis & Leyrer 2018).

9

CONCLUSION AND RESULTS

There are some differences between IT and OT. In OT, the most important is
that the system is up and running and uses correct data. Because ICT systems are restricted, information who can access the system is less important,
but must be kept in mind. Perhaps, in the future when designing manufacturing systems, confidentiality will have a more important role.
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Security in ICS consists of many matters. Defense-in-depth must be kept in
mind. It is possible to find new policies to slow down an attacker. One is an
isolated network, but there are several other methods such as hardening ICT
devices, monitoring, user guidance and disabling unused services. In this research, the focus was on isolated network segments.

There are many ways to create an isolated network. The most common and
recommended method is a basic VLAN. According to Chapple (Chapple, 545)
VLAN’s are easy to implement, have only few administrative tasks and consist
usually of a hardware-based solution, so no other management system is
needed. Chapple (Chapple, 545) also point out that when using a VLAN, it
protects devices in it from ethernet broadcast storms from other VLAN’s. The
VLAN default gateway can be changed to point to a firewall, which can then
filter network traffic. A VLAN makes it possible to use a virtualized server and
workstations inside an ICS network. Dynamic VLAN is not suitable to use with
isolated VLAN’s because it requires a lot of initial administrative tasks (Firewall.cx, 2018). Private VLANs are not possible to implement in every case, because they require very expensive network devices. Using VLAN ACLs and
access lists requires a lot of manual work. Access rules are easier to implement, understand and maintain when working with a firewall.

There are mathematical models on how to split segments. Kroman et al. explains how IEC 62442 defines critical zones, how to calculate protection levels
and clarifies what security functionalities and security process are needed
(Kroman et al. 2018). In general, when planning an isolated segment, it must
be defined what devices belong to the system. Then, there must be a consensus of who is using the system and who is maintaining it. There can be many
separate ICS networks. The ICS architect must define which devices form an
ICS network entity. A common feature can be the ICS service provider or the
type of the ICS device. Every case is different, and dividing can be complex. If
a network is too large, it might require unnecessary firewall openings, if it is
too small many segments would need to be maintained and the system will be
unnecessarily complex.
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Often, segments need to exchange data with other segments, in these cases
protocols and ports used and connections initiated from the ICS are required.
Sometimes, a new server that exchanges data with other segments must be
created in the ICS network. It can use a secure protocol such as SFTP, which
latest version is proposed set of standards from the IETP (Stouffer 2018, 6-7).

Stouffer presents different ICS architectures with firewalls. A firewall can act
as a be simple packet filter, but it can also include an IDS system. It is possible to use many firewalls, but to keep things simple, one firewall is the easiest
solution in many cases depending on the infrastructure. When using one firewall, all traffic from the ICS network should always go through the DMZ when
connecting to the LAN and allowed only access to it, if necessary. All traffic
between the ICS segment and the LAN or DMZ segments must be initiated
from the ICS segment (Stouffer, 5-9,2018).

NIST 800-52 defines that antivirus and OS update servers should be in the
DMZ. It is not recommended that devices in the ICS networks use the same
basic updates as the rest of the corporate environment. Updating should always be planned and carefully tested with the system provider. Antivirus definitions should be updated regularly and automatically, and the Antivirus program is recommended to be a different one from the rest of the corporate network. Also, logfiles, event logs etc. should be collected to a server in a management DMZ network. A separate server that collects ICS logs is called ‘historian server’ (Stouffer 2018, 5-11).

Normally, an ICS network does not have Active Directory connectivity, so local
computer accounts must be used. DNS is not used either, so manually configured static IP addresses are needed for network connectivity. All unused services on computers and servers should be uninstalled or disabled. For example, file and print sharing for Microsoft services and Client to Microsoft network
can be disabled if these are not necessary or needed (U.S. Department of
Homeland Security, 4).

Figure 23 presents a simple picture of ICS architecture. The ICS network
should be behind a firewall. All connections to local network from ICS network
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should start from ICS network if possible and to go through a server in ICS
management DMZ to LAN. Because the ICS network does not have enabled
protocols to communicate with LAN, data exchange should be built for example with SFTP which is easy to configure and only needs one port opened on
the firewall. Export of data from the ICS often requires an automated process
to move/copy the data being exported.

When access is required to the ICS network, the external user must be identified first. This should be made via 2-factor authentication. When the user is
identified, they should be forwarded to a jump server in the DMZ network,
which should also have 2-factor authentication. The jump server has permissions to create a remote connection to the ICS network via the ICS firewall. A
workstation in the ICS network will have the necessary software to manage
the ICS system such as the TIA portal in Siemens systems.

Figure 23. ICS Architecture picture

At this moment, the most important ICS standard is IEC 62443. Other publications and countries best practices such us NIST are referring to IEC 62443. In
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2010 ISA 99 changed its name to ANSI/ISA 62443 after which, the standardization workgroup has worked with it normally. IEC normally follows what
ANSI/ISA 62443 proposes. Figure 24 shows the standards that are ready, and
the ones that are not yet completed. Most importantly, the “3-2 Security levels
for zones and circuits” research is not published yet. The main security objective of the IEC 62443 is defense in-depth, which continues what ISA99 proposes. Standards are changing and their heading etc. can change in the future.

Figure 24. IEC 62443 standards

When working with an ICS network, it is important to know and list all devices
in it. The list can be a simple excel file or a program that does it automatically
based on documentation such as CCET (Cyber security evaluation tool).

Virtualization opens a lot of new possibilities in ICS. It makes it possible to add
a virtualized server and workstation to an ICS VLAN. Virtualized systems are
easily backed up from the hypervisor host. Access to the server or workstation
should only be possible from the same zone or the hypervisor console. Access to the hypervisor should be very limited, because users can access isolated virtual servers from the hypervisor console (VMware 2018).
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The goal is to use best practices and standards described above to build isolated ICS segments inside the corporate network. This includes ICS systems,
remote connections and management methods.

Next steps after segmentation, will be virtualizing ICS desktop computers and
servers. This will make maintenance easier. Implementing IPS and other security controls to ICS network will give situational awareness, that will be easier to implement after zones are implemented and documented. There are
fewer protocols and the segment environments are simpler. Honeypots will
give more information about ongoing attacks and after implementation, they
will increase awareness of what is happening inside the segment.

The amount of IIoT devices is increasing and when new IIoT segments are
created, implementing new devices becomes much easier. Because devices
inside a segment are catalogued, it is easier to maintain a secure environment and update the systems. Updating will require testing, monitoring and
automation.
More “big data” from the system will allow for a more in-depth understanding
of what is happening and how to develop uses for example with MES and digital twin. Often one factor does not explain why a result is different. It might
need to combine data from several sources and different conditions to find
common factor.
Segmentation is not the only policy that is needed when implementing the “defense in depth” principle. System devices also need security settings, such as
default passwords, modifying settings are blocked from network, operating
system is hardened etc. Cybersecurity is a continuous process and like the
NIST cybersecurity framework says, it includes identify assets, protect them,
detect cybersecurity events, respond to them and recovering. Segmentation is
only one protect safeguard, so there are many new issues waiting for solution
in future.
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