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1 INTRODUCTION 

 

Each year more and more people have the need to setup their own website for personal 

use or for a small company/private entrepreneur. Developing a website via companies 

who specialize in web-development can be too expensive for individuals so many people 

want to use Content Management Systems to create a website by themselves. Word-

Press is the world’s most popular open source content management system(CMS) with 

over 75 million websites that have been built using WordPress in 2019(Techjury, Ra-

doslav Ch.). In this thesis, I will examine plugins that can be implemented into WordPress 

to enhance the overall security and long-term viability of the website.  

While there are lots of guides and information regarding these topics, most of them re-

quire the user to already be familiar with the concept and use of plugins. An unfamiliar 

user might not know that Search Engine Optimization for example, has a huge impact on 

your websites traffic and security. Neglecting your websites security could lead to serious 

problems later, such as data leaks, GDPR violations or even financial impacts for busi-

nesses. That is why it is important to determine an easy to use and safe plugin that can be 

implemented to your WordPress website and understand their strengths and weak-

nesses.  

 

1.1 Research problem, goal and scope 

Even though using CMS’s is much easier than programming a website manually, there 

are various areas of security that need to be taken in to account, and with limited technical 

knowledge this can be hard. Individuals who lack deeper understanding of web-security 

and web-development will need plugins that are easy to use and implement, to secure 

them from any malicious activities.  

The research question is the following:  

• What are the best web-security related plugins for a new WordPress user?  

The goal is to determine the best security enhancing plugins through comparisons and 

tests. The information found will be used to determine the best plugin for a specific area of 

web-security. The plugin will have to be easy to install and use while providing the best 

possible functionalities according to the standards of each specific category. As the 
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possibilities for different plugins is so vast, the topic will be narrowed down to four essen-

tial categories, with two of the most popular plugins each that will be compared.  

1. Backup  

2. Search Engine Optimization  

3. HTTPS/SSL  

4. Spam protection  

 

1.2 Knowledgebase 

The information for this thesis is based on sources found on the internet, user experiences 

and reviews. Having worked as a WordPress web-developer, I can also contribute my 

own experiences and knowledge for specific segments and/or plugins. 

 

1.3 Methods 

This thesis is practice-based as each plugin will be tested in a local XAMPP test environ-

ment to validate all findings and further test their capabilities. The findings will be reflected 

on the supposed functionalities of each category and descriptions from the plugin author. 

To determine the best of these plugins, I will examine their ease of implementation, user 

experience and functionalities. As these plugins are meant for new users, and additional 

criteria will be the level of technical customization i.e. programming required to make the 

plugin work as intended. Even if a higher level of security can be achieved with program-

ming, the plugin in question might not be selected as the most suitable for beginners due 

to extensive technical requirements for its implementation.  
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2 MAKE WORDPRESS READY FOR PLUGINS 

Before adding any plugins, WordPress and its settings should be configured so that you 

minimize the risk of running into any compatibility issues later. This includes choosing a 

good theme, managing your user privileges and making sure that everything has been up-

dated to their latest versions.   

2.1 Theme 

A WordPress theme is the foundation of your website and because of that, choosing a 

good theme is one of the most important steps when building a WordPress website. 

Choosing a theme can be tricky especially if you have specific features that you need the 

theme to have. Although having a theme with as much features as possible may seem like 

the easiest route, it’s good to remember that with a lot of features comes a lot of code and 

the more code you have, the more susceptible it is to have a vulnerability. This is why you 

should choose a theme that has the core features you want, but not too much extra fea-

tures that ultimately are useless and only serve to slow down the site. Some other helpful 

things to keep in mind is to choose a responsive theme, and after installation test it exten-

sively because changing a theme in mid-development can be tricky.(Jack Riewe, wpen-

gine.com) 

With any big themes, frequent updates can be expected. Luckily WordPress has an excel-

lent rating system and you can also see how many times a certain theme has been down-

loaded. Good rating and a high number of downloads are usually a good indicator that a 

theme is safe to use. Most themes also provide public patch notes which can be viewed 

for a more detailed explanations as to what kind of features have been added, and vulner-

abilities that have been fixed. 

2.2 Updates 

Updates are extremely important for themes, plugins and the core WordPress itself. Up-

dates are generally meant to fix bugs or security and performance issues. Because Word-

Press is such a popular CMS, it is often a prime target for hackers who try to find security 

vulnerabilities.  

For example, here is a list of security patches introduced in WP 4.7.5 version: 

• Insufficient redirect validation in the HTTP class 

• Improper handling of post meta data values in the XML-RPC API 
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• Lack of capability checks for post meta data in the XML-RPC API 

• A Cross Site Request Forgery (CRSF) vulnerability was discovered in the 

filesystem credentials dialog. 

• A cross-site scripting (XSS) vulnerability was discovered when attempting 

to upload very large files. 

• A cross-site scripting (XSS) vulnerability was discovered related to the 

Customizer 

Patch notes taken directly from wordpress.org, “Version 4.7.5” Available: https://wordpress.org/support/wordpress-ver-

sion/version-4-7-5/ 

WordPress and all its components should always be updated to their most recent versions 

if possible. In this thesis I will be using the newest WordPress version of 5.2.4 along with 

all the latest versions of plugins and the Twenty Nineteen theme. 

2.2.1 Updating is risky 

While updates are meant to improve themes, plugins or the core WordPress, there are 

certain precautions to do prior updating. There are numerous instances where a new up-

date to a plugin or a theme has caused unforeseen problems due to compatibility issues. 

These are extremely hard, impossible even to predict, and that’s why you need to have a 

backup plan if the update ends up breaking your site. The backup plan quite literally 

means that you need to have a backup of your sites current version before updating any-

thing. The plugins to use for this purpose will be examined in detail later. 

 

2.3 Users and privileges 

WP user roles lets you dictate the privileges for any single developer or editor in the web-

site. Privileges are important to understand so you don’t accidentally give too much power 

to people who might accidentally cause harm for the website due to inexperience for ex-

ample. 

There are six default user roles for WordPress, listed according to level of access: 

1. Super Administrator 

Super administrators are used when you have a multisite installation of Word-

Press. Meaning that you are managing more than one site, which are connected to 

each other. Super Administrators have basically all the power when it comes to 
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managing the websites. In a single WordPress site, super administrators are re-

placed by Administrators.  

2. Administrator 

Administrators or “Admins” are the users with all privileges. If there is no Super ad-

mins, admins have the most power over managing the site. Usually for any particu-

lar site, there is only one or two admins. Assigning someone with an admin role 

shouldn’t be done lightly, as admins have access to all of the sites properties. An 

inexperienced user might accidentally cause serious harm to the website. They 

can create and delete any content and manage different plugins or themes. They 

can also create or delete new users. 

3. Editor 

Editors have the second highest level of access to the website. Editors are usually 

responsible for managing content. They can create, delete and edit pages and 

moderate comments. Editors can only modify the existing site and cannot add new 

plugins for example and have restricted access to the sites settings. 

4. Author 

Whereas Editors have access to other users posts and pages, authors can only 

create and edit their own content. Authors are similar to journalists as they are only 

needed to create a certain post or page and include content in it, but they don’t 

need to manage the sites functionalities or appearance. 

5. Contributor 

Contributors have even less privileges than authors. Contributors can only edit 

their own posts or pages, but cannot publish them or add new media files to the 

website. A contributor user can be used if someone needs to write only one article 

to your website for example. 

6. Subscriber 

Subscribers cannot add or edit anything on the site. They can only read content. 

Sometimes websites include content that is meant to be viewed by subscribers 

only and this is where a subscriber role can be used. 

 

Wordpress.org, “Roles and Capabilities” Available: https://wordpress.org/support/article/roles-and-capabilities/ 
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2.4 Wordpress coding standards 

As WordPress is an open-source CMS, anyone can create their own themes and plugins 

that can be used by other people. To make development more streamlined and secure, 

WP has a number of coding standards which you need to follow in order to create a theme 

or plugin that is acceptable for WP. Following these standards helps to avoid errors, im-

prove readability and make modifications easier. (wordpress.org, “WordPress coding 

standards”) 

Every plugin and theme that is used should follow these standards and should be carefully 

reviewed if unsure of the security of a particular plugin or theme.  
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3 WEB SECURITY WITH PLUGINS 

Plugins are the reason that WordPress has become such a success. Plugins are essen-

tially small pieces of software designed to perform certain functionalities in your website. 

For example, rather than coding a contact form yourself, you can use a plugin which al-

lows you to create them easily and often visually, with little or no coding involved. Plugins 

are what allows people with little to no experience in web-design or programming to build 

their own websites. 

Because WP is an open-source software, practically anyone can create new plugins for 

other people to download. There are often various different plugins build for the same pur-

pose and finding the best one can be tricky. Because most plugins are build by independ-

ent teams and developers, compatibility with other plugins and the core WordPress itself 

can be challenging. According to a 2016 survey conducted by Wordfence, plugin vulnera-

bilities were the most common reason for WP security breaches(Dan Moen, Wordfence, 

23.3.2016). 

In the following chapters I will examine the different categories of web-security and what 

the plugins intended for these purposes should be able to do. I will also look at some of 

the known vulnerabilities that are or have been present in the plugins that will be included 

in this thesis. 

3.1 Backup 

A WordPress backup means making a copy of your website and then storing that copy in 

a selected location in order to restore your website into the state that it was in when the 

backup was taken, in case something happens to the main version of the website. Back-

ups are of high importance and can potentially save your website if it comes under attack 

from hackers or an update breaks your website. Backupping your website should be 

among the first security steps after the website has been setup. Backups should be taken 

before and after any major changes or updates to any of the programs involved with your 

site, including themes, plugins, core WP or just content updates. A good practice is to 

keep at least 3 different backups in different locations. This will ensure that you always 

have a working backup available even if the files become corrupt or are erased in one lo-

cation. 

What a good backup plugin should do: 
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• Take a copy of your entire website, including database, users and files. Also have 

the option to backup only certain portions of the website, such as individual folders 

or only the database. 

• Restore any backups that the user has taken. 

• Store the backup in a safe and/or remote location(cloud). 

• Have a feature in which a user may determine the frequency and nature of back-

ups taken. 

• Has to be controllable in the WP admin panel. 

 

 

3.1.1 Risks and vulnerabilities 

While backup plugins are generally quite secure there are incidents in which a backup 

plugin has caused security risks.  

In the UpdraftPlus plugin, prior to version 1.9.64(free-version) an XSS vulnerability was 

found that made it possible for hackers to get access to your backup files. This vulnerabil-

ity also affected many other plugins, but since updraftplus keeps backups of your site, 

technically a hacker could get access to a complete copy of your website. (updraft-

plus.com, 2.4.2015, udadmin) After this there hasn’t been any major security risks in-

volved with the plugin. 

The second plugin that will be tested is VaultPress, and according to Securify.nl, in 2016 

an MITM vulnerability was found. MITM or “Man In The Middle”, basically means that an 

attacker could run some PHP scripts in your website and see cleartexts that are meant for 

human eyes. The issue occurred when the SSL protection of the website tried to com-

municate with the backend. The SSL certificate was not verified and allowed attackers to 

access information that was meant to be protected via SSL. (David Vaartjes, 7.2016, se-

curify.nl) 

Another vulnerability in the 1.7.7 version of VaultPress was a cross-site scripting risk, due 

to the lack of sanitizing methods used in the user inputs. (acunetix.com, “WordPress 

Plugin VaultPress Cross-Site Scripting (1.7.7)”) 
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3.2 Indexing 

Indexing is needed when you want to display your site in search engine results. It’s im-

portant to note that not everyone wants their website indexed by search engines, if you 

have a website that you want to keep private for example. Websites or pages that have 

not been indexed can be considered as part of the deep web. Most people do want their 

website to show up on google searches and with WordPress, there are multiple plugins to 

help you with your Search Engine Optimization(SEO). Having a good SEO is crucial if you 

want to increase traffic on your website. 

The indexing is controlled by a file called robots.txt. Google among other search engines 

have web robots or “Crawlers” that will try to locate your robots.txt file which then gives in-

formation about what content is allowed to be shown in search engines. You can block 

certain pages from being indexed if you want. If you plan on managing your robots.txt file 

manually, it’s important to note that the file can be seen by anyone, so in no circum-

stances should you place any sensitive information in the file, only indexing related code 

for the web crawlers as the file can be seen by typing “robots.txt” at the end of your web-

site URL.( https://www.robotstxt.org/) 
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Picture 1 An example of robots.txt for youtube.Source: https://www.youtube.com/robots.txt[Cited:29.9.2019] 

What an SEO plugin should do: 

• Manage your robots.txt file automatically. 

• Let users customize title and meta description shown in search engines. 

• Help users create better SEO. For example, by indicating a suitable length for your 

meta description.  

• Give feedback on the current state of website SEO. 

 

3.2.1 Risks and vulnerabilities 

According to Roger Montti at Searchengine journal, in 2018 a “Race Condition” vulnerabil-

ity was found in the YOAST SEO plugin. This affected YOAST users with the manager 

role enabled. A race condition vulnerability can occur when the software is designed to 

conduct operations in a certain sequence and then the sequence is changed for some 

reason. This can lead to a vulnerability where an attacker could utilize this sequence. 

Because of the large development team and its effect on millions of websites, YOAST de-

velopment team corrected this issue quickly. The YOAST version in question was the 9.1 

version and all users were encouraged to update the plugin immediately.(Roger Montti, 

6.12.2018, searchenginejournal.com) 

In total there have been a few security vulnerabilities in YOAST, which include 2 SQL in-

jections, 1 Execute code, 2 XXS and 2 CSRF(cvdetails.com, Vulnerability statistics). 

These have all been patched quickly, because of the big development team. After 2018 

there have been no reported security risks, so the plugin is safe to use right now. 

Another popular SEO plugin is All in One SEO Pack. A cross-site scripting(XSS) Vulnera-

bility was found in the plugin in 2018. This vulnerability allowed potential access to multi-

ple levels of the website and its database. The issue was eventually patched but showed 

a much slower reaction time than with the YOAST security vulnerability and was not made 

immediately clear that they were even working on a patch. (Roger Montti, 11.12.2018, 

searchenginejournal.com) 

Additionally, CVE Details reports that some type of “Gain Information” vulnerability was 

found in 2015(Cvdetails.com, “Yoast/All In One Seo Pack/Vulnerability statistics”). 
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3.3 HTTPS 

HTTPS stands for Hypertext Transfer Protocol Secure and it is a type of encryption used 

on your website that secures the communication between your page and the server. The 

weaker version of HTTPS is HTTP which allows communication between the server and 

the browser but does not encrypt it, meaning that the information is much easier to see 

and steal. An SSL Certificate is required for HTTPS use and has to be bought from certain 

certificate authorities. An active SSL certificate and HTTPS connection can be identified 

by the https:// as a prefix in the website URL and a little lock icon before that.(Joanne 

Chong, seopressor.com, “HTTP vs HTTPS) 

Having an active HTTPS connection significantly boosts your SEO ranking in Google. If 

you are serious about your website, it is pretty much required to have one, especially if 

you are running some sort of eCommerce website where customers can make online pur-

chases. Without and SSL certificate, you will get a warning stating that the connection is 

not secure when you try to enter the website on most browsers, which is a red flag for po-

tential new customers. This was a decision made by Google with the release of the 

Chrome 68.(Liz Eisworth, sangfroidwebdesign.com) 

After installing the certificate, you can control the HTTPS connection manually via a file 

called “.htaccess”. WordPress creates this file automatically and can be controlled in the 

admin panel with plugins, but if you don’t have that option, you will need to direct your 

website traffic to HTTPS manually. 

 

What a good HTTPS/SSL plugin should do: 

• Manage your .htaccess file automatically by redirecting the entire website to 

HTTPS. 

• Update the content in your uploads folder(such as pictures) to HTTPS. 

 

Mixed content 

A common occurrence when using HTTPS is mixed content warnings. There are two 

types of these warnings; mixed active content and mixed passive content. The active con-

tent warning means that the website is trying to load scripts through HTTP and this is con-

sidered as a major security risk. That is why most common browsers usually block this 

type of activity completely. The more common, mixed passive content warning means that 
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the website is using both HTTP and HTTPS and cannot fully be viewed in HTTPS. Mixed 

content can be identified when the lock icon next to your website URL is not green or has 

some type of warning sign on it, depending on the browser used. (Lori McCormack, glob-

alsign.com) 

The most common reason for this to happen is that you have a picture or a link in your 

website that is still using the HTTP prefix instead of HTTPS. The error can be resolved by 

changing the link to use HTTPS either manually or by using plugins intended for this pur-

pose. 

WordPress has a number of plugins to both easily direct your website to HTTPS and help 

you resolve mixed content warnings. It is important to note that downloading any of these 

plugins does not automatically grant you an SSL certificate. The certificate has to be ob-

tained first via your host or by purchasing it elsewhere. 

 

 

3.4 Spam protection 

Spamming is one of the most common acts for hackers with malicious intent. Comment 

spamming and spams regarding forms such as contact forms can be extremely frustrating 

and even damage your business. Spamming robots search websites for forms and ”@” 

signs to identify email addresses so they can send advertisements or other messages 

through them. If you have ever encountered an “(at)” instead of the sign “@” it refers to, it 

is most likely due to simple spam prevention so that the robots don’t recognize it as an 

email address. If a human sees this sign, they usually know that you need to replace the 

“(at)” into its corresponding sign. This is a simple, but good precaution if you wish to dis-

play your email address on your website. Another common manual spam prevention tech-

nique is to build a hidden field within your form, that is not visible to humans in the front-

end. The robots search forms in the source code and automatically fill in the fields associ-

ated with the form, therefore you can build a logic which considers the message as spam 

if the hidden field has been filled. This requires quite a lot of work however, so it will be 

much easier to deal with spam messages using plugins in your WordPress site. 

WordPress has many plugins designed to block spamming in your website. The most pop-

ular ones are Googles reCAPTCHA and Akismet Anti-Spam. These are usually used 

along with some kind of contact form plugins, so for this thesis I decided to use one of the 

most popular contact form makers, Contact form 7. 
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What a good spam protection plugin should do: 

• Prevent spam messages made by robots. 

• Simple validation i.e. “I’m not a robot” tick box, or preferably no validation button at 

all. 

• Easy to integrate in different types of forms. 

• Display spam statistics. 

 

3.5 Risks and vulnerabilities 

In 2015 a cross site scripting(XSS) vulnerability was discovered in the Akismet Anti-Spam 

plugin. The vulnerability allowed hackers to execute javascript code through WordPress 

comments and potentially gain access to administrator cookies and eventually gain ad-

ministrative rights to the website. Since Akismet is such a big plugin and affects millions of 

websites, the vulnerability was patched immediately and no reports of any compromised 

websites did emerge.(Mark Maunder, Wordfence) For Akismet, I could not find any addi-

tional security vulnerabilities, which seems to indicate that the plugin is extremely safe to 

use, despite it being such a big factor in many WordPress websites, which would make it 

a conceivable target for attackers. 
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4 BACKUPS 

4.1 UpdraftPlus 1.16.17 

Statistics: 

Active installations: 2+ million 

Overall rating: 5 stars 

Source: https://wordpress.org/plugins/updraftplus/ 

 

Overview 

Updraftplus can be downloaded for free to any WordPress website. The free version al-

lows you to take backups of your website and save them directly to cloud or into your 

server. In addition to taking backups, you can restore any backup from any date with a 

click of a button. You can also setup automatic backups daily or weekly. With the premium 

version you can also duplicate and migrate your site, use it for multisite backups and en-

crypt databases. (updraftplus.com, Full Feature List) 

After downloading the plugin, you can navigate to the plugin’s settings in the admin panel. 

Once there you can simply press “Backup Now”. The plugin then asks if you want to in-

clude the database in the backup and you can also select individual files if you wish to 

leave them out of the backup. Generally, it’s a good idea to backup all of them, so your 

website will always be at the same “state”. Then the plugin will automatically backup your 

website with the settings you have chosen. The time this takes depends on the size of 

your website. The plugin zip-files will then be placed in your server under the plugin’s files 

or in a remote destination if you have that set up. The plugin will list all your backups in 

the admin panel with dates as well as indications for how large the backups are. 

Restoring a backup is as easy as creating one. On the admin panel under updraftplus you 

can select the backup you wish to restore and simply press “Restore”. The plugin will then 

ask you what parts of the website you want to restore and then reverts the website into 

the state that it was when the backup was taken. It will revert all updates except core 

WordPress updates, so extra caution has to be taken when updating it to a newer version. 

 

 

Code 
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Updraftplus takes user hierarchy into account. You can only use or modify the plugin with 

admin privileges. This makes sure that any attacker who wants to do something with the 

plugin files, will need to gain admin rights first. This can be verified in the updraftplus 

source code in admin.php with “current_user_can” functions that indicate what sort of priv-

ileges one must have before they are allowed to do a certain activity. For example, in line 

45 in admin.php is an if statement with a condition that the current user can update 

plugins. If they can’t, they won’t be allowed access into the if statement. 

Another security measure taken into account is the WordPress “sanitize” function which is 

used to make sure a specific input or file contains safe data. In admin.php sanitize func-

tion is used for file uploads with the ‘sanitize_file_name’ function. (github.com, updraft-

plus) 

 

Picture 2 Updraft source code. Source: github.com, https://github.com/wp-plugins/updraftplus/blob/master/admin.php 

[Cited:17.9.2019] 

 

In addition, updraftplus seems to follow WP-coding standards well.  

 

Experience 

For some reason when trying to install Updraftplus in my local environment, the installa-

tion failed. I was able to install the plugin by first downloading it on my computer and then 

uploading it manually. This is the first time I have encountered such an error so it’s most 

likely due to my XAMPP settings rather than the plugin. 

After activating the plugin, it took me directly to the control page where I can immediately 

start the backupping process. 

https://github.com/wp-plugins/updraftplus/blob/master/admin.php


16 

 

Figure 1. UpdraftPlus dashboard.  

Pressing the “Backup Now” button opens a prompt where you are asked to pick what is 

included in the backup. Since this is the first backup, I decided to include everything and 

tick the box which states that the backup can only be deleted manually. Since I don’t yet 

have a lot of stuff in my website yet, the backup process took only a few seconds. I can 

now view my backups at the bottom of the page. 

 

Figure 2. UpdraftPlus backups. 

I then confirmed that the files can actually be found in the updraft folder where the back-

ups are stored by default. 
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Figure 3. Backup files. 

I now have a full backup of my websites files and database. Just to make sure that my 

backup is safe I then copied all of the backup files into a safe location in my computer. 

The whole process including downloading the plugin took around 5 minutes. 

In the settings you can choose from a number of options to store your backup remotely to 

the cloud or as an email. You can also choose the default files to include in the backups 

and exclude files if you wish. For example, by default the cache and debug.log are ex-

cluded from the backup since they are not really needed for anything, but you can choose 

to include them if you want.  

In the advanced tools you can see detailed site information, like PHP version. Here you 

can also find some of the premium version features, which are unavailable in the free ver-

sion. With the premium version you can lock the Updraftplus settings page via password, 

however if you have managed your sites privileges well, then this shouldn’t be needed in 

the first place since only admins can view the Updraftplus page. 

Below is a case example of the use of this plugin in a website during my time as a web-

developer. 

Case: boats.com(name altered) 

Boats.com website was completely finished and working according to all the customers 

standards. The site had many different pages full of information about boats, as well as an 

online store section where different products(boats) were displayed. 

The customer requested us to update the whole site, including WordPress, plugins and 

themes to their latest versions. I then proceeded to update the core WordPress along with 

its plugins and themes one by one, examining the site carefully after each new update to 
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make sure, the update didn’t break anything as it would then be easy to see which one of 

the updates caused any unwanted changes. 

When I proceeded to update a plugin called “Custom Fields PRO”, I noticed that the store 

parts of the website had been blown out of proportions and didn’t work as intended at all. 

Custom Fields was used in the store-pages and it allows you to create custom fields that 

are then called from the page-specific files to show them. In Boats.com you could type in 

technical information about the boats in the WordPress editor itself and it would then pre-

sent it in a way that the custom field dictated, in this case it was a jQuery accordion menu. 

After the update however, the fields didn’t show up correctly, most likely due to compatibil-

ity issues with the newest version of custom fields and WooCommerce, which was used to 

build the store pages. Because the website was already public, I needed to quickly revert 

it back to its previous state. 

Prior to the updates, I took a backup of the whole website, including databases using the 

UpdraftPlus plugin. I then went to the UpdraftPlus page in the admin panel and selected 

the backup I had made earlier and proceeded to restore it. This reverted all of the plugins 

and themes back to their previous versions and the website was working as intended 

again. It’s important to note that this did not revert the new core WordPress version back 

to the previous one. It is possible to do this, but it is a much more complicated process 

than it is with the plugin and theme updates. 

Frequent backups saved me from a lot of time and headache that it would have taken, 

had I needed to fix the broken version of the site manually. 

 

Conclusion 

Updraftplus has a high rating, with large amounts of downloads which indicates that its us-

ers are very happy with the product. Managing your backups is easy and only requires the 

WordPress admin dashboard to use. The interface is simple and easy to understand. De-

pending on the size of your website, the backup process is quick and afterwards you can 

manage all of your backups at the same page. If you choose to acquire the premium ver-

sion, you will get a few additional features but none of them are essential for a small web-

site. 

Using Updraft is very simple as all you have to do is press a button to create a backup 

and then select which parts of your website you want included into that backup. The same 

is true when restoring any backups that you have made. 
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Reflecting on what a good backup plugin should do: 

Updraft 

Feature Included 

Take a copy of your entire website, includ-

ing database, users and files. Also have 

the option to backup only certain portions 

of the website, such as individual folders 

or only the database. 

 

YES 

Restore any backups that the user has 

taken. 

 

YES 

Store the backup in a safe and/or remote 

location(cloud). 

 

YES 

Have a feature in which a user may deter-

mine the frequency and nature of backups 

taken. 

 

YES 

Has to be controllable in the WP admin 

panel. 

 

YES 

Table 1: Updraft 
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4.2 VaultPress 2.0.1 

Statistics: 

Active installations: 80,000+ 

Rating: 4 stars 

Source: https://wordpress.org/plugins/vaultpress/ 

 

Overview 

Much like UpdraftPlus, VaultPress can create and restore backups with simply clicking on 

them in the admin panel. The first difference with UpdraftPlus is that VaultPress is not free 

to use so you will need a subscription in order to use the product. The amount of security 

you will get depends on how much you pay. While Updraft has a premium subscription as 

well, it offers all the basic security functionalities with the free version. Also, VaultPress 

subscription only affects one site, so managing multiple sites could become expen-

sive(vaultpress.com, “Vaultpress + multisite”). You will also need an extra plugin called 

Jetpack to use VaultPress, downloading any plugins that you don’t need is highly discour-

aged since they can bloat up your website unnecessarily and create unexpected compati-

bility issues. 

While Updraft will hold on to your backups until you choose to delete them, VaultPress will 

only store them for 30-days with the cheapest edition. This means that you will have to ex-

tract them manually every 30 days if you wish to keep them and fill your computer with 

multiple backup files in the process. (vaultpress.com, Features) 

If you choose to pay for the even more expensive business or professional version, you 

will get lots of useful security features, including security scanning, search engine optimi-

zation tools and google analytics integration. If you choose to pay for these features, then 

VaultPress clearly comes on top feature wise, as updraft doesn’t support these features 

directly. However, all of these features can be obtained for free using different plugins 

which allow for more customization. This will make your plugin list longer, but you will get 

access to plugins that are specifically designed for one purpose. 

 

 

 

https://wordpress.org/plugins/vaultpress/
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Experience 

I was unable to activate the plugin in my local environment due to the subscription that re-

quires the website to be publicly accessible. Based on information found on tutorials and 

VaultPress website, the user experience depends on the type of subscription you have. 

Assuming you have the “Personal” plan, which is the cheapest of the three plans, you will 

get daily backups, 30-day backup archive, attack protection, downtime monitoring and au-

tomated spam filtering(jetpack.com/pricing). The list of features is longer than that of Up-

drafts, but when you are required to have a paid subscription, it is to be expected. 

The interface itself is accessed via VaultPress website and it has a calendar system, from 

which you can select any backups that are stored on a specific day. Since VaultPress 

backups your site automatically every day(cheapest version), you can simply select the 

day from which you want to restore a backup. According to a picture found on their web-

site, the user interface is not as clean as Updrafts. It seems that it was designed for more 

experienced users and so newcomers could get overwhelmed by all the information and 

features found on the tabs to the left. This doesn’t mean that it is any harder to use as the 

backup process itself is basically the same as Updrafts, but it might need a little more ex-

ploration and getting used to.  

 

PICTURE 3 VaultPress user interface. Source: https://vaultpress.com/images/features/backups.png [Cited:21.9.2019] 

 

 

https://vaultpress.com/images/features/backups.png
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You are also required to provide VaultPress with your SSH credentials, meaning giving 

them remote access to your server. This will enable you to use the one click restore fea-

ture and get support if anything goes wrong.(Vaultpress.com, “SSH Credentials”) This 

seems a little strange and does require some technical knowledge, but you will get better 

support options if you choose to give them. 

 

Conclusion 

VaultPress is a good choice for backupping your site, if you are willing to pay for it. While 

all of the versions of VaultPress introduces more features than UpdraftPlus, the price is 

definitely a turn-off for small websites. In addition, you will have to drag the included jet-

pack plugin and its subscription with you. If you decide to go with the cheapest or second 

cheapest version of the plugin, you will only have access to your backups for 30-days, 

which means that you will constantly need to backup your site again, even if no changes 

have been made. 

The recent history of VaultPress indicates some security risks. They of course have been 

fixed by now, but a long list of hotfixes predicts some more issues being discovered in the 

near future. 

VaultPress 

Feature Included 

Take a copy of your entire website, includ-

ing database, users and files. Also have 

the option to backup only certain portions 

of the website, such as individual folders 

or only the database. 

 

YES 

Restore any backups that the user has 

taken. 

 

YES (max. 30 days) 

Store the backup in a safe and/or remote 

location(cloud). 

 

YES 
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Have a feature in which a user may deter-

mine the frequency and nature of backups 

taken. 

 

YES (Depending on the version, the 

cheapest version only offers daily auto-

mated backups) 

Has to be controllable in the WP admin 

panel. 

 

NO (The plugin is controlled in the Vault-

Press website, but users can see a sum-

mary in the WP admin panel) 

Table 2: VaultPress 
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5 INDEXING 

 

5.1 YOAST SEO 12.4 

Statistics 

Active installations: 5+ million 

Rating: 5 stars 

Source: https://wordpress.org/plugins/wordpress-seo/ 

 

Overview 

By far the most popular SEO plugin is YOAST SEO. YOAST allows you to manage your 

page URLs and keywords directly from WP-admin panel which again erases the need for 

manual coding.  

Like most plugins, YOAST has a free and premium version. While you get many nice fea-

tures with the premium version, for most websites the free version will more than suffice. 

In addition to SEO, YOAST also conducts SEO- and readability checks to further improve 

your ranking in search engines. 

YOAST has a 24/7 support available, but it is only available for premium users. Regular 

users still have a good access to large amounts of guides found in their website, but there 

is no official support available. 

One of the best things about YOAST SEO is that it greatly increases SEO optimization by 

just downloading it and doing the basic configuration. Even if you are not sure what set-

tings to apply, the configuration wizard automatically optimizes your website. These are 

called “Hidden features”. 

The hidden features include: 

• Structured data graph 

o This helps the web crawlers to identify what type of page they are on. For 

example, a product page or a blog post. 

• Self-referencing canonicals 

https://wordpress.org/plugins/wordpress-seo/
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o This feature sorts out duplicate content. For example, if you have a prod-

uct page that is used in different categories. 

• Paginated archives 

o Allows you to sort archived pages by telling the search engines what 

comes next/previously in the archive. 

• Nofollow login and registration links 

o Disallows crawler access to login and registration pages in your Word-

Press. 

• Noindex internal search result 

o This feature disables your websites internal search results to be shown in 

google.  

• Removal of replytocom variables 

o This feature edits the WordPress feature “replytocom” which basically cre-

ates an additional URL for comments in your website. The feature removes 

the variables responsible for this action and therefore the crawlers can fo-

cus on indexing other pages in your site. 

(yoast.com, “Yoast SEO’s hidden features that secretly level up our SEO”, 19.7.2019) 

 

 

Experience 

The plugin download and activation went without any issues and when first entering the 

plugins configuration page you are prompted to run the configuration wizard which sets up 

the plugin to your preferences. Some of these settings depend on what kind of content 

you wish to display on your site and whether it is for a business or single person, but you 

can already configure some SEO here. The wizard asks you to choose what type of con-

tent should be shown by search engines.  

I decided to allow both Posts and Pages to be shown: 
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Figure 4. Yoast configuration. 

After the configuration wizard has run, you get access to all of the plugins features via the 

dashboard. The default features will work for most people, but there is room for customi-

zation. In the “Search Appearance” tab you can edit the default search engine appearance 

for pages and posts by modifying the SEO title and meta description, which will be shown 

in search engines. These can then be modified in the page itself if you want each 

post/page to have a unique description. By modifying the title variables, you can change 

the way search engines display your site. For example, you could change the order for 

these so that instead of page name first, it would display page title and then site title. In 

my experience, changing these values does not have an immediate effect as it depends 

how often your site gets crawled. Instead, if you modify your meta description for example, 

it takes anywhere from 24 hours to a week for the changes to be visible. 
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Figure 5. Yoast default meta settings page. 

SEO Analysis 

This is one of the best features that YOAST offers. In each page and post, you have a 

SEO - and readability analysis which contributes to your SEO ranking. I decided to create 

a new page and see how the SEO can be improved. With a simple title and some text, the 

analysis showed 6 problems and 1 improvement suggestion. 
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Figure 6. Sample starting page. 

 

Figure 7. Starting analysis. 

I proceeded to edit my site according to the tips provided above. I improved my SEO title 

and meta description and added an image with alt text. I then went over the problems and 

suggestions one by one until my SEO rank was all green.  

Here is what my page and analysis results looked like after the changes: 

 

Figure 8. Updated sample page. 
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Figure 9. Updated analysis result. 

 

Figure 10. Updated analysis result 2. 
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The internal link problem still shows red because the link is being directed to localhost. 

Now the overall score is good, represented by the green smiley face at the top. The page 

should now be optimized for better results in search engines. The plugin helps you identify 

issues that have negative impacts on your SEO and by making adjustments according to 

the analysis results it is very easy to improve your overall optimization. The next step 

would be to improve the readability analysis, which is made according to the actual con-

tent you have on your page. The readability analysis checks things like, paragraph length, 

keyword usage, subheadings, sentence lengths and so on. After the settings have been 

applied in the YOAST dashboard, this is essentially the core use of the plugin. By follow-

ing the analysis results in each new page and post you will eventually have a well opti-

mized website. 

 

Conclusion 

For non-technical users, indexing might sound too technical and understanding the real 

impacts of it can take some time and research. Luckily YOAST makes all of this extremely 

user friendly and everything can be managed in the WordPress admin panel. By simply 

downloading and activating the plugin, you will get a lot of optimization for your SEO and 

tinkering around with the settings will improve it even more. 

Despite YOAST having a history of minor security vulnerabilities, given its size and effect 

on the core of your website, these can be considered inevitable at some point. The plugin 

has been made by professionals and in the end is a very good and safe option to use for 

your SEO. Although there are numerous extensive guides and tooltips to help you use the 

plugin, there is no actual support for free users so you will have to rely on trial and error, 

or guides found in the internet. If you are willing to pay for the premium version, then you 

get access to 24/7 support by the YOAST team. 

YOAST has excellent built in features, specifically the SEO analysis which tells you what 

exactly you need to change in your post/page to improve your SEO ranking. For non-tech-

nical users, some of these terms can sound strange at first, but the plugin does a good job 

on explaining the necessary actions to correct any problems. Overall, improving your SEO 

is as easy as following the SEO – and readability analysis and when they are both green, 

you should be all set. 
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Reflecting on what a good SEO plugin should do: 

YOAST SEO 

Feature Included 

Manage your robots.txt file automatically. 

 

YES 

Let users customize title and meta de-

scription shown in search engines. 

 

YES 

Help users create better SEO. For exam-

ple, by indicating a suitable length for your 

meta description.  

 

YES 

Give feedback on the current state of web-

site SEO. 

 

YES 

Table 3: Yoast SEO 

 

 

5.2 All in One SEO Pack 

Statistics 

Active installations: 2+ million 

Rating: 4,5 stars 

 

Overview 

The second most popular SEO plugin is All in One SEO Pack or AIOSEO. Much like 

YOAST, the plugin can be accessed in the WordPress admin panel and will configure its 

settings upon activation. Unlike YOAST, the AIOSEO dashboard in your page SEO 
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settings does not show SEO scoring, content analysis or focus keywords and additionally 

if you want to edit your social media appearance (like Facebook previews) you will need to 

enable it separately. There are other features as well that you need to enable separately if 

you wish to use them. This is not a big issue if you know what they mean and you can 

then activate the features that you need, but if you are unsure then some helpful features 

might get left out accidentally, simply because you didn’t know that it would have been 

useful. AIOSEO also lacks direct breadcrumb support, although this doesn’t really affect 

your SEO, it is nice to have additional features should you need them and don’t have to 

install any additional plugins for that purpose. 

Like with YOAST SEO, AIOSEO doesn’t provide any type of support for free users apart 

from guides and tips found on their website and in the plugin dashboard. If you are plan-

ning on paying for your plugins, then YOAST is the cheaper one for one website. 

 

Experience 

Unlike YOAST, when activating the plugin, you will not be prompted to run a configuration 

wizard. Instead, the plugin will automatically configure the default settings which can be 

found in the settings page. You will find all settings on one page, which does seem a little 

bit overwhelming at first. The default settings are pretty much the same as YOAST, but AI-

OSEO does not guide users through the setup, unlike with YOAST where in the configura-

tion wizard, the most important questions are explained so that you get an understanding 

what the settings mean if you are not familiar with all of the terms used. 

Next, in the “Feature Manager” you will find all the additional features which are deac-

tivated by default, except for the performance feature.  

 

Figure 11. AIOSEO feature list. 
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I went ahead and activated the robots.txt file which then generated the file automatically. It 

also added a new link in the subheading in which you can add new rules to the file via the 

dashboard. The other additional features can be activated based on your needs. 

Overall, after exploring all the settings, there are less options for customization than there 

is in YOAST. This results in a slightly cleaner user interface whereas all the additional 

tabs and settings in YOAST make it quite daunting at first, though it does offer more room 

for customization. For example, you can only set up the default title for posts and pages in 

AIOSEO unlike in YOAST where you can also set up the meta description. 

When you go to specific pages or posts, the functionalities are quite similar to YOAST. 

This, however, leads to the biggest negative on this plugin. There is absolutely no SEO- or 

readability analysis, similar to what YOAST offers. You can still edit your title and meta de-

scription along with any additional functions you may have activated, but the plugin does 

not indicate whether your SEO is good or not. After using the YOAST analysis features, 

this seems like a major downside. 

 

 

Figure 12. AIOSEO customization. 

While the interface is again, much cleaner looking and plain, these are the only options 

that the default free version offers. You can enter your title and meta description here and 

check the preview snippet for what it looks like in search engines and control whether or 

not this specific page is indexed or not. But as you can see, the plugin does not inform 
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you in any way whether your SEO is good or not, aside from the recommended lengths of 

both title and meta description. 

 

Conclusion 

AIOSEO is a good choice for your SEO and offers all the basic features that you need 

from a SEO Plugin. The feature list is not as comprehensive as YOAST SEO so before 

downloading either of these plugins, you should carefully review which features you need 

to avoid having to get any additional plugins for that purpose. 

AIOSEO does not offer any type of support for free users aside from guides and tooltips. 

The plugin has a history of only two known security risks, but one of those examples 

shows a longer reaction time and lacking communication with the users which might be a 

problem in the future if vulnerabilities are found. 

Based on my experience with this plugin, the initial setup and configuring your default set-

tings can be a little bit more difficult compared to YOAST as this plugin does not explain 

what type of settings there are enabled/disabled by default, whereas the YOAST configu-

ration wizard explains what the most important settings mean and lets you configure them 

accordingly. Overall the user interface in both the control panel and individual pages is 

simpler than that of YOASTs, but that is mostly due to fewer features displayed by default. 

The biggest downside for this plugin is the lack of SEO- and readability analysis so you 

will have to manually test your SEO or use a third-party website/plugin for this purpose. 

All in One SEO Pack 

Feature Included 

Manage your robots.txt file automatically. 

 

YES 

Let users customize title and meta de-

scription shown in search engines. 

 

YES 

Help users create better SEO. For exam-

ple, by indicating a suitable length for your 

meta description.  

YES 
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Give feedback on the current state of web-

site SEO. 

 

NO 

Table 4: All in One SEO Pack  
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6 HTTPS 

6.1 Really Simple SSL 3.2.6 

Statistics 

Active installations: 3+ million 

Rating: 5 stars 

 

Overview 

Really Simple SSL is one of the most popular plugins used for migrating websites to SSL. 

Using this plugin is extremely simple. After you have obtained your SSL Certificate and 

activated the plugin, you will see a button encouraging you to activate SSL. Upon clicking 

this button, the website URL should be automatically changed to HTTPS and all additional 

URLs such as pictures will be moved to HTTPS. This does not affect hyperlinks in your 

website so you will most likely encounter a mixed content warning at this point. The links 

must then be changed manually to HTTPS.  

If you have a valid certificate, the plugin will automatically update your .htaccess file to re-

direct to HTTPS. After this you should be all set. 

 

Experience 

Since HTTPS cannot be implemented into localhost, I had to use a real website currently 

in development to test Really Simple SSL. This website already has a certificate and can 

be transferred to HTTPS. 

After installing and activating the plugin, it will simply ask you to activate HTTPS. When 

clicking this button, the plugin automatically converts the website to use HTTPS. I then 

verified that the conversion had succeeded by navigating to a “ssl-test-page.php” file, 

which is created by the plugin. Here you can see information about the state of the 

HTTPS encryption. 
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Figure 13. SSL Test Page. 

The test page shows that it successfully detected the SSL and is now working in HTTPS. 

This can further be confirmed by navigating to the website and examining the URL, which 

indeed had changed to HTTPS. 

 

Figure 14. HTTPS and lock. 

This snippet is from Firefox and indicates that HTTPS is being used by the lock icon and https:// prefix. 

Before installation I created a test page where I added pictures which directed to a HTTP 

address. After activating the HTTPS, the picture which comes from the wp-uploads folder 

did change to HTTPS automatically, as expected. I also added an image which is being 

pulled from outside of the website from a HTTP page. This was also converted to the 

HTTPS prefix, so all mixed content warnings were avoided. 

Trying to change the website URL back to HTTP results in a redirect back to HTTPS so 

with the plugin installed you cannot accidentally redirect or be redirected to a HTTP ver-

sion.  

 

Conclusion 

The plugin seems to be working exactly as it should be, and I successfully transferred the 

website to HTTPS. The plugin is extremely simple to use at it only requires one click after 

activation to become effective. After confirming that no mixed content can be found and 

everything is using HTTPS correctly, the transfer process was complete, and the website 

had become much more secure. 
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reflecting on what a good SSL plugin should do: 

Really Simple SSL 

Feature Included 

Manage your .htaccess file automatically 

by redirecting the entire website to 

HTTPS. 

 

YES 

Update the content in your uploads 

folder(such as pictures) to HTTPS. 

 

YES 

Table 5: Really Simple SSL 

 

 

 

6.2 WP Force SSL 1.5 

Statistics 

Active installations: 80,000. 

Rating: 5 stars. 

Source: https://wordpress.org/plugins/wp-force-ssl/ 

 

Overview 

Much like Really Simple SSL, WP Force SSL is extremely simple, and works essentially 

the same way. After installing the plugin, the use of it requires a single click of a button. 

Again, you will have to set up your SSL Certificate before this as the plugin cannot obtain 

it for you, but if you have a valid certificate then at this point you should be all set.    

 

Experience 

https://wordpress.org/plugins/wp-force-ssl/
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After installing the plugin, I noticed that in addition to the option to change the website to 

HTTPS, there is an option to enable HTTP Strict Transport Security(HSTS), which means 

that if enabled, the website can only be accessed using HTTPS(developer.mozilla.org, 

“Strict-Transport-Security”). It’s turned off by default and is not necessary for majority of 

websites, but the option is there if you want to increase your security further. The free ver-

sion of Really Simple SSL does not support this feature. 

 

Figure 15. WP Force SSL dashboard. 

Below is an option to test the sites certificate, which functions much like the test page in 

Really Simple SSL, but here you can access it directly in the admin panel. However, 

pressing this button resulted in an undocumented error so I could not get any info about 

the state of the SSL.  

I then checked that the website had transferred to HTTPS and it seemed to work great. 

After inspecting my test page which again had two pictures, one from the uploads folder 

and one from an external source that uses HTTP. This time I did notice a mixed content 

warning because the picture that was being pulled from HTTP did not automatically con-

vert to HTTPS. 

 

 

Figure 16. Mixed content warning. 

This snippet is form Firefox and indicates a mixed content warning. 

 

Figure 17. HTTP source. 

This snippet is from the source code which displays that the picture is still retrieved from HTTP. 
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The mixed content warning has to be corrected manually. I navigated to the source code 

where the image is located and changed the prefix from http:// to https://. After this, the 

mixed content warning had been resolved. 

 

Figure 18. Updated HTTP source. 

 

Figure 19. Resolved mixed content warning. 

 

Conclusion 

WP Force SSL is easy to use and can be activated with one click just like the Really Sim-

ple SSL plugin. Force SSL also has an additional option to enable HSTS for further secu-

rity. It has an option to test the functionality of your certificate, but for some reason it re-

turned an error for me despite trying multiple times. Examining the site revealed that 

HTTPS was enabled but unlike Really Simple SSL, this did not automatically redirect the 

external link picture in my page to HTTPS. I was able to manually correct the mixed con-

tent issue, but it does require you to find the corresponding link in the source code and 

then change it manually. In my case this was easy since I only had two links, but if your 

website is filled with links and content it is definitely harder. In the end I was able to suc-

cessfully transfer the website to HTTPS. 

Reflecting on what a good SSL plugin should do: 

WP Force SSL 

Feature Included 

Manage your .htaccess file automatically 

by redirecting the entire website to 

HTTPS. 

 

YES 

Update the content in your uploads 

folder(such as pictures) to HTTPS. 

 

YES 

Table 6: WP Force SSL 
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7 SPAM PROTECTION 

7.1 Akismet Anti-Spam 4.1.2 

Statistics 

Active installations: 5+ million 

Rating: 4,5 stars 

Source: https://wordpress.org/plugins/akismet/ 

 

Overview 

Akismet is the most popular spam protection solution in WordPress. While its main focus 

is spam prevention in comment forms, it can be incorporated into different form creator 

plugins, such as Contact Forms 7. Since Akismet is bundled in with your WP download, 

you only need to activate the plugin and get an API key in order to use it. While getting the 

API key, you will also need to choose a payment plan. Akismet can be used for free by us-

ing the “Pay what you want” option, provided that you are not using it on a commercial 

sites or online stores.  

 

Experience 

I selected the free personal plan and was given an API key. After this there is a basic set-

tings page that allows you to control the comment spam messages. 

 

https://wordpress.org/plugins/akismet/
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Figure 20. Akismet dashboard. 

 

Next step is to incorporate the plugin into Contact Forms 7. For testing purposes, I will use 

the default form which contact forms 7 makes automatically upon download. I then added 

the form into my contact page. Below is the default form in WP-admin and in the page. 

 

Figure 21. Default CF7 Form. 

 

Figure 22. Default CF7 Form 2. 

Akismet can be implemented into contact forms by adding “akismet:author” to fields which 

you want to check for spam. For example for the e-mail field you would add “akismet:au-

thor_email”. For this test I will be using the name field with “akismet:author” to see if it 
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picks up any spam type messages. Akismet does not add any checkboxes or other type of 

“I’m not a robot” validations but rather detects possible spam messages by suspicious 

names and the overall nature of the message. First, I will send a message without 

Akismet, with an obvious spam email name “product-name-123” and see if the message 

goes through. 

 

 

Figure 23. Form test. 

As expected, the message was successfully sent, so at this point spam messages can be 

freely sent through my contact form. Next, I added Akismet to the “Your Name” field and 

filled in the same information. 

This time when submitting the form, I got an error message: 

 

Figure 24. Error message. 
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This means that Akismet successfully identified the name field as some sort of spam and 

prevented it from being sent. I can then see in the Akismet control panel that a spam 

email has been intercepted. 

 

Figure 25. Akismet statistics. 

  

I then further tested which type of names would be acceptable for the form: 

Akismet test-cases 

Name Passed 

John Doe Yes 

John1996 Yes 

John-1996 No 

John.Doe No 

123123123 Yes 

Myname isoverlylonglookatthiswillyou Yes 

John Doe_96 Yes 
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J D Yes 

John´y Doe No 

AUTOMATED SPAM No 

Table 7: Akismet test-cases 

From the table above we can see that special characters will be classified as spam, not 

counting the low dash character. Normal names and even some nickname type of names 

do pass, even if they include numbers. This is most likely intended for if you send out 

forms based on your username rather than your actual name. 

Blocked comments go to the spam folder provided by Akismet but the form messages do 

not. Messages are simply blocked, so if users get the error message, they will have to 

keep trying to get their message through. It is also worth it to add more spam checks to 

your form, for the e-mail field for example, but keep in mind that if there are a lot of rules 

then the actual user messages might get accidentally left out.  

 

Conclusion 

Akismet seems to be working as intended when incorporated into my website with Contact 

Forms 7. The plugin successfully blocked obvious spam messages but might need some 

additional customization for it to work according to your needs. While it is easy to use 

when you intend to detect spam comments, adding it to contact form plugins can be 

slightly difficult if you have no prior experience using either of these plugins. Thankfully 

there are extensive and detailed guides that explain how to add Akismet to CF7. The 

great thing about Akismet is that you can easily modify the level of security that you need. 

You can only check the senders name or e-mail for example, and if spam messages start 

to come through then you can include other fields as well. Also, Akismet seems like it 

could very well be used along other spam prevention plugins such as Googles reCAP-

TCHA. Then you will get the validation checkbox in the form and let Akismet work behind 

the scenes. 

Reflecting on what a good spam protection plugin should do: 

Akismet 

Feature Included 



46 

Prevent spam messages made by robots. 

 

YES 

Simple validation i.e. “I’m not a robot” tick 

box, or preferably no validation button at 

all. 

 

YES 

Easy to integrate in different types of 

forms. 

 

YES 

Display spam statistics. 

 

YES 

Table 8: Akismet 

 

 

7.2 Google reCAPTCHA 

There are numerous plugins that let you include Googles reCAPTCHA to your website. 

Contact Forms 7 has an option to download it directly from the plugins’ settings page, so 

that is what I am going to be using.  

There are two main versions of reCAPTCHA, the v2 and v3. These have some major dif-

ferences in terms of user experience. The v2 version adds a checkbox that users need to 

check to verify that they are not a robot. After this reCAPTCHA either lets users to submit 

the form or ask for further validation, where you might have to select certain pictures or 

type a word into the validation field.(Stephen Meyer, Quora, 14.5.2018) 

The reCAPTCHA v3 removes the validation box and works invisibly in the background. It 

will validate the interactions that the user makes on your website and returns a score indi-

cating a possible spam.(Google.com, reCAPTCHA v3) 

In my test site, I will be using the reCAPTCHA v3. After obtaining the API keys (Site key 

and Secret Key), a little reCAPTCHA icon became visible at the bottom of the page. In-

stead of a checkbox used in v2, the v3 has this notification on all of your pages, indicating 

that they are being protected by reCAPTCHA.  
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I then proceeded to fill out my form using the same test cases I used with Akismet. I also 

filled the form many times with different information and spammed it as much as I could, 

since the reCAPTCHA admin panel requires you to get a certain amount of traffic for it to 

be able to calculate your average score distribution and other information. After some 

time, the information became visible. 

 

Figure 26. reCAPTCHA statistics. 

The score that reCAPTCHA gives you works so that suspicious activities are scored close 

to zero and normal “safe” interactions are 1. You can define different “actions” for reCAP-

TCHA to return a score, for example the form submission and user logins can be assigned 

different action names which will result in individual score distributions based on those ac-

tions. 

Based on the above data it seems that reCAPTCHA is not working as intended or it simply 

doesn’t constitute the forms as spam, even though the number of requests is quite high. 

The graph shows that all of the requests are scored 0.9 which means that they are most 

likely made by humans. For some of the messages this should be the expected score but 

for others not. I filled out the form using private windows, different browsers and by manip-

ulating the user agent property in Google Chrome so that I would more likely be consid-

ered as a robot. More specifically this can be achieved by opening the development tools 

in Chrome and creating a new device. In the settings of this device you can change the 

user agent attribute, which I changed to “Googlebot/2.1”. Despite all of this the reCAP-

TCHA still considered all of the requests legit. After reading some user experiences, many 

others also reported that the v3 version of reCAPTCHA didn’t protect you from spam mes-

sages explicitly well. Perhaps better results could be achieved with more customization, 

but it seems that at least this version of reCAPTCHA is not very beginner friendly, since 
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the customizations require you to modify the source code. based on this I decided to test 

the v2 version to see if it fairs any better. 

With the v2 version you can choose to let it work invisibly in the background much like the 

v3 or have tick box validation that is invisible to robots. This is quite straight forward as 

you will only need to check the box for the form to submit. 

 

Figure 27. reCAPTCHA error. 

As seen here, if the box is not ticked the form will not be sent. The general consensus is 

that the v2 is better at blocking spam, but it is less user friendly since it adds an additional 

field rather than working invisibly like Akismet, or the v3 of reCAPTCHA.  

The v2 cannot really be tested other than to see that the form won’t submit unless the box 

is ticked. 

 

Figure 28. Success message. 

Conclusion 

While quite easy to implement, the v3 version of Googles reCAPTCHA does not seem to 

be a good way to block spam messages. The v3 version can be assigned to monitor vari-

ous different actions, such as clicks or page loads in addition to form submissions. The 

tools provided by Google give you a good amount of data on how much a certain action, 

such as form submission has been performed. Based on over 120 form submissions with 

various content, different browsers, private windows and disguising myself as a robot, the 
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scores provided were still 0.9 meaning “most likely human”. The results may vary in a 

public website where the form gets much more traffic and from different sources, but 

based on my experience, I would not recommend using the v3 version of reCAPTCHA. In-

stead the v2 version with the tick box seems to be a good addition for your forms. Robots 

should not be able to interact with the tick box and if it is not filled, the form will not send. 

This is much more straightforward, but it does add an extra field to your form and can im-

pact the overall user experience. 

Reflecting on what a good spam protection plugin should do: 

Google reCAPTCHA 

Feature Included 

Prevent spam messages made by robots. 

 

v3: NO 

v2: YES 

Simple validation i.e. “I’m not a robot” tick 

box, or preferably no validation button at 

all. 

 

v3: YES 

v2: YES 

Easy to integrate in different types of 

forms. 

 

v3: YES (May require customization by 

code) 

v2: YES 

Display spam statistics. 

 

v3: YES 

v2: YES 

Table 9: google reCAPTCHA 
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8 FINDINGS – CHOOSING THE BEST PLUGIN 

 

8.1 Backups – Conclusion 

Based on the findings on their websites, WordPress reviews and vulnerabilities reported 

by securify.nl and acunetix.com and my own experiences, I would recommend Updraft-

Plus over VaultPress unless you are willing to pay for the business or professional ver-

sions of the plugin. UpdraftPlus has a good and stable history and the free version of the 

plugin does everything that a backup plugin should do. VaultPress provides some addi-

tional features, but in turn, you will get a history of security vulnerabilities. Also, VaultPress 

requires some technical knowledge for proper use so it is not very beginner friendly. Vault-

Press should be used by bigger companies that can afford the yearly price and can take 

full advantage of its features. For smaller websites UpdraftPlus is the better, and simpler 

option along with occasional manual backups. In addition, UpdraftPlus has a simpler user 

interface and setting it up is very easy. 

 

8.2 Indexing – Conclusion 

Upon comparing the two of the most popular SEO plugins in all of WordPress, it is clear 

that both YOAST SEO and All in One SEO Pack are good choices for managing your 

SEO. Both of these lack any type of free support, but thankfully they are relatively simple 

to use.  

YOAST comes on top when comparing the list of features, as it offers additional features 

such as breadcrumb support and SEO Rating that are not part of the core AIOSEO instal-

lation. Both of them have all the necessary core features, however the AIOSEO lacks any 

type of SEO analysis features to tell you of your current SEO status.  

YOAST currently has more users and a higher rating but also a longer list of security vul-

nerabilities in the past. As of 2018 there have been no reported security risks associated 

with the plugin, however CVE Details lists a total of 7 security vulnerabilities not counting 

the incident in 2018, compared to the list of AIOSEO security risks of just 2. This clearly 

shows that AIOSEO has been more reliable, even when most of the YOASTS risks have 

been minor and patched quickly. That said, AIOSEO’s history of long response time and 

lack of communication does raise concerns for the future, but this is of course based only 

on one incident. 
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In conclusion, both of these plugins are good choices for your website. However, the SEO 

analysis feature ultimately makes YOAST the better option for beginners. AIOSEO does 

not inform you if there are improvements needed to better your SEO ranking, which leads 

to a conclusion that this plugin is better suited for more experienced users who already 

know what makes a good SEO rank. For beginners YOAST is the better choice as it offers 

so much more guiding and help in addition to the excellent SEO- and readability analysis 

features. 

8.3 HTTPS – Conclusion 

Really Simple SSL and WP Force SSL are both good options to use when transferring 

your website to HTTPS. They both are easy to use, requiring only a single click of a button 

to activate, as long as you have a valid SSL certificate installed. 

The Really Simple SSL did manage to avoid any mixed content warnings despite me de-

liberately adding a HTTP picture in my test page. The plugin successfully converted the 

whole website and the link into HTTPS and no errors were encountered. Additionally, the 

plugin allows you to visit an SSL test page which gives users info about the state of the 

SSL. 

WP Force SSL has an additional option to enable HTTP Strict Transport Security on the 

website which does add an additional layer of security. This feature is also available in 

Really Simple SSL PRO, which you will have to pay for. The SSL certificate can also be 

tested directly in the admin panel but in my case, it returned an error each time and I was 

unable to get any info from it. Additionally, the plugin did not convert my external link pic-

ture into HTTPS directly, resulting in a mixed content warning. After manually correcting 

this issue the HTTPS was active. 

In conclusion I would recommend using the Really Simple SSL due to the fact that it man-

aged to change the external pictures “src” attribute automatically. If your website has mul-

tiple instances of these, then it will save much time and the developer does not have to 

search the source code for every instance of HTTP used. If you have the need for HSTS 

and do not wish to pay for it, WP Force SSL does offer that option and in that case is the 

preferred choice. 

8.4 Spam protection – Conclusion 

Based on test cases, user experiences and implementation, Akismet seems to be the best 

spam protection solution for WordPress forms. Akismet successfully blocked spam mes-

sages and can be customized to filter many different fields according to your need. The 
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admin panel shows statistics on blocked messages so you can see the form usage statis-

tics in real time. 

Googles reCAPTCHA v3 did not work very well with the test cases provided. Spam mes-

sages were able to get through and based on the scoring system that reCAPTCHA has, 

they weren’t even considered to be spam. For this reason, I would not recommend using 

reCAPTCHA v3 at least on its own. Implementation for reCAPTCHA is easy, especially if 

you use it with the Contact forms 7 plugin. the plugin can be useful for monitoring the ac-

tivities in your site and with some customization can be extended to follow many different 

things, however the main purpose for the plugin is not to monitor but to block unwanted 

spamming. 

The v2 version of reCAPTCHA seems to be the more reliable one, where you can enable 

a tick box that has to be ticked in order to submit the form. This can also be extended to 

be used in the user login screen for example. It is not very customizable and can affect 

the user experience slightly, but it does seem to provide more protection than the invisible 

version of reCAPTCHA. 

Overall the best solution would be to use Akismet as your main spam protection system 

and add Googles reCAPTCHA as a final safety step if needed to ensure that no spam is 

getting through. Although Akismet is slightly more complicated to setup for forms, in this 

case the benefits that it provides are worth it. While reCAPTCHA tick box is effective 

against robots, human spammers can still easily bypass it, whereas Akismet may consider 

it as a spam if the username, email or message seem suspicious. 

 



53 

9 SUMMARY 

The goal of this thesis was to find the best and most secure plugins for four specific areas 

in web-security. I feel that I have achieved in identifying the most suitable plugins for new 

WordPress users. The findings proved that even though most of the plugins are designed 

to do essentially the same thing, some major differences can be found in the user experi-

ences. Some of the plugins require much more technical knowledge and programming to 

achieve the same results as another. The differences between Akismet Anti-Spam and 

Googles reCAPTCHA proved to be the most damning example of these, as both plugins 

should work the same way, but Googles reCAPTCHA(v3) requires a lot of customization 

for it to work properly. Even though I had prior knowledge and experiences on all of the 

topics, I feel that I learned a lot about all of them when working on this thesis and got to try 

out multiple new plugins. 

The thesis was conducted in the available time frame and any major delays were avoided. 

The problems that occurred mostly related to the limitations of the local test environment 

which makes testing some of the plugins difficult. Most prominently the HTTPS portion of 

the thesis was very hard to test since localhost simply cannot be converted to HTTPS. 

The topic of the thesis seemed suitably compressed, but in hindsight it may have been 

better to condense it to include only one or two of these topics to analyze them more 

deeply. 

The findings in this thesis could be used by individuals who seek to develop their own 

website but are not familiar with the web-security aspects of deploying the site. Some 

more experienced users may also make use of these findings. 

9.1 Validity and further testing 

The findings in this thesis have been validated by testing each plugin individually and ex-

plaining the processes involved with the use of the plugin. The thesis answered the re-

search question: “What are the best web-security related plugins for a new WordPress 

user?” but only partially, as the scope of web-security is so enormous. For the specific cat-

egories examined here, the question was answered by looking at the past vulnerabilities 

involved with the plugins and then testing the user experience and reflecting it to what the 

plugin author(s) claimed it should do. To further validate these findings, the test cases pro-

vided could be used in different environments. 

This thesis could be continued by further testing and analyzing the plugin functionalities. 

Search Engine Optimization for example is such a large topic that it could easily be further 
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tested. The thesis could also be continued by adding additional categories to be exam-

ined. 
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