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1 INTRODUCTION 

Organisations have noticed that they need to protect cyber assets and are 

ready to invest in cyber security. After some large cyber-attacks, organisations 

have realized that they have lost money and a brand reputation, because of 

being victims of a data leak (Coughlin, 2017). The worst-case scenario is that 

organisations might lose business opportunities, because some of their cus-

tomers think they are not reliable business partners. 

 

There is also some regulation from governments which gives a cause to pro-

tect critical assets. If organisations fail to meet the governmental regulations 

and there is a data leak of sensitive customer data, there is a legal action and 

economic sanctions for organisations. In directive 95/46/EC (General Data 

Protection Regulation) European Union has decided that a fine can be up to 

10 000 000 euro or 2% of the total worldwide annual turnover (Official Journal 

of the European Union, 2016.). 

 

Some organisations outsource their Cyber Security Operations Center and 

they need a way to measure how cyber security companies produce their ser-

vice. As Flyktman (2016, 31) states, a growing number of outsourcing put 

some pressure against companies that offer cyber-security services. Also, up-

per management wants to know how their employees succeed. These are the 

reasons for measure metrics in cyber security. 

 

The traditional metrics have some disadvantage when measuring cyber secu-

rity. Cyber security is somewhat different from the traditional services like the 

Internet connection. For example, if the Internet connection is not working an 

organisation can measure how fast it is fixed. In cyber security, speed is not 

always the right way to handle incidents. (Haaranen, 2017.) 

 

There is also a big knowledge gap between organisations that need cyber se-

curity and companies that offer it. For instance, technical jargon and reports 

that are offered to organisations might be useless because nobody under-

stands them. To make reporting easier, there should be clear metrics that are 

easy to read. 
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This research will studies methods and metrics for creating metrics for out-

sourced Cyber Security Operations Center. Because shortcoming of a field 

study this research focus to previously studies. This research also describes 

best practices for a design project to create metrics. 

 

2 USED TERMINOLOGY 

In this research, the word metrics refers to a unit that can be measured. Met-

rics can be any activity which offers information (Cambridge Dictionary, n.d.). 

For example, metrics can indicate how many incidents an analyst has handled 

per day.  

 

Key Performance Indicators are objective values that measuring metrics pro-

duce. Usually, Key Performance Indicators measure how well an employee or 

an organisation has performed. (Cambridge Dictionary, n.d.) For example, if 

the organisation has an object that the analyst should handle ten incidents per 

day and the analyst handles more than that the analyst has fulfilled the re-

quirements of Key Performance Indicators. 

 

The Cyber Security Operations Center is a department in an organisation 

which handles incidents related to cyber security (Kowtha & Nolan & Daley, 

2012,470). For example, if the organisation has a data breach usually Cyber 

Security Operations Center leads the operation that investigates how mali-

cious and wide the breach was. 

 

3 RESEARCH OBJECTIVES, METHODS AND QUESTIONS 

This research focuses on the pragmatic methods of measuring the metrics of 

cyber security services. The main goal is to develop a method that can be 

used in measuring Key Performance Indicators. The research problem was 

that there was not appropriate method to measure the outsourced Cyber Se-

curity Operations Center. 
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The main question in this research is how the outsourced Cyber Security Op-

erations Center can measure how it is performing. During the research pro-

cess, also some additional questions have risen: 

- What is the best practice for a customer survey? 
- What is the best way to compare metrics and choose the right metrics? 

 

This research also examines, how to combine good qualitative and quantita-

tive metrics in cyber-security. What is the efficient mechanism to compare dif-

ferent metrics? For example, when an upper management needs to know how 

their team has performed, they can produce qualitative metrics from a cus-

tomer survey and from some quantitative data. 

 

This research will pay attention on the best practices in using customer sur-

veys as a part of qualitative metrics. What kind of questionnaire produce the 

best answers? The idea is how the outsourced Cyber Security Operation Cen-

ter can measure how it is performing. 

 

The sources of data are collected background information from previous re-

search and literature about metrics. Naturally, a part of the research is done 

with an empirical method with conversations between business units and col-

leagues. 

 

Method of this research was a development research (Kananen 2011, 151) 

because this research was part of a development project of a Cyber Security 

Operations Center that Elisa corporation offers to customers. 

 

The literature chapter has evaluated the conclusions of previous studies and 

literature. Also, in the literature chapter has some evaluation of how the used 

metrics and methods could use in the outsourced Security Operations Center. 

 

It was noticed during the literature and research evaluation that previous stud-

ies do not match a need for modern outsourced Cyber Security Operations 

Center. End customers demand more qualitative reports and analyses more 

than traditional metrics. 
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In conversations between business units had an idea of using a customer sur-

vey (Ropponen, 2017). Because given reason, part of this research was stud-

ied how conduct the customer survey and implement the customer survey into 

the KPI-metrics. 

 

This thesis has also a chapter about how to design a project which describes 

how to conduct a project regarding measuring the outsourced Cyber Security 

Operations Center. The chapter will help to implement created metrics and de-

scribes problems that might appears during the project. 

 

Because organisational changes, there were no field study of this research. 

Peer review were conducted because there were a need for opinions about 

studied methods of creating metrics. 

 

4 PREVIOUS RESEARCH AND LITERATURE 

Several studies have been executed on cyber security metrics. Although those 

studies are valid, they presume that an organisation has the ability to measure 

several services in their IT-infrastructure. There is a lack of research on how 

the Cyber Security Operations Center can be measured. 

   

Usually other studies and the previous literature describe the process and 

structure how of metrics should be build. Literature usually offers the lists of 

pragmatic metrics in an appendix. Those are useful metrics, but is presumed 

that the Cyber Security Operation Center has access to all data and rights to 

do necessary remediation. 

 

There are some studies that only focus on one metric. For example, the re-

search might only consider incident handling time or the cost of the incident. 

From the perspective of the outsourced Cyber Security Operations Center, 

looking at only one metric is not meaningful. It might lead to a situation where 

indicators show that everything is ok but the end-customer is not satisfied with 

the outsourced Cyber Security Operations Center. 
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Another lack of previous and literature is qualitative metrics. There are men-

tions that there is a possibility for qualitative metrics but there is no research 

that would describe good qualitative metrics. 

 

One reason for this lack might be the nature of these metrics. Usually qualita-

tive metrics is questions, such as customer surveys, are comprised of ques-

tions, and they are under the business secret. 

 

4.1 Developing a Metrics Framework for the Federal Government in 

Computer Security Incident Response 

Sritapan, Stewart, Zhu and Rohm (2011) have conducted a research about 

Developing a Metrics Framework for the Federal Government in Computer 

Security Incident response. The research mainly focuses on three types of 

measurement: Cost, time and quality combined with Audience Based Metrics. 

There are three audience groups: administrative, operational and external. 

Every group has its own views and needs to the metrics. Sritapan et al.  

(2011, 63) also add objects which need to determine by organisation itself. 

 

In general, research by Sritapan et al. (2011) recommends that there should 

be an object that is measured, and the results should be presented based on 

the audience. For example, the financial department might not be interested in 

how fast incidents are handled, but they want to know what the cost per inci-

dent is. 

 

From the point of view of outsourced Cyber Security Operations Center meas-

uring costs can be difficult. As Sritapan et al. (2011, 60) demostrate very well, 

a cost is easier to assign to tangible elements. In the outsourced Cyber Secu-

rity Operations Center, there are tangible elements but measuring those ele-

ments is not in the focus. As described in this research, it is more important is 

how satisfied the end-customer is and how that satisfaction can be measured. 

 

Because of the nature of the research by Sritapan’s et al. (2011), there are no 

recommendations which are the metrics that should be measured. However, 
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the research gives a good overall perspective to measuring security metrics 

and the incident handling process. 

 

4.2 A methodology to measure and monitor level of operational effec-

tiveness of a CSOC 

The research by Shah, Ganesan, Jajodia and Cam (2017) focuses on meas-

uring and monitoring the level of operational effectiveness of the Cyber Secu-

rity Operations Center. The authors use only one metric which is the incident 

handling time.  

 

Shah et al. (2017) have the development value called Level of Operational Ef-

fectiveness (LOE). The research is very mature and Shah et al.  have consid-

ered very well different phases of the alert analysis, can be seen in Figure 1. 

 

A downside of the research is the lack of other metrics, as Shah et al. concen-

trate on the incident handling time. As mentioned before in this research, there 

is a disadvantage when using the time as the only metric. It will lead to a situa-

tion where analysts do their analysing as fast as possible but in a hurry ana-

lysts might miss something important which endanger customer IT-environ-

ment. 

 

 
Figure 1. Alert analysis process (Shah et al. 2017, 3) 
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From the perspective of this research LOE could be one metric but not the 

only one. For example, LOE and the customer survey together would formu-

late KPI-metrics. This kind of a combination solve the problem that occurs 

when solely LOE is used as a metric. 

 

4.3 IT Security Metrics 

The strength of the Hayden (2010) book about IT Security Metrics is the infor-

mation about how to build a project about security metrics. There are also 

good, practical hints to analyse the gathered data. 

  

Hayden (2010) focuses on metrics at a high level. He describes very well im-

portant aspects of planning the metrics project. For example, Hayden brings 

forth the importance of documentation and conversation with stakeholders and 

employees. 

 

The shortcoming of Hayden’s book is samples of the metrics. In the book 

some metrics are described, but the metrics is not relevant to the outsourced 

Cyber Security Operations Center. It should be taken into account that the 

book is published in year 2010 when the cyber security was different than to-

day. In the past, measuring security metrics concentrated more on costs than 

on cyber threats. 

 

From the perspective of the outsourced Cyber Security Operations Center, the 

most important topic in the book is how to create the project and analyse data. 

After all, as the title of the book says Hayden’s book is a framework for meas-

uring security. 

 

4.4 Pragmatic Security Metrics 

A book by Brotby and Hinson (2013) offers good examples of the metrics, for 

instance, what to measure and how to compare the different metrics.  There 

are also examples of the metrics to measure. 
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Brotby and Hinson (2013) notion is classified metrics with METAMETRIC-

method. It is a good practice to decide which metrics are worth to measure. 

For example, if the organisation has doubts which metrics should be chosen 

as Key Performance Indicators, METAMETRIC-method will support choosing 

the right metrics. 

 

A shortcoming of this book is that there is no mention about customer surveys. 

Neither are there any comments about outsourced Cyber Security Operations 

Center. This is not unusual in studies about security metrics. In general, the 

book by Brotby and Hinson is worth to reding. 

 

4.5 SFS-ISO/IEC 27004:2016. Monitoring, measurement, analysis and 

evaluation. 

Standard SFS-ISO/IEC 27004:2016 (2016) has been created to help organi-

sations when they need to measure their state of the security. The standard 

has an appendix where example metrics are listed. 

 

The standard is useful especially when the organisation is about to achieve 

the standard ISO/IEC 27001. The requirement for monitoring security is a part 

of the standard ISO/IEC 27001. 

 

Since the standard is made for organisations directly, there is no part for out-

sourcing. The Outsourced Cyber Security Operations Center can use metrics 

that are mentioned in the appendix but generally there is no mention or met-

rics about outsourcing. 

 

Of course, it is good practice to understand the basics of the standard. For ex-

ample, there might be a situation where an end customer is applying standard 

ISO/IEC 27001 and therefore the outsourced Cyber Security Operations Cen-

ter needs to meet the requirements of the standard ISO/IEC 27001. 
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4.6 Cyber Resiliency Metrics 

Bodeau, Graubat, LaPadula, Kertzner, Rosenthal and Brennan (2012) made a 

publication about cyber security metrics to Mitre. Their publication is like SFS-

ISO/IEC 27004:2016. 

 

As Bodeau et al. describe (2012,1) their goal was to create metrics which help 

a wide scale of experts. That is the reason why there are many examples of 

what can be measured in the cyber security. 

 

As the publication of Bodeau et al. (2012) is comprehensive there are some 

metrics that should be considered to the outsourced Cyber Security Opera-

tions Center. Those metrics are related to the incident handling time. For ex-

ample, Bodeau et al. suggest that there is a chance to measure time when the 

incident has occurred and when it has been noticed (2012,18.). 

 

Bodeau et al. (2012) do not mention a customer survey as a potential metric. 

They refer to a qualitative value scale (2012,4), but there is no research on the 

actual qualitative metric. The reason probably is that the Mitre is a state-aided 

institution and its main purpose is to offer assist to the United States govern-

ment (Mitre,2019). 

 

4.7 Performance Measurement Guide for Information Security 

Chew, Swanson, Stine, Bartol, Brown and Robinson (2008) have conducted a 

comprehensive study about implementing security measurements into the 

agencies of The United States. Because of the nature of the NIST as a state-

aided institution there are lots of references to laws and standards of The 

United States government. In general, the Cyber Resiliency Metrics by Mitre is 

more comprehensive. 

 

Chew et al. (2008) have described very well measurement processes in de-

tails. Their publication is more to the head of an agency or to upper manage-

ment since there are not so many technical observations. Instead, the focus is 

on processes. 
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Chew et al. 2008) also underline that when the organisation has the first re-

sults there should be a project to improve results as described in Figure 2. 

The processes studied by Chew et al. (2008) are good to know when design-

ing cyber security metrics measurement for the outsourced Cyber Security 

Operations Center. The process is roughly the same kind when talking about 

a governmental agency or a private sector company. 

 

 

 
Figure 2. Information Security Measurement Program Implementation Process (Chew et al., 
2008,35) 
 

The main disadvantage of the publication of Chew et al. (2008) is lack the of 

pragmatic metrics examples. There are some, but they are not good for the 

outsourced Cyber Security Operations Center. However, it must be remem-

bered that the publication has been done for the agencies of The United 

States. 

 

4.8 Security Metrics: replacing fear, uncertainty, and doubt 

The book Security Metrics: replacing fear, uncertainty, and doubt by Jaquith 

(2007) is slightly different than other books about the security metrics. Jaquith 

has a descriptive style. There is no list of the possible metrics but Jaquith tells 

what can be measured. There are also good points about the visualization of 

the measurement report. 
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Jaquith (2007) has raised some issues about a customer survey which is 

more than other literature concerning security metrics. Also, Jaquith has good 

points about the methods of analysing data. 

 

It can be said that Jaquith describes what metrics should measure and how he 

would design them. Should also remembered that the book has been written 

in 2007 and the cyber security landscape is now different than those days. 

 

4.9 A survey on systems security metrics 

Pendleton, Garcia-Lebron, Cho and Xu (2016) have done research on security 

metrics. The main idea of the study is to divide measuring security metrics in 

four sub-categories: the metrics of system vulnerabilities, the metrics of de-

fence strength, the metrics of attack/threat severity, and the metrics of situa-

tion understanding. The sub-categories are described more detailly in a Table 

1. 

 

  Vulnerability 

metrics 

Defence 

metrics 

Attack 

metrics 

Situation 

metrics 

Measurement  Vulnerabilities 

of an enter-

prise or a com-

puter system 

Strength of 

defence 

mechanism 

Strength of 

attacks 

situation, 

including 

system’s 

security 

Target An enterprise 

system or 

computer sys-

tem 

Defense 

mechanisms 

employed at 

systems 

Attacks 

against 

systems 

Evolution of 

situation 

and envi-

ronment 

Types User's vulnera-

bilities, inter-

face-induced 

vulnerabilities, 

software vul-

nerabilities 

Preventive, 

reactive, pro-

active and 

overall de-

fense 

strength 

Different 

type of at-

tacks, like 

botnets 

and mal-

ware 

spreading 

Security 

state, secu-

rity inci-

dents, se-

curity in-

vestment 

Table 1. Metrics and Measurement of Vulnerabilities, Defenses, Attacks, and Situations 
(Pendleton et al. 2016, 7) 
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Although the study by Pendleton et al. (2016) is very comprehensive, it can be 

questioned how pragmatic the method is for measuring cyber security. The re-

search framework might be possible to implement into the organisation if the 

Cyber Security Operational Center it is managing by the organisation. 

 

For example, Pendleton et al. (2016,8) propose that there can be measuring 

metrics based user behavioural or how weak passwords are. From the per-

spective of the outsourced Cyber Security Operational Center those metrics 

are not essential. Usually the outsourced Cyber Security Operational Center 

has nothing to do with the password policy or cannot affect how users behave 

e.g. visit malicious websites. 

 

While the research from Pendleton et al. (2016) is not pragmatic, there are 

some suggested metrics that should be considered to be implemented. Such 

as like a delay in incident detection (Pendleton et al. 2016,22). The out-

sourced Security Operations Center should serve the end customer as fast as 

possible. 

 

4.10 Model-Based Quantitative Network Security Metrics 

Ramos, Lazar, Holanda Filho and Rodrigues (2017) have conducted a com-

prehensive study about network security metrics. As Ramos et al. (2017, 

2730) states, Model-Based Quantitative Network Security Metrics are still un-

der development. That is the reason why implementing the study of Ramos et 

al. (2017) to the Outsourced Security Operations Center is complicated be-

cause there are not any pragmatic examples. 

 

Even though the research of Ramos et al. (2017) has a lack of pragmatic ex-

amples there is a good figure about security metrics which can help perceive 

different aspects of security metrics. As described in Figure 3, network metrics 

is just one target type of metrics. Outsourced Cyber Security Operation Center 

is more in category “organisation”. 

 



18 
 

 
 

Security Metrics

Target Type Objective Type Construction Type Automation Level Measurement 
Consistency Measurement Type Measarument 

Moment

Process

Software

Network

Organization

Compliance

Economic

Effectiviness

Measurement-
based

Model-based

Manual

Automatic

Semi-automatic

Subjective

Objective

Quantitative

Qualitave

Static

Dynamic

 
Figure 3. Classification of Security Metrics (Ramos et al. 2017,2707) 
 

4.11 Risk analysis supported by information security metrics 

Breier and Hudec’s (2011) research about security metrics is a framework for 

controlling different metrics. As Breier and Hudec (2011, 398) mention, their 

research focus on a formal mode of metrics.  

 

Research of Breier and Hudec (2011) has a good approach to measure met-

rics. A shortcoming of the research is there is no field study. As the research 

of Breier and Hudec (2011) is only theoretical there is no evidence if the for-

mal mode of the research is working or not. Breier and Hudec (2011, 398) rec-

ognize the shortcoming of field study and suggest that future research would 

study how to find right metrics. 

 

The research of Breier and Hudec (2011) is worth consideration. Especially 

the idea of about using weight with different metrics is interesting and should 

be studied further. There is also a possibility that the whole formal mode as 

described in the re-search of Breier and Hudec (2011) would work on the out-

sourced Cyber Security Operations Center. The interesting part of the re-

search of Breier and Hudec (2011,396) is how to implement a company size 
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and an annual budget into the formal mode. Because the nature of this re-

search is theoretical there is no opportunity to continue the research of Breier 

and Hudec (2011). 

 

5 BACKGROUND OF THE METRICS 

5.1 Cost based metrics 

One way to measure the success of cyber security services is financial more 

accurately the relation between costs and benefits (Brotby&Hinson 2013, 33-

34,94). Although giving numbers to upper management is easy it tells quite lit-

tle from the technical perspective. Particularly, if the goal is to measure cyber 

security in a more complex way. 

 

For example, an organisation may invest in an antimalware software and 

count how much money it has used per cleaned file. This is a totally fine 

method, if the organisation wants to measure how the antimalware software 

works. However, in depth it does not measure technical readiness to prevent 

cyber-attacks in depth. Antimalware detections are more reactive so there 

should be proactive methods (Ranne 2018). 

 

There is always a risk that cost metrics give misleading results (Brotby&Hin-

son 2013, 95). This can be demonstrated with antimalware detections: What if 

there are no infected files? Is the conclusion that we do not need the antimal-

ware software because costs versus detections benefits are poor or is the an-

timalware software broken? 

 

5.2 Metrics based on Service Level Agreement 

In an agreement between a customer and a service provider is specified how 

fast, for example, a broken service is fixed. This is called Service Level Agree-

ment (SLA). In cyber security SLA is justified in fast reaction. Some indicators 

are so strong that fast reaction is justified (Haaranen 2017). For example, 

some IP addresses are malicious and when there is data traffic to malicious IP 

address automated alert is triggered. 
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There might be an issue with SLA metrics when measuring incident handling 

time from start to the end. Sometimes there are long time periods when ana-

lysts follow data traffic and analyse if the first indicator is false positive or if a 

threat is real. 

 

In the worst-case scenario, SLA metrics may lead to poor management of an 

incident. Analysts know that they have, for example, eight hours to analyse 

and remediate alert from the Security Information and Event Management 

(SIEM). Because of a hurry, analysts might close the incident with close code 

“False positive” because they want to stick into a timeframe of the SLA. The 

worst-case scenario in this case: is that the incident was not false positive and 

an organisation becomes a victim of the data breach. 

 

It is not good either if there are too many false positive incidents which go to 

field engineers or end customers. It damages the credibility of Cyber Security 

Operations Center. A great number of false positives possibly causes a delay 

in incident handling when field engineers prioritize their daily jobs. They might 

think: “It is again one false positive” and ignore the incident. 

 

5.3 Problems with traditional metrics 

As described in the previous paragraphs, there are some problems with the 

most used traditional metrics. Those metrics do not fit in the modern, possibly 

outsourced Cyber Security Operations Center. Traditional metrics are gener-

ally matched to a situation where all information technology is controlled by a 

single company. In the modern business model it is a rare situation. Because 

IT-infrastructure is decentralized measuring just one service is not useful. 

 

Because of outsourcing there might be a situation, where a customer has two 

or more vendors from which they have bought their IT-infrastructure. In the de-

scribed situation, there is a possibility that the outsourced Cyber Security Op-

erations Center analyst notices an incident and reports it to the customer. Be-

cause the customer company does not have visibility or technical knowledge it 

forwards the incident to a third party. The whole process takes time and if the 
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outsourced Cyber Security Operation Center has a total incident time from 

alert to resolve as SLA it gives wrong metrics because the analyst handled the 

incident and reported it to the customer. 

 

It should be remembered that good metrics should not be easy to create. It is 

easy to create metrics but are the created metrics useful? There might be a 

situation, where metrics are indicating a positive signal but when an organisa-

tion inspects what this the metrics really measure they are not useful or meas-

ure the wrong things. 

 

A problem of outsourced Cyber Security Operations Center is handling a re-

petitive incident. There might be a situation, for example that the same Intru-

sion Detection System alert gives a signal. A cyber security analyst knows it is 

critical and needs to be taken care of. For some reason, a customer does not 

take care of it. The customer might think it is not so critical. If metrics are re-

lated to Intrusion Detection System alert they give a wrong result. Of course, 

there should be some actions for metrics and disperse Intrusion Detection 

System alert from metrics. 

 

One reason for the cyber security knowledge gap between organisations is 

the lack of skilled employees. An organisation might want to build Cyber Secu-

rity operations Center but cannot find employees. (Oltsik, 2019.) 

 

Because of the reasons discussed above, there is a need to provide reliable, 

easy to understand metrics for the Cyber Security Operations Center. Good 

cyber security metrics gives confidence to all, from upper management to a 

customer that cyber security services are doing what they are supposed to do. 

 

5.4 Creating metrics 

When planning measuring metrics one task is choosing how many metrics are 

intended to use. There should be a conversation with stakeholders, such as 

an end customer or an upper management, concerning their need for infor-

mation given by metrics. 
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Sometimes on upper management is more interested in allocation of a cost 

than how some technical service is working. On the other hand, from the cus-

tomer perspective it is more interesting to know how the outsourced Cyber Se-

curity Operations Center is technically working and helping them. 

 

Naturally, there is a chance to offer the same metrics to a customer and an 

upper management, as described in Figure 4. It is also time saving method for 

instance whom management metrics. It all depends a need for different stake-

holders. 

 

 
Figure 4. Using same metric for different stakeholders 
 

Stakeholders should give clear indicators what they want to measure. After 

getting indicators from stakeholders, an organisation should formulate metrics. 

Goal-Question-Metric -method, also known as GQM, is a simple process to 

improve or develop organisation metrics. As Hayden (2010, 38) describes, the 

first step is set-up goals that are not measurement goals. Based on those 

goals more specific questions should be asked. Final step is identifying how 

an organisation can produce metrics that answer those specific questions. In 

Figure 5. there is an example of GQM-process. 
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Goal:
Reducing incident handling time

Question:
How we can measure incident 

handling time?

Metric:
Overall handling time for incident

Question:
Is there bottlenecks in incident 

handling process?

Metric:
Which part of process has longest 

incident handling time

 
Figure 5. GQM-method (Hayden 2010, 37) 
   

It should also be noted that there is a possibility for qualitative metrics. Quali-

tative metrics are more demanding than quantitative. In some cases, qualita-

tive metrics are based on customer surveys. Questions in customer surveys 

should be easy and quick to answer. 

 

Jaquith (2007) gives some criticism against customer surveys. He demon-

strates that answers may vary between answerers. Jaquith has a point in his 

critic. However, in the outsourced Cyber Security Operations Center the cus-

tomer survey will be made for the end customer. Usually there is one person 

representing the end customer who will answer the survey. So, there is no 

variation in answers per end-customer. 

 

Jaquith (2007) also notes that answerers might have biases that affect the an-

swers. That is true, but in the outsourced Cyber Security Operations Center, 
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exaggerate by generalising it, can be said that “Customer is always right”. This 

means that if an end customer gives bad grades in a customer survey it is the 

truth; the end-customer is not satisfied no matter if the end-customer is right or 

wrong. 

 

When transforming qualitative data into quantitative form, there should be 

some consideration how to rate questions. As Bodeau et al. (2012,4) describe, 

qualitative value scales also need to be clear or presented by examples. Oth-

erwise, there is chance for different calculations by stakeholders. 

 

5.5 Collecting metrics 

When planning metrics, it is good to understand how the metrics are pro-

duced: How much there is automation and which system they are taken. If 

some metrics are reported because their measuring is easy and the upper 

management demands something. There is a risk that metrics produce inac-

curate results (Hayden, 2010,32.). There should always be careful evaluation 

of the used metrics. 

 

Log management is an important part in cyber-security. It is important in inci-

dent handling and detecting malicious activity in a network, but it is also used 

in measuring metrics. As standard ISO 27004:2016 (2016) describes, organi-

sations should be monitoring produced data. As represented in Figure 6., 

there are many benefits which may help the upper management or specialists 

in decision making. 

 

If an organisation has an incident response platform (IRP), it should be evalu-

ating if there is a chance to produce a report about metrics. In the best sce-

nario, the incident response platform produces the automated report with right 

values. On the other hand, it is possible that there is a lot of manual work in 

producing a report and counting values of a metric. From the company’s view-

point, all manual work is expensive. If a team leader uses a lot of time calcu-

lating metrics with spreadsheet, the leader is not doing a core work; leading a 

team (Ropponen, 2017.).  
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Besides automated reporting, occasionally there should be manual evaluation 

from the results of the automated reporting. The purpose is investigating if an 

automated report is right or not. Manual evaluation is also important because 

used metrics should be transparent. For example, the organisation has the 

metrics for a merit pay. If a worker doubt that metrics are wrong, there should 

be a process to show manually how metrics are produced. This should be 

considered when choosing a tool and services which will produce the metrics. 

(Ropponen, 2017) 

 

Increased accountability

Improved information 
security process

Evidence of meeting 
requirements

Support decision-making

Identify processes, 
finding faulty or 

ineffective process.

Quantify improvements

Fullfilling different 
standars, for example 
ISO/IEC 27004/2016.

Contributing information 
to risk management, 
measure success and 

failings, provide support 
to resource allocation.

 
Figure 6. Benefits of monitoring and analysing produced data (ISO 27004:2016,2016,8) 
 

 

6 STRUCTURE OF THE CUSTOMER SURVEY 

6.1 Questionnaire 

When creating a research questionnaire, before the main questions there are 

usually exclusion or screening questions. Those questions will help to create 
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more accurate and high-quality survey data. There are also classification 

questions which offer background information to the interviewer for example 

sex, age and location. (Brace,2008,32.) 

 

When the questionnaire is asking how the outsourced Cyber Security Opera-

tions Center has performed there are no requirements for exclusion, screening 

or classification questions. The reason for this is that questions are pointed to 

the end customer representative who is in charge of cyber security. The inter-

viewer usually knows end customers in person so there is no need for ques-

tions that concerning respondent’s background. 

 

Exclusion, screening and classification questions are often used when re-

spondents are unknown, and the number of respondents is high. In this re-

search the number of respondents is limited. Several limited respondents af-

fect that the customer survey is not quantitative. As Kananen (2011,39) men-

tions, when there are a couple of answers, then the research is qualitive. For 

example, if there would be hundreds of answers, then the customer survey 

would be quantitative.  

 

Personal questions should be placed at the end of a questionnaire. When the 

interview proceeds, the responder is more relaxed and feels more trust in a 

situation (Kananen,2011,90). Although in the outsourced Cyber Security Oper-

ations Center customer survey has not personal questions to the responder, 

there might be questions that are business critical to the organisation that re-

sponder represent. The interviewer should consider, are questions of this kind 

comparable to personal information. If they are, business critical questions 

should be placed at the end of a questionnaire. 

 

As Brace (2008,41) states, a flow chart of questions can help avoiding route-

ing issues and it gives an overview that all topics are covered. The general 

rule is that a questionnaire should start from general questions and then move 

to more detailed questions. As seen in Figure 7 the flow chart is an easy way 

to have an overview of questions and how the questionnaire is built. For ex-

ample, the flow chart helps to identify if the questions are in the right order and 

how the questionnaire is routed. 
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Is your company satisfied to 
Cyber Security Operation 

Center?

Which grade you 
give to CSOC to 1-5?

Why you are not 
satisfied to CSOC?

Yes No

Which is most 
valuable thing that 
CSOC gives to your 

company?

End of questionnaire

Have you seen any 
development in 

CSOC in last 
quarter? 

 
Figure 7. Example of the flow chart (Brace 2008, 42) 
 

6.2 Types of the questions 

There are different types of questions. In this research open and closed ques-

tions are used, for example See table 2. As Brace (2008,47) describes, closed 

pre-coded question is easy to handle an in electronic questionnaire. Data will 

be stored automatically to a database. 

 

Pre-coded questions are easy to modify to KPI metrics if in the questionnaire 

uses ratio scale -questions. For example, if a question is like “Which grade 

you give to the CSOC to 1-5 (where 1 is the lowest score and 5 is the high-

est).”, can be moved to KPI metrics almost as is: If the answer is 5, then out-

sourced Cyber Security Operations Center has performed very well. 
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In the questionnaire there is also a possibility to use open questions with pre-

codes. Open questions with pre-codes are open questions where presup-

posed answers are pre-coded. In the questionnaire should also be space for 

answers which are not pre-coded. (Brace, 2008,47.) 

 

Question type Question example 

Open question Open-ended Why you are not satisfied to CSOC? 

Please answer in your own words. 

Closed question Pre-coded Is your company satisfied to Cyber Secu-

rity Operation Center? Please answer Yes 

or No. 

Table 2. Example of question types (Brace 2008, 47) 
   

6.3 Types of the customer survey 

There are several ways to produce a customer survey. As Brace (2008,22) 

describes, there are three main methods: Interviewer-administered, self-com-

pletion and interviewer-supervised self-completion. 

 

This research will focus on the web-based self-completion of the customer 

survey. Because of low numbers of end-customers, can be presumes that a 

response rate is 100%. There is some criticism about web-based self-comple-

tion (Brace, 2008,33), such as misunderstood with questions. This can be 

avoided with interviewer-supervised self-completion.  

 

When using an interviewer-supervised self-completion, a responder can ask 

advice from an interviewer if there are some unclear questions. Otherwise the 

interviewer does not interfere the answering process. (Brace, 2008,23) There 

is chance that the response rate is higher, when the interviewer and the re-

sponder meet face-to-face. For example, if a link to a web-based survey is 

sent by an email, there is chance that the responder does not open the sur-

vey. A personal request to fill the customer survey is stronger than email. 

 

A data collection to a database is easier when using a web-based survey ver-

sus a paper survey. If the customer survey team is using paper surveys, there 

is a manual phase where all results are transferred to the electronic database. 
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When using a web-based customer survey the manual phase of the data col-

lection is easier. Also, the data is available as soon as the responder has re-

sponded to the survey. 

 

6.4 Summarizing customer survey 

A customer survey is not the easiest data source for metrics. A problem is not 

technical, for example, transforming results from the customer survey to met-

rics. Rather the problem is more how to create the customer survey in the first 

place. As described in the preciously chapters, creating a customer survey re-

quires some dedication and background information. 

 

In an optimal situation, there is a possibility to get help from people who make 

customer surveys as their full-time job. This will help creating a credible cus-

tomer survey. Also, when someone outside a project team reviews the ques-

tions, there is a possibility to find problems, such as questions that are de-

signed badly. 

 

When answering the customer survey, an end-customer feeling may affect to 

result. For example, if the end-customer has a bad day, the answers may not 

reflect how the outsourced Cyber Security Operations Center has actually per-

formed. The end-customer may vent bad feelings on the customer survey. 

Naturally, this will lead to wrong results in terms of metrics. 

 

The customer survey is also a very ruthless metric. There might be a situation, 

where the outsourced Cyber Security Operations Center has generally per-

formed very well, but just before the customer survey the outsourced Cyber 

Security Operations Center has failed with one incident. The end-customer will 

remember this one failed incident over all other incidents that were handled 

successfully. This problem can be reduced by using a face-to-face survey, 

where the interviewer underlines that answers should reflect a longer time pe-

riod. 

 

The project manager should also remember that in the organisation there 

might already be a customer survey for end customers. Before sending the 
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customer survey to the end customer, there should be a review is there any 

other surveys to the end customers. As Glazer (2015) states, it is irritating as 

the perspective of the end customer if receiving too often customer surveys. 

 

 

7 COMPARSION OF DIFFERENT METRICS 

When creating metrics from different sources, there should be a careful review 

of how metrics from different sources are emphasized.  For example, if the or-

ganisation uses metrics such as the incident handling time and the uptime of a 

service there should be careful review if those sources are equally good. 

 

As Flater (2018, 66) states, there are some matters that should be taken care 

of when comparing metrics and results; For example, a misleading scale in 

different alerts. The outsourced Security Operations Center might get alerts 

from an Intrusion Detect System and from a firewall. The Intrusion Detection 

System alert severity might be at a scale 1 to 3, but on the firewall alert sever-

ity scale is at 1 to 10. When measuring alerts, it should be carefully consid-

ered how malicious alerts are from different sources. 

 

There might also a be situation that the organisation’s upper management 

gives more recognition to the incident handling time than uptime of the ser-

vice. If the accentuation of those two metrics is equal the metric is not good.  

 

To mitigate the problem of not equally good metrics, the different weight for 

metrics can be used. As Breier and Hudec (2011) describes, the different 

weight of metrics helps the organisation to fulfil the defined objects. 

 

Table 2 represents the difference between two measurements. As shown in 

table 2, there is a difference when a weight of the used metrics is changed.  

 

The mathematic formula used in table 3 is defined through equation 1. Weight 

tells how important the metric is. Grade is formed from raw data after it is ana-

lysed.  
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𝑇𝑜𝑡𝑎𝑙𝐺𝑟𝑎𝑑𝑒 = (𝐺𝑟𝑎𝑑𝑒𝑂𝑓𝑋 ∗ 𝑊𝑒𝑖𝑔ℎ𝑡𝑂𝑓𝑋) + (𝐺𝑟𝑎𝑑𝑒𝑂𝑓𝑌 ∗ 𝑊𝑒𝑖𝑔ℎ𝑡𝑂𝑓𝑌 

 

(1) 

Option A  Option B 

Metric 
Grade 
(1-10) 

Weight KPI-
grade  Metric 

Grade 
(1-10) 

Weight KPI-
grade 

Incident 
handling 
time 

4 50,00 % 2 
 

Incident 
handling 
time 

4 80,00 % 3,2 

Service 
uptime 

10 50,00 % 5 
 

Service 
uptime 

10 20,00 % 2 

    
100,00 

% 7 
     

100,00 
% 5,2 

Table 3. Difference between measurements 
  

 Under the column “Metric” there are incident handling time and service up-

time. These are the metrics that are measured in this example. Grade scale is 

1-10, where 1 is the worst grade and 10 is the best grade.  

 

Column “Weight” demonstrates what is a weight between two metrics. In table 

2 option A has the equal weight between metrics. When metrics are trans-

formed in to KPI-grade and are the summation of KPI-grade is 7.  

  

In a case that the organisation is using option A and the upper management is 

focusing on reducing Incident handling time it can be said that the metric is in-

appropriate. Total grade is 7 which is above average. However, the more 

meaningful metric grade to the upper management is below average. This 

leads incorrect information to the upper management. In the worst-case sce-

nario, incorrect metrics lead to incorrect conclusions and actions. For exam-

ple, if the upper management has made a statement that the grade should be 

more than 7 and the Incident handling time is our main priority it can be said 

that in the option A grade 7 gives a wrong result. 

 

If the organisation uses option B from table 2, the weight of the Incident han-

dling time is 80% and the Service uptime is 20%. With these ratios grades 

represent better the way upper management has thought if the Incident han-

dling time is the organisation priority. 

 

Overall grade is more truthful in option B than in option A. In option B overall 

grade is 5,2 and the grade of the Incident handling time is 4. The difference 
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ratio between overall grade versus the grade of the Incident handling time is 

1,2 when in option A difference ratio is 3. In this example, the low difference 

ratio gives more truthful information to the upper management. 

 

The method of weighted metrics will give an overall grade on how the out-

sourced Security Operations Center has performed, if metrics are carefully 

chosen and taken from the whole technical range of the outsourced Security 

Operations Center. For example, the upper management chooses metrics for 

overall incident handling time, first response time and service uptime. Those 

metrics will measure how fast the outsourced Security Operations Center will 

handle customer incidents. Service uptime is measured because if a service is 

down, it can lead data to a breach, when the service does not produce any 

alerts. 

 

8 CHOOSING THE RIGHT METRICS 

One of the hardest things is choosing the right metrics. As Brotby and Hinson 

(2013,75) describe, there are several metrics that can be measured. The 

problem is to choose the right metrics. 

 

Brotby and Hinson (2013,77) have developed a PRAGMATIC method into 

choosing the right metrics. In the PRAGMATIC method there are nine Meta-

metrics (Predictability, Relevance, Actionability, Genuineness, Meaning, Accu-

racy, Timeliness, Independence and Cost) which each have an individual rat-

ing ratio. Score of the metric is the average from nine Metametrics, as demon-

strated in table 4. 

 

It can be said that the Brotby’s and Hinson’s (2013) PRAGMATIC method is 

useful when developing metrics into the outsourced Cyber Security Opera-

tions Center. PRAGMATIC method gives good view how meaningful the met-

rics are for the stakeholders. For example, if stakeholders want to use metrics 

measuring how many SSH-attacks have been done the PRAGMATIC method 

helps to perceive if the number of SSH-attacks is the best source for metrics.   

 

Brotby’s and Hinson’s (2013,81) PRAGMATIC method Metametrics are: 
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Predictive: How good a metric is to predict trends. An outcome of the metric 

is correlating with metric. 

Relevant: How relevant metrics is in organisation goals. 

Actionable: Is there a chance to do anything for getting the better outcome of 

the metric. 

Genuine:  How credible the metric is.  

Meaningful: How meaningful the metric is. The metric should give value to 

the stakeholders. 

Accurate: How accurate the metric is. Value of the metric should be con-

sistent over several measures. 

Timely: How long it takes from collecting metric to correcting actions.  

Independent: How objective the metric is. 

Cost: What is cost of the metric, when it is collected, analysed and used.  

 

Metametric/Metric SSH-attacks to DMZ Incident Handling Time Service Uptime 
Predictive 30 % 80 % 80 % 
Relevant 60 % 80 % 80 % 

Actionable 20 % 70 % 50 % 
Genuine 50 % 90 % 95 % 

Meaningful 20 % 100 % 100 % 
Accurate 60 % 80 % 100 % 
Timely 20 % 70 % 50 % 

Independent 100 % 80 % 90 % 
Cost 50 % 90 % 70 % 

Score 46 % 80 % 74 % 
Table 4. Example of Metametrics 
 

 

In Table 4 three different metrics on the PRAGMATIC method have been 

compared. A stakeholder may want to, for example, use SSH-attacks to DMZ 

as key metric. Still when using the PRAGMATIC method, the stakeholder sees 

that the score of the SSH-attacks is much lower than the Incident Handling 

Time or the Service uptime. 
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In the best scenario, the stakeholder understands that the SSH-attacks is not 

the best metric and does not want to use it. There is probably some conversa-

tion about how the score has been formed. When presenting metrics there 

should be good arguments of how different metrics are rated. 

 

When thinking about the ratio between different metrics a score from the 

PRAGMATIC method is useful. As it can be seen from table 3, there are three 

metrics and dispersion of the score is quite clear. The Incident Handling Time 

score is 80%, Service Uptime 74% and SSH-attacks to DMZ 46%. 

 

If the organisation and a metrics developer trust the PRAGMATIC method, the 

ratio of the Incident Handling Time is the most important metric. It is followed 

by the Service Uptime and the SSH-attacks to DMZ. Low score from the SSH-

attacks to DMZ can lead to a conclusion that the metric has to be excluded 

because the stakeholder or the metrics developer notice that the metric is not 

useful. 

 

8.1 Summarizing choosing metrics 

Choosing the right metrics is the most essential phase of the project. As de-

scribed in the previous chapters, there should be conversation between stake-

holders and employees on what metrics are good and accurate. After the con-

versation, there should be an idea of what are the parts of an organisation or a 

process that are measured. 

 

If there are several metrics that could be useful, this research recommends 

using the PRAGMATIC method by Brotby and Hinson (2013). The PRAG-

MATIC method is useful when comparing different metrics. The PRAGMATIC 

method will also help to sort different metrics. 

 

The Brotby’s and Hinson’s (2013) PRAGMATIC method is also beneficial 

when metrics have been chosen and the organisation begins to think about a 

ratio of the different metrics. For example, inside the organisation there might 
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be different views if the metric A is better than metric B. After using the PRAG-

MATIC method, it is clear that the metric B is better, and it should give the bet-

ter ratio than metric A. 

 

It should also be remembered that there can be several metrics that can be 

used. When management is choosing the metrics, it should be considered if 

all metrics are equally good. If the management or a project group notice that 

some metrics are more important, then there is a possibility to use weighted 

metrics.  

 

9 DESIGNING PROJECT 

9.1 Creating a Project Plan 

As Hayden (2010,160) describes, a project plan is the first phase when creat-

ing a project about metrics. Because it is written in one document, it is a guide 

to how to complete the project. Minimum requirements of the project plan are 

the goals of the project, the project deliverables and the milestones of the pro-

ject. Those requirements help to review if the project follows the timetable.  

 

Meetings between a project manager and stakeholders should include a re-

view status of the project. Goals and timetables should be checked. Also, 

there should be a chance to add or remove goals or other requirements from 

the project plan. There might be a situation that stakeholders have changed 

their goals or for some other reason the goals must be changed. Therefore 

there should be regular meetings. It is recommended that those meetings are 

documented in the project plan. (Hayden, 2010,161) 

 

It should also be remembered that the project does not end when the results 

have been obtained. There be should also be a review of the results and a 

Plan of Action of how to correct problems. The project should not end even af-

ter the problems are corrected. Measuring metrics should be a continuous job. 

Only a cycled, monitored process can ensure that the problems do not re-oc-

cur after some time. (Chew et al. 2008,40.) 
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Hayden (2010,161) also pinpoints that documenting during the project is im-

portant. After the project It helps to memorize what has been done. Recom-

mendation is that all members of the project add their documents to the pro-

ject plan. For example, when auditing the project conclusion it is useful that all 

documents are available: For instance, were there problems and how those 

problems were solved. 

 

9.2 Gathering and protecting metrics 

The first step in data collection is to find out if some of the metrics are availa-

ble from already existing sources. If there are no existing sources for metrics 

then those sources or databases should be created. The best practice is that 

all the data is in the same database. In a situation where the centralized data-

base is not possible a project analyst should gain access to all the databases 

that are needed in creating metrics. (Hayden, 2010,163.) 

 

When the necessary data has been gathered the data is stored and protected. 

This is important because the used data should remain the same. If the data 

changes between collecting and a presenting the results the results are not 

valid. (Hayden, 2010,164.) 

 

As Chew et al. (2008, 16) state, standardized data reporting is important. It will 

ensure the data validity. For example, if a financial department of the organi-

sation takes an incident report from a different database than other depart-

ments, it will give misleading results. 

 

There are also legal and ethical perspectives about gathering the data, espe-

cially when the collected data involves personal information. There are Gen-

eral Data Protection Regulation (GDPR) which gives strong regulation to or-

ganizations on how to use personal data. 

 

There should be careful review of what information an organisation collects. 

For example, is there a need to collecting a personal data, such as respond-
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ents age, sex, location, or other personal information. This is especially im-

portant when collecting data with a customer survey. There might be a temp-

tation to ask more information than is needed, because it is easy. 

 

Because of the GDPR, respondents have the right to review and delete per-

sonal material from the data. This is an important legal point, which should be 

taken into account in project planning. If planning related to the GDPR fails it 

might lead to legal consequences. 

 

9.3 Analysing data 

According to Hayden (2010,165), there are two main concerns when analys-

ing data. The first is that one the analyst might choose results that are biased 

because the analyst has they own theory or opinion concerning the results. 

Another is representing results without proper data analysing. 

 

The project plan is for great help when creating objective analyses of the re-

sults. When the project plan is updated regularly the analyst can check and 

follow the goals anytime when needed. Those regular checks will support 

maintaining an objective approach to analysing the results. If the analyst has 

some preconception about the results, review from the project plan will help to 

follow the pre-defined goals. (Hayden 2010,165.) 

 

The analyst should also see “through the numbers” and ask themself, “Why 

numbers are like these?”. As Jaquith (2007) states, knowing different statisti-

cal techniques will help the analyst to tell the audience what something is not 

just a measure of something. 

 

Sometimes when the results are collected, stakeholders want to know them as 

soon as possible. This might put pressure on the analyst to do the analyses in 

a hurry. This can be avoided if the timetable of presenting results is in the pro-

ject plan. This will give some time to work in peace and produce better anal-

yses. (Hayden,165.) 
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Hayden (2010,165) also states that an unexpected finding from the results 

puts pressure on the analyst. For example, there might be a situation where 

the stakeholder is not satisfied with the results. When the project plan is well 

organized and updated it is much easier for the analyst to justify the conclu-

sion. 

 

The gap analysis helps identifying problems when predefined target values do 

not match the results. Gap analysis hopefully support recognizing what is the 

problem. When the problem is defined it is time to make corrective actions. 

Those actions can be for example, providing education to employees or mak-

ing configuration changes to hardware. (Chew et al. 2008,37.) 

 

Data analysing methods depend on if the data is quantitative or qualitative. 

Quantitative data is usually contain of numbers that can be analysed in differ-

ent ways; fort example, by standard deviation or mean, depending on what is 

the goal of the data analysis. (Hayden,2010,122,128) Qualitative data can 

also be mixed with quantitative data. It gives more perspective to the analyst 

how analysed data correlated. (Hayden,2010,141) 

 

Furthermore, qualitative data can be used as quantitative data after transform-

ing it into numerical form. As Hayden (2010,143) highlights, professionals in 

cyber security usually do not use customer surveys as a data source. Cus-

tomer surveys are not daily tasks of cyber security professionals. Generally, 

the professionals do not use them, because they do not have any experience 

of surveys or creating customer surveys. (Hayden, 2010,140.) 

 

9.4 Presenting results 

When presenting the results, it should always be considered who is the target 

audience. For example, if the target audience is the upper management with-

out any technical knowledge a presentation should focus on things that the 

audience understands. In this case, it could be things such as finances or 

productivity. (Brotby & Hinson 2013,302-303.) 
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It is a good practice to represent results to personnel especially if there will be 

some action which involves personnel (Hayden 2010,166). Good result 

presentation with walkthrough is additional important, if metrics is also a KPI-

metrics or metrics affect to the merit pay. Usually, personnel are interest how 

much merit pay they earn. Presentation to the personnel also adds transpar-

ency and trust to the metrics. 

 

As Jaquith (2007) states, visualization is important when presenting the re-

sults. When visualization is done in an appropriate way it will help the upper 

management to understand what security is. When planning visualization too 

simple and too complicated charts should be avoided. When a chart is too 

simple it is not efficient. The chart might take too much space from the presen-

tation compared to the information that the chart offers. The same kind of 

problem occurs if the chart is too complicated and essential information might 

vanish. (Jaquith,2007.)  

 

Flatter (2018,76) states very well that in the documentation should be clear 

when presenting the results. There might be a chance that the stakeholders 

misunderstand what has been measured. Flatter is recommended when pre-

senting results there would be no mention about future actions. As said, it 

might give a misleading view for audience.  

 

Before starting to write the document about results it should be considered in 

which format the results are documented. Although the project plan is usually 

made as a slideshow-presentation a textual summary would be useful if after 

some time someone else need to review the results. (Hayden,2010,167) For 

example, if someone leaves an organisation a new employee perhaps would 

like to know what have been done in terms of metrics. If there are just project 

plans and some slideshow-presentation it might be time consuming to read all 

notes of the project. The textual summary would help a new employee to un-

derstand all essential data from a project plan. 
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9.5 Implementing repairing actions 

It is not enough that the organisation has good metrics and those metrics pro-

duce valid results. There might be a situation, where metrics show that organi-

sation has a problem: for example, a customer survey grade is too low. 

 

As Chew et al. (2008,38) describes, the root cause should be solved first and 

examined how it could be repaired. For example, if the customer survey grade 

is too low there should be a review of the survey and research on what is the 

reason behind the low grade. Then corrective actions should be prioritized. 

The organisational guidelines should help prioritizing those corrective actions. 

(Chew et al. 2008,38). If there are no organisational guidelines, at least there 

should conversation with stakeholders on how to prioritize repairing actions. 

 

When repairing actions have been prioritized work should start for correcting 

those actions. It is important to monitor by different sources if the implemented 

corrective actions are those actions working or not. (Chew et al. 2008, 40.) 

 

9.6 Summarizing the Project design  

As presented in this research, creating cyber security metrics is not a simple 

project. There are many details that must be taken into account. If a project 

group has an attitude “Let’s just measure something” it can lead to poor re-

sults in terms of the metrics. The results might look good on theory but in 

practice metrics may not measure employees core working. 

 

A project plan with a timetable will help a project group to ease the pressure 

from the upper management. If there is no timetable, the upper management 

might put some pressure on finishing the project. Too strict timetable or pres-

sure from upper management might lead to too fast analyses. If the analyses 

are done in a hurry results might be false. 

 

As Valkama (2018) states, employee’s work is related to how the measuring is 

done. For example, if Key Performance Indicator -metric is incident handling 
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time, it can be said that the employees concentrate on fast incident handling. 

This may lead to a situation where incidents are just closed fast and the root 

cause of incidents is not found. In some cases, the same incidents occur regu-

larly. If there would be a little bit more time for analyses the employees could 

find the root cause of the incident so that it could be fixed. 

 

When the right metrics are chosen, an automated measuring of the metrics 

should be thought. The automated collection would release the workload from 

the employee who is responsible of the metrics. Should also be remembered 

that automated measuring is probably more reliable than manually created 

metrics. When metrics are created manually there is always a risk of human 

error. When the automated report of the metrics is created the risk of human 

error is not so significant. (Chew et al. 2008,12.) 

 

In a project design it is possible to use different kind of flow charts and figures 

to maintain the focus of the project. For example, using Ramos et al. (2017) 

Classification of Security Metrics (Figure 4) would help the Project Manager to 

notice all issues related to security metrics. In Figure 8. is ideal situation is 

presented: There is a project plan that includes all phases of the project. 

When there is proper planning and enough time to analyse results the project 

has better chances to succeed. 
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Figure 8. Phases of the project 
 

Unfortunately, there can be a situation where the metrics are just ordered from 

the upper management. It can lead to a situation where the employees are not 

satisfied with metrics or the metrics do not represent the actual situation. If the 

upper management has strong opinions concerning metrics it is important to 

focus on how to present results. When a presentation is good there is a better 

chance that the upper management will accept the proposed metrics. 

 

10 PEER REVIEW 

As a part of this research interviews were conducted. The reason for the inter-

views was a lack of field study. In terms of the interview, responder’s anonym-

ity was secured. Before the interview a responder got an email where the idea 

of weighted metrics and forming them was explained. The main question was 

“Do you think that the method presented in this research could be a good way 

to measure the outsourced Security Operations Center?”. 
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10.1 Responder A 

Responder A has a strong background in leading a team and skills on cyber 

security. Currently responder A is not in a managerial position. 

 

Responder A points out that “you get what you measure”. For example, the 

outsourced Security Operations Center measures how fast incidents are han-

dled, the quality of analysing incidents might be lost. The analysts will focus 

more on speed than the root cause of the incident. Responder A also men-

tions that the background of stakeholders will affect what to measure. For ex-

ample, the upper management is interested in different metrics than team 

leaders. Although metrics as such are out of the scope of this research, re-

sponder A has good arguments. The background of stakeholders and nature 

of metrics are important to understand.  

 

When the question, “Do you think the method presented in this research could 

be a right approach to measure the Outsourced Security Operations Center?” 

is asked, responder A has a positive attitude towards this research. Re-

sponder A’s main consider is a lack of field study. He also wonders what 

would be used as metrics in practice. With the responder A, there was also a 

good conversation on how to use the gathered metrics. In terms of the cus-

tomer survey, responder A suggests that especially if results are poor, there 

should be a meeting with a customer to find out, what are the reasons for poor 

results. After that, a process of improving a customer experience should be 

started. 

 

10.2 Responder B 

Responder B has a strong background of team leading. Responder B has also 

some experience of leading the outsourced Security Operations Center. 

 

Responder B points out that the weighted method presented in this research 

is not related to any standards. Because the weighted method is not standard 

some stakeholders might be sceptic to use it. 
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Criticism towards non-standard metrics is valid especially when stakeholders 

are end-customers. To avoid a problem with the non-standard measuring 

method responder B suggests different metrics for customers and to internal 

users. For example, in terms of the customers only Service Level Agreement 

metrics could be implemented and when measuring the outsourced Cyber Se-

curity Operations Center to upper management, weighted metrics could be 

used. 

 

Responder B also raises question of what the weighted metric score is. It is a 

number but does it include some correlation to something else. For example, 

the value of weighted KPI metrics may be 4, but is it a good or a bad value? 

Responder B asks a good question. It is important to evaluate if values are 

good or bad. Generally, stakeholders should have an opinion concerning good 

values. For example, if the metric is measured at a scale 1-10 the stakeholder 

could say that they think value above 8 is good. 

 

Naturally, there was some conversation on what should be measured. Re-

sponder B points out effectiveness and service availability. For example, if the 

analyst does not receive IDS-alert because the IDS is down it might compro-

mise end-customer security. That is the reason why it is important to measure 

service availability. It should also be remembered that the weighted metric 

measures how the overall performance of the outsourced Cyber Security Op-

erations Center if the metrics are carefully chosen. For example, a combina-

tion of service uptime, Service Level Agreement and overall incident handling 

time would give an overall view on how the Outsourced Cyber Security Center 

has performed. 

 

11 DISCUSSION 

The main results showed that previous studies mainly focused just one or two 

metrics. Often previous studies focused on metrics like cost which is not use-

ful for outsourced Cyber Security Operations Center. Some of the suggested 

metrics of previous studies can be used by outsourced Cyber Security Opera-

tions Center but there should be carefully review what metrics to use. Accord-

ing this study, when measuring outsourced Cyber Security Center should take 
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consideration needs of different stakeholders, like an end customer and an 

upper management. Recommended practice would be combining different 

metrics. 

 

Because the previous studies had problems to match the criteria of the out-

sourced Cyber Security Operations Center in this research were studied the 

weighted method, which will help outsourced Cyber Security Operations Cen-

ter to combine the different metrics. This thesis also described how to create a 

customer survey and how to combine a customer survey as a part of the met-

rics. A good practice to choose metrics is the PRAGMATIC method. When 

there is a need to compare different metrics, there is a possibility to use the 

weighted method. This research will give a framework for the future studies. 

 

Furthermore, in this research has studied best practice for the project to cre-

ate and implement the KPI-metrics into the organisation. It is important to re-

member that good project take care transparency of how the metrics are cre-

ated. Transparency of the metrics give confidence through the organisation 

that the metrics is meaningful. 

 

Unfortunately, this research has a shortcoming of a field study. Future re-

search on weighted metrics should focus on implementing a project that uti-

lizes weighted KPI-metrics. As can see results of the peer review, field study 

is needed to deeper analyses of the weighted method. Both responders were 

cautious about the weighted method, because it is not in general use. 

 

Interesting a research topic would be comparing an organisation’s current 

KPI-metrics and the metrics created by the weighted method. The main idea 

would be using the same data. Then an analyst would have a good oppor-

tunity to compare metrics that are created in different ways. Comparing the or-

ganisation’s current metrics and metrics that are created by a weighted 

method would also give some results concerning it the weighted method is 

useful. As responder B points out, there are no standards or comparable KPI-

metrics in the industry when using the weighted method. 
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When comparing the organisational data by which the metrics are created, 

there is also a possibility to focus on comparing different metrics. For exam-

ple, the organisations current metrics could be evaluated with PRAGMATIC-

method. This would offer some insight into the current metrics. 

 

It is also possible to study best practices of a customer survey: Especially, 

when a customer survey is designed for end-customers. Also, there should be 

research on how to design questions and how questions should be arranged. 

This research could be multidisciplinary. In a workgroup there could be spe-

cialists who know technical aspects and people from the marketing depart-

ment. It can be said that technical specialists are not experts in creating a cus-

tomer survey. That is the reason why people from marketing department are 

needed, because they have more experience of customer surveys. 

 

12 CONCLUSIONS  

The objects of this thesis were achieved. The main object was to study how 

the outsourced Cyber Security Operations Center can measure how it is per-

forming. During the research also additional questions about the best prac-

tices for a customer survey were brought to the fore. This object was also 

achieved. Another additional question was “what is the best way to compare 

and choose the right metrics?”. This object was also contributed to.  

 

This thesis is more pragmatic than some other studies or literature on cyber 

security metrics. It can be said that this thesis offers an easy approach to 

those who want study or create cyber security metrics. This thesis considers 

several aspects that are needed when designing the project and measuring 

the outsourced Cyber Security Operations Center. Future research should 

consider how to implement the customer survey as the KPI-metrics.  
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