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Abstract

This thesis was done on behalf of the Mobilisation & Support team within the company
Wartsila. The goal of this thesis was to find what to implement in Wartsila’s network
architecture for remote access connections to critical infrastructure to fulfill the
requirements stated in the IEC 62443-2-4 and IEC 62443-3-3 standards.

Wartsila’s network architecture was evaluated in order to find out which requirements in
the standards were not fulfilled. The process of evaluating the network architecture was
done by looking at each requirement stated in the standards and comparing them to the
network architecture to find out whether the requirement was fulfilled or not. After the
evaluation, a list of unfulfilled requirements was compiled and used to find and evaluate
new solutions to implement into the network architecture which would fulfill all
requirements in the compiled list.

As a result, two new network architectures were designed and presented which both
fulfill the requirements in the IEC 62443-2-4 and IEC 62443-3-3 standards. These two
network architectures fulfill the goal of the thesis and ensure a cyber secure remote
access connection to critical infrastructure.

Because the thesis contains business secrets, this version is partly censored.
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Abstrakt

Detta examensarbete har gjorts 3t avdelningen Mobilisation & Support inom foretaget
Wartsila. Malet med examensarbetet var att ta reda pa vad som kunde implementeras i
Wartsilas natverksarkitektur vid fjarratkomst till kritisk infrastruktur for att uppfylla krav
som anges i standarderna IEC 62443-2-4 och IEC 62443-3-3.

Wartsilas natverksarkitektur evaluerades for att ta reda pa vilka krav angivna i
standarderna som inte uppfylldes i ndtverksarkitekturen. Denna evalueringsprocess
gjordes genom att noga jamfora ett krav i taget mot natverksarkitekturen for att fa svar
pa om kraven uppfylldes eller inte. Efter denna evaluering sammanstalldes alla
ouppfyllda krav till en lista. Denna lista anvdndes for att hitta och evaluera nya I6sningar
som kunde implementeras i ndtverksarkitekturen.

Som resultat designades tva nya natverksarkitekturer som bada uppfyllde kraven
angivna i standarderna IEC 62443-2-4 och |EC 62443-3-3. Dessa tva ndtverksarkitekturer
uppfyllde mélet med examensarbetet och skapar en cybersaker fjarratkomst till kritisk
infrastruktur.

Pa grund av affarshemligheter &r detta examensarbete delvis censurerat.
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Tiivistelma

Opinndytety6 on tehty Wartsilan Mobilisation & Support-osastolle. Opinnaytetyon
tavoitteena oli selvittaa mita voisi lisata Wartsilan verkkoarkkitehtuuriin, jotta etdyhteys
kriittiseen infrastruktuuriin tayttaisi IEC 62443-2-4 ja IEC 62443-3-3 standardien
asettamat vaatimukset.

Wartsilan verkkoarkkitehtuuria on tutkittu, jotta tulisi ilmi mitka standardien asettamat
vaatimukset eivat tayttyneet. Tutkiminen koostui jokaisen vaatimuksen tarkasta
vertailusta verkkoarkkitehtuuriin, minka seurauksena selvisi, jos vaatimukset tayttyivat.
Tutkinnan jalkeen kaikki tayttamatta jaaneet vaatimukset koottiin listaksi. Taman listan
avulla 16ydettiin ja evaluoitiin uusia ratkaisuja, joita oli mahdollista lisata
verkkoarkkitehtuuriin.

Tuloksena kaksi uutta verkkoarkkitehtuuria on laadittu. Molemmat tayttavat IEC 62443-
2-4- ja IEC 62443-3-3 standardien asettamat vaatimukset. Nama kaksi
verkkoarkkitehtuuria tayttavat oppinaytetyon tavoitteen, ja luovat kyberturvallisen
etdyhteyden kriittiseen infrastruktuuriin.

Opinnadytetyo sisaltaa luottamuksellista tietoa, joka on poistettu julkisesta tyosta.

Kieli: englanti Avainsanat: kyberturvallisuus, etayhteys, IEC 62443
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1 Introduction

This chapter will provide background information about the thesis, define the problem
areaand give a clearview of the purpose of the thesis. Cybersecurity, standards and critical

infrastructure will be briefly explained.

1.1 Background

This thesis was assigned to me by Wartsila Finland, Mobilisation & Support team. The
team is interested improving their cybersecurity in order to mitigate the risk of falling
victim to cyberattacks and to ensure a certain standard is met for all network solutions
connected to critical infrastructure, especially when connecting there through remote

access (see Chapter 3.3.1).

The critical infrastructure is a section of the network architecture which is also often called
a trusted network (see Chapter 3.2.2). In the manufacturing and service industry, Critical
infrastructures commonly consist of industrial automation & control systems, shortly

IACS.

Cybersecurity, often referred to as computer security or IT-security, is a key term in this
thesis. It can be defined as the practice of protecting computers, networks and data from
unauthorized users and cyberattacks [1] [2]. The word “cyber” is a prefix that can be
applied to words to specify its relation to computers and the internet [3]. Cyberattacks are
constantly evolving, therefore cybersecurity is constantly in need of improving in order to

withstand the potential threats [4].

A standard refers to a technical document that contains rules, guidelines or definitions.
The standard that Wartsila has chosen is IEC 62443, also called ISAgg, which is specifically
developed to help making IACS solutions cyber secure. The IEC 62443 standard is created
by the ISAgg committee and utilized by the International Electrotechnical Commission
(IEC). The standard consists of multiple parts, although not all are needed for this thesis.
The parts used are IEC 62443-2-4: Requirements for IACS service providers, and IEC 62443-

3-3: System security requirements and security levels. [5]



1.2 Problem Area

As network architecture grows and becomes more complex, it also increases in the

number of vulnerable locations unless proper cybersecurity is applied.

Remote access can be used when someone wants to use a computer without physically
being at the computer. Instead, the computer is accessed remotely through another
computer via the internet. This is a very useful and flexible solution as you can access
computers that are physically far away from you or otherwise inaccessible. However, this
practice creates security risks, for example as the remote access connection is carried over

untrusted networks.

Because of these potential vulnerabilities, applying the IEC-62443 standard is a secure way

of making sure the network architecture achieves a certain level in terms of cybersecurity.

1.3 Purpose

The purpose of this thesis is to design a more cyber secure solution which will add value to
the solution and increase customer satisfaction. A secondary purpose is to provide
research and advance Wartsild’s knowledge of the standard to get a better view of how

the standard can be applied to Wartsila's solutions.

1.4 Goal

The goal of this thesis is to find out what to change or implement in Wartsila’s network
connected to critical infrastructure where IACS are located so that the requirements in the
standards IEC 62443-2-4 and IEC 62443-3-3 are fulfilled, then design a new network
architecture for Wartsila which fulfill the requirements in the standard. The goal is only to
create the design, not implement it. Because of Wartsila’s broad amount of solutions
around the world, many of which have specific modifications and configurations in their
network architecture, the new design will be created as a generalized design which can

then be used as a template.



1.5 Disposition

This thesis consists of 8 chapters:

Inthe first chapter, an overview of the thesis is presented. The background, problem area,

goal and purpose of the thesis are explained.

The second chapter provides information about the company Wartsila and its current

businesses. The Mobilisation & Support team is briefly presented.

Chapter three goes through the basic theory needed to understand the evaluation process
and the result presented in this thesis. Network architecture, security zones, components
(both common and Wartsila-specific) and practices are explained. Lastly, Wartsild’s

current network architecture is presented.

In the fourth chapter, the methods used in the empirical part of the thesis to achieve the
result is put forward. The process of evaluating Wartsila’s current network architecture
and new solutions are explained along with the process of designing new network

architectures.

The fifth chapter presents the evaluation of Wartsila’s network architecture. From the

results of the evaluation, a list of unfulfilled requirements is compiled and explained.

In the sixth chapter, new solutions are evaluated and compared to the compiled list from
the evaluation of Wartsila’s network architecture. Each solution is presented, showing

which requirements it fulfills.

Chapter seven includes the result and an in-depth explanation of it. The chapter aims to

complete the goal of the thesis.

The eighth chapter provides my own conclusion about the thesis and the presented result.
Ideas of further work which can be done regarding the result and the goal of this thesis are

put forward.



2 Wartsila

Wartsila is a global corporation leading in the marine and energy markets for smart
technologies and complete lifecycle solutions through manufacturing and servicing power
sources and other equipment. Wartsila is split up into two main sections: Marine Business
and Energy Business. At the end of 2019 Wartsila had 18,795 employees worldwide, 20%

of them being in Finland, 42% in the rest of Europe and 38% in the rest of the world. [6]

2.1 History

Wartsila was founded in 1834 in Vartsila, Finland and started out as a sawmill business. In
the year 1938 the company signed a license agreement with Friedrich Krupp Germania
Werft AG in Germany to start manufacturing diesel engines. During the 1950’s, Wartsila
decided to start manufacturing their very own diesel engines. In 1984 the company
becomes the first quoted Finnish company on the London stock exchange. In 2009
Wartsila became regarded as one of the top 1200 most sustainable corporations globally.
Since the beginning, Wartsila has grown into a global business in the marine and energy
markets, manufacturing and servicing power sources to sites such as power plants or

vessels. [7]

2.2 Mobilisation & Support

Mobilisation & Support is a team belonging to the Marine Business and it is on behalf of
this team the thesis has been made. The team was created at the start of 2020 and its
purpose is to offer mobilization and lifecycle support for digital products. It is part of a

department called Digital Product Development. [8]

3 Theory Building

This chapter will go in-depth and explain the terms needed to understand the result of the
thesis. First, network architecture along with network security zones, components (both
common and Wartsild-specific) and practices will be explained. Secondly, Wartsild’s
network architecture will be displayed and explained. Thirdly, the IEC 62443 standards will
be further explained and show the reader what they consist of and how to use them as

guidelines for building a cyber secure solution.



3.2 Network Architecture

Network architecture is the framework of a computer network. It is a design that includes
all components in a network and how they are connected to each other. The design can
also consist of different layers or sections. [9] [10] The network architectures shown in this

thesis were created using an online open-source diagram software on the website

https://www.diagrams.net/.

Computer 1 with
remote access software
Trusted Metwork -

(Corporate network:)

Untrusted Metwork i
{Public Internet) .:
3
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Trusted Metwork

(Critical Infrastructure) ‘
oy

Figure 1. A logical network architecture showing the path of a remote access connection through

Computer 2 with
remote access software

different sections.

The figure above showcases a very basic network architecture which will be the base of
this thesis consisting of four sections: a trusted network, an untrusted network, a
demilitarized zone and finally a second trusted network. The figure also consists of two
components: computer 1 & 2, both with remote access software installed. The computers

do not have to be laptops like in the picture, they could also for example be workstation

computers or server computers.
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The first network is the corporate network which is trusted (see Chapter 3.2.2). Computer
1 could represent the work computer of an employee with expertise in troubleshooting
IACS and therefore has a need of using remote access to connect to different sites in order
to troubleshoot from a distance. The corporate network has access to the public internet

which is the next network in the architecture.

The public internet is an untrusted network (see Chapter 3.2.1) which the remote access
connection must travel through in order to reach its destination, the critical infrastructure.
Because the network is regarded as untrusted, it is extremely important that this

connection is well protected from cyberthreats.

Before the remote access connection can reach its destination in the figure above, it must

go through a demilitarized zone (see Chapter 3.2.3).

The second trusted network in the figure is the critical infrastructure. This is where IACS
are located which computer 2 is connected to. When the remote access connection has

reached computer 2, the employee can start troubleshooting remotely.

3.2 Network Security Zones

In this chapter, different type of network security zones will be explained. Properties such

as degree of trust and representing color for each zone in this thesis will be put forward.

3.2.12  Untrusted Network

An untrusted network is defined as a network which is located outside the security border
of a network administrator’s own network and is therefore uncontrollable by the network
administrator [11]. It is therefore the public internet is generally defined as an untrusted
network. Because of its untrusted state, it is critical that proper cybersecurity is applied to
the connections going through the public internet in order to prevent other internet users
from stealing data. In the architectures shown in this thesis, untrusted networks have been

colored red to represent its untrusted state.



3.2.2 Trusted Network

In contrast to an untrusted network, a trusted network is within the security perimeter of
a network administrator’s own network and is therefore controllable by the network
administrator [11]. A trusted network can also be called a private network. In the
architectures shown in this thesis, trusted networks have been colored green to represent

its trusted state.

3.2.3 DMZ

DMZ is short for demilitarized zone and works as a bridge between an untrusted and
trusted network. It is used by trusted networks as a front-line defense, further providing a
layer of security. Usually the networks have firewalls set up on the border to this zone,
meaning that going from one network to another, two firewalls need to be passed, one to
enter the DMZ and another to leave it. A DMZ is less secure than a trusted network and
more secure than an untrusted network, therefore it is somewhere in between. Because
of this uncertain state of trust, a DMZ have been colored grey in network architectures

shown in this thesis. [12] [13]

3.3 Network Components and Practices

This chapter will cover some of the most common components and practices used in
network architecture and aims to provide enough information to understand the network

architectures presented in this thesis.

3.3.12 Remote Access

Remote access is a practice that enables a computer to gain access and control of another
computer via the internet. This allows users to work from a distance without physically
being at the location of the accessed computer, for example an office worker working on
their office computer from home via their home computer. Remote access is usually done
through a software application where you enter the address of the computer you want to

connect to, then authenticate yourself in order to establish a connection. [14]



3.3.2 Firewall

A firewall is a crucial and common component in cybersecurity which controls incoming
and outgoing network traffic using set security rules. For example, if an unauthorized user
tries to connect to a network, the firewall at the border of that network can deny and block
the attempted connectionin order to protect its network. The management of granting or
denying access is done through inspecting the network traffic. The firewall can look at
elements such as source IP address, destination IP address and IP protocols and comparing
it to its set security rules in order to determine whether to grant or deny access to pass

through the firewall. [15]

Figure 2. A firewall icon.

3.3.3 Jump Host

A jump host (also referred to as jump server and bastion host) is a server that provides
controlled access between two different security zones. A common practice is to put the

jump host inside of a DMZ between the two different security zones. [16]
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Trusted Metwork

»

Figure 3. A jump host represented by a server icon inside of a DMZ controlling access between two

different security zones.

Inthe figure above we can see a servericon that represents a jump host inside of the DMZ.
For a computer in the untrusted network to establish a connection with a computer in the
trusted network, it must go through the jump host. With this method, no connection from

an untrusted network is established directly to a trusted network.

3.3.4 MFA

MFA is short for multi factor authentication and is the practice of requesting additional
authentication methods on top of a username and password when authenticating users.
In this context, a factor refers to a piece of evidence the user can provide to prove their
identity. There are three different types of factors: knowledge (e.g. knowing a password),
possession (e.g. having a key or access card) and inherence (e.g. fingerprint or face

recognition). [17]

For example, a multi factor authentication process could request a user to enter a
username, password and an authentication code sent to the user’s personal mobile phone.
This way the user must prove two different factors: knowledge (knowing the correct
username and password) and possession (having the mobile phone related to the user’s

account).
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3.3.5 PAM
PAM is short for privileged access management and is a solution consisting of different
technologies that aims to improve the cybersecurity in user and role management
environments through restricting privileged access. PAM also aims to improve an
organization’s control and capability to monitor of which users gain privileged access to

where. [18]

3.3.6 VPN

VPN is short for virtual private network and is an extension of a private network. A user
can connect to a private network virtually, meaning they do not physically connect to the
network through a cable, but instead remotely through the public internet. Normally, the

connection is secured using an encrypted layered tunneling protocol. [19]

For example, this solution can be used by an office worker who wants to work on the
corporate network from home. With the use of VPN software, the worker can securely

connect remotely to the corporate network.

3.4 Wartsila-specific Components

3.5 Wartsila’s Network Architecture

3.6 ThelEC 62443 Standard

The IEC 62443 standard is created by the ISAgg committee and utilized by the
International Electrotechnical Commission, shortly IEC. It is not a single standard, but
rather a series of standards which together cover the whole scope for a cyber secure

solution. [5]

The standard is mainly designed for IACS solutions, but as the focus in this thesis is on

securing a remote access connection, not all requirements are applicable.
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Figure 4. Diagram depicting all standards in the series and their sub-groups. [5]

As previously mentioned, the standards used in this thesis are IEC 62443-2-4 and IEC
62443-3-3 which both can be seen in the diagram above. These two standards have been
chosen as they are the most relevant ones for this issue and were specifically requested by

Wartsila to be looked at for this thesis.

3.6.1 Security Levels

IEC 62443-3-3 is titled “"System security requirements and security levels” and consist of
requirements to achieve different security levels (SL). The levels represent the overall
quality of cybersecurity for the solution, a higher SL means a more secure solution.
Different SLs can be achieved at different parts or zones of the solution, meaning that the

achieved SL does not necessarily need to be the same everywhere in a solution. [20]

Achieving SL 1 would essentially mean that the solution is well protected against mistakes
within the own work force. Having achieved SL 2 would in turn mean the solution is well

protected against lowly resourced hackers with low motivation. SL 3 ensures the solution
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is well protected against a group of hackers with sophisticated means, high motivation

and knowledge about the targeted solution. [21]

3.6.2 Structure of the IEC 62443 Standard Requirements

There are two types of requirements in the IEC standards: base requirements and
requirement enhancements. Base Requirements (BR) are the core requirements of the
standard and together they make the base of the whole standard. Some BRs may have
Requirement Enhancements (RE) on top of them, which are extensions of the BR with
additional requirements that need to be met in order to reach a higher Security Level. It is
worth noting however that a BR may have zero to many different REs and in some cases

fulfilling a BR is enough to reach a high Security Level in that specific area. [20]

4 Methodology

In this chapter, details of the methods chosen to the empirical part of this thesis are
provided. The chapter will also explain the process of evaluating Wartsila’s network

architecture followed by designing a new network architecture.

In this thesis, a qualitative method has been used to achieve the result because only one
specific network architecture was looked at, which is Wartsild's own network
architecture. This thesis explains how to cyber secure that specific network architecture

when using remote access, not a broad selection of different network architectures.

The process to achieve a new network architecture design, which fulfills the
requirements stated in the IEC 62443 standard, was to evaluate Wartsilad’s current
network architecture. This was done by looking at the standard and comparing it to the
architecture. The requirements stated in the standards were looked at one by one in
order to determine whether the current network architecture fulfilled it or not. When this
process was done, a list of unfulfilled requirements was compiled. The compiled list was
then used to find out what type of solutions to search for that could be implemented in
the new design. Once a solution was found it got implemented in a new design of the

network architecture which could then be evaluated to see if all requirements are met.
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Because IEC-62443 part 3-3 has four different Security Levels you can achieve, this whole
process would need to be done four times. The first time would achieve SL 1 and would
be the longest process as it covers all the base requirements. To achieve SL 2, 3 and 4,

only requirement enhancements would need to be looked at.

During the process of comparing requirements from the standard to the network
architecture, some requirements were especially tricky to answer whether they were
fulfilled or not and therefore assistance from experts within the field was needed.
Meetings were arranged where specific questions regarding components in Wartsila’s

network architecture were put forward and answered.

Start

Compare network
architecture
against IEC-62443
part 2-4 and 3-3

Compile list of
requirements
not fulfilled

l

Find solutions to
implement which fulfill
the requirements

Are all
requirements
fulfilled?

h 4

Design a new network
architecture with new
solutions implemented

Figure 5. Flowchart depicting each step needed to achieve the desired results.
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5 Evaluation of Wartsila’s Network Architecture
5.1 Notes From Meetings

5.2 Requirements Check for IEC 62443 Part 2-4 and 3-3
6 Evaluation of New Solutions

7 Result

8 Conclusion

The goal of this thesis was to find what to implement in Wartsild’s network architecture
for remote access connections to fulfill requirements according to the IEC 62443-2-4 and
IEC 62443-3-3 standards, which has been completed and presented in the previous
chapter. It is worth noting that the focus has been on cyber-securing remote access and
therefore this network architecture does not ensure that specific components such as IACS
fulfill the standards. Only two standards in the IEC 62443 series has been looked at in this
thesis. In order to cyber-secure the whole solution on different layers, all the standards in

the series should be looked at.

The result is one of many and there are other solutions to fulfilling the requirements in the

standards which could be evaluated.
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