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Abstract— In the modern society almost all services are 

based on data-networks and networked systems. Especially 
through the growing digitalization an increasing number of 
services is connected to data-networks. One example of a 
highly digitalized domain is the healthcare sector, where a 
cyber-attack could cause extreme circumstances. Decision 
making requires knowledge about the current situation. 
Particularly, in the complex domain of cyber security where 
the boundaries of physical world do not exist, situational 
awareness has a determinative role. One source for required 
cyber security information is obtained by sharing information: 
different organizations share the information between each 
other. Typically, Cyber security information has classification 
levels, which affects challenges for information sharing 
between different organizations. In this study, the model for 
information sharing between different organizations with 
different classification levels is developed and tested in the 
simulation. Because of its importance, the developed model is 
tested in the simulation of a healthcare domain; however, it can 
be utilized in all business sectors. In this paper, not only the 
developed model with simulation results is presented, but also 
tested in real life scenarios within an existing project. 
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I. INTRODUCTION 
Digitalisation in the healthcare poses great possibilities 

but there are also new threats. For example, the recently 
released new version of Finland’s Cyber Security Strategy 
[1] has identified healthcare as a sector the quotidian 
business of which is out of cyber security; however, 
healthcare activities are substantially influenced by cyber 
security, and possible incidents will have devastating 
impacts. As described in [1], patient information is processed 
only in electronic format covering all the essential 
information in the primary healthcare and in the specialized 
healthcare. 

The study [2] classifies healthcare infrastructure as 
mission critical infrastructure with a great amount of 
valuable data, hardware and software. Djenna and Saïdouni 
[3] indicates that within healthcare devices there are 
significant security issues, and healthcare is a highly targeted 
sector for cyber-attacks. Study [4] describes generic security 
cases for information system security in healthcare systems, 
while Alharam and El-madany [5] describes the security 
issue with IoT based healthcare systems (complexity of 
cyber security architecture), while in the study [6] they 
present the cyber security on healthcare industry. Authors of 
study [7] present a cyberattack classification with the 
challenges of cyber security in healthcare sector with the 

architectural aspects of the secure healthcare network. Safavi 
et.al [8] reviews the Cyber security trends in healthcare. 

In the cyber domain it is extremely important to know the 
situation of one’s valuable assets as the basis of under- 
standing the situation and making decisions based on that 
understanding. In general, that capability is called Situational 
Awareness (SA). There are several different definitions for 
SA [9]. According to the classical Definition of Endsley 
”Situation awareness is the perception of the elements in the 
environment within a volume of time and space, the 
comprehension of their meaning, and the projection of their 
status in the near future” [10]. 

Generally, the number and severity of cyber security 
attacks is continuously increasing worldwide [11]. The attack 
methods are constantly evolving, and knowledge of the 
methods and threats is extremely important to the various 
players. In such a situation, sharing of information and its 
secure transmission will play a key role in the fight against 
cybercrime [12]. One actor’s information helps other actors 
to defend against cyber security attacks efficiently. A key 
requirement for knowledge sharing is how actors can share 
information without jeopardizing their own operation. 
Similarly, the amount of data transmission is quickly 
growing, and reliability becomes more and more important 
[13]. 

With the sharing of information, the information 
classification should be recognized. There is often a need for 
organizations to share classified security information, such as 
security incidents or information about vulnerabilities in their 
operational systems. Sharing such information always carries 
a risk. Sharing information requires a confidential relation- 
ship between organizations or parties that can be reached in 
many ways. 

The first attempt to address this problem was made by the 
US Government in 1998 with the publication of a Directive 
to facilitate the sharing of cyber data [14]. This Directive 
outlined an operational model for how information sharing in 
industry can be implemented through Information Sharing 
and Analysis Centers (ISACs) [15]. Over the past fifteen 
years, several separate ISAC systems have been created [16]. 

A problem related to information sharing related is that 
the information on the intrusion and vulnerabilities cannot 
generally be used. In the former case, the actor transmitting 
the information warns other actors when they are 
compromised. It is often too late to mitigate attacks before 
serious damage occurs. In the latter case, the vulnerability 
information is often too general to make prevention activities 
[17]. 



 

 

Mitre Corporation has released the first versions of 
following standards for information sharing: Structured 
Threat Information eXpression (STIXTM) [18] and Trusted 
Automated eXchange of Indicator Information (TAXIITM) 
[19]. The later versions of STIX and TAXII have been 
transitioned to the standard of (OASISTM) Cyber Threat 
Intelligence (CTI) [20]. Most of these systems focus on 
sharing information about intrusions and vulnerabilities. In 
general, such information is sensitive and companies’ 
willingness to share information varies greatly [17]. 

A. Motivation and Structure 
In our earlier study [21], the first model for sharing 

information of situational awareness between organisations 
was introduced. Using the earlier model for creating 
information sharing topology for STIX and TAXII based 
infrastructure, it was possible to share classified security 
related information between multiple organizations with 
minimal risks. In that earlier model, a non-weighted link 
scenario with calculation of shortest path by Dijkstra 
algorithm [22] was used. 

There were shortcomings in the first model; hence, it was 
decided to improve and target it to the healthcare domain. 
Healthcare domain has its special characteristics with the 
handled data and regulations with the data, which makes it an 
extremely interesting and important domain to investigate. In 
a networked healthcare environment, sharing security 
information of situational awareness is particularly 
important. The value of security information increases with 
use. The value of unused data is reset prematurely. 
Efficiency in a networked environment means sharing 
security information and developing an organizational 
culture. 

The paper is organised as follows. In section II, the new 
improved model is introduced. That new model is tested by 
using the simulation described in section III. Lastly, in 
section IV, the study is concluded with found future research 
topics. 

II. INFORMATION SHARING MODEL 
The traditional model of knowledge sharing is based on 

the so-called Hub and Spoke model. The model faces many 
challenges, such as legal and constitutional limits, speed of 
information sharing, trusted relationships and technology 
[19], [23], [24]. The Hub and Spoke model is illustrated in 
Fig. 1. 

 

Fig. 1. Hub and spoke model [19] 

In the Hub and Spoke model, the Hub has a central role. 
The Hub receives the information and distributes it to other 
participants (spokes) in the network. At the same time, it can 
act as a refiner of knowledge and as a resolver of any 
questions about knowledge before sharing information. The 
Hub and Spoke model works well in situations where the 
network is small and the information sharing is not too time-

critical, as the model necessarily delays information passing 
through the Hub [23]. 

A more flexible model than the Hub and Spoke is the so 
called Peer to Peer model, where there is a clear security 
information distributor. Unlike the Hub and Spoke model, 
this model does not have any centralized information-sharing 
organization. The Peer to Peer model is illustrated in Fig. 2. 

 

Fig. 2. Peer to Peer model [19] 

In this way, information is rapidly transmitted between 
different actors; also, load balancing and fault tolerance are 
easier to implement. This model also has its own challenges. 
In particular, the model highlights the challenge of sharing 
confidential information and ensuring that information is 
communicated to all the different parties in the network [25]. 

This study has addressed the challenges outlined above 
by developing a new model in which knowledge is shared 
through a combination of the Hub and Spoke and Peer to 
Peer models. The model is an improved version of a 
previously published model in which the data sharing path 
was determined by the Dijkstra algorithm without taking a 
position on how the weight of links between different actors, 
i.e. the risk level of data transmission, is determined [21]. 

This research model is based on determining the 
importance of links between organisations to share 
information through the following equation: 

Wl = ( Ls + Ld ) × ( | Ss − Sd | + 1 )  (1) 

Weight Wl represents the risk value for transmitting 
information. Ls and Ld in the information sharing network 
describes the activity level of the sender and destination of 
the information in the network. In the model, the activity 
levels are divided into three categories: Enterprise, Operator 
and National Operator Level (CERT). Each level has its own 
value. The enterprise-level value is one, the operator- level 
value is two, and the CERT-level value is three. The most 
effective information sharing takes place between lowest 
level organizations like enterprises and second level 
organizations like ISPs. These levels originate from the 
principle of the Hub and Spoke model, where the Hub act as 
the centralized information distributor. Ss and Sd are the 
sender and receiver definitions for the data protection 
classification level at each actor level. The lower security 
classification level specifies, that an actor has more critical 
information in their organization. In this equation, 1 has been 
added to avoid a situation where the same classification level 
of organizations gets the weight number zero to the link 
between them. Different methods, such as the 
ISO27005:2018 standard set or the national audit criteria, can 
be used to determine the level of protection [26]. For 
example, in Finland, there is an information security audit 
tool for authorities called KATAKRI [27], which can be used 
to assess the ability of an organization to protect classified 
information [28]. 



 

 

When implemented in this way, organizations obtain 
their own weight for each link between them, which can be 
used to determine a shortest path for data transmissions. The 
weight is the same in both directions. Fig. 3. illustrates an 
example how the weight of the link is calculated. 

 

Fig. 3. Links weight example 

Weights of the links in Fig. 3. are calculated as follows: 

W24 = ( 1 + 2 ) × ( | 2 – 4 | + 1 ) = 9   

W23 = ( 1 + 2 ) × ( | 2 – 3 | + 1 ) = 6   

W34 = ( 2 + 2 ) × ( | 4 – 3 | + 1 ) = 8   

Using this model direct higher-risk connections can be 
avoided and a safer information sharing network created. 
This study assumes that all organizations are responsible for 
defining their own classification level of security for their 
own information to be shared and thereby determining the 
level of risk based on the information shared and the 
associated organization. Organization’s which have the same 
or nearest classification level can trust better to each other. 
An organization does not need to share information with all 
other organizations; only to trusted individuals whose risk 
level has been assessed. The risk level of links describes the 
network for which the shortest path between organizations 
can be calculated. The Dijkstra algorithm [22] is used to 
determine the shortest path in the model. 

III. SIMULATION OF THE MODEL 
Let’s assume, that a real-life scenario of security 

information sharing community in healthcare domain has 
illustrated in Fig. 4. The scenario has been randomly selected 
to illustrate as wide as possible the different possibilities for 
building a information sharing network. 

For achieving the comparability with earlier simple 
model, similar simulation scenario is used. In this study the 
scenario is tailored for healthcare domain. In the scenario 
there are three different countries with the national CERT. 
The national CERT acts as the highest authority in the 
information sharing. The next level is formed by Internet 
Service Providers (ISP) and the lowest level are local and 
national healthcare enterprises operating in current country, 
for example hospitals. The scenario has three ISPs, the first 
operates only in the country 2 and the second only in the 
country 3, while the third operates in both of those countries. 
Every node represents an organisation with individual 
information sharing service. Value of every link is based on 
the classification level and risk estimation of shared sensitive 
information and attached organisation. Risk level has been 
calculated by the equation 1. If the information sharing is 

unacceptable, there will be no link between nodes. If 
accepted, there can be a special situation where the shared 
information shall flow through ISP or CERT level to 
enterprises in another country even if enterprises do not share 
information between countries. 

 

Fig. 4. Real life scenario of security information sharing network 

Pseudo code of Dijkstra’s algorithm can be presented as 
follows [29]: Let’s assume network G = (N, E) with N nodes 
and positive distances Dij (risk values in this model) for all 
edges (i, j ∈ N). The shortest path from S to node j (where 
start node is S and labelled set of nodes is P): 

1) P = {S}, DS = 0 and Dj = dsj for j∉ N (j ≠ S) 
2) find the closest node i∉ P where Di = min[Dj] and 
j∉ P. Set P = P ∪ {i}, if P contains all nodes stop, 
else go to 3 

3) update labels for j∉ P, set Dj = min[Dj, Di + dij], 
go to 2 

Now the information sharing topology for the scenario in 
the healthcare domain can be implemented as in Fig. 5. 

 

Fig. 5. The Shortest path information sharing network 

The model is suitable for use inside one country and with 
different hierarchical organizations. This example scenario 
uses different countries with CERT, ISPs and healthcare 
organisations, because those combine a relevant structure for 
real life state-of-the-art operations. The scenario proves that 
our model works as it should and it can be used as a basis for 
the state-of-the-art cyber security information sharing 
topology. 

With this model, each actor in the data sharing network 
receives timely information on possible security incidents. At 



 

 

the same time, the accuracy of the information can be better 
ensured. The advantage of this combination model is the 
faster sharing of security-related information (Peer to Peer) 
than it would be possible using the centralized model alone. 
At the same time solving information refinement, the 
problems and more targeted situation information sharing 
can be better ensured by utilizing the resources of the 
centralized model (Hub and Spoke). This is particularly the 
case with public organizations such as health care 
institutions. For hospitals, sharing information on security 
incidents is not as critical as for private companies; 
nevertheless, the availability, accuracy and timeliness of 
information are particularly important. 

IV. CONCLUSIONS 
This paper introduces the model for sharing cyber 

security information between organisations in the healthcare 
sector. The model is also suitable for other sectors; however, 
the healthcare sector was chosen because of its importance in 
the cyber domain. The test simulation proves that the model 
can be used for real-life scenarios with real classified 
information. With the demonstration it was also proved that 
the model can be used inside one country or between 
countries if ”higher authorities” with international interfaces 
are involved. Information sharing requires the definition of 
the classification level of shared information. 

It must be stated that the model is more theoretical and 
requires testing with real data and real systems with carefully 
defined classification levels for the shared data and involves 
data-networks and systems because they often restrict the 
connectivity. 

A future work model can be tested in the realistic 
technical scenario for example by utilising the healthcare 
cyber range infrastructure. Also, data-analysis and deep 
learning can be utilised for solving the routing problem of 
the shared information. 
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