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Education systems have evolved extensively with the adoption of emerging technologies. In
particular, traditional manual methods of examination have given way due to the spread of
automation in the overall learning management system (LMS) and assessment.

The purpose of this project was to build a web portal for the automation of the manual
entrance examination for a course “Preparatory studies of mathematics” at Laurea University
of Applied Science. It is planned to deploy the portal within Laurea’s internal network to
allow students to take the test online.

The project started with researching on online examination systems and LMSs. By analyzing
various similar platforms and alternatives, a deeper understanding about the necessity of
online education system was achieved.

The web portal for the specified purpose has been developed with proper analysis and by
following the appropriate development life cycle of software during this project. “WordPress
was used as the platform for the development process. The execution and the functionalities
of the portal were well received by the client.

”
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1 Introduction

Online examination system has become very popular and extremely useful around the world.
The automation of the examination system provides digital platform to produce more

accuracy and efficiency.

The Learning Management System (LMS) is widely used in corporate market for conducting
training programs for the employees. The other focus of LMS is on modern education system.
Introducing LMS in education system has empowered the teaching capabilities more
interactive. The online examination system is a core part of LMS for the assessment of its

users.

The COVID-19 pandemic situation has put a massive impact on education system around the

world. The cancellation of classroom lectures, shutting down of the campuses, unavailability
of the transportation and many other restrictions of the social life have brought the students
in a very difficult phase to continue their study. The conventional assessment system of the

students has become inaccessible in many parts of the world. Therefore, the online learning
management and evaluation of the learners in real time have become indispensable

representation of education system (Megha 2020).

Figure 1 provided by Megha (2020), gives a clear idea as a comparison between manual and

digital examination system.

N OLD WAY D NEW WAY
d Traditional Examination Online Examination
Administration Test-Taker Administration Test-Taker
Create Question Paper Reach Center @ Fixed Conf Online E
" onfigure Online Exam
Date/Time sy neEx Take Exam Anytime,
Anywhere
VS . L
Physical Invigilation Take Pen & Paper Exam s Online Invigilation
& Proctoring
Real-time Results
Manual Grading Results After Months Automatic Grading
Weeks to Limited # of Physical Few hours Unlimited # Digital
Months students Records to days of students Records

Figure 1: The comparison of manual and online exam system (Megha 2020)

In this project the overall necessity of online examination system will be described. A web

portal might match the demand of the students and narrow down their anxieties of taking




exams in traditional ways. The practical outcome of the project is about creating that portal

and justify its necessity.
1.1 Client

This is an internal project offered by Laurea university of applied science. The client is a
senior lecturer of Laurea UAS. Among his several other courses, he is currently conducting a

mathematics course for the nursing students at Tikkurila campus, located in Vantaa.
1.2 Project background

The client approached and provided the opportunity to work on this project in September
2020. The client as a teacher wants the course to be automated from manual learning process
as it saves resources, such as time, human effort, logistic etc. The automation also gives
more accuracy during evaluation and reduces the stress of the students. As manual
examination system becomes inconsistence in some points and gives probabilities of more
errors, the automation of the system might fix the issues and reduce the workload of the

examiner.
1.3  Project objectives

The intent of this project is to research on the necessity of online examination system and to
build a web application to conduct an entrance examination for the students to exempt the
whole course. The students who pass the entrance exam, do not have to take part in weekly
lessons. They may exempt from attending the whole course. The other will go through the
learning material. The project also consists the research on the challenges and solutions for

the online examination system.
1.4 Benefits and obstacles

Implementing the automation in any traditional system always bring some obstacles. A major
focus of this project is to overcome those barriers to deliver a trouble-free product to the

client.
1.4.1 Benefits

The system certainly saves resources such as time, cost, human effort, etc. as mentioned

earlier.

To avoid several exam management procedures such as making questions, evaluating and
publishing result, the automation of the system significantly reduces the task of the examiner

and reduces expenses for the organization (Megha 2020).



The evaluation of the students can be done in real time and recorded digitally that ensures
the accuracy and reliabilities. The virtual system provides the students less stress and

narrows down the probabilities of cheating during taking test.

As the teacher is working on different campuses such as Tikkurila, Leppavara; the online

system may centralize the overall learning processes.
1.4.2 Obstacles

The process of providing questions and analyzing answers for the individuals with their
credentials certainly involves software utilities and backend functionalities simultaneously.

Security is a vital issue for this purpose like any other web applications.

There are many cases came forward during this pandemic where in distance learning and
examination system, the students get help from friends and family members to answer their
questions. They also get the advantages of using other devices such as smart phones, tablets
to search for the answers. It can be even done by the same device by browsing the search

engines in different tabs.

There are many alternatives available to conduct online examination. Many third-party
websites are providing the facilities of quality online examination system and learning
materials. It is even easier to make quiz-based questions with built-in templates provided by

various LMS platforms.

In some part of the world the infrastructure barriers may affect the implementation of online
examination. The poor internet connection and inadequate supply of electricity may capsize

the whole process.
1.4.3 Primary planning for overcoming the obstacles

There are some preliminary plans to face the obstacles which can be implemented during

development phase of the project-

e An IT security framework will be used as a guideline during this project as a security

observation.

e Multi steps authentication system can be provided for ensuring the identities.

e Despite having alternatives, the aim of this project is to develop an own secured digital
application with student’s credentials which are already provided by the school. A

secured cloud platform can be used to deploy the application.



2  Theoretical background and knowledge base

The theoretical background of a research illustrates the concepts of the theories that related
to the on-going research. This section creates a bridge between the objective and the

attainment of the project.

The related literatures from various research papers and other articles need to be reviewed
to understand the depth of the topic. During appraising the theories from various resources,
the key topics that have been researched deeply are- LMS, online examination system and

web portal.
2.1 Learning management system (LMS)

The implementation of using computer technology into study has a huge impact in overall
education system. It has evolved rapidly and introduced the web-based education with the
emerging technology of computer. LMS is a revolutionary product of electronic based learning
system in modern era. A learning management system or LMS is a software application that is
designed for the end users with a set of open-source learning materials and assessment
procedures. In most cases the LMSs can be purchased for any educational organization or any
company. The LMSs can be customized efficiently according to the requirements. The
development of LMSs and the exigencies also have changed the way of teaching for the

teachers. The teachers are required to use LMSs in some point even in classroom teaching.

Several LMSs have been gone through during this research to understand the deeper
knowledge about the concept. The findings have clearly justified the necessity of developing

online exam portal for the students.
2.2 Online examination system

The usefulness of online learning system and the automation of evaluating the students by
examining in real time are intimately involved. It has been explained as- “Examinations are
an inevitable part of the educational ecosystem. With evolving technologies, a globalized
world, and an increasingly competitive educational landscape, it is necessary to keep up with
the times. Along with ever-evolving teaching and learning methods, processes like
examinations must also be examined. An online examination system is the product of such an
analysis - it automates, digitizes, and flattens the process to become more accessible,
inclusive and accurate compared to its previous avatar. At the same time, it does not
eliminate best practices in student evaluation and examination that have been built over the
years. Instead, the online examination system is a culmination of the old and familiar and the

new and innovative” (Advantages & Disadvantages of Online Examination System 2019).
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The thriving of the digitization is like the uninterruptedness expansion of the universe. It is
expanding constantly to leverage the advanced benefits for the users. Thriving of the
digitization influences the people to use modern technology and ensures the maximum
benefits out of it. The automation of any technology facilitates the end users in several ways.
It standardizes the user’s activities by providing the advanced formation of the technology.
The technological modernization has also affected the educational system to be evolved. The
students are provided many useful resources from digitized education system. The online
learning materials are great source for the students that can even be available for free of
costs. Many education organizations provide web applications for the registered students to
interact with teachers and other fellow students. The students can use electronic return
boxes to submit the assignments and can appear into the examination through the web
application. This whole process of education certainly gives the most percentage of accuracy
and arouses the interests of the students. Therefore, the automation of examination process

is considered as ineluctable standard of modern education system.

Some experts still disagree the ineluctability of distance or online learning system. Some
teachers prefer to teach the students face to face as they think the mind of the students
cannot be read from being away. It has been found according to the article (Yle Uutiset
2020), that there is a significant number of school dropouts that has taken place in Finland

during the coronavirus epidemic because of applying mandatory distance learning system.

The online learning and examination system still have scope to overcome this kind of
unwanted circumstances. Adopting Artificial Intelligence (Al) into online education system
may play as a catalyst to understand the psychology of the students. According to Mark
(2019), Al has the capability to personalize every individual student’s demand as it can
provide individual oriented learning facilities that may increase the interaction of the

students in distance learning.

Though the online examination system can be provided through many third-party websites or
LMS, the intension for this project is to develop an independent web portal for conducting the
online test. It has become an important issue at this stage how an online examination system
works. Zhao and Li (2014) researched on online examination system and mentioned about
three major functions of it as- Question Management, Paper Generating and Test Online. The
‘Question Management’ module deals with creating questions and maintaining them. The
exam papers according to the specific requirements are generated in ‘Paper Generating’
module and the last module ‘Test Online’ is about providing the interface to the students to
appear the test (Zhao & Li 2014).

After going through various alternatives, the goal of this project is to create a ‘web portal’

for the students to take the exam online inside school network.
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2.3 What is web portal

A web portal is a web-based platform and itself a website where the contents are more
categorized and customized. A web portal is usually created for certain members of an
organization or for certain target group of a society. The members need to log in to the portal
with certain credentials. The content of a website is equally visible for all the users;
contrastingly the content’s views are different for different users in web portal. The Admin
and the member would not see the same contents in web portals. The privilege of the

members can be categorized as well.

There are two major types of web portals- internet portals and intranet portals. The internet
web portals are available in the web and anybody can get into the home page; anybody can
go further with credentials. Some examples of internet web portals are the websites of the
banks, stock exchanges, health services. These are designed for wide range of customers. On
the other hand, intranet web portals are designed and kept in a certain network for certain
members. The number of users can be high, but all the users need to be members of the

organization.

A web portal may contain contents from many different sources. It may contain external links

for providing more required information.

The aim for the development of this project is therefore to create an intranet web portal for
the students of Laurea UAS only. The students will be authenticated by their own credentials
given by the school authority. The students of a certain course will be able to appear their

exam online through the portal.

3 Methodology

This project had the scope to understand the deeper knowledge of the online learning system
and to build a usable outcome as a deliverable. The project was alienated in two parts that

are research and development.

3.1 Research methodology

Qualitative method was used for this phase. The method usually uses set of collected and
reviewed data from various topic related sources. According to Hennink, Hutter and Baily
(2020), this is a process of experiencing clint’s and user’s needs by communicating them in
various ways and the process certainly beneficiates the researcher to identify the core issue

of the research topic.



12

The other option was Quantitative research that usually get used to test and confirming a
theory, where Qualitative research allows understanding the topic enormously. Therefore, for
getting deeper knowledge about the topic the qualitative methodology of research had been

selected.

The demand of online examination method widely depends on the examinee. Their
experience and desire are key points to be understood for the research. As it was a client-
oriented project, the requirements of the client needed to be collected and measured in a

regular basis.

The communication with the client mainly took place through email and ‘Zoom’ meeting.
Zoom is a communication software that provides video telephony and online chatting. The key
notes from every meeting were kept and maintained. The notes were the useful resource for
designing the deliverable. Table 1 shows the communication data that have been gathered

from Zoom meetings and emails.

Date of Contacts Topic Notes

meeting

25.09.2020 Client Approaching e Expected delivery time: 15.11.2020
project

e Page should contain-

v Online exam

v Timer

v" Instructions

29.09.2020 Thesis Thesis e Advices:

teachers proposal
- Need to check other

alternatives (LMS)

- Security measurement

13.10.2020 Supervisor | Platform for e Wordpress
the

development

of the project
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29.10.2020 Client Project demo e Aninitial version of the project has

been shown.
e Client’s satisfaction earned
e Some small modifications needed

Sample page should be

named as ‘Instructions

Page’

Table 1: Notes from the ZOOM' meetings

3.2 Development methodology

This is the methodology of splitting the software development process into segments to be
completed part by part. There are two major types of this methodology- Waterfall and Agile.
The Waterfall methodology was chosen for this project as Agile consisted continuous

repetition process that would not be ideal for an individual researcher.

3.2.1 Waterfall methodology

The development part of this project was entrusted with waterfall model. The tasks were
required to be completed sequentially in every step. The initiation of one step was followed

by the completion of the previous one.

Waterfall framework is a traditional way of developing software. The approach has sequential
steps from beginning to the end and in every step a part of the development is defined and

accomplished (Lotz 2018).

Figure 2 shows how the waterfall methodology was taken place for this project during

development phase.
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-ea
I-I::) Designing
=
2
.
L

Maintaining

Figure 2: Waterfall framework

4  Development of online exam web portal

This implementation phase of the development has appeared after theoretical research has
been done. This is the phase where the goal of the project can be achieved as a deliverable.
The task is to develop a software that is totally practical workflow relating to a series of
sequential steps as mentioned earlier. The steps have already been disclosed in development
methodology part as- planning, analyzing, designing, implementing, testing, deploying and
maintaining. In the whole development process of this project, each phase has depended on

the deliverables from the previous one to finalize a united product at the end.
4.1 System planning

The planning has been correspondently done with the client from the very beginning. The
client has approached with his desire to have a functional online examination system
including related instructions and a timer. All the planning of the project has complemented

and tried to fulfill each requirement provided by the client.
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4.1.1 Client requirement

The client has sent his requirements through email. There has been regular communication
through Zoom with the client. The ultimate requirement was to create a simple and
functional web portal that can conduct online examination for the client’s students. The
portal should be informative and should include clear instructions about taking exam. The
exam should have a timer. The evaluations of the students must get recorded in the backend

database. The question paper should be flexible to modify for reuses.
4.1.2 Outcome of the plan

After reviewing all the requirements of the clients and analyzing some existent examples, the

outcome of the planning has matched as Zhao and Li (2014) have described the functions of

an online examination system. Figure 3 defines the planned outcome of the system (Zhao & Li
2014).

Question Management

< »
< »

ITest Online

Exam System

Database of

Paper Generation

Q&A and Result

Figure 3: Planning of online exam functions
4.2  System analysis

System analysis for software development is a process to understand the method of

identifying the project’s goal and to build the system to achieve that goal.

The SWOT analysis and SDLC model have been analyzed and applied for the development

process in this stage.
4.2.1 SWOT

SWOT analysis is a planning process to identify the capabilities for a person or an

organization. This strategic process helps to start a project in an acquainted way.



The SWOT analysis for this project is shown in table 2.

16

STRENGTHS WEAKNESS OPPORTUNITIES THREATS
Self:
e Inquisitiveness e Multitaskin e Enlightenmen Time
g t of the skills managemen
e Communicatio t
n skill
Project:
e Infrastructural e Lack of e Completion Time
availabilities face to of the managemen
face graduation t
e Adequate meeting
resources il e Usablein
supervisor future job
and client hunt
because of
pandemic

Table 2: SWOT Analysis

After SWOT analysis the management of time has become a genuine threat. The Covid-19

pandemic condition might cause a role to make it even lengthier. To overcome this obstacle a

self-monitoring process has been implemented to observe the timing of the progress. Figure 4

illustrates the self-monitoring process.
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PROJECT NAME = Creating web portal for entrance exam PROJECT MAMAGER = A H Wasim Sayeed
Report DURAT
ACTION ASSIGNEDTO | PRIORITY | STATUS | written | SIART | END ™ | noTES
DATE DATE .
in days
= - The objectives have
been identified
Research on necessity Manager High 29.09.20 06.10.20 7
First draft of thesis
returned
Review alternatives Manager High B 06.1020 09.10.20 3 Eeeyediother
research and platforms
Mackup, Design Manager High B 16.10.20 | 20.10.20 4 - Shown to supervisor
= - WordPress and plugins
Gathering required tools (SW) Manager High 14.10.20 | 16.10.20 2 Required data from
client
Implementation Manager High = 16.10.20 03.11.20 18 - Shown to client
= - More CS5 works
Applying fancy outlook Manager Low 3.11.20 | 05.11.20 2
Mot required by client
Testing Manager High B 10.11.20 | 13.11.20 3 - Done with feedback
. Manager & q Not m} R
Deploying Client High started Under process
Presentation Manager High Upcoming o 17.11.20

Figure 4: Self monitoring chart

4.2.2 SDLC

SDLC stands for Software Development Life Cycle that is a framework or model of building
software. The process is continuous and consists of designing, developing, testing and
deploying of a software. This life cycle even continues to maintenance phase for further

continuity and enhancement of the product.

SDLC has been used for this project as the framework. There are no fixed number of phases

for SDLC. The number of phases simply depend on the requirement of the project.

Figure 5 represents the graphical view of SDLC phases that has been used for this project.
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Deploy

Figure 5: SDLC Framework

The detailed explanation about various models of SDLC framework have been discussed

(Software experts: SDLC Models Guide 2017); some of those popular models are:

. Waterfall model
. Iterative model
. Spiral model

. V-shaped model
. Agile model
o Big bang model

The waterfall model has been implemented in this project that is mentioned earlier. As the
project has been run by a single researcher, the step by step integrated process has assured

the furtherance and accuracy of the outcome.
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4.2.3 Checking alternatives

CANVAS is a newly launched intranet learning platform for Laurea students. It has the
capability to provide learning material and conducting examinations for courses. The scope

for the researcher still seems to be narrow as it has already been created.

Creating an independent web portal has provided the maximum scope for researching on the
topic. It has also opened the door to develop technical skills that can be useful for future in

job searching.
4.3  Designing

Designing phase of a software development consists of creating a technical blueprint of the
deliverable. This designing is commonly called ‘Wireframing’ in web development.
Wireframing of a web portal is used to lay out its contents and functions. The design

represents how the workflow goes in the portal.

Wireframe can be done manually with pen and paper or digitally with various software tools.

In this project both of those ways have been applied.
4.3.1  Sketch

The sketching of wireframe is considered as manual brainstorming for software design. These

sketches show the innovativeness of the designer.

Figure 6 and figure 7 are the manual blueprint of the web portal of this project.



Figure 7: Sketch wireframe 2

Mg
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4.3.2 Ul wireframes
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User interface (Ul) design is the digitized version of the sketched wireframes that are used to

ensure the intuitiveness of the prototypes.

FIGMA is a third-party website that provides the facilities of digital prototyping or User
Interface (Ul) designing for free of cost. This is a cloud-based tool with online storage. It has

collaboration feature that helps to build cooperation for teamwork.

The manual sketches of the portal that have been drawn earlier are converted into digital

version (by using Figma) as figure 8, figure 9, figure 10 and figure 11.

HomePage

Logo About Instructions  Exam

Hero Title
Hero Sub-title description
Title
Intro Intro
Title Title
"Loram ipsurm “Lorem ipsum
dolor sit amet, dolor sit amet,
consectetur consectetur
adipiscing elit, adipiscing elit,

Site Map

- Home
- About
- Sample
- Exam

Copy right

Intro
Title

‘Lorem ipsum
dolor sit amet,
consectetur

adipiscing elit,

Mare

Organization
Title
‘Loremn ipsum
dolor

Figure 8: Ul wireframe of Home Page
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Figure 9: Ul wireframe of About Page
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Logo Home About m Exam

Page Title

"Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat. Duis aute irure dolor in
reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla pariatur. Excepteur sint
occaecat cupidatat non proident, sunt in culpa qui officia deserunt mollit anim id est
laborum."

“Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat. Duis aute irure dolor in
reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla pariatur. Excepteur sint
occaecat cupidatat non proident, sunt in culpa qui officia deserunt mollit anim id est
laborum."

Site Map E;gaunlzaﬁon

Organization

Title

“"Lorem ipsum

dolor sit amet,
etur

Figure 10: Ul wireframe of Instructions Page
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Figure 11: Ul wireframe of Exam Page
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This is the construction phase of the project. A portal for online examination system can be

created in multiple ways. There were two options in the beginning-

KD
£ X4

7
0‘0

HTML/CSS page with PHP script and MySQL DB

WORDPRESS
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Both the options were reviewed and WORDPRESS was found proper for this project as the
maintenance is flexible for future continuity. The purpose of choosing this CMS (Content
Management System) is to ensure less complicacy for managing and generating the exam at
any minute. WordPress as a CMS does not require any coding for creating and modifying any

content.
4.4.1 Tools and technology

A content management system or CMS is a software tool for building and managing digital
contents. It has earned popularity in an extensive level because of its uncomplicated
operating methods. It allows the users to publish any content in the web page without any

coding or programing. Some popular and well-known CMSs are:

e WordPress

e Joomla

e Drupal

WordPress holds the major portion of the graph. This is the most popular and useful CMSs
used around the world that can make any kind of webpages. In a survey (Terada 2017), it has

been mentioned that approximately 75 million websites are managed by WordPress CMS.
WordPress is scripted in PHP and uses MySQL or MariaDB as backend database.

The selection of WordPress for this project not only has facilitated building the portal, but
also has provided the scope to research on this most popular CMS. A plenty of usefulness of
using WordPress has been mentioned (Web expert: What is WordPress? Explained for the
Beginners 2020), where some reasons have been indicated why a user should select WordPress

as a platform for developing a site. The mentioned key reasons are as following -
I.  Mostly free of cost
.  No programing needed

lll.  Huge resource of Plugins and Templates

IV. Easy installations

V. Flexibilities

VI.  Easy to customize

VIl.  Availabilities of help
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As the portal is about online examination system, few alternative plugins related to quiz
making have been checked during the construction of the ‘Question Management’ and ‘Paper

Generating’ functions. The alternatives are-

e HD Quiz

e mTouch Quiz

e Quiz Maker

The outlook and functionality of all three of these plugins have been demonstrated to the
client. The ‘Quiz Maker’ plugin has satisfied the client’s desire for its more professional look

and standard functionalities than others.

‘Elementor’ has been used as an editor that provides templates with Header, Footer and
Blocks. The integral features of this editor are distinct and standard. The features can be

customized with full flexibilities.

For developing the portal all the platforms, plugins, editors have been used that are free of
cost. The ‘PRO Version’ of these products provide more features for the developers. Though
there have been certainly some limitations and restrictions with the free versions, it has

provided a wide range of technical skills which has become an asset for this project.

During the research and checking out the alternatives it has been found that a web portal of
an examination system needs few different pages consisting information, instructions, and

execution. Four different pages have been built for this project as following-

Home Page: This page simply describes the definition and objective of the portal. The portal
has been named “eExam” and a logo has been created for the uniqueness of the page where
‘eExam’ stands for electronic examination. A blue & white theme has been used to match the

Laurea’s web theme.



1
About the course

View the cetsils sbout the

course and Lnits

Sitemap
HOME

About Page: This page shows the details of the course and the reason of taking this online

entrance test. According to the demand of the client the link of the course material will be

added in this page in future.

ABOUT INSTRUCTIONS EXAM

Online Entrance Exam

‘Welcome to the onfine portal for Mathematics Entrance Leved Test

N
Instructions Exam
Check cut the instructions of I you feel reacy,
the exam zoand tsketheexam

&5 &

LAU
REA
Laurea University of Applied Science

Figure 12: Home page
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HOME ABOUT INS

About the course

Prep Studies in Math

This is fundamental mathematics course for Laures Nursing students.

The course contents are about basic calculations.

This portal is about taking an online entrance exam to exemgt the

whole course.

The students who pass the exam, may skip the course lessons.
The students who foil this exam will be enrolied for the whole

course.

LAU
REA
ABOUT Laurea University of Applied Science

Sitemap
HOME

Leppavasra/Tackurila

Fintand

Figure 13: About page

Instructions Page: As the questions and answers are stored in a customized way, the students
need to know how accurately they must match the requirements. A set of instructions has
been provided in this page. There are some restrictions and suggestions for taking this exam

that are indicated in this page.
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Now Edit Page Edit with Bomontor | WPFomms (@

B am HOME ABOUT  INSTRUCTIONS

Instructions

Read out the instructions carefully before starting the exam:

o is allowed. You will be given pen and paper for calculating manusily

e form

Next'/'Previcus” buttan ta move to questions
member 1o put spece between numbers and letters. For example: 15 mg of 15 MG (but not 15mg o 15MG

nsitive)

8. You can check your answer after snswering every question, but it can not be edited.

9. For decimal, use *." (Fullstop)

- LAU
Sttemrgap REA
ABOUT Laurea University of Applied Science

INSTRUCTIONS.
EXAM

Leppavaara/Tadkurila

Finland

Figure 14: Instructions page

Exam Page: This is the main execution page of the portal. The students can take the online

exam and get their assessment instantly through this page.
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HOME ABOUT INSTRUCTIONS BXGaM

Take the Exam

This & your final eam page

Sitemap e
HOME
ABCUT Laurea University of Applied Science

INSTRUCTIONS

EXAM

Figure 15: Exam page

4.5 Security measurement

Security is a key concern for any web-based platform. This portal is being planned to be
adopted within intranet network of Laurea UAS. The privacy policy of Laurea UAS will be

completely applied on this case.

Some major security issues related to this project have been researched and planned to be
applied. The CIA model and BSI IT-Grundschutz security framework have been gone through to

find out the possible vulnerabilities and to achieve the security solution for them.

4.5.1 CIA Triad

CIA stands for Confidentiality, Integrity and Availability. It is also called CIA Triad. CIA model

is usually applied inside an organization for ensuring information security.

Margaret (2020) has described confidentiality as privacy, integrity as consistency and

availability as ability of performance and maintenance.

The CIA model can be precisely described as following (Margaret 2020)-
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Confidentiality: The information is kept confidential to unauthorized users and only be visible

for the authorized users.

Integrity: Any modification or customization from unauthorized user is not allowed.

Availability: The information is available in required time to the authorized users for using.

In simple words how CIA can be attributed for this specific portal-

- The teacher and students will be authorized to get into the frontend. (Confidentiality)

- The teacher will only be authorized into backend for maintenance. (Integrity)

- The frontend will be available for students with all functionalities. (Availability)

- The front and back both ends will be available with all functions for the teacher.

(Availability)

As the portal is being planned to be deployed inside Laurea’s intranet network, a certain

model of CIA Triad has been designed to determine the protection requirements that is

illustrated in table 3.

Object’s name

Value

Requirement level

Reason

Student’s

authentication

Confidentiality

Very high

Unauthenticated
user may cause

phishing

Integrity

Very high

Authorized users

must have access

Availability

Very high

Inaccessibility may
reduce

trustworthiness

Local data

- Information

- Instructions

- Questions

Confidentiality

Normal

May not cause any

harm
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Integrity

High

Admin will be able

to modify the data

Availability

Very high

Without availability
of these data, the
system would not

function

Database

Question &
answer

storage

Student’s
assessment

record

Confidentiality

Very high

Unauthorized access
to DB may cause a
total damage of the

system

Integrity

Very high

Only the admin is

authorized

Availability

Very high

Only to admin

Network

Laurea’s
intranet

network

Confidentiality

Very high

As an intranet
network of Laurea,
any outsider may
cause a fatal
damage of the

system

Integrity

High

All authorized

members (teachers
and students) must
have access for the

continuity

Availability

High

Need to be available
to ensure the

execution

Table 3: Design of CIA Triad for the portal
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4.5.2 GDPR

If the client conducts the exam outside of European Union, then the GDPR (General Data
Protection Regulation) will be observed. GDPR ensures the protection of data that is

transferred outside the EU (European Union) and EEA (European Economical Area) areas.

4.5.3 BSI IT-Grundschutz

This German based security framework has been used as the source for the safeguards and
threats observations of the security issues that might be required for the online examination

portal.

In an early assignment, a similar security observation had been gone through to find out the
threats and safeguards for developing a mobile application (Mark et al. 2015). This previous
personal experience has guided researching security on this project. The new version of the
catalogue has been observed for current research about the security measurement of the

portal. Table 4 shows the security measurement of this project according to the observation

(Security experts: IT-Grundschutz -Catalogues 2015).

No. Safeguard Reference | Protection | Clarification | Related threat and
level Threat reference
‘S’ is
Safeguard ‘T’ is Threat
serial no. reference
1 Assignment S2.8 Very high Ensures User can be spoofed,
of access certain information can be
right limits to the | tempered, changing
certain access right can also
users be a reason of
manipulating of data
(T 5.2)
2 Preventing S 4.21 High SU (Super Admin panel can be
unauthorized user right misused (T 5.9) & (T
acquisition of for the 5.19)
administrated admin)
rights
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3 Controlling S2.167 High Suitable Data can be modified
access to DB mechanism or lost (T 4.28)
system to

authenticate

users into
DBMS
4 Establishing S2.64 High Proper Inappropriate
access rights access right | authorization may

to multiple cause mis use or poor
users use of administration
tasks (T 2.67)

Table 4: Analysis of possible threats and safeguards requirements from BSI IT-Grundschutz

4.6 Testing

Testing an implemented software is an important phase of SDLC. This phase finds out the
vulnerabilities of a product and ensures the functional existence. This phase is the gateway

for deployment of the software.

The STLC method has been applied for testing the portal.

4.6.1 STLC

STLC stands for Software Testing Life Cycle which is an inherent part of SDLC that only being
executed during testing phase of a software. There is a sequence of activities for a tester or a

testing team.

The testing phase for the web portal of this project has followed the certain software testing
criteria. Rajkumar (2020) has stated that there are six major phases of STLC as requirement

analysis, test planning, test design, test environment setting, test execution and test closure.

The phases mentioned above have been covered in this project as following-

Requirement analysis: In this phase the team that consists of developer and the client, have
determined what needs to be tested. As the portal is an online examination system, the
execution of the test and functionalities of all the components need to be tested. Some key
points to be tested are- whether the ‘timer’ is working, whether the user can edit the

answers, whether the records of assessment are stored properly, etc.
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Test planning: This is the phase to calculate the effort and cost of testing. The client as a
teacher has planned to arrange few students who can take the test. The vulnerabilities can

be found instantly by going through this arrangement.

Test design: The test has been designed in two ways- practical testing with the students as

mentioned above and creating a survey report by the student’s feedback.

Test environment setting: As the portal exists in “localhost”, it has become difficult to
arrange the students in a same place to test the portal because of the ongoing pandemic

circumstance. The plan has been changed according to the situation.

Test execution: The test has gone through according to plan ‘B’. The examination system of
the portal has been tested with some friends and family members instead of students. The
test users have been chosen among them who have procedural knowledge about web

activities.

The testing has been done with five different users. All the components have been tested and

found flawless.

Test closure: The findings from the testing process have been satisfactory. All the
components have been functioning as required. This satisfaction has influenced the developer

and the client to deploy the portal.
4.6.2 Survey/ Feedback from the users

It is always good to have feedbacks from the users and clients for software developments.

Feedbacks can provide scope for the developers to improve the product.

An online survey has been implemented at this stage and shared with the test users. The
Google form is a popular tool that provides online survey form for various occasion. The

Google Form has been used for collecting the feedbacks of the testing.

Figure 16 shows the outlook of the survey form.



Questions  Responses

Qualitative research on testing phase

This is a survey during the testing phase has been implemented for future improvement

What was the difficulty level using the portal?

Very difficult
Moderately difficult

Not

How efficient the portal is?

Vulnerable
Need to modify

Easy to handle

Write your experience briefly.

Long answer text

Figure 16: Survey form after testing

The online survey form has been sent to the test users through email. It can be filled up and

submitted back instantly. The responses can be recorded simultaneously.

Figure 17 shows the summary from the test responses sent by the users-

36
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What was the difficulty level using the portal?

3 respanses

@ Very difficulz

How efficient the portal is?

5 responses

L R
@ Need o modify
Easy to handle

Write your experience briefly.

S responzes

Itis very simple, easy and time-saving portal to handle. | support to use of this portal again in future.
Everything seems so easy |

Very easy

Simple and easy to use... It can be modified to look better.

Itis very easy and smooth precess with helpful instructions.

Figure 17: Summary from the test users feedback

4.7 Deploying

The deployment of the portal is under process. The plan is to deploy it through Microsoft

Azure. The portal will only be accessible inside Laurea’s intranet network.

The client is responsible for the deployment as it must go through a formal process which is

required for the school’s administration.
4.8 Maintenance

A user guide has been created for the client. The guide informs everything that is required to
modify the questions, add or remove new exam papers, change the timing and other

functionalities.
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The instructions in the guide are uncomplicated and easy to follow to handle the WordPress
dashboard.

The plugin itself has a set of integrated instructions that can be accessed through the
dashboard.

5  Conclusion

This project has provided a wide range of opportunities to research on. The theoretical
knowledge of digital education system has strengthened the root to go on to the furtherance
of the project. The practical implementation part of this project has heightened the skills of
web development. It also has given the scope to observe the security measurements. A
standard security framework has been gone through during the implementation of the portal.
The possible vulnerabilities have been identified and the suggested safeguards have been

reviewed to overcome those obstacles.

This overall research and development have certainly fulfilled the objectives of the
researcher and the desire of the client. It has definitely enriched the skills and the knowledge

that can be carried out in future as an asset.
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