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Abstract

In our study we wanted to find out what the level of cyber security awareneghirs

Finnish shipping companies and Finnish ports engaged in international trade.

The maritime sector is becoming more digitalized and technological development leads
to a higher level of automation. This trend goes hand in hand with cyber security. One of
our purposeswith this studywas to raise the level of security awareness through this

study.

The study consisted of literature review, regulatory review and a qualitative research. The
qualitative research had two distinct phases, as gathering of datavidlasl ¢h two parts:

material from a cyber securityrelated workshop for Finnish ports and qualitative
interviews with Designated Persons Ashore

companies.

Based on our study, training in the field of cyber secusitydeded. Our view is that we

have increased cyber security awareness by raising the issue and encouraging discussion.
Currently the shipping companies are implementing ISM guidelines on cyber security so
the timing was suitable. Cyber security should beluded in the risk management

process.

Language: English
Keywords: cyber security, digitalizatiomterconnectedness, security awareness, human

behaviour, risk management, ports, shipping companies




Abbreviations

ACL
AIS
ANSSI
ARPA
BIMCO
BYOD
CEO
CLIA
COVID-19
CSO
DoS
DPA
DSC
ECDIS
EMSA
ENISA
EPFS
EPIRB
EU
GDPR
GMDSS
GPS
HCI
HCS
HR

ICS

ICT

Access Control List

Automdic Identification System

Agence nationale de | a
Automatic Radar Plotting Aid

Baltic and International Maritime Council
Bring Your Own Device

Chief Executive Officer

Cruise Linednternational Association
Coronavirus disease 2019

Company Security Officer

Denial of Service

Designated Person Ashore

Digital Selective Call

Electronic Chart Display and Information System
European Maritira Safety Agency

European Union Agency for Cybersecurity
Electronic Position Fixing System
Emergency Position Indicating Radio Beacon
European Union

General Data Protection Regulation

Global Maritime Distress and &y System
Global Positioning System

Humancomputer interaction

Heading Control System

Human Resources

International Chamber of Shipping

Information and Communication Technology

s®curit® de



IMCO Inter-Governmental Maritime Consalive Organization

IMO International Maritime Organisation

IMSO International Mobile Satellite Organisation

INS Integrated Navigation System

IP Internet Protocol

ISM International Safety Management

ISPS International Ship and Port Facility Seity

IT Information Technology

MARPOL International Convention for the Prevention of Pollution from
Ships

MLC Maritime Labour Convention

NAVTEX Navigational Text Messages

NCSC National Cyber Security Centre

oT Operation Technology

Radar RadioDetection and Ranging

SART Search and Rescue Transponder

SDME Speed and Distance Measuring Device

SOLAS International Convention for the Safety of Life at Sea

SSP Ship Security Plan

STCW International Convention on Standards of Training, Certification
and Watchkeeping

TCS Track Control System

uUSB Universal Serial Bus

USCG United States Coast Guard

VPN Virtual Private Network

Wi-Fi Wireless Fidelity

WMU World Maritime University



1 Introduction

We live in a highly informatiordependent society. Many functions in our socleye
becomamore digitalized and interconnected as a result of general technical development.
The shipping industry and port apéons are following this same trenthis means that

more pro@sses are digitalized atake place online. Tie need to protethese processes
andourselves frone.g.cyberattacks humarerrorsas well as technicahistakesfbug<

havebecomancreasingly importanssue

The exchange of information within shipping operations involves many different actors.
The logisticalexchange is complexconsisting ofshipping companycharterer, ports,
agencies, technical management, subcontractors, supply deliveries to the ship etc. Time
IS money andinnecessary waiting tima portsor anchorages is to be avoided in every
possibleway. There arechallenges in keeping the processesath with no delaydt is

also challengingo managell theneedeccheckupsand procedurewith various actors

in the portssmoothly The information moving between all actors involved must be

transferred without interference.

Benefits from better anchore efficient processes for transmission of information are
evident in various processes within the shipping operations. Functions related to human
resources, such as accounting, payroll and recruitment can nowadays be handled by
smaller departments dueo tadvanced technology and informationsystems
Communicatiorbetween shipboard crew and office workers is better and more frequent.
Operators involved in the cargo supply chatich as cargo owners, operators, agents and

authoritieshave easier wayg tocate and contact each oth@vicNicholas, 2007, 367)

A clear change is sedor examplein the decisiormaking procesenboarda s hi p o s
bridge Where in the past one would rely solely on observations, knowledge and even
sense, there is today so much endata to handle in lieu of experience and knowledge.

The development naturally strives for increased safietyoardand is supposed to assist

navigators, but on the other hand we stumble on new risks. (Fittan2Qxs, 4)

Technical developmergeemsto be continuing with a great padc®ften @mmercial
interests are the driving force; how much can we limit access and transmission of data in
a world where things Aineed to be done yest

balance andhis meansrisk managementBefore the modern day advancements in
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communication technology, when connectivity and transmission of data between ships
and shore wrenot possible, the ships were out of reach and isolated. Now ships and their
crews are oiline to a larger ebent andeverywhergFitton et al, 2015, 23). In this new
environment wedace new kinds of threats and challenges to ships, ports and shipping

operations.

Maritime cyber

risk Port facilities G

Agents

Insurance Shipping Industry

companies companies associations

Equipment
manufacturers

Port states e

Flag states

Co-contractors

Coastal states Employees

Figure 1. From presentation by Dr. Liliane RossbatdBMSA,Workshop "CyberAttack
Pr ev e &3 14dacémber 2017 EMSA, LisbonPortugal

The general view which we have encountered several times in different forums and
discussions, is that the cyber security awareness is not at an adequate level.ifipe start
point and research problem of thiesls is tolook morethoroughlyinto this with a
scientific approach. We strive &olve the general lev@f cyber security awareness
within the Finnish maritime industry. By maritime industry in this context we mean
commercial shippingand related port gerations We focus on ports and shipping
companiesand we decided to da qualitative studyPorts and shipping companies

representhe coreof the maritime logistic chain.

Fittonet al.(2015, 21) suggest thsinceshipboardife always has emphasized safety
board because therew isso far away from getting assistances fihcus on online safety

training should be included in that entity. How will ghiipg companiesn Finland see
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this issue? Do the increased amount cht®logy, connectivity, information and data
transmission cause @berrisk which requires the same level of safety measures and

defined processes as the traditional reskd preparedness for emergenceboard

In this thesiswe wantio examine th@uman elemenhot so much the technical solutions
in the cyber security contexthe maingoalof thestudyis tofind outthecurrentlevel of
knowledgeand understandin@f cyber securitywithin the definedscope. he scope of
the sudy is opened imore detail under subtitte 2 We also wanto identify the critical
weak points in cyber securitglated tathe humarfactorandthekind of threats people

in different rolescan cause

The human element can be divided intaentional actingwith the aim to achieve own

interests andinintentional errors which are causing damage (McNicholas, 2007374

375). To conclude why we want t o Iwithmkybeat t he
security we want to quote Fittat al.(2015 15):

AEven i nseduteeomputessystems there is a vulnerability which
cannot be patched, corrected or rewritten. The human being is highly fallible
and easily manipulated. They are also capable of free and critical thoughts
which might lead them to breach security pahaes or break the law in the
name of their causeo.

This cartoonwell illustratesthe quote above:

IN THIS CORNER WE HAVE
FIREWALLS, ENCRYPTION,
ANTIVIRUS S0FTWARE ,ETC.
AND N TiH19 CORNER,

We HAVE DAve/

Figure 2 Cartoon by John Klossner



1.1 Purpose of research

The human factor plays a major role either directly or indirectly in the vast majority of
accidents and mishaps. Therefome must logically conclude that the level of
competence and level bimanawareness must be @key role also in cyber security
relatedthreats. A USCG report states that between98% of marine casualties are
caused eleast partly by some form of human error (Rothblum, 2002Q)3This report

iIs more than 20 years old but it is still used as a general reference within the maritime

domain.
Voeller (2014, 41) mentions the term HChumanrcomputer interaction and sates that

Aithe Ahuman el emento is a critical compone
possi bl e, with car e, to build systems that
Maritime operationgnay suffer frommajor economic and environmental damage if
something goeswrong.he empl oyeebds under stanaidng of ¢
will be even more so in the future, of utmost importaincerder to guarantesafe and

secure operationsithin the maritime industry.

Learning by mistakes is something familiar to us all. 3er from limited resources in

t odayo0s ibasédpcormected amdhhighiechnologizedwvorld. Things must be

done fast, including sendifrgceiving information and making decisions based drhi.
maritime industry has traditionally beenconsidered to be an oefdshionedfield of
businesawith traditionaland manuaprocessesNowadayst is a part of the digitalized

and connected world. The increase of technology usually means more tasks to be handled
by fewer hands and heads. How tamaritime industry prepare and protect itself from
information technology malfunctions, data breaches and attacks within an appropriate
period of timewith limited financial resourceand energy? What is there to be done in
order to be better prepareddgorotected and hopefully decrease thesngikhout having

gone through several mistakes first?

It is of crucial importancéor people who operate in this safeytical work environment
to haveknowledge ofthe cyperrisks associated with teeoperatias. By informing the
users some of the threats can be decredsezh the best technical solut®nan be
compromised by intentional, neglectful or ignorant hutveimaviour There is no firewall
which could preventor examplean employee from giving thearedentials to a hacker
(Jafet al, 2018 4989.
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This study aims to find out the general level of knowledge about cyber risks and the
preparedness against them. In addition, the aim of the study is to increase the cyber

security awareness and to dissemiregstpractices.

1.2 Scope of research

The globallyrunning maritime industry includes a large variety of operators, vessel types
and sizes. As in everything else in society, the level of technology and digitalizaties
alot from one country, port anshipping companyo another operator in anothermpaf

the world. Below two pictures visualizing the difference:

Figure 3 Container shipgully loaded. The level of automation in this port is
unlikely to be very high (McNicholas, 20075



Figure 4 Unmannedrehicles shifting containers in a higldytomated port
(McNicholas, 200712

We have limited our study to the situatisithin Finnish shipping companiesd port
operators.Statistics from2019 show that we in Finland dall6 merchant ships in

international tradeln August 2020the number wag13and in April 2021 115so the

number hasemainedabout the sae.(Statistics Finland) he official statistics show that

the number of ports with inteational trade in Finland was 48 year 2017. Regarding

shipping companies we usecetRinnishShipowned s Associ ati on as a s
see that irDctober2020 the association had32nembersTo summarize the maniie

sector of shipping companies, ships and ports involved in international trade in Finland:
- Shipping companies3(2020)
- Ships 15 (202))
- Ports 48(2017)

Of these wechose five different shipping companies of different sizes and with different
vessel typesFor the part covering ports we used material from a workshop arranged by
Traficom in 2019This will be further clariled in the methodology chapter.
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We realize thashipping companieand ports are reserved when sharing information
regarding safety and security. In order to achieve as much information as possible, we
will not describe thesubjecs of this study; e.g. notnention types of vessels or the
individual companies and ports. The purpose of this research is to make general findings
throughout the industry and not to focus on certain operators or define different risks for
different sizes and types of vessels ortpdn addition the Finnish maritime cluster is

rather small and specific ships or companies will easily be identified if categorized.

When specifyinghe role ofthehuman element we have decided to exclude threats from

inside of the company, which woutdquire another framework and point of view. This

would beconnected to recruitment, follewp and control of workerdVe think that risks

i nvol ving deliberate actions from the comp
also other risks than cybeecurity breches, which we want to focus .ohhese other

threats can be.g. theft or distributing sensitive data about the company, which not
necessarily is stored and distributed via digital medrs level of background
investigations when recruiting a sensitive issue in Finland, where the data protection

regulations arstrict

Fitton et al. (2015,16-17) mention the use of social mediacluding contactsSuch
information can enablsteaing a seafarer'sdentity and information from the social
networkcan beusal as blackmailBeing far awayrom homewith no or limited contag
theseafarecan be an easier targéhese kinds of cyber security risks or attaskkere

the channel is via the seadrcontactsare not in our scope.

Last but dehitely not least, there might be cybattacks, deliberately caused by humans
but to such an extent that a privatened shipping company nor a port in a small country
like Finland, could possibly foresee it. A new field of security, or the absence of it, can
attract even nations to cause an attack. This kind of eyhgare would cause damage

to nationwide operations and digital infrastructure and networks (Sales, 2608, 1
1507). Wedecided taexcludethis kind ofhigh levelcyberattacks, which ardifficult or
impossible to predict

1.3 Research problem

We want to study the level of understanding of cyber securityrafated issues among

Finnish shiping companies and gs. Weare interested in whether improvements are
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needed and we canmake conclusions and disseminate good practises $th#sis to

the industryln any case, raising these issues is already a step in the right direction
Our research problem can tefined as:

What is the level of cyber security awareness among Finnish shipping companies and
ports? Have cyber securityincidents, data breaches or malfunctioascurred?

Furthermore: can we identify areas for improvement?

1.4 Methodology

The study consists of literature revieskortregulatory review and gualitative research.

The qualitative research consistdwb parts:

1. Material from a cybesecurity workshop arranged on Aprif"®2019. This
workshop was arranged in collaboration Thaficom, Suomen Satamaliitto ry,
Satamaoperaattorit ry and Hazamdiative. The workshop waarrangedor port
operators and other key players in the poftsis wokshop gave us a good
contribution to the research problem concernpugts We also add# some
findings from an ENISA report (Drougkas al, 2019)

2. Interviews with five shipping companies engaged in international trade

Walliman (2010) describes research methods from different views and one aspect is the
design of a researchvhich leads theroject towards a certain choice of methdte
research method follows a descriptive design, wherelgerve andollect data and
analysat in order to understand the situatigw/alliman, 20109-10) When deciding how

to collectthe primary data fathis particularesearchwe find it obvious that weill not

solve our research problem throughuantitative study where the data are presented in
numbers via statistical methods. The scope is too small and heterogamebtize
guestions to be answerédahat / where / how) too complekurthermore, the research
guestiorwill to some extent be related to the intervievédgmdiefsandbr attitudes, which

have to beanalysedn words and noin numbers(Walliman2010,71-72)

There is a challenge when maginotes from interviews; answers may be simplified and
some personal interpretations are being made during the process of sampling and
analysingthe collected dataOur field of research includes sensitive data about the

target s o6 erglabedawaresessandrexperigndde information must naturally
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be presenteth a way whichguaranteganonymity and this must kdsocommunicated
to the intervieweegWalliman, 2010,48-49)

A previous studyon cyberattacksgconductedby sending questionnaires &hipping
companies and maritimreministrationsdid not succeed in gathering informatiémthis

study aswers received were: shipping companies 16 sent, 2 received and maritime
administrationsl4 sent,3 received One reaso for the low participation is the sensitive

information involvedSilgado, 2018)

Sending out a questionnaire as such would require a large number of recipients because
people tend not to bothanswering The maritime industry in Finland, which we cisxl

to define as the scope in this study, does have a very limited numisripging
companiesnd ports. It was evident from the beginning that even if we would include all

of them, the chance to get a sufficieesponse ratevould be unlikely Also Waliman
recognizes the uncertainty related to getting replies from questionnaires, either sent by
traditional mail or email (Walliman, 2010, 97)}-urthermore, the quality dhe answers

tends to be bad, as the questionnaire may not seem important topibvedesgsvhich

decided to answeand they want tget it over with as soon as possible (Gillh&@07,

9). We havepersonalexperiences of questionnaires, where there are reménueils

sent out and then finally one decides to contribute but nottivdthest effort or thought

behind every answer. The answering options may not be suitable and then you simply
choose the opt, oml Ado dmnomtdt h & ne yoa tichkteer i enc e

average number on a scalfel-5.

Even though oufield of reseach s fairly limited, we will not cover the whole Finnish
maritime industry but choose a felwow thento choose the most appropriate sample of
those 23 shipping compniesand 48ports engaged in international tradé/lliman
(2010, 9394)talks aboutas studies when using only a fewbjectfor a more detailed
survey.One can also use different typesaobjectsn the scope andnalysehat material,

as a comparative approach. (Walliman, 20169483

After having revieveddifferent options for gaining primary data for the study we decided
to apply a qualitative survey wiftve shipping companies engagedrternational trade.
The material regarding ports is based on the workshop mentioned &dnkeworkshop
covered nish port activities quite well, with 43 participants from different port related

companies and authoritieShe maritime industry in Finland is rather smaNe can
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contact thesubjectsdirectly, discuss our studgnd explainhow we will use the data.

Since we will havenly a fewsubjectdor our research, it will be formed as a casetud

We can compare the results or make conclusions, depending on the ouéommetion

for the case study will be collected by intervie(gbips) and by using the wshop

material (ports)as stated earlier. W&houldnote the challenge of what our respondents
believe and what they adtewklol yt h@otiecirgroce | h @w s

data from several sourcespreferable(Gillham, 2000a, 134). ftheanswer i s AOu
staff is welttrained incybes ecur ity related issueso and n.
such as document at i-manuai, we must dig deepenMareoyed,s | S M

even if people know cybesecurity to be a risk, they might not actiariWe think that

during an interview, when discussing freely, the respondents are more likely to explain
their answers than in a questionnaire wher
immediately interact if we realize a question is tricky or dussprovide added value to

the study.

Focus must be on forming the questions. What information do we need in order to answer
the research questions? When forming them we can reflect on how we would answer
those questions (Gillham, 2000a, 17).

The format 6 the interviewwill be semistructured which can be seen as the most
important research method @&case study (Gillham, 2000a, 6®ome information we

need from all respondents in a standardized format and some will be open and we will be
prepared foradditional questions in order to gain information of value to this study.
During an interview we can also rephrase questions, repeat them and explain to make sure
the questions are understood. Interviews can be conducted in different ways and for us
the orly option in the time of COVIBL9 -pandemic is by telephorgr online meeting
application like Skype or Team$his also makes the survpyocess more efficient and
geographical factors will not have an impact on the samflef the interviewees will

be treated equally, which gives an objective base compared to conducting some of the
interviews faceo-face by meeting at their office and someaddgphoneCollecting facts

from different sources, such as observations in the working environhesaring ad

seeing people in their work, is left out from this remotely conducted interview. However,
as we are collecting data weayradd respondents to our list atidis expand the sources

of data.This is often reality whedoingresearch thaboth questions antthe collecting

of data develop as the projegtes on. (Gillham, 200046-17, 22-23). In our case we

weresatisfiedwith the original plan and scope of targets for collecting data. The type of
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answers were quite similar. No major deviations were fouhd;hamay have resulted in

the need to dig more in order to find a general view, which was the aim of this study.

Telephone intervieware more successful when the interviewer knowsthgct when
you can explain what the survey is about and schedulatérgiew for a suitable time
(Gillham, 2000a77). In our casé& may not be 100% true for albjectsbut for some of
them and the restie will probably have an indirecionnection to. As said earlier, the
industry is small and we hab®thbeen working in the maritime sector foore than 20
years.We feel confident abougettingthe remoteinterviews booked The COVID-19
pandemic has resulted in working from home amany conferences andcheduled
appointments have either been cancellednoved on-line. This means that office
workers haveaved timavhen not travellingo workplaces or other ¢ations for different
events.Our interviewees are thus used to meetingimm® and cooperating without

meeting in person. We believe this isatvantage for us.

An interview is a situation where tlseibjectis in focus. This is one reason why people
rather answer questioonsally than answering a questionnaire. Another is that it is easier
than writing, especially when open questions occur. l{&itl, 20077-8, 1415)

Analysingthe material from interviews can be very the@nsuming. According to some
experts the only way to collect the daaecording and transcribing (Gillham, 20@7,

10). Transcribing the conversations would ensure the dargrandanalyss of exactly

what was said, butince the time is not unlimited for ugre will make notesAs the
analysingof data often is a very complex process in qualitative studies, we realize that as
much information, comments and remarks as possible shall be documented during the
interviews(Walliman, 2010, 9900, 137).

The disadvantage when taking notes versus rewpttie interview is clear: some parts

may not be quoted as they were said and some personal interpretations may occur
(Gillham, 2000a, 6@®7). Listening to the answers, trying to focus on the intervieavek
making notes at the same time can understapdsbh challenge. Either tisaibjectof

the interview does not feel he/she is being listened to, it is difficult to fluently find an
appropriate response or sgbestion or the notes suffedince we are twgersons
conducting this study, one of us wat the questionsind have constant focus on the
Intervieweeand the other one caoncentraten writing down as much as possiblée

will have a double set of ears listening and bramalysinghe dataafterwards
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2 Key concepts

During ourstudieswithin the programm®en autonomous maritime operations we have
stumbled on the challenge with definitions several times. New technologies, new risks
and unclear definitions tend to go hand in hand. The context in which terms are being
used has a major impaat the definition. Therefathe first step in order to make a study

is to define the concepts in order vk the same understanding throughout the project;

the authors when planning the qualitative research and making analysis and the interviews

whenan&er i ng questions. I n our work the most

securityo and Acyber risko. What do they
the maritime industry also threatening, are the risksfuylt identified. How can we

prepare ourselves for what we do not know or understand?

Furthermore during thigiork we also found terms such as computer security, hardware
and software security, internet and networgpplication and database security
(McNicholas, 2007, 37-B74).These knds of divisions might confuse teabjectfor our

field study even more so we must use a more general definition.

We aim todescribepossible risks for the maritime industi/e will not use the familiar

tool when making riskassessmentahich is gradig them; which is more likely and
causes most harm and where is the likelihood sm&8lEmping companies, their ships
andtheportsystems are so different and the risk management should of course focus on
that particular business. The organizatishsutl point theirresourcestidentifiedhigh-

risk areascritical functions and system$his can mean a risk which is likely to occur

and causes damage to the busiaeskis different for different ship types and sizes.

Here we havelefinelt he r ecogni zed key words fdAcyber

general level.

2.1 Cyber security

Security as such was introduced to the maritime sewtdrincluded inregulations,
certificates and training requirements as a consequence of the World Tragke Ce
terrorist attacks as late as 2001 (McNicholas, 2007,889ew code was created as a
mandatory set of regulations to protect human lives, the environment gedtpragainst

security threat¢IMO, 2020). The code does not clearly highiigcyber seurity, but it

me
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can be interpreted to b@ncluded in the code through threatentification and

preparednes3 he codewill be clarified later in chapter 3.1.1.

One obvious source from which to seekaanmonly used definition for cyber security

for shipsis the International Maritime Organization. The IMO is the fundamental base
for maritime regulations, recommendations, training and certification requirements for
ships, their construction, machinery, equipment, processes and people involved.
However, at the time of writing, no new mandatory cyber security specific legal
instrumenthavebeenimplemented. We know the regulative process is slow and that the
maritime industry itselhas acknowledgkthe need to be protected from cyber threats.
We also are awarofthe factthat technology has evolved faster than the requirements,
so we will also look at some weéthown manufacturers and other actors, such as
classification societieso, suggestions for
most suitablelefinition, we will start by quoting our sources and at the end of this chapter

conclude the one to be used in this study.
- International Maritime Organization (IMO)
The IMO ha published a 1:pages long table with different cybeslated terms

fiCybersecurityis the collection of tools, policies, security concepts, security
safeguards, guidelines, risk management approaches, actions, training, best
practices, assurance and technologies that can be used to protect the cyber
environment and organizatennd user 6s assets. 0

- Gad - thewell-knowninsurance company within the maritime sector explains:

0Cyber security, al so known as computer s e
protection of information systems from theft of or damage to:

A the hardware

A t fivares o

A the information con

tained in the systems
the services they provided ( Ga,3d , 2017

- Wikipedia

We wanted to also mention the Wikipedifinition, since it is the largest and most up

to-date encyclopedia, evenrfscientific use. (Wilson & Likens, 2013). When using

the search word fdAcyber securityo it aut om
securityo. May be b e-toeartls ©rm?1 Howeves,caoadingnio r e dow
Wikipedia, cyber securitfcomputer securifymeans
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fiComputer securitygyber securityorinformation technology securiyT
security) is the protection @bmputer systemsndnetworksfrom the theft of
or damage to thehlardwaresoftware, owlectronic data, as well as from
thedisruptionor misdirectiono f t he ser vi c dWikipedih e y provide. ¢
2020)
- BIMCO, CLIA et al. (2017) have published generally useccybersecurity
document within the maritime sectorasT he Gui del i nesonron Cybe
boardS h i .pEsed thelMO refersthis documentin its own guidelinesThe

guidelines describas follows

0Cyber security i s concerned wi t h t he prc
technology), OT (operational technology) and data from unauthorised access,
mani pul ation and disruption. 0

After having reviewed some definitions for the term cyber security, our conclusion for

the purpose of this study, where we have the human element in focus, is:

ARnCyber security means protection of dat a,
includes thehuman element, the users of the information, technology and applications

and networks. The humans can be tricked or manipulated in different ways and on the
other hand, they can be the heroes when protecting their ship(s) and company from

disasterormimhi zi ng consequencesao

Jafetal.(2018,49834 989) bring up the ter mxtofegymeci al en:
security, even though one could argue that
manipulating a direct contatta persori in order to obtai access to inside an office,

which requires authentication, or via blackmail retrieving classified documents for their

own benefits. We will include this in our study. The assumption is that due to familiar

security trainings for both ships and ports, seetors are already cautious regarding

allowing physicalaccess through port gates and to office buildiayalone on-board

without having checked authorization.

2.2 Cyber Risk

The IMO explains the term maritime cyber risk as:

0a measur e whichatécknolegy daseetrcould beathreatened by a

potential circumstance or event, which may result in shippfaged

operational, safety or security failures as a consequence of information or

systems being corrupte@d2)! ost or compromi se.
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This is interesting, since Atechnol ogy asse
fulfilled in order for t hDwringthisdtudytwe habtee def i |
come across the belief thalyber security would also covenformation and rot

necessarily require the Atechnology asseto
engineeringo, which we include in the conc

social engineering later in this study aawdnmarizéic yber r i sk o as:

i aunwanted incident, deliberately caused or by unintentional error, which may cause
damage or mal function to a companyo6s infor

cause data breach. o

3 Literature review

Cyber security, covering issues related to informatiechnology, connectivity and
networks, is a rather new phenoroarwhich means it evolves at a high speed. We
realized that in order to retrieve as much updated information as possible, we would
mainly rely on e-books andarticlesfrom scientific journalsn our background search
databases EBSCOhost and ProQuéstogle Scholar helped us to find more recent
material andve went through also somenacademical sources and articles found in the

internetto get a wider picture of the current situation

A study on how to measure the status of cyber security within a compateéasione

by Voeller (2014). i s a col |l ecti on of sever al aut hor
technical solutions and how to find the weaknesses and strengths in computerssfirewall
antrvirus software etc. There are parts which include the human element such as
knowledge of antvirus-systems, encryptingmails and security of passwords. Since we

in our study want to focus on processes and human factor, we decided ttmsese

relevant segments from this particular source as a framework.

Cyber risks in general are presented by Ulsch (2014). He reflects on what issues lie behind
andwhich circumstances create the threats to a compamyi t ed St atesd sec
terrorists are a piot of focusin the studyA general reflection is that the importance of

cyber security threats has not gadrthe focus it should in different organizations,
especiallyamongmanagementThis is a general work of theory from where we can

identify threats. However, the maritime industry has its special features in relation-to land

based organizations. Ships and ports today rely on information exchange for maximum
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effectivity and optimizatin of processesOn the other hand ships at sea might be
disconnected and out of reach. Furthermore, the business is very global which means the
differences between thevels of technologies arféiuge Cyberattacksconducted by
terrorists, would aim for esing deaths, damage to a large part of society or financial
gain. Terrorists would want to attack critical infrastructure of a society (Ulsch, 2014, 58).
Our opinion isthat a small maritime industig the north far away from ocearssich as
Finland, wold in generalnot be of higHevel interest to terroristsr targeted cyber

attacks Naturally size and type of ships (passencggo), value of cargor the ship

itself (tankericebreaker) and other factors have an impact on the level of interest for

hamful actions classified as terrorism.

McNicholas (2007, 376) has found risks within information security, such as information

in the wrong hands. This could happen due to hackers but also human errors. Office
workers today are under pressufde email traffic is frequent and the expected response

time is short Therisk of human element causing cyber secutigfated problems has

been found evident andehauthors of this study have ourselves experienced that auto
fil1ing o-malradessesaseesultesl i the wrong address and that has not

been discovered before clicking fAsendo. Of t
incidents, but with bad luck classified and even harmful material can reach an

inappropriatecontact.

Keeping our wdk on laptops and keeping the laptops with us has been more common as
technology has evole the laptops become smaller and-Fi connections better. We

work from public transport, hotdbbbiesand from home. This means that we carry
sensitive material with us with the risk of it getting stolen. One risk is that getting in the
wrong hands, the information can be obtained and used for intentional bad purposes. The
other, also mentioned by McNiclag (2007, 368)is that important information to the
company might be lost and never found if stored on the hardware. However, today due to
the good connectivity, much information is stored in clouds and servers and people

acknowledge the importance ofdbars.

Further on, McNicholas (2007, 3BY1) finds five key objectives related to information

technology security:
1. Confidentiality

- Data only accessed by authorized persons
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- Measures of protection: firewalls, antivirus systems
- Requirements from e.g. GDREuropean Union)
2. Integrity
- Quality of data
- Measures of protection: different edit checks
3. Availability

- Decisions depend on updated information in a 24h business such as the

maritime industry

- Measures of ensuring: backup, remote storage networks, recovery

programs
4. Nonrepudiation
- Verification of designated persons before granting access

- Measures of ensuring: digital signatures (versus poagersignature,

which is easier to forge)
5. Authentication

- Verifying the identity of designated persons wétbcesgo the gecific

information
- Measures: user | D6és, passwords, bi ome

Regarding the work on the bridge, where most of the crucial information techrastogy
boardof the ship is situated, the International Chamber of Shipping has published a
Bridge Procedws Guide. The best practices for work on the bridge includes
paragraphcovering cyber security. It recognizes risks related to the users, such as
updating navigational systems. Furthermore, it refers to existing regulations and

guidelines and compargpecific procedures. (ICS, 2016, 59)

Chistopher Hadnagy (2014, xxi) begins one of his books with the words of

encouragement that that particular book <car
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The book covers social engineering so we used this aseavithen looking into that kind

of cyber security threats.

Moving forward to managing the cyber risks, Salneinal. (2017) have presented
network risks and related protective measures. This is also a general view on the subject
and included technical instructions on how to perform different security cheekshd¥e

short,relevant parts without going too deep into technical issues.

Cyber security from ahippingc o mpany d6s point of view is not
or on-boarda ship. It is also related to private use of different mobile devices, especially
when connecting them to company wireless net&dfke found arecently published
handson-approach regarding these risksitten by McDonough (2019). This piece of

work we found to be very usefillit is not outdated and not too technical. It is aimed at
average users which our target groepresenand especiallpn-boardships private use

is a means of recreation for the crdw.fact, the International Maritime Orgaation
encourages shipping companies to provide for internet access for its shipboard personnel.
Internet usage can be assumed to occur also aemplpyees in ports, during breaks and
waiting times etcNot only can the private use cause damages to aoynpetworks and
further on to equipment, but it is noteworthy thatriiployees learn to protect their private
networks, devices andraail accounts, it is likely that #ir best practices will transfer to

the work environment, tod=rom this book one cddi use dowrto-earth explanations to
implement in a companrgpecific cyber security awarenga®gram, if needed.
Furthermore, if employees receive valuable information that can help them from being
scammed in their private life, the training in itself da@ more effective and the

participants more receptive!

3.1 Regulatory framework

The regulatory framework consists of both international and national aspeetisvays
in the international maritime context is noteworthy that there are wgber security
specificlegal instruments in force at the time of writing, only recommendatind®ther
maritime security regulations that are maiotgatedhe physical security in focu$he
latter, of course, refers to the SOLAS chapte2Xind the ISPS Code

In this part, wegive a view tahe legal framework concerning maritime operations. Since

the maritime industry is regulated on different levels, we will look at both international,
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European and national regulations. This overlooktalthlightly on the mosimportant
maritime legal instruments andecommendations and cannot be considered as all
inclusive.Some regulations may be stricter within{fatéa and this should be taking into
account when making contracts with service providers or suppliers or pmtgpu

processes.

3.1.1 IMO regulations

The International Maritime Organization has the most important role when it comes to
regulations concerning shippinlj is worth to mentiora few wordsabout thel MO & s

background herandto bring forth a few of its keyegal instruments.
The International Maritime Organization is an agency of the United Nations.

Al MO i s t he -sgtting ludhbrity $ot then shfaty, decurity and

environmental performance of international shipping. Its main role is to create

a reailatory framework for the shipping industry that is fair and effective,

uni versally adopted and universally impl eme
IMO was formally established in 1948 in Geneva conference. The original name of IMO
was thdnter-Governmental Maritime Consultative Organization, or IMCO, but the name
was changed in 1982 to IMO. The IMO Convention entered into force in 1958 and the

new Organization met for the first time the following year.

The four pillars of international méime law are familiar to most people involved in
seafaring and often mentioned as the most fundamental maritime regulations. Three of
these pillars are IM@egulationswhich SOLAS Convention, MARPOL Convention and
STCW Convention. The fourth is MLC (M#&irme Labour Convention), a convention by

the International Labour Organization. The MLC includes human security, such as social,
financial and health protectioddmong other it sets minimum standards for living
conditions on-board and recreational faciléis The MLC, as most other maritime
conventions, consistof mandatory regulations and recommended guidelikesh
regulationis connected with a relevamécommendationRegulation 3.1covers the
recreationafacilities, which is relevant her@he mandsory part does noset detailed
descriptions omvhatkind of entertainment must be availghtenly states that theshall

be Aappropri at e,amenites and senviaemrall seafaserand furthieri e s

refers to respective guidelinéBhe guidelinesnclude a recommendation farranging
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access to the Internet andaail. If charging the seafaren$ should be set tor@asonable

amount

The work related to developing globiglgal framework is a complicated arttne-
consumingprocessCyber security is a field with rapid development, whinbkes it
difficult to achieve successful resuliBhe situation is not made easier by the fact that
IMO's main focus ist seabut the sips also enter ports and ports &Eegely outsideof

the scope ofMO regulatiors. Shipsare expected to operate for approximately 2&rge
They are sold and bought during this time arvéstments may be set to minimum, which
can result in outdated antirus and other protective systen@d technology hstbeen
used and designed before cyagtiacks were an isstie keep in mind when building the
system(Hopcraft & Martin, 2018, 3)

On Board System L&/‘—. Shore System
'-ifl
Shore ser
¥ Fleetportal  yyernet
- ¥ : ‘ - ’
Communication . ;I q' g | 5 / s $
sesver r,aeﬂa" — Y\ i l
= w ‘ \
s o
3 == ’ ( ( (' J
Modem f ) f u’ -
Shipboard Sever
(Vessel portal - Ship owner S :;: bullder Government
. W ““:\ﬂ - - Fleet Manage '-‘1 Traffic
o Tracking Security
[ Admin Network Mu Horl 0] anmst:c Safsty
I m.w,c Maintenance
BMS L ——
2B -
TLGS - == Network
cev Feldbus NMEA

Instrument

DPS e 1 Network
o 35 I B =} B
o 05 ! S ﬁ

Engine. Generalor, Pumg, Valve GPS. Gyro. Speediog. el

Image: http://shipcs.com/eng/ocean/combine vps.aspx

Figure 5 On board systems and Shore systefiesentation by EMSAG.3.2019
Maritime Cyber securityTable Top ExerciseEuropean Maritime Safety Agency's
(EMSA)

SOLAS, the International Convention for the Safety of Life at Ssaan international
maritime treaty, which sets minimum safety standards in the construction, equipment and
operation of merchant ships. The conveam requires signatory flag states to ensure that
ships flagged by them comply with at least these standards. The current version of SOLAS
is the 1974 version, known as SOLAS 1974. SOLAS is generally regarded as the most
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important of all international tedies concerning the safety of merchant shipg it is

regularly amended with new provisioriBViO SOLAS Conventioj

The IMO and Cyber Risks [
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Figure 6. From presentation by Dr. Lilianed®bach at EMSA, Workshop "Cybattack
Pr ev e n t- 14dacémbér 2017 EMSA, Lisbon Paugal

The following paragraphis this chapterconcerninghe ISPSCode (International Ship
and Port Facility CodegndthelSM Code (The Interrational Safety Manageme@bde),
are based on the authdexperience and knowledge of the subjeeitter asvell as on
somepresentation matersbf authoritymeetingswhich are not publicly availabl®©ne
of the authors (Henri Wallenius) has been involved in maritime seforrggveral years
The experience includesfferent positionsvithin the maritime atlnority since 2005 and
Henri actedasthe nationalSPS focal poinbetween2015and2020. The roleasISPS
focal point isdefinedin theRegulation (EC) No 725/2004rticle 9,paragraph 2.

As shown in figure &he two key legal instrumentsr risk managemerdf theIMO are
thelSPSCodeandtheISM Code.

SOLAS chapter %R and the ISPS Codeve beenin force since 19 May 2004 Chapter

XI-2 and the ISPS Codegulate and also bringpecial measures to enhance maritime
securityin many ways. The main focus in these regulations are in physical security and
access control as well as establistivlgs and responsibilitieShelSPS Wde applies to

bothships and ports
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The ISPS Code is divided into two sectiorf®art A and Part BPart A, which is
mandatory, includethe maritime and port securitglated requirements whichahbe
followed by the governments, port authorities and shipping congpdtaet B provides
guidelines on how to meet these requiremenitee main objetives of the ISPS Code
include detection and deterrence of security threastablishment ofroles and
responsibilities collection and exchange of security informatioproviding a
methodology for assessing secuatyd means tensurethat adequate security measures

arein place

As mentionedoreviouslyin chapter 3.1the ISPSCode does not specifically highlight
cyber security, but it can be interpreted that at least following p&itie ISPS codalso

cover cyber securitgspects

"ISPS Code Part A

15.5 The port facility security assessment shall include, at least, the following
elements:

.1 identification and evaluation of important assets and infrastructure it is
important to protect;

.2 identification of possible threats to thesets and infrastructure and the
likelihood of their occurrence, iorder to establish and prioritise security
measures;

.3 identification, selection and prioritisation of countermeasures and
procedural changes and their levekffectiveness in reducingulnerability;
and

.4 identification of weaknesses, including human factors, in the infrastructure,
policies and procedures.

ISPS Code Part A

16.33 proceduresor responding to security threats or breaches of security,
including provisions for maintaining critical operations of the port facility or
ship/port interface’,

TheRegulation (EC) No 725/200pplieswithin the EuiropeanUnion and it makes also

some ofthe Part B mandatoryhis is further clarified in chapt&:.1.2.

The ISPS Code has not been updated since it came into 2062 but it can still ba
useful regulatory tool also for cyber security thre@se must keepm mind the fact that

the ISPS Code was created for physical secuattginot specifically for cyber security.
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This means that in will not cover all aspects but as mentioned, can provide some

directions on what to take into account.

The ISM Code in its current form was adoptedlD93 by resolution A.741(18k was
made mandary on 1 July 1998 by a new chaptefchapter IX)in the SOLAS
Convention The purpose of the ISM Code is to provide an internatifyaateworkfor
the safe management and operation of shipsaludor pdlution prevention.The ISM
Code applieso ships and shipping companiasd it hadeen amended several times over

the years.

Cyber securityobviouslycan be seen as part of risk managemBEm IMO hasagreed

that cyber risk management should be part of existing risk management system.
Therefore]MO ResolutionMSC.428 08) encourageshipgping companieand managers

to assess cyber rigikad implement relevant measuceseringall functions ottheir saféy

management system

"NOTING the objectives of the ISM Code which include, inter alia, the
provision of safe practicas ship operation and a safe working environment,
the assessment of all identified riskstops, personnel and the environment,
the esablishment of appropriate safeguards, andttminuous improvement
of safety management skills of personnel ashore and aboard ships,

1 AFFIRMS that an approved safety management system should take into
accountcyber risk management in accordance witle objectives and
functional requirements dhe ISM Code;
According to that resolution, cyber risk management should be covered in the safety
manage me nt no $atersthae e firdt annual verification of the company's

Document of Compliance afterdlanuary 20210.

The IMO has alsoreleased Guidelines on Maritime Cyber Risk Management @MSC
FAL.1/Circ.3) in July 2017None of these resolutiopsovide a very precise framework
for how cyber security issueshould be resolvedBoth of themleave much ofthe
interpretation to theshipping companieslihere is still a lot of uncertainty on the field

about howtheserequirementshould be handled.

Two of | MO6s committees (Facilitation and N
2017 (IMO, july2017, 1). The committees stated that they have:

ficonsidered the wurgent need to raise aware
vulnerabilitieso
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The STCW, International Convention on Standards of Training, Certification and
Watchkeeping for Seafarers, was a@opon 7 July 1978 and entered into force on 28

April 1984. The main purpose of this Convention is to promote safety of life and property

at sea and the protection of the marine environment by regulating the standards of
training, crew certification and watkeeping. Some of the training requirements for all
navigational officers, navigation at the operational level (STGW1, we recognized

to be related to the ability to interpret
maintaining situationalawae nesso (I MO, 2011, 101). The t
to technical equipmendn-board ARPA (Automatic Radar Plotting Aid) and ECDIS
(Electronic Chart Display and Information System), state that the deck officer shall be

able to understand the infoation these systems provigMO, 2011, 102103). For
qualification as Chief Mate and Master, navigation at the management level (STCW A

[1/2), there is a more specific requirement related to navigation systems (IMO, 2011, 114):

AN appr eci a teirossnandotlioroughy ndeestanding of the
operational aspects of navigational systems
One couldquestionargue the logic here, since qualification as officer in charge of a
navigational watch means that the person may be the person in charge andqueetly al
on the bridge. How to interpret information and to be alert in case of possible
malfunctions, wrong data or even failures, should be introduced from the beginning of
the career and therefget as mandatory in the international regulatory instrument.

However, as we study the training requirements at the management level further, we find
that the knowledge of updating system software as well as managingbéitds related

to ECDIS are included in that table (IMO, 2011, 114). There is a differereed®
defined competences for the different levels and therefor an assumption tdskson-

board® Of course, we must keep in mind that thesenairgmumlevel of training
requirements but due to the globality of the maritime industry and culturataetiffes,

there might be parties to the STCW Convention which stick to the minimum and that

would result in the following:

a) Deck officers have the responsibility to understand radar and

ECDISinformation when making decisions
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b) Deck officers may have onlgeneral knowledge about the
systems and are not introduced to system errors nor the functions

of updating and keeping back as appropriate

3.1.2 EU legislation

According to Ringbon{2008) the majority of EU maritime safety rules are based on
internationalrules. The EU is more of an implementing body than a regulatory body
(Ringbom, 2008, 503). Howevethe EU has additional unique legal instruments, for
example Directive 2005/65/EC on enhancing port security. This directive regulates port

security and it amplements the EU regulation 725/2004.

Fundamental legal instrumentgithin the EU legal framework are regulations and
directives. A "regulation” is a binding legislative act. It must be applied in its entirety
across the Eland is valid as such, no negal rewrite it in national legislationA
"directive” is a legislative act that sets out a goal that all EU countries must achieve.
However, it is up to the individual countries to their own laovsdevise existing

legislation to cover the requirements idieective

The European General Data Protection Regulations (GDPR) sets rules for the handling
of personal data and entered into force on M&%y 2618.1t is applicablgo organizations

also outside the geographical area of the Unibthe data subjeds an EU citizenIn

short itsetsmandatory standards for theotectionof personal datavhich does not mean

that individuals can prevent their data to be u3déw regulation states that appropriate
usemust beallowedin orde to guarantee smootitow of data when needed to perform
functions wthin the society, both public and private sechbot all handling of personal
data requiredirect approvaby the subjectBy setting same level of standards within the
Union, other authorities and orgaripas can rely on same requirements and protections
in other countriesThis enhances the flow of personal data when needed andettso
protection requirementd?ersonal data shall only be used for relevant processes b
designated persons, it must berstb and deletedn accordance with the needs
Companies must show that their handling of data is compliant with the regulations.
Regarding sensitive data, such as information related to health, sgeniedy shall be
applied.(EU, 2016,2, 35-36, 38-39)

As mentioned in chapter 3.1.Jewevertto the Regulation 725/2004The ISPS codédas
been implementeavithin the EUby Regulation (EC) No 725/2004 his Regulatiom
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makes als some of te Part B mandator{Regulation (EC) No 725/2004Article 3
paragraph b

"5. Member States shall conform to the following paragraphs

of Part B of the ISPS Code as if they were mandatory:

- 1.12 (revision of ship security plans),

- 1.16 (port facility security assessment),

- 4.1 (protection of the confidentiality of securfilans andassessments),

- 4.4 (recognised security organisations),

- 4.5 (minimum competencies of recognised security organisations),

- 4.8 (setting the security level),

- 4.14, 4.15, 4.16 (contact points and information on [amility security
plans),

- 4.18 (identification documents),

- 4.24 (ships' application of the security measures recommenydi State
in whose territorial waters they asailing),

- 4.28 (manning level),

- 4.41 (communication of information when entry into pisrtdenied or th
ship is expelled from port),

- 4.45 (ships from a State which is not party to the Convention),

- 6.1 (company's obligation to provide the master with information on the
ship's operators),

- 8.3 t0 8.10 (minimum standards for the ship secasgessment),
- 9.2 (minimum standards for the ship security plan),
- 9.4 (independence of recognised security organisations),

- 13.6 and 13.7 (frequency of security drills and exerciseships' crews and
for company and ship security officers),

-15.3 b 15.4 (minimum standards for the port facibgcurity assessment),
- 16.3 and 16.8 (minimum standards for the port faci@gurity plan),

- 18.5 and 18.6 (frequency of security drills and exercispsrirfacilities and
for port facility security oficers)”
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Someof the above mentionethandatoryrequirementsare clearlyrelated tocyber
security In particularthe paragraph45.3.5 (radio and teleemmunication systems,
computer systems and networkand 16.8.7 (procedures to assess the continuing
effectiveness of security measures, procedures and equipment, including identification

of, and response to, equipment failure or malfungtion

Finally one relevantidective should be mentioned, namelydztive (EC) 2005/650f
the European Parliament awodl the Council of 26 October 2005 on enhancing port
security This Directive complements the Regulation 725/2004 and it is implemented by

our national legislation.

3.1.3 National legislation

National lawrelated tointernational voyagess coveredunderthe same principles
mentioned in the previous chaptdfsland has a wide range of national legal instruments
concerning both domestic and international

the Technical Safety and Safe Operation of

Manning, safetymanagement and crew certification are regulatedthrge main
instruments Act on Transport Services (320/201Axt on Ships' Crews and the Safety
Management of Shigd687/2009and Government Decree on the Manning of Ships and
Certification of Seafarer(508/2018)

The most important nationad in the context of maritime security 8hip and Port
Facility Security Act(485/20034. Among other thingshte Port Security Directive
2005/65/ECis implemented with this nationadct. The maritime securitytasks of
competent authoritierealso covered here

It is notrelevantto godeeper intdhe whole wide range of Finnish marigntegislation.
It can be highlighted aan important conclusiothat the internationdegal framework
has been implemented rttugh national regulati@anand related to maritime cyber

security, there are no specific requirements at national level.

3.2 Previous research

Technical development within the maritime sector has been presented byefittbn

(2015) in a report published byancaster University on cooperation with the UK
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Government. The material is based on a workshop. It covers both technology and human
element-aspects and results in various recommendations for the maritime indMstry.

refer to this report in our study, weh is much more limited and detailed; the team of

experts who conducted the workshop and its results have made general observations for
maritime security, while we have the limited scope of Finsisigping companiesind

ports. Three elements were defined when forming the framework for cyber sécurity

i nformation, technology and peopl e. Il n our
we also must understand the connection between peopigeeso f Aitecmdhol ogyo
Ai nf or mat etalR015, QFWhere does the malfunction in a process become a

human error and when it is clearly a technical issue?

Thesis: WMU, Davi d Mitacks: & digital Bredt rgaitg affecting Cy b e r
t he mar it i208. Thinstudypresentsocyatacks to the maritime industry

from the past seven years and via them the author analyses risks related to cyber security
and presents recommendations of actions to minimize risks. It also included a
questionnaire to adimistrations anghipping companief order to get a view on cyber

security awareness in the maritime sector. This thesis includes more information about
possble consequences, such as environmental pollution, which we have decided to leave

out.

Pajunen2017)studied both human factor and technical aspects in his thesitheiiife
AOverview Oyberddaunty t(iFfreej unen, 2017). There we
his study:

1. To find out what kinds of networks are usmsboardvessels and their level of

security

2. To find out the level of information technology skills and security awareness

among Finnish officers

These objectives differ from ours. Paj unen
such as our study, but limited Finnish officersWe have looked into the situation in
general seen from the company management o0s
are agreed upon angfioritizing, planning and decisions madéhe userson-board

implement the outlines. e security and safety of the ships lie to a large extent in the

of fi cersd® hand slherdsaarichwasdbne with enquésgonnaite, yoasically
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only yes/neanswers. Pajunen admits that the number of answerde@’ and engine

officers) is rathedow, which also supported our choice of collecting data.

Pajunen suggests that a cysecurity related training course should be introduced for
the officers and he has listed some fields to be covered. Another recommendation from
that study ighe introdiction of an IFofficer on-board As described it may be too heavy

for the smallest shipping companies and ships, since tHo&iter would not have any

navigationawatch keepingluties.

Pajunendés thoughts about t heendt@passitivgui del i1
He feelsthey aretoo vague and do not provide any real advise to shipping companies
(Pajunen, 2017, 9). We, on the other hand, see the link between the ISM Cadbland
Resolution MSC.428(98}hey are built up to give enough freedtorthe operators also
bearing in mind the size of the company, its vessels, vessel types, trading area and last
but definitely not least: its level of technology and connectivity. The IMO cannot take
full responsibility for protecting the maritime industiyhe IMO consists of member
states covering most of the world and with its present legally binding instruments, there
is a heavy burden on shipping companies to cover. Introducing a new, massive set of rules
covering all kinds of ships and levels of tectogy would be anmpossibletask and
meanwhile nothing happens as the whole industry waits for a detailed set of rules for
them.This is something the shipping companies and ports must do themselves in the most
suitable way for themQuoting Ulsch (2014xvi):

i 0securityo amtwdwadids that éveryHoardydirertor must

embrace because these two words result in two other words that the board

understands all too well: Arisk i mpacto i
Furthermore, Pajunen is stating in his conclusions thatstiigect should be studied
further and that there is room for improvement regarding cyber security awareness
(Pajunen, 2017, 424).

When looking at the human element in relation to a rapidly dewvejdpeld, such as

information technology, we wanted took at older material, too. A study from 1995
conducted by the United States Coast Guard
comments to th@erformancestandards for ECDIS, which had baatroducedby the

IMO. In order to do so, the USCG conducted route monitoring in accordance with the
standards. The aim was to find out the benefits of the use of ECDIS; would it reduce the

workload of the navigator and would it contribute to safe navigation. The study also
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included integration of electronic chart and vessel positgpgystem It is fascinating to

read the previous studies presented in the USCG document; the authors state that during
the last ten years (198895) USCG has actively been researching the huteareat in
relation t o Apotenti al effects of new,
performanceo. Fr om t hene cleanadvgntagecoccored wheni n t
integrating radar and ECDIS; they coulet @ll the information from only one disgpy

and the addition of a navigational chartth@ radar made the identification of targets
easier United States Coast GuartP95, 11, 1-2, 1-5,. 7-4). Some concerns were similar

to those we struggle with todaysers might want to see different setugpstheir
ECDIS/radar displaythe usersnust know what data is available to them and they must
understand the data they look dnh{ted States Coast GuartP95, 74). Other than that,

the current challenge of cyber security was not covered in this study.

This study was basically not relevant for us, because the study would not dig into the
world of risks from new technology, nor focus n possible technical errors whish the
navigator should react to. Interesting reading, though! Same insecurities with new
systems then as it is still today; both in the role of the user and also thelteph

Svilicic et al.(201%) have conducted a cyber risk esmment by interviewing the crew

of a training ship. The focus was on the ECPigboard

There have been studien how personalities have an impact on cyber setgitgviour
For instancegalm and rational people tend to detect phishimgadls better thamhose
with personaliy qualitiessuch as beingxtravertand anxious Some of us are more
considerate andautious than othersladlington (2017found someanconsstencies in
previous studies related to human traits waahted to conduct a study of his owrhe
aim was tdind out howimpulsivity, Internet addiction anaktitudes of employeesfect
risky behaviour. Our study does not dig into human personalities it is an interesting
point-of-view. Maybe something for organizationsunderstand anthke into account,
that different people might need different kind of guidance to ensure-sgbare
behaviou? Especially those in critical tasks and with access to safétgal equipment
and system®epending on théeld of businessfocus on recruiting the right peo@ad
also covering thiaspect can be of various importance. Our scope is themeindustry,
where organizations need experts in those ar@asng the recruitment process the
decisionmakerscannot overrideappropriateeducational background, experience and
otherrequestedjualitiessimply because the first choice might be #ielimore anxious
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then the next iine and more probabllgeclicking on malicious links in-enailsand thus
might cause aigherrisk to the companyA little bit farfetchedfrom the reality as we
see it at the momen®roblems like this should be covered by proper familiarization,
internal guidelines and clear processes.

Another study also conducted by Hadlington (20b®ked into the links between the
size of a company, its employees agel attitudes anldow these &ctors have an impact
on cyber securitypehaviour Hadlingtonemphasizes the risk from inside a company,
especially the unintentionally caused breeches, which might be overl@ig&elihgton,
2018, 2) Despite the importancef identifying crucial functiors within a company
amongworkers and their behavior, our study is conducted at a generaatevele have
not dug intoattitudes at a personal levatitherlooked forcorrelations between certain
personal factors and cybsecurityawareness. We haveade a more general research

Kusi (2015)has conductethi s bachel ordéds thesis as a case
Ghana. Both geographically and culturally rather different than the Finnish ports, which

are the scope for our studyhe objectivein that $udy was to find outthreats and
vulnerabilities, whereas our aim isdefine the level of understanding goeéparedness

from the human elemerperspective; ndb identify specific shipnor portspecific risks

Kusi has identified risks related to pactivities

Ahokas and Kiiski 2017) have conducted a general studycyloer securityn ports.It
describes different types of ports and possible nskded to themWe found it useful as

a part of our resear@nd base fopresenting risks relatéd ports The main threats listed

in that study were intentionasuch as hacktivism and cyberterrorism. In our study we
will also include unintentionagvents, careless or negligdrghaviourleading to cyber
security-related incidents.

Understanding hman behaviour when taking actions and making decisions related to
cyber securitys important There is evidence of some users to cause a higher risk than
others. Gratiaret al. (2018) have themselves conducted such studies and they refer to
other research in the field. This kindagproachs not of relevance to us in our wairk

even though highly interesting! Should there be a study on different professions, marine
professionals inclded, and the correlatiomith cyber security incidents, we would be

very interested!
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4 Cyber security and the humanelement

Before being able to identify the risks which shipping companies and ports may face, we
must recognized the roles involved in theqasses related to cyber security.

A common view is that problems related to the cyber world are considered to be technical,
not related to operation (Ulsch, 2014, Bhis means that operators may overlook the
human element or not provide resources to ldgveompetence in this field but focusing

on solving pure technical risks.

McNicholas has identified and divided the groups of peafiich may pose a threat

this picture:

Threat Internal External
Current Employees KX

Contractors and Facility Managers KX

Customers/Clients XX
Service Providers KX
Former Employees KK
Former Cansultants KK
Hackers KX
Organized Crime Groups KX
Terrorist Organizations XX
Competitor Firms XX
Social Action/Pressure Groups XX
Rogue Mations KX
Other(s) X KX

Figure 7 Persons in different roles can be a threat to cyber security (Mdbisgta907,
375)

Thisis a fundamental base to be able to identify where the human related risks are. We
feel it can help our target group when creating their cyber security management system.

These roles may also form threats to security in general, hotymer security.

It is selfevident that current employees are a risk due to the accessibility; they have
permits to entedifferent locations within an office or a ship and also access to different
kind of data that can be obtained. This accessibilty loe used for different goals; as
vengeance for some unfair treatment or in order to achieve financial benefits.
(McNicholas, 2007, 375)
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On the other handyermanentemployees might be more trustworthy than skemn
substitutes, who may neiperiencdoyalty towards the company. Recruitment is very
important also from the security aspacid in some companies to some positions (eg.
security guards in a passenger vessel) might need backerhaokis.

Hackers, organized crime groups and terrorists are a group of people unknown to the
company. Since they are unknown, they are most difficult to identify or detect. They
represent a risk and the company and its employees must keep in mind that someone
somewhere might deliberately want to cause harrthtam Some are random hits while
others are aimed at a particular targéte randomhits may be easier to control, as
attackers choose the systems and networks which they are gbteattzess to; e.g. those
thatare lacking appropriate protection measures. On the othdy tamgeted attacks have

an aim defined by the attackers, often a finarwéalefit. In these cases maybe not every
small Finnish cargo shipping company is of valkile random hits can beme reality

al so f ogoi hher tamabsiith mpadentified value such as valuable cargo or

many passengers.

The different roles involved in a companyos
information systems, databases and netwarked to be identified by the company in

order to detect the human element as a Wk will address this in our field study.

Another listing ofdifferent rolesehind intentional attackss been made biye National

Cyber Security Centre (NCSC)heseroles wereadapted byBIMCO et al. (2017, 6),

which is a maritime industrydriven set of guidelines. This means that the roles are
relevant also for this study. Tam and Jones (2019b, 6) have listed the different roles and

here we have concluded them ahdit motiveshased orthese three sources:

- Hacktivists with the same agenda as activists: causing damage due to political or
ideological reasons. The target would then be organizations involved in such
activities and processes or with strate

ideology

- Competitors who either want to obtain information about current agreements or
manifests for their own use or simply to cause financial and/or reputational

damage such as data breach and thus gain own advantage
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- Criminals usually want economic benefits. The means to acliteatecan vary;
selling data as such or requiring ransom for not revealing it or using blackmail. In
the maritime industry information can be used to enhance physical crimes, such

as information about vessels or their valuable cargo

- Opportunists work for omeone else. They are involved because of the challenge;
is it possible to get in and what information can we retrieve? The information or

service if causing damage is paid for so the benefit is financial

- Terrorists are likely the only group who seek touse damage and deaths to
humans. The other may also cause it directly or indirectly, but most likely that
was not the intention. Terrorists want to cause damage and they might use data
retrieved for own use or for getting information about the organizatigran
further

- Employeesas well as contractors or other groups of people with approved access
to facilities, systems and networks may cause an attack. The goal is similar to that
of hacktivists; causing damage or public attention. The attack can bedcaus
intentionally if they feel mistreated or for other reasons want to get back. In
addition, an attacker can use an employee for different purposes, e.g. directly by
blackmailing to get the legitimate person to perform required actions or by the use

of sodal engineering, as presented in sectidh 6.

A relatively small group behind intentiomalberattacksareelitists. Asthe opportunists
elitists are in for the challenge and satisfaction of breaking the cyber protection. Their

goal is not to cause dagw, but it might be an unintentional result.

We move further fronthe divisions on people in segments and see thma of the first,
maybe most obvious roles for the human element in the cyber worldhe asmployee

as auser. A user has tasks which shbke done. When the tasks require manual logging
in with a selfdefined password and the user has the responsibility to keepirasti
protections ugo-datehim-/herself wediscovera security risk. Studies have shown that
a majority of users do not idefy lacks in their own computers such asupdated anti
virus software (Voeller, 2014, 423). In some cases there might be outdated software in
use, which no longer is supported by its creator (Figtioal. 2015, 8). Regarding users
and their knowledg: the user will need different kind of knowledge depending of the

company, tasks, type of hardware and software and data they handle. Pmahsng
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interesting links sent by someone you know and attachments containing viruses are
definitely a threat whe the user plays a major role in the outcome (Voeller, 2014, 44
45).Of all the roles listed hereheinternalusers are probably the easiest to define and to
control by the organization To conclude: is everyone appropriately familiarized,

instructed and trained?

Next we have lookedat ship and porispecific roles.The operational processes and
connectivityaredifferent on a ship and in a poftherefore wéavelookedatthe different
roles from that particular persgae. In chapters 7 andw@e have listed theecognized

risks for these organizations

4.1 Human roleswithin shipping companies

In the previous section we lookedtla¢ different aspects tfiehuman elementlated to

maritime cyber security in general. In this and nextsettion 4.2 we havwaore clearly

defined the roles within a shipping company and a port and left out external roles, because
they are out of the otheg actionzcarnot befliescedo wn con
Roles in the office depend on the type of operatiorargo/passengér and type of

structure such as chartering contracts.
From ashore the most relevant tasks:

- Overall management (Designated Person Ashore), responsibility for the ISM
system \ithin the company covering both office and shipboard processes and

documentation

- Crewing management (includimgcruitment employment, coordinating crewing
issues ofboard). All of these processes include personal data storagenaaiti e
correspondencbetween ship and shore and may includesyBtems which are
linked to the ones ehoard

- Business contracts including economic aspects: outsourcedhouge, handling

of businesssensitive data and control thereof

- Customerrelated functiondor passenger eopanies(contact with passengers,

marketing bookings)
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- Subcontractors, suppliers, technical service (including information technology

and operational technology)

The landbased functions and thus roles included have a major impact on how risks are
managedn-board.

Shipboard personnel implement the requirements and instructions from international and
national authorities as well as compaspecific. Technical equipment and service thereof
are ordered, deliveries received and installed, service personmscdnd authorized.
Employment contracts can bagreed upon and salaries paid. All of these need
communication and more so electronically and via internet connection. Recreational

usage of internet as well as professional occuiisaamd.

The navigatoon-boarda shiphasa huge amount of data to control and use aseafoas
decisionmaking. The technological development has made the data easily accessible and
interpreted. However, as the systems become more and more complicated, connected and
the numbeof displays on theridgeincreases, there are some challenges for the navigator
too, and the IMO (2007) has acknowledged that. When introducing Integrated Navigation
Systens on-board and standards related theretbe IMO has also presented some
requiremats to the system. If an integrated navigation system is in use, it should be easy

to use by fAa trained usero. Further mor e,

t

erroro and it should not dimtigatmg Whethe e navi

INS requires manual input, it should doubleeck with the user and ask for confirmation.

Safety management systems shall be implememtdabard This system shall cover,
among other things (IMO, 2014, 15):

f

¢

filnstructionsand procedures to ensure safe operatio

fiProcedures o prepare for and respond to emergenc

These are rather large entities and furthermore there shall be descriptions on how the

company will reach those goals. The processes ateddtathe human element.

BYOD (Bring Your Own Device) causes a risk when crew (or passengers) can connect
their own devices to the shipboard network. Being able to browse on the internet and even

more importantly, keeping contact with loved ones viaaatiedia and -enail, is an

i mportant part for a seafarerd6s wellbeing

this and be aware of the connections; what can be the consequences for the shipboard

t
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network and systems when during private use on a persewigiedan employee clicks
on the wrong kind of link or opens a harmdétitachment(BIMCO et al, 2017, 17)

4.2 Port-specific roles

The authors of this document are very familiar with the maritime industry in Finland. We
understand that cybattacks or malfurtons in port systems may cause more damage

than that of shipping companies, since the ships are not connected 24/7 but the ports are.

Ports can be complex facilities even if the core organization consists of a limited number

of employees. Depending on tipert and cargo types, there might be truck drivers,
stevedores, seafarers from a ship in port, passengers, authorities, agents, shipping
companyrepreserdtives s eamanods service bureau represe
providers or other subontracbrs coming and going in the secured port area. The work

is hectic and supply chains must be smooth. Are all seeuaiig identitychecks

appropriate without having an impact on the daily work?

Ports havean organization of their owronsisting of interdaisers. These taskiepend
on how thewvork is administered by the port itself and how much is left to subcontractors.

Processes involving humans are listed by Ahokas and Kiiski (20}7,

- Administrative functionsre related to paperwork and contich as control of

dangerous cargo, immigratiorystoms

- Operational functiongan be mooring, pilotagand processes relatéd cargo
operations and storage

5 Information Technology, equipment and connections

Most of the crucial equipment and systemdaeec at ed on t he shipds br
to navigation including control over propulsion systemsd communicationEqually

important are engine room systemkich are critical to vessel operatiomhere might

also be computers in deck offgseMasted s cabi n/GhieffEncgei naprd6s

cabin/office. On larger ships, also other capacities may have their own devices.

We recognize that ships of different size, type, trading area, nationality and age have a
different level and amount of technical equipment and networks. Here we will list the

minimum and recognize that is not-aitlusive. Some of the technology is maiuatg,
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such as AIS and ECDIS. Because of the vast amount of varieties within shipping
companies and ships, we decided not to focus on the specific systéroardor ashore
(company offices and ports)We will only mention them and not describe them. The
purpose of our study is to focus on the awareness among Finnish shipping companies and
ports and to increase awareness. For these purposes a thorough report on the different
equipment, connectiennetworks and systems is appropriate. However, since BGS

is a very central and can be largely connected to other systems on the bridge and also
connected, we will make some research into the cyber risks related to ECDIS.

The IMO has set some standards for the Integrated Navigational System INS (IMO,
2007).These standards are recommendations but present relevant equipment, so therefor
we use it as a reference. The aim with INS is to provide the navigator with as much easily
read data as possible as a support for deeisiaking or as backup. IMO presents the
following systems and their tasks (IMO, 2007, 5):

Radar system
o collision avoidance
- ECDIS
0 route planning
0 route monitoring
- Heading control system (HCS)
0 navigation control data or
0 navigation status and data display
- Track control system (TCS)
o Navigationcontrol data and track control
- Presentation of AIS data
o Collision avoidance

o Navigation control data
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- Echo sounding system

o Route monitoring
- EPFS

o Navigation control data or

o Navigation status and data display
- SDME

o Navigation control data or

o Navigation statusral data display

ECDIS is nowadays mandatory on all ships. It is also accepted as an adequate alternative
to carrying paper char@n-board(IMO, 2009, 3) An analysis on ECDIS vulnerability
resulted in six cyber threats of different severity and probabilitg weakest points are

the operating system, its relevant setup and updates as required. When ECDIS is
connected to the internet, there is also the risk of being attacked by a hacker (Svilicic,
201%, 234235).

There are othesystemsand equipmenbn-boardwhich arenot related to navigatinigut
can cause damage if controlled by the wrong hands or due to malfurtdémsome
listedby Tam & Jones (2019b, 19):

- inert gas system (used in oil tankers to prevent explosions by filling up the free

spacean cargo holds with lowevel oxygen)
- protection and maintenance systems such as cooling, heat and ballast water
- engine control rooms

Userrelated standardsre presented earlier in this documeMOl also set requirements
on technical backip and redundecy. We will not dig into them here but they should be
used agdvicewhen designing an INS (IMO, 2007).

Additionally to the ones included in INS, bridge equipment and systems is also listed in
the ICS Bridge Procedures Guide (ICS, 20166806566):
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- Steering gear and autopilot
- Compass systems
- Speed and distance log

- Global Positioning System

Figure 8A descriptive i1l lustrat,20@’/p on shi pos

The greateddecisive factothe vulnerability of system@n-boardis whether they need to

be connected or not. The level of networks and connections may increase as automation
and remotecontrol emerges. Especially if a ship is in irregular trade where the voyages
are determined by a chartering department ashoregvident that a connection for this
information is required. The more data that can be exchanged via mutual systems, the
easier for the employees. On the other hand, acnanected system will then probably
need to be updated by a physical device, remevabtiaandthatis a risk. Integration

within a ship makes operations-boardeasier when information is transferred between
systems, such as propulsion power and steering informatibonithe other hand make

the IT-systemwulnerable; an interruptioin one partaffects othergBIMCO et al, 2017,

10).
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