Cyber security skill requirements from the Irish

job market

Brendan Walsh

2021 Laurea






Laurea University of Applied Sciences

Cyber security skill requirements from the Irish job market

Brendan Walsh

Business Information Technology
Thesis

December, 2021



Laurea University of Applied Sciences Abstract
Business Information Technology Degree

(BBA) Bachelor of Business Administration

Brendan Walsh
Cyber security skill requirements from the Irish job market

Year 2021 Number of pages 44

This bachelor thesis aims to do a case study on the Irish jobs market to analyze what are the
most desirable skills for cybersecurity. The skills relevant to cyber security have been divided
into 4 categories: technical, situational awareness, problem solving and sector specific skills.
Complementary skills and traits were included in the research, but they were not a
requirement from the client. The research contributes to a larger research project funded by

the European commission.

A pre-defined data extraction table was used to record all relevant skills data from the job
postings into predefined skills categories. The data from this table was used to create smaller
more specific tables relevant to the skill category indicating the most in demand skills. The
job posting site used in the research is Monster.ie. The areas where ads have been searched

are cybersecurity, IT and information intensive work.

The research showed technical skill to be the most descriptive. Networking, programming and
cloud computing were the top 3 most desired technical skills. For situational awareness,
threat and vulnerability management and risk and impact analysis topped the list. The most
important skills for problem solving were communication, working in teams and critical
thinking/logical/prioritizing. Sector specific skills are not so frequently mentioned and mostly
related to the health sector and familiarity with medical related technology. The most
requested complementary skills and traits were documentation and presentation, project

management, customer focused and a willingness to continue learning.

Keywords: Technical, situational awareness, problem solving, sector specific, complementary
skills



Contents

(I [ 4o o [¥ ot o] s PP 6
1.1 B TS0 o) 1=t 1 17 N 7

1.2 Criteria for the research of the project .......ccoveiiiiiiiiiiiiiiiiiiiiiiiiieeeeas 8

2 Theoretical background ........c..uiiiiiiiiiiiiiiiiii it eeereereenaeerreenneeaeanns 8
2.1 E-skills and their importanCe ... ...c.vviiiiiiiiiiiiii e e e eeeees 8

2.2 Cyber security skills and their importance .......ooooeeeviiiiiiiiiiiiiiiiniiineennnnns 9

2.3 A shortage of SKillS..evenuueiiriii i i i e e e e eeaeees 10

2.4 Closing the SKills Gap «.euuueeinetiiiiiiiiii e e e eenes 11

2.5 Understanding sKillS.......ooueeuiiiieiiiiiiii i e 11
2.5.1 The difference between skills and traitS.......c..ccovveviiiiiiiiiiiiinnnnnn. 11

3 The skills categories relevant to the study ......cooviiiiiiiiiiiii e, 12
3.1 Technical SKillS «..vvvvnniiiiiiii e 13

3.2 Situational awareness sKillS........ccoeveeiiniiiiiiiiiiiii i 14

3.3 Problem solving SKillS.......eeiriiiiiiriiiii i e e e et e eeaneeens 15

3.4 RY=Tet o] g T=Tot 1 i (o] ¢ | N 17

3.5 Complementary skills & traitS.....oooueeiiiiiiiiiiiiiiiiiiiiiiiiieiiieereianeeeannns 17

4 Research Methodology .......ueiiiiiiiiiiiiiiit it e e e e eiieeeeeeenneeeseannees 18
Where the data was recorded .........ccovvuiiiiiiiiiiiiiiiiiiiiiiiiiiiii e 18

6 Analysis and fINAINGS .....ouuiiieiii it 19
6.1 Limitations encountered acquiring the data ........ooovviiiiiiiiiiiiiiiiniiinnnen.. 19

6.2 Technical sKills fiNdiNGS ...coveeniiiiiiii i i eeeeereeeanaeees 20

6.3 Situational awareness skills findings .........coceiiiiiiiiiiiiiiiiiiiiiiiiiiiieas 23

6.4 Problem solving skills findings.........cooeiiiiiiiiiiii e 25

6.5 Sector specific skills findiNgs .....coveiiiieiiii i s 26

6.6 Complementary skills and traits findings .......c.ooeeiiiiiiiiiiiiiiiiiiiiiiiieennnn. 26

6.7 Additional fINdiNgs «.cvnnneiiiiiii i e e ettt eeraeereaanaaaes 27

6.8 Summary of findings ......eineiiii it i e e 29

/A€o 3Tl U1 ) o] o PP 32
RO EIENCES .. ettt e e 34
oL = P 38
1= Lo (e 38

Y o] 0= 3T | Tl < PP 39



1 Introduction

In the ever-evolving digital work, having the necessary skills to protect yourself, your
employer and their company from online threats has never been more important. Knowing
what the most relevant skills are to learn and develop to help protect valuable information is
what this thesis aims to discover. Attackers on the internet can target people/organizations
all over the world. There are no jurisdictions with cyber-crime. Ensuring that people have the
necessary skills to help defend against these attacks is what the European Commission is

trying to achieve.

The European commission is conducting a project related to cyber defence. Under Horizon
2020, it is known as the European network of Cybersecurity centres and competence Hub for
innovation and Operations (ECHO) project. The project’s goal is to produce a practical
coordinated approach to defend the European Union from cyber-attack. A network will be
developed across Europe that will enable security and competence centres to communicate
and function optimally. This allows for sustainable development of cybersecurity skills and in-

depth testing of security products and tools e.g. early warning systems (Cordis 2021).

The research will be performed by teams that are scattered throughout Europe. The project
has been broken in 6 individual areas that will be researched by different teams and will take
2-years to complete. The 6 individual areas of the project include the research and

development of:

- A Multi-Sector Assessment Framework: Allows for the discovery of challenges and
opportunities for sector specific needs and the needs the transverse multiple sectors.

- A Federated Cyber Range: Allows for a cyber simulation environment that can be used
for R&D, training as well as certification.

- An Early Warning System: Allows for cyber-relevant information to be shared between
members securely.

- A Cyber skills Framework and training curriculum: Establishes a fundamental level of
required education, training and qualifications needed by sec practitioners.

- A Security Certification Scheme: Developing sector specific/inter sector security
certifications allows for testing of new tech and products.

- A Governance Model: Management and optimization of the project is done through

the governance model. This helps coordinate all efforts across the EU.
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Figure 1: ECHO central competence hub and governance mode (echonetwork.eu 2021)

1.1 The objective

The research for this thesis is part of the cyber skills framework and training curriculum area
of the project. The research will not directly contribute to the development of the cyber
skills framework. It will, however, be part of the research that looks at the societal impact
that skills or a lack of skills can have. Rios (2019), Cedefop (2016, 2018), Burner et al. (2019)
provides similar reports of a skills shortage, while Enisa (2021) suggests solutions that can
help close the skills gap.

The objective of this thesis is to use the Irish jobs market as a case study to discover the
current skills trends needed in relation to cyber security. As part of the project, similar
studies will be conducted on other jobs markets throughout Europe to assess their skill
requirements. The background for the research will be discussed and clarification made in
relation to the difference between skills, traits, and competencies. These all frequently fall
under the same hat, especially in relation to job advertisements. The thesis will clarify what
skills are relevant to technical, situational awareness, problem-solving skills, all of which are
beneficial to cyber security. These skill categories were decided through research on another
paper related to the ECHO project. The research searches job postings from the Irish website:
Monster.ie, to help identify the currently most valued skills in cyber security, IT and

information intensive jobs. The information gathered will create a list which can then be



given to the Laurea research team to help them in developing a gap analysis on the skills that
are valued against the skills people have. People can then be trained with the skills from the
list to comply with industry trends. This will then boost skills throughout Europe and aid in

closing the skills gap.

1.2 Criteria for the research of the project

The ECHO project had guidelines that needed to be considered when recording the data. All
the guidelines could be easily followed by having their own column in the data extraction

table that the ECHO project officials would sign off on when finalized.

The jobs must be related to cyber security, IT, information intensive. Information intensive
meaning they are are not typically classed as IT jobs but still involve large amounts of data
and the use of information and communication technology (ICT). The idea behind focusing on
these 3 types of jobs and not just cyber security is that cyber security knowledge is needed to
varying degrees for all these types of jobs. The use of ICT requires some level of security
knowledge or best practices in order to stay protected. Data needs to be protected and
seeing the security requirements/skills required from various job ads would be beneficial to

the research.

Particular attention was paid to jobs specific to the 3 sectors: health, energy and maritime
and finding a skills gap in these sectors. There is also an opportunity to discover any

transversal skills between the sectors.

2  Theoretical background

2.1  E-skills and their importance

E-skills (electronic skills) are the skills needed to utilize information and communication
technologies (ICT). Eurostat (2016) has defined e-skills into 3 categories. ICT practitioner
skills: which involves the ability to design & plan, research, produce, consult, market,
integrate & install, administer & maintain, support and service ICT systems. ICT user skills:
refers to a person’s ability to successfully use ICT systems and equipment. People often
support their work through the use of ICT systems as their tools. These user skills typically
involve the ability to use software tools and specialized tools relevant to their specific
business function or industry. They have been described as covering digital literacy. e-
Business skills refer to the ability to take advantage of openings created by ICT. Typically
involving the use of the internet, ICT is used to boost an organization’s ability to perform
efficiently and effectively. These skills also allow a business to discover new alternative ways

of managing their processes and even creating new business avenues.



An economies potential for growth corresponds with the skill level of its workforce. So, the
development of e-skills is an essential aspect for the economy expand. The more dependent
society became on digital technology the more vital these skills have become. Having good e-
skills can even facilitate social inclusion in a digital society. Supporting the development of e-
skills can help support the demands of emerging sectors and technologies which in turn
creates jobs and develops the private sector, which overall, lets the economy grow
dynamically. The more technology evolves, and newer technologies emerge the greater need
there is for people with the correct e-skills. E-skills are a necessity for many jobs in the work

market and even for promotion or advancement once employed (EU4Digital 2021).
2.2 Cyber security skills and their importance

The field of cyber security has received a lot of attention over the last few years, mostly due
to a large number of high-profile hacks that have occurred. This would highlight a general
lack of security and a lack of employees with the appropriate skills necessary to deal with
these kinds of attacks. The need for e-skilled workers grew much quicker than the need for
security skilled workers. Many people (hackers) realized that with the correct e-
skills/knowledge they could find holes or flaws in a company’s infrastructure and have
complete access to all kinds of company and client data. It is widely considered that human
error is one of the biggest contributors to hacks being successful. It is possible to use ICT
securely and insecurely. Its not uncommon to have employees with the correct technical skills
but not enough security related skill/knowledge. This means their activity can leave a
company vulnerable to attack. All employees should have at least basic security knowledge.
An employee is of little benefit to company if they cannot utilize ICT securely or interact with
people without giving away valuable information. Many companies even conduct regular basic
security training to all employees. A companies security team can occasionally send fake
emails out as a way of testing employees, to see if they can spot a social engineering threat

and report it.

Kaspersky (2021) says cyber security is the defense of all internet connected devices, their
network the information they contain from malicious attack. The term cyber security can
then be broken down into 6 different categories. Network security, application security,
information security, operational security, disaster recovery and business continuity and end
user education. Cyber security implies a high level of technical skills, but it requires varying
levels of other skills that go beyond just technical. Skills as defined by Boyatzis & Klob (1991)
are a blend of knowledge, ability and experience which enable a person to perform a task
comfortably and to a high a standard. Skills are built through practice and have a specific
domain, e.g. a security professional may have built various levels of skills in the 6 domains
mentioned above, but to be a valued cyber security professional, other contributing skills are

also required. Cyber security skills are measured by a person’s technical knowledge, ability
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and experience utilizing hardware and software in manner that protects information from
cyber-attack (Carlton & Levy 2015).

2.3 A shortage of skills

A skills shortage has been reported on for several years now and it is a global problem. Holtz-
Eakin & Lee (2019) reports a skill shortage in America lasting at least until 2029. They state
that an increase in educational attainment and skills development is drastically needed to
avoid a significant drop in economic output. Burner et al. (2019) report similar findings,
stating the top reasons for organizations struggling to hire appropriate people in descending
order as: other organizational competition, not enough work experience, not enough
technical skill, low number of applicants/no interest, salary and benefits not sufficient for
market, not the appropriate soft skills. Equally in Europe, Rios (2019) reports that many
workers throughout Europe are either under skilled or overqualified for the jobs they are in.
Adding that managerial jobs from high skilled positions in healthcare, ICT and teaching have
the most skill shortages. Also suggesting that one of the biggest challenges European
companies will face is a lack of skilled workers. Cedefop (2018) substantiates this by stating
that 27% of employees who feel they are under skilled, are also concerned that their current
skills will be outdated within 5 years. Adding that in Europe 7 out of 10 employees need at

least some fundamental ICT training to do their current job efficiently.

Cedefop (2016) says that ICT professionals are among the top 5 occupations with a skills
shortage. The reasons being is that not enough ICT professionals graduate to keep up with
demand for a profession that is needed in every sector. Adding that in some cases the entry
requirements for higher education can be high as can the dropout rates, lowering the number
of graduates. It is also not uncommon for educated professionals to emigrate in search of
better paying, more esteemed jobs after graduating. This leaves a country lacking in its

skilled workers.

Nowadays, security skills are not only essential for professional life but because people are
constantly connected to the internet through multiple devices (phones, watches, tablets etc.)
and the 10T, the need for security knowledge and due diligence has never been higher.
Learning to hack has become a hobby for many who wish to entire competitions online that
put their skills to the test. These skills can be developed online for free through various

platforms. It is now also a subject thought in schools all over the world and over the internet.

Cybersecurity as a profession has grown greatly in the last decade. There is even an increase
in the number of cyber security higher education programs and their participants. However,
there are still not enough skilled and qualified workers to meet the growing demand. In the
next 2-3 years the number of graduates is expected to double. It is reported that it is a male

dominated profession with only 20% of female students enrolled (enisa 2021). To substantiate
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this need for professionals with security/hacking knowledge or skills. In June, Clare Duffy of
CNN (2021) reported that globally there are over 3.12 million vacant cyber security jobs.
Specifically, to Ireland where this thesis’s research takes place, a similar story was reported
in June by the Sun’s Craig Farrell (2021) stating “IRISH employers face a dire talent shortage
as 78 per cent of businesses are struggling to fill new roles”. The article says that many
skillsets and highly skilled workers are hard to locate. Pedley et al. (2020) reports that
roughly 48% of companies have a skills gap in relation to cyber security skills. They report a
technical skills gap as being large, while also informing that 29% of cyber firm’s job applicants
lack non-technical skills e.g. communication, leadership or management skills. This has
affected achieving company goals. 28% of companies said the same problem when referring to

their current employees.
2.4 Closing the skills gap

There are multiple ways to try close the skills gap related to both e-skills and cyber security
skills. Many of which are underway already. In Higher Education increasing the number of
programs/classes, then admissions and lastly graduates for courses relevant to these skills.
Establishing a framework concerning job roles, skills, knowledge, and competencies. EU
member states should collaborate to create EU funded projects that focus on skill
development. Conduct regular analysis of market needs and trends that will indicate the

magnitude of the problem and help create the procedures to deal with it (enisa 2021).

The research for this thesis completes a very small portion of the market analysis, by studying

the current skill trends from the Irish job market.
2.5 Understanding skills
2.5.1 The difference between skills and traits

It is common practice for skills, traits, and competencies to all be considered one and the
same, especially when looking at job postings. Although they are each different, they are

however intertwined, where one can improve the ability to do another.

Competencies are a combination of knowledge, skill, and attitudes related to a topic. They
show how competent a person is in a given field. This means they are directly related to
performance, measured against standards, and can be improved with practice and training
(Parry 1998).

Typically, a skill is something that is learned and developed through practice over time. A
person can sometimes be born with a natural ability to perform a certain task e.g. with a

musical instrument, art or sport. A person demonstrates their skill through performance. The
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primary measure of skilfulness is how well a person can perform under differing

circumstances (Katz 2009).

Skills are usually specific and often situational. Quite often a skill relies on several
competencies. A competency can lend itself to several different skills e.g. listening is a
competency used for various skills like presenting (presentation), interviewing, negotiating,

conducting a meeting, sales, teaching etc. (Parry 1998).

Traits are tied to personalities and help describe and distinguish a person’s qualities. E.g. Co-
operative, steadfast, creative, independent, ambitious, committed, flexible, disciplined,
assertive, decisive, humble, conforming to policies, initiative, team player and self-esteem
are examples of traits. Traits develop at an early age; some are even inherited. As a result,
they can be difficult to change. One observation is that traits many be mentioned in a job
posting but once hired assessment or training of these traits will not continue. The focus or
interest switches to performance/skills in a job role. It's not uncommon to see conflicting
traits requested in a job posting e.g., creative and conforming or independent and a team

player or committed and flexible (Parry 1998).

Brunello and Schlotter (2011) identifies skills as cognitive abilities and traits as non-cognitive.
Skill or cognitive ability is recognized by intelligence and whether a person can solve abstract
problems. They are typically measured through standardised tests. In accordance with the
five-factor model, non-cognitive/personality traits relate to one of the following factors:
agreeableness, conscientiousness, emotional stability, extraversion and autonomy or
openness. Traits are often highly sought after by employers as they emphasize a good work
ethic e.g. communication/interpersonal, teamwork, flexible or adaptable, initiative, honest
are all examples of traits that regularly appear on job advertisements. Traits are often
referred to as soft skills. Pedley et al. (2020) refers to a 2018 Study that uses the opinions of
large global organizations to suggest that employees with related work experience and strong
non-technical skills are believed more valuable than an employee that has obtained their

degree in the appropriate subject.

3 The skills categories relevant to the study

It was decided that the skills categories that benefit cyber security the most are: Technical,
situational awareness, problem solving and sector specific skills. These categories were
decided based off information gathered during the completion of another unpublished paper.
It is titled” Cyber skills and their acquisition in the Cybersecurity Training and Cyber-Ranges
(CRs)” and was written by Aaltola, Heinonen & Ruoslahti. It is also tied to the European

Commission’s ECHO project. The authors conducted a questionnaire to gather information
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from 43 respondents from 40 different European organizations relating to what skills are
important to cyber security. The 4 categories were created during periodic progress meetings
for the ECHO project. Laurea’s research team on the ECHO project presented this list to the

ECHO partners, who accepted it in October 2021.

3.1 Technical skills

Technical skills as the name suggests are a necessity to enter the field of information
technology (IT). They can often be referred to as hard skills. Chen (2021) says that technical
skills show expertise ability with specialized level knowledge that allow someone to complete
complex tasks relevant to a specific field. This idea is substantiated by Katz (2009) who also
says technical skills involve methods or techniques that use analytical ability within that
activity and often involves the use of tools to support that activity. He also proposes that
technical skills are the most sought-after skills from the jobs market. These are what people
get educated in and are often what are referred to most in job titles. Most occupational
training programs centre around developing technical skills. Ahmad Nabil Bin MD NASIR et al.
(2011) corroborates the previous concepts on tools/equipment familiarity and education by
saying that technical skills show a combination of specific knowledge and ability that have
been commonly learned through higher education and developed through practice. This
supports a deep understanding of the tools, equipment, and tasks relevant to that area of

work.

Patacsil & Tablatin (2017) suggests that technical skills are what is used to create an
educational curriculum and supports the claim that they are what employers mention in job
postings when looking for new employees. They also suggest that when referring to ICT a “low
skill” employment position is non-existent and that even entry level jobs in ICT can require
multiple types of technical skills. As a result, even entry level skills can be enough to last a
career. They state that hardware and software is developed at such a fast rate that it is not

uncommon for a skills gap can occur if no effort is made to stay with current trends.

Ardian Sopa et al. (2020) indicates technical skills as being knowledge that is easily
documented, thought, or learned and it represents most of the knowledge within a company.
They refer to technical skills as hard skills and say that they can easily be shared amongst
employees. They suggest that Technical/hard skills are cognitive in nature and may be
influenced by intelligence. Stating that the results of technical skills are usually visible, and

they can be assessed through practical tests.

Cash et al. (2004) supports the previous assumptions by saying that technical skills which are
particularly related to information systems are knowledge and understanding to a specific
domain of work. They add examples to this claim by suggesting that expertise or

understanding of hardware, systems, applications, software, and programming can all fall
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under the heading of technical skills. Pedley et al. (2020) research divides technical skills into
2 categories related to cyber security, Basic and advanced. Their basic technical skills
include, setting up firewalls, choosing secure settings for devices or software, controlling who
has access, setting up antivirus protection and keeping software up to date. They identify
these as the minimum skills needed to be cyber secure. Advanced technical skills are related
to security architecture or engineering, penetration testing, using threat intelligence tools,

forensic analysis, interpreting malicious code or using tools to monitor user activity.

3.2 Situational awareness skills

Situational awareness as the name suggests is being aware of what ever situation you find you
find yourself in. These skills lend themselves to all aspects of a person’s life, for example
driving, cooking, sport, working etc. Having good situational awareness is something that can
be developed through experience, practice and a good understanding of the necessary
processes. Resourcesregulator.nsw.gov.au (2006) says that situational awareness is considered
a soft skill which means it is non-technical. They say that situational awareness is a person
ability to be aware of what is always happening around them and to be situationally aware a
person must listen, watch, and understand their surroundings to a point that they can predict
what might happen. This allows for suitable decisions to be made to counteract/coincide with

the events you expect to happen.

The paper by Graafland et al. (2014) on training situational awareness to reduce surgical
errors explains that situational awareness skills are higher in more experienced surgeons,
supporting the idea that these skills are developed through practice and understanding of
procedures. The paper indicates that errors in the operating theatre are more commonly
related to errors in judgement, negligence, or lack of understanding. It goes on to say that
even though the surgeon’s technical skills are high, frequent errors can occur if their
situational awareness skills are low. It promotes the development of these skills through
simulation training or soft skills courses. In terms of cyber security, cyber ranges would be

work as a means of building these skills through simulated practice.

Champion et al. (2012) says in relation to cyber security situational awareness skills are often
utilized when part of a team, and that the team needs the ability to adapt, maintain
awareness, and respond to the situations as they arise. They emphasize that this becomes
more complicated as the person/team reply heavily on information displayed by a
computer/system. If the computer or system provides large volumed, highly detailed
information, it is far more likely that this will complicate, confuse, and delay the person in
making the correct decision on how best to handle the situation. The idea of using

automation, using algorithms could help with large volumes of information, but this reduces
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the situational awareness skills of the person. The paper supports the idea of building good

communication and collaboration skills as a way of achieving good situational awareness.

Gutzwiller et al. (2020) says that situational awareness skills can be influenced by workload,
stress, and even how fatigued a person is. The paper substantiates the ideas mentioned by
champion et al. by saying situational awareness is important when working in active
environments e.g. cyber security professionals and the teams they represent. The teams
depend on shared information, understanding, and prediction. The reliance on interfaces or
the command line for their work and the passing of information between the professionals
and the system only complicates their ability to be situationally aware. A lack of
communication or information sharing can result in poor decisions being made. The paper
suggests that improving situational awareness would improve security. Since people are an
important factor in cyber security, then the more aware they are, the better decisions they

will make.

The paper by Pahi et al. (2017) on several situational awareness models concluded that there
is no holistic approach to applying cyber situational awareness to critical infrastructures. By
sharing the Information between the public and private sector it helps raise the level of cyber
situational awareness. Information sharing on this scale allows for early detection and

prevention of complex large-scale attacks.

3.3  Problem solving skills

Fitriani et al. (2020) states that problem-solving is a cognitive process that requires
knowledge, skill, and personal experience to both identify and solve problems efficiently.
They highlight curiosity as a cognitive aspect and say it is the driving force behind the
problem-solving process. This is substantiated by Araiza-Alba et al. (2021) as they explain the
learning process as having essential skills that fall into 3 categories, interpersonal,
intrapersonal, and cognitive. Under the cognitive heading comes critical thinking, creativity,
executive functioning, and problem-solving skills. They say that problem-solving is about
having the ability to identify a problem, find alternative solutions, and apply the best one.

They also suggest that these skills begin to be developed in childhood.

Snyder & Snyder (2008) talk about critical thinking as the logical systematic process of
conceptualizing, analyzing, integrating, and assessing gathered information. They highlight
Critical thinking skills as important because they enable people to handle all manner of
problems and they say it is an essential part of problem solving. They suggest that critical
thinking is essential for making effective decisions. Facione (2015) supports this idea by
discussing a 5-step critical thinking process for problem solving known as “IDEAS” where each
letter represents a step in the process. | = Identify the problem and prioritize, D = Determine

important information and develop understanding, E = Enumerate options and expect
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consequence, A = Assess the situation to begin decision making, S = Scrutinize the process and

correct as needed.

Mourtos et al. (2004) says that problem solving is about finding the best possible solution to a
problem. Unlike completing a problem-based exercise from a textbook which has only one
possible answer, problem solving can involve finding several possible solutions to the problem
before deciding on the most suitable one for this circumstance. They assigned problem

solvers with the following attributes:

—_

. Eagerness to read, gathering information and define the problem.

2. Follow a process and various tactics to solve the problem.

3. Examine the problem-solving process and try to improve on its effectiveness.

4. Value accuracy over speed.

5. Write down ideas, build charts etc., to aid in solving a problem.

6. Are organized and systematic.

7. Have an open mind, are flexible, view situations from all possible angles.

8. Can use relevant subject knowledge and objectively and critically assess the quality of it.
9. Welcomes change and manages stress while handling doubt.

10. Sticks to the fundamentals rather than various memorized sample solutions.

Steiner (2021) suggests that there are various activities that can help improve a person’s
problem-solving skills e.g., problem based learning or project based learning (PBL),
Group/team work, Practice foundations (solve low-mid difficulty level problems to get deeper
understanding of strategies/solution patterns), Learning various methodologies, Guided
problem solving (receiving help/guidance from a mentor or expert when progress comes to a
halt), finding an alternative method that best suits the problem solver (Favoured by the more
experienced person). He suggests that each method has is own set of benefits and may
influence people differently so they should experience several methods before deciding which

approach is best.

In the cyber security field finding and fixing problems as early as possible is key to staying
secure. This means a strong technical knowledge with a deep understanding of networks is

needed and the ability to analyse data with great attention to detail. The more understanding
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the cyber professional has the more equipped they are to find a problem and develop a

suitable solution.

3.4 Sector specific skills

Sector specific skills are particular or specialised skills that are needed in order to do certain
jobs in these sectors. Some examples of sectors could be health, energy or maritime sector.
These are skills additional to the technical skills etc. being researched for this thesis from the
cyber security, IT and information intensive jobs. Each sector will have their own skills that
are required to work in that field. For example, the health sector may require
skills/knowledge and experience of working with medical or laboratory equipment or in the

case of the energy sector, working with equipment related to renewable energy sources.

3.5 Complementary skills & traits

This section was not requested by the European Commission in the research for the client.
However, the author gave complementary skills and traits its own column in the data
extraction table after the research on skills showed how influential soft skills can be. The
same can be said of complementary skills. It became worthwhile adding this information to

the research, especially considering how frequently they come up in job postings.

Complementary skills are skills that are quite different but lend themselves to each other and
create an overall benefit e.g., cyber security requires a lot of technical skill/understanding,
but there are many other skills that can also be an advantage while working in cyber security.
Project management is one of those skills. The ability to multi-task, be organized, flexible,
decisive, ambitious, documentation and presentation skills can benefit a person in many
different professions, not just cyber security. Additionally, 2 members of the same work team
may have different skills and collaborate with each other to perform a more complex task,

which means their skills complement each other.

The importance of soft skills complementing the necessary technical skills is often overlooked
or underestimated e.g., common sense, and communication skills. In particular, good
communication holds significant value e.g., upwards communication (communicating cyber
risks to managers), and downwards communication, educating other staff on cyber security.
Other valuable complementary or soft skills included attention to detail, an analytical and
curious nature, an ability to spot patterns, a willingness to review their work, and an

eagerness to learn new things (Pedley 2018).
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4  Research Methodology

The entire ECHO projects skills research includes the whole of Europe, which is too large a
scale for a bachelor’s thesis. The research for this thesis is a case study of the skills that are
currently in demand from the Irish jobs market. A case study is research of a group, event, or
individual that involves the study of a trend in a real-life setting. It is a research strategy
which can be characterized as an observed descriptive analysis of a case. Information is
collected from many sources relevant to the trend. Conclusions are made by finding
correlations between the gathered information (Swanborn 2010). There will be additional

case studies made in relation to other European countries.

The research conducted for this thesis was quantitative, in the form of searching job postings
for skills. Quantitative research is the study of numerical data relevant to topic. This allows
for a more statistical analysis of the data (UTA Libraries 2021). A total of 60 job ads were
chosen from the Monster.ie website between early September and late October 2021. The

data collected from the job postings was recorded in a data extraction table.

Pattern matching was used for data analysis in this thesis. Pattern matching involves
comparing analytically observed data with calculated theory driven data (Swanborn 2010).
Skills data was collected from the job ads and put in their theorised column in the table.
Patterns of skills occurrences are recorded in subsequent smaller tables relevant to each skills
category on the larger table. The data shown in the tables can used to make lists that can
then be used to train people with whatever skills are immediately beneficial for employers

with the hope of closing the skills gap.

Due to the speed at which technology advances and new technology is developed, these case
studies would need to be completed on a somewhat regular basis in order to keep up to date
with current industry trends. It has been suggested and hoped that in the future they can be

done using automation, which will be far quicker and done on an even larger scale.

5  Where the data was recorded

A data extraction table was used in the job postings data recording processes. It is an excel
template that was designed prior to the thesis authors involvement in the research. Laurea’s
research team and ECHO were involved in its development. Two separately driven student
pilot studies were used to gain experience of the tables in use and to finalize its columns. The
information recorded in the columns was job title, company, country, technical field (cyber
security, IT, information intensive), sector (Maritime, health, energy and other) +
manager/specialist and skills columns. Each of the four skills columns used in the research has

a column (Technical, situational awareness, problem solving and sector specific skills). The
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job ads also requested skills that did not fall under any of these four headings. During the
literature review process, it was realised that traits or competencies can help improve or are
needed as part of problem solving etc. So, it was beneficial to the research to create a fifth
column and called it “complimentary skills & traits”. The full table with all recorded data can

be found in appendices 1,2,3,4 and 5.

6  Analysis and findings

6.1 Limitations encountered acquiring the data

During the research it became clear that recording the sector and, in many cases, even
knowing the name of the company looking for a new employee would be particularly difficult.
This was because the vast majority of ads were placed by recruitment companies. The ads
would simply say “we are working with a client who” or “our client is looking for”. In these
situations, where only the title of the position is known the ads were recorded in a column
marked “other”. Not having a company name tied to an ad that discusses various technology
used within the company may be a security strategy or part of a policy. If an attacker knows
what technology a company is utilizing, they may be able to exploit it. All cyber security jobs
went into the section market “other”, while only 1 information intensive job was marked in
this section. Indicating more information was provided in these ads e.g. company name or

sector.

As a result, the research indicates recruitment companies are the favoured method of use for
the hiring process. Nonetheless, the research was able to find 10 jobs from the health sector,

3 jobs from the energy sector, 1 from the maritime sector and 46 were marked as other.

It is unclear why exactly maritime was the most difficult sector to find Jobs matching to the
criteria (cyber security, IT, Information Intensive). The 1 maritime job that was added to the
research was for a container admin agent. It requested the least skills & qualifications of all
the ads collected. Only a high school (or secondary school as it is called in the ad) education

with good computer literacy, analytical and communication skills were requested.

Additionally, the language used in many job descriptions can be somewhat vague or general
at times. For example, looking for a person with good computer literacy skills does not

explain much in terms of IT skills. Does that simply mean Microsoft office skills?

It was more common when mentioning technical skills in the job ads that more detail was
used. However, some ads chose to give an over general term rather than be being specific.
For example, one ad might say network or networking skills while another might say OSI

model, protocols, firewalls, ACL (access control lists), LAN/VLAN, etc. This affects the
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information gather in the research. It should also be noted that the title of the position may
influence how the ad is written. This means that e.g. a network engineer or a NOC (network
operations centre) specialist with several years' experience has enough networking skills

without listing all the skills that are needed.
6.2  Technical skills findings

The technical skills recorded from the Job ads was unsurprisingly the largest in volume.
Different ads will use varying terminology to mean the same or similar things. Table 1 below
groups together relatable skills to form a list of the top 10 most requested technical skills

from the job postings.

Technical Skills Number of occurrences

Networking, Network security, Security architecture, Secure 31

solution design

Programming: Sec too dev, automation, scripting, debugging, 23
software + app dev/design, agile SW dev, software

engineering, coding best practices

Cloud, cloud security, admin + design 22
Operating system Skills Linux, OS security 12
Operating system skills Windows, OS security 9
Server building + management (data center) 9
Using system + host monitoring tools (security tools) 8
Data structures/mining/analytics/management + tools 7
Virtualization 7
Tech support, help desk, system admin, infra 6

Table 1: Most requested technical skills
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Table 1 shows network related skills are the most desired. These skills are essential to cyber
security and IT. Network related skills covers a broad area, and it is possible to master some
but not all areas. Some ads kept it vague in their description by saying just networking. Table
2 below shows the skills of the ads that were willing to provide more detail about the level of

networking skills required.

Area of networking Number of occurrences
Active Directory 10
Firewall 7
SIEM (security incident & event management) 6
IAM (Identity and access management), access control 5
HIDS/NIDS (Host intrusion detection system/network 3

intrusion detection system), HIPS/NIPS (Host intrusion

prevention system/Network intrusion prevention system)

Table 2: Most requested networking skills

In table 1 programming skills was the second most desired. When this was mentioned in the
job postings the exact language was not always specified. For example, it might say
programming skills or debugging or scripting or tool development etc. Software development
is part of the programming section. This allowed for other additional skills/knowledge that
were sometimes mentioned e.g. Agile software development methodology and secure coding
practices. Saying that the code needs to work as well as not be vulnerable to exploitation or
attack. A significant quantity of the ads was satisfied with stating programming skills or
similar e.g. tool development or scripting, with no mention of what language would be used.
This could be down to the job requirements e.g. writing scripts. The company may only be
interested in the fact that the scripts work and not the language used. Table 3 below shows

the types of programming languages requested and the number of times they occurred.
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Programming Language Number of occurrences
Python 6
sQL 6
JavaScript 2
C#, C++, HTML, CSS, Scala, R, JS frameworks 1

Table 3: Most requested programming languages

Table 1 shows cloud technology skills as the 3 most requested skills. Cloud is an area that is
mentioned extensively. Cloud, cloud security, cloud architecture/design, cloud admin, Saas,
etc. are mentioned repeatedly. 3 cloud service providers are mentioned, google twice, Azure
9 times and AWS 10 times. All these cloud service providers run certification courses for their
platforms. Starting at fundamental level courses and working up through admin and advanced
levels in various fields of interest e.g. security or developer or Al etc. Strong cloud skills are
highly sought after, and it is entirely possible to build a strong level of technical skill and
experience obtaining these certs. A person with these certs would be very employable to a

company that utilizes the same platform.

As the research on skills showed, technical skills often involve the use of tools. The research
on job ads confirmed this by the fact that job ads frequently request experience with
applications and tools. Table 4 shows what are the most used technologies from the job
postings. This shows employers not only want you to know and understand the topic/field in
question but also be familiar with whatever applications/tools they use. Many different
applications and tool were mentioned only once. So, only multiple mentions are shown in
table 4.
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App/Tool/platform Number of occurrences

Office or Office 365 9
VMware 6
Ansible 3
Cisco 3
Terraform, Juniper, PowerBI, JIRA, Citrix, Jenkins, Palo Alto 2

Table 4: Most used applications/tools

The applications and tools listed in table 4 related to the technical skill table as follows:

Office/Office 365 = general documentation (Word/Excel/PowerPoint) + doc management.

VMware & Citrix = cloud and virtualization (virtual machines) technology.

Ansible = configuration management + app deployment tool.

Cisco & Juniper = networking/networking equipment (routers etc.).

Palo alto = cyber security (network security through firewalls + cloud).

Terraform = Cloud, infrastructure as a code tool.

PowerBI = Data analysis tool.

JIRA = Used in agile project management, allows bug tracking.

Jenkins = Software development, continuous integration.

6.3  Situational awareness skills findings

The majority of skills that are considered relatable to situational awareness come from the
cyber security related job ads. This comes from needing people that can notice minor
variations in normality to know when something is not right, and a possible threat or
vulnerability is happening. It comes as no surprise that all the skills in this section related to

identifying, evading and responding to threats, vulnerabilities and risks. Table 5 below shows
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that managing threats and vulnerabilities is the most sought-after skill in situational

awareness.
Situational Awareness skills Number of occurrences
Threat, vulnerability (TTP's), Evasion strategies, Security 19
focus/mindset
Security frameworks + standards + governance, IT 15

Security, data privacy regs, best practices, compliance

Risk analysis and impact analysis 10

Policy, plan & strategy dev/process dev 6

Table 5: Most requested situational awareness skills

Table 5 identifies knowledge and familiarity with security frameworks, regulation, standards
and best practices as the second most requested situational awareness skill. Many ads

identified which standard or framework they preferred. Table 6 below shows their

popularity.
Standards & frameworks Number of occurrences
1S027001 7
NIST 4
Other ISO’s 2
NIS, ITIL 2
COBIT, I1SC2 CBK, 1

Table 6: Most requested standards and frameworks
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All the standards and frameworks except one can be tied to the cyber security jobs. ITIL (The
Information Technology Infrastructure Library) has 2 mentions one in a cyber security job and

another in an IT job.
6.4  Problem solving skills findings

Technical knowledge/skills on a topic are drastically important when trying to solve
problems. In the case of this research, it has its own section, so it is not covered here.
Problem-solving skills was requested 11 times as an overall general phrase. The term problem
solving can be used to describe a list of skills each of which is beneficial to problem solving. It
can include relevant field knowledge/understanding, process flow knowledge, prioritization,
analytical, evaluation (risk assessment), prediction, decisiveness, ability to research, team
building/work, creativity/innovation, dependability, and communication. However, most ads
do not go into this much detail for these types of skills. Table 7 below shows what is most

sought after in terms of problem solving.

Problem Solving skills Number of occurrences

Communication, interpersonal, negotiating 42
Team, teamwork 24
Critical thinking/analytical/logical/prioritise 15
Relationship building (client+stakeholder) 4
IS consulting, change/problem management 3

Table 7: Most requested problem-solving skills

Table 7 shows good communication skills or similar were requested 42 times from 60 ads,
highlighting their importance. These are essential in all positions/sectors or industries etc.
Especially in terms of problem solving, good communication is essential. However,
communication skills cover such a broad area that they are actually considered competencies.
Communication skills is a general term used to cover a long list of skills, traits and
competences e.g. good communication but in what form, in person (interpersonal), phone, e-
mail etc. Communication also covers listening/active listening, nonverbal cues/body
language, respect, giving & receiving feedback, clarity & explaining technical to non-

technical people, asking questions, building trust, confidence/being social etc.
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Teamwork is also highly regarded and in many security jobs teams work together to solve
problems often passing information between them to act swiftly and accordingly. Critical
thinking/analytical etc. is also commonly requested in ads and these types of skills are not
only beneficial to problem solving but are considered useful in a variety of role and positions,

inside and outside the field of cyber security.
6.5 Sector specific skills findings

As mentioned, the sector specific jobs had the smallest pool to work from due to a lack of
information about the company and as such the sector. The health sector was by far most
advertised and the skills relevant to it where based act healthcare equipment form labs or
products and having admin type skills to use them. Health data familiarity was also
mentioned in relation to analytics and lab info management. Familiarity with clinical trials
understanding data structures and statistics. From the energy sector skills mentioned
included technical energy sector skills and understanding how to reduce energy consumption
and using renewable energy sources. These skills could be covered depending on the
education the job seeker holds e.g. a degree in environmental sciences and a masters in bio
sciences are two that were requested from the job postings. Table 8 below shows the sector

specific skills most frequently requested.

Sector specific skills Number of occurrences

Healthcare industry analytics + domain data knowledge 3

Admin Lab instruments, systems backup, information 2

management systems

Medical device experience & product dev, Installation 2

qualifications, Operational qualifications

Technical experience from energy sector, reducing energy 2

consumption, renewable energy sources

Table 8: Most Requested sector specific skills

6.6 Complementary skills and traits findings

Topping out the list of complementary skills and traits shown in table 9 below is

documentation and presentation skills. There is an argument that these could be considered
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part of communication skills. The ability to explain or show clarity to people in a working
environment is so important. Project management was second most requested. This could be
in the form of the ability to manage not only one, but multiple projects at once or to be able
to work on team projects and remained dedicated to individual work and tasks
simultaneously. Customer focused was the third most requested and this too is helped by
good communication skills among other competencies and traits. The willingness/eagerness to
keep learning was mentioned in 8 ads. Its importance is realised in how quickly technology
evolves or new technology is developed. This is particularly important the in relation to cyber

security, where not being up to date can lead to exploitation.

Complementary skills & traits Number of occurrences

Documentation/presentation 12
Project management (PM), organized, security PM 10
Customer focused 9
Willing to learn new things/stay up to date 8
fast paced environment/under pressure 7
Own initiative/responsible 4

Table 9: Most requested complementary skills & traits

6.7 Additional findings

It is also worth noting that many ads requested a degree and even additional certification.
Although these are not actually skills, having a degree or cert does indicate that the person
has a certain level of skill and is competent to work in a field relevant to the degree or
certification e.g. a degree in information security suggests a person has skills in keeping
information secure or a penetration testing cert implies that a person is skilful in finding
holes or weaknesses in an IT system. So, as no specific skill is mentioned, this information was
not added to the data extraction table developed by the beneficiary of this research.
However, this information does show what study and training information would build
relevant technical skills in certain fields based off educational curriculum. Table 10 below

shows only degree information that was recorded more than once.
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Degree Number of occurrences

Information Technology or Information Systems 17
Relevant IT/qualifications or 3" level education 9
Computer Science 8
Engineering 6
Information Security 4
Information Management 2

Table 10: Most requested degrees

Table 10 shows that in Ireland a degree in information technology or information systems is by
far the most requested. Interestingly in a study on 60 ads, 30 of which are cyber security
related only 4 ads requested a degree with the word “security” in the title. 9 ads were not
even specific about the degree they wanted. They simply stated a relevant IT qualification or
3 level education (college) that would support the role being advertised. This indicates that

a variety of degrees could be suitable for their positions.

Certificates Number of occurrences
CISSP (Certified Information Systems Security Professional) 10
CISA (Certified Information Systems Auditor) 5
Microsoft Certs 4
CISM (Certified Information Security Manager) 4
CCNP (Cisco Certified Network Professional) 3
SSCP (Systems Security Certified Practitioner) 3
CCNA, OSWE, GPEN, any Info sec, CCIE, CRISC, CEH 2

Table 11: Most requested certs
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Table 11 shows us that in Ireland the CISSP (Certified Information Systems Security
Professional) in the most valuable cert. Aside from Microsoft that have a variety of certs for
Azure, MS 365, Dynamics 365 and Power Platform, all other certs mentioned are either
specifically Security or network related. Multiple certs appear to be requested frequently and
in some cases without the mention of a 3 level education. Certs indicate a trusted, high

level of technical skill in a chosen field.

Experience is another area not covered in the data extraction table, but it is so frequently
mentioned in the job postings. In the research on skills, it was concluded that skills are
learned and developed through time. This indicates that a person with many year’s
experience would have more skill that a person with very little experience. 3 & 5 years are
the most frequently requested amount of experience from the job ads in terms of position
held. Experience is also used a lot in terms of familiarity with tools or programs, “experience
with Office 365/Ansible/Cisco/VMware” or “experience in cloud environment” or “experience

with networking and Linux environments”.
6.8 Summary of findings

The following figures 2-5 show column charts indicating the top 3-4 skills from each skills
category. The number on the vertical axis (0-60) represent the number of ads. The number in

the columns showing the number of times they occurred from the 60 ads.

TECHNICAL SKILL

M Networking ®Programming ™ Cloud
60
50
40
30
20
10

Networking Programming Cloud

Figure 2: Top technical skills

Figure 2 shows networking, programming and cloud as the top 3 technical skills that occurred
in the Irish job ads. Networking is the clear favourite and includes network design, network

security network management etc. Networking skills are also valued outside of cyber security.
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SITUATIONAL AWARENESS

M Threats/vulnerabilities W Frameworks B Risks/impacts
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Threats/vulnerabilities Frameworks Risks/impacts

Figure 3: Top situational awareness skills

Figure 3 shows skill related to threats and vulnerabilities, frameworks and risk & impact
analysis skills as the top 3 situational awareness skills. Threats and vulnerabilities skills is
favoured most. This refers to skills in relation to finding and avoiding threats. Good
understanding is needed to know to what out for and to know what steps are needed to avoid

these situations.

PROBLEM SOLVING

mCommunication mTeamwork M Critical thinking/ analytical

60
50
40
30
20
10

Communication Teamwork Critical thinking/
analytical

Figure 4: Top problem-solving skills

Figure 4 show that communication, teamwork and critical thinking/analytical are the top 3
skills related to problem solving. Communication is the most favoured skills in problem solving

and also the most favoured skill in the whole study. It is a key skill for any role in any sector.
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SECTOR SPECIFIC

M Healthcare data analytics B Admin lab environment
B Medical device/product familiarity
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Healthcare data analytics Admin lab environment Medical device/product
familiarity

Figure 5: Top sector specific skills

Figure 5 shows healthcare data analytics, admin laboratory environment, medical
device/product development and operational skills are the most desirable skills in sector
specific. The numbers here are low due to many ads not saying a company name let alone an
industry/sector. The health sector is easiest to track, and the skills research suggests medical

device and medical data management are the best to have.

COMPLEMENTARY SKILLS & TRAITS

B Documentation, presentation M Project management

M Customer focused M Desire to keep learning
60
50
40
30
20
10
12
S i | Bl =
Documentation, Project Customer focused Desire to keep
presentation management learning

Figure 6: Top complementary skills & traits

Figure 6 indicates documentation/presentation, project management, customer focused and
a willingness to continue learning are the 4 most wanted complementary skills and traits.
Documentation & presentation are the most favoured and these could be considered an

extension of communication.
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Figures 5-6 show the top skills in each skills category. These charts paint a picture of what
skills the ideal cyber security worker should have. Just including the top skills from each
category, they should have strong networking skills. Both design and
implementation/management which includes security best practices is needed. They should
be aware of threats & vulnerabilities and how to find and mitigate them. Their
communication skills should be excellent to peers, manager, customers and stakeholder alike.
This includes explaining technical scenarios to non-technical people or teaching others. They
need to be able to clarify themselves. Their documentation and presentation skills should be
outstanding. If the position is related to a certain sector, they should be familiar with

relevant technology and data management skills from that sector.

Additionally, if they have any of the 2" or 3™ most requested skills, it only enhances their
suitability. For example, if they are familiar enough with programming that they can write
scripts or create security tools. If they are also familiar with and understand cloud
technology. If they are familiar with specific frameworks and capable of creating plans to
avoid risk. If they can work independently and as part of a time and approach problems
analytically with critical thinking. If they have strong project management skills which can
include managing several projects at once. If they have an exceptional ability to deal with

customers and if they have a desire to continue learning all throughout their career.

7  Conclusion

This thesis aimed at finding the most desirable cyber security related skills from the Irish jobs
market. This is a way of knowing the most relevant skills to train people with and to help
close the skills gap. Using quantitative research, it can be concluded that in the area of
technical skills, networking skills: network design, implementation & management, network
security is the most sought after with slightly over 51% of ads mentioning it. Coming in second
and third in technical skill was programming and cloud technology which were requested in

38% and 36% of ads respectively.

For situational awareness skills the research showed that 31% of ads favoured threat and
vulnerability skills (finding and avoiding threats) the most. Knowledge of frameworks and
standards was next with 25% of ads requesting certain ones (ISO 27001 being the most

popular). Risk and impact analysis skills were next with almost 17% of ads wanting them.

The problem-solving skills research showed that communication was the most sought after of
all skills in all categories with 70% of ads mentioning it. The next highest in problem solving
was team working skills with 40% of ads requesting it and critical thinking, analytical/logical,

prioritisation was next with 25% of ads wanting it.
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In sector specific the numbers were low due to a lack of sector and company information in
the job ads. The research revealed that 5% of ads wanted experience with managing
healthcare data. While 3.3% of ads wanted experience and admin skills related to a lab
environment and the same 3.3% wanted medical device familiarity including product

development with installation and operational qualifications.

For complementary skills and traits, the research showed that documentation and
presentation skills were highly regarded with 20% of ads wanted them. Project management
was next with almost 17% of ads requesting it. Customer focused had 15% of requests and the

desire to continue learning had 13.3% of ads mention it.

The research highlighted that the 3 skills categories being research as most relevant to cyber
security: technical, situational awareness and problem-solving skills are all inter linked.
Technical knowledge is needed to solve problems and likewise to understand what can
happen when certain events occur (situational awareness). Although hard or technical skills
are in high regard the research shows the importance of soft skills also. Situational awareness
and problem solving require soft skills or traits as much as technical knowledge. This is most
evident with communication, which is considered a competency, and is required for all types

of jobs (technical and otherwise) and positions (managerial and otherwise).

Additionally, the research shows how much experience matters. Many ads in the research
used multiple sentences that start with “experience in” or “experience with”. Even with a
degree or cert, experience is highly sought after. It can be in the form of a role/position or
with familiarity with certain technology. The more experience a person has with technology
the more skilful they are. The more experience a person has with various situations the more
aware they are and know what to look out for and expect. The more experience a person has
with problems the better prepared they are to solve them. Experience is best gained by

doing.
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table

: Jobs 1-15 recorded in the data extraction

Appendix 1

o

A B c D E F N 0 P Q R
Adno. |Job Company Countryl Technical Field Skills
Strategiof Technical Situational Awareness Problem solving Seotor specific skill Compli kills & traits
1 [IT Security Analyst Rectuitment company  [Ireland | Cybersecurity Wﬂ;.vﬂﬂcﬁ”ﬂﬁﬂ:&&ﬁ“ Hﬂ_ﬂM” “M”.an
2 | Cloud Security Architect (AWS) Recruitment company  [Ireland | Cybersecurity R e NS PR R
3 | Security and Network Analyst Recruitment company (Ireland | Cybersecurity SN Best it CoinkRky ERDH S Hpttie
Customer focused
Threat actors (TTP's (Tools, tactios, Communication, critical thinking, Team, LeadershipiManagerial,
4 |Cyber Red Team Lead Recruitment company (Ireland | Cybersecurity mm_z._w ¢ lh dck = R Ltighesity Coamet s, L e
§ | Senior Security Consultant Recruitment company (Ireland | Cybersecurity SR TLNOE = E 2 Jor_ pEssAAED,
Audits re-sales assistance
AWS i it i it tan | lnds s
6§ [Information Security Engineer AWS Recruitment company |Ireland | Cybersecurity o _MEE,.. HOSNOS) B [rekdneton 5
SIEM, Information technology and cyber ponse t Customer focus
7 | Cyber Security SOC Analyst Level 2 Recruitment company (Ireland | Cybersecurity y standards, Linuz, AD, Firewall, 10,
Antivirus + logging tools, network
Applsoftwarelsystem design, secure System vulnerability and remediation Curious Leadership, Handle fast paced
B Amazon Data Srves . software development, Pen test, techniques, Sec best practices environment
M rel
8 lanager, Security Engineering relandLtd eland | Cybersecurity Rotaton ol Geleper et
amming), Sec assessments » testin
9 [IT&Change Risk Manager Aviva Ireland | Cybersecurity mo.oc__:.. Risks, influencial in tough situations | Proactive, team, communication innovative, negotiation skills
[with stakeholders
Sec g f Network Sec Security project management
i R " se0, Secure cloud design, Sec tools (SIEM, | standards + Regs
F el
10 |Cyber y Manag company |lreland | Cybersecurity AW MOM, Yuersitymanigement
tools), Seo architecture, 1AM,
Businessp concepts, |IT risk Implementing » managing
W Information Security Risk & Governance Recritmentoomoan |retand |Cabersecut IT sec kststandards, IT sec T risk ks, Audits Communication, strategicftactical,
Manager i ? ! consultancylgovernanceloperations, People management skills
stakeholder),
12 |Infrastructure Security Engineering Manage{ Workday Inc. Ireland | Cybersecurity iﬁ‘zmoaz.oggoixsgia ROTH pockses Managhg seo groupsmukile
+Docker) Linux S, Info sec tools, stakeholders,
Seripting (python), Mobile techtanalysis, | Threat detetction Communication, reverse engineering
. . ) . Networking, Linus, Virtualization, Sandbox
13 |Malware Detection Engineer Recruitment company (Ireland | Cybersecurity fioinspectiontoois veshatk
i tools
Software design + Dev (secure), Javaseript, Communication
14 | Senior Front-End Engineer - Cyb ity R company |Ireland | Cybersecurity HTML, C88, JS frameworks, Automation
testing (Cl + dev tools), any cyber sec
Network and information systems (NIS) | Cyber risk « risk handling, 15027001
15| Cyber Security Engi Recruitment company  [Ireland | Cybersecurity directive, cloud sec, DevOps governance,
Pentest,




M1

Jobs 16-30 recorded in the data extraction table

A B c L E N 0 P @ R
Adno. |Job Company Countryl Technical Field Skills
_.sgf_ Situational Awareness Problem solving Sector specifio skill Compli
16 [IT Security Analyst Recruitment company  [Ireland | Cybersecurity mﬂwﬁﬁu.ﬂ L Sec famevorks (it |0 el
08's, zzsers_qnn%_ s.ai. Communication, Team, probelm solving
17| Cyber Security Engineer Recruitment company |Ireland | Cybersecurity Hﬂﬁ?ﬁ.ﬁhﬂ“ﬂ?
connectl. Cloudeloud plocess
Sys admin, IT Secuirty, Windows [Risk + mpact, Sec polices » standards [®
18 |IT Security Engineer Recruitment company Ireland | Cybersecurity setver(config « policies, user rights), A0,
Linut
19 [Penetration Tester Recruitment company  (Ireland | Cybersecurity v.o&%iig&ug.é ML LB TE LD azw_oes&.as!oxss_x%s
eourit solving, team
SIEM, SOC level 3, Cloud (Aaure + AWS), (Incident handiing, Analytical,
20 |Information Security Engineer - SIEM Recruitment company  [Ireland | Cybersecurity M.ﬂﬂoﬁuaus_aﬁ_ﬂwmoﬁww
analysis
T PR
21 |Information Security Risk Manager eShopWorld Ireland | Cybersecurity plance. | P Stosanducs (SCEAON) ool N I
[knowledge sharing),
Information Sec, Sec architecture, Cloud | Threats (modeling, inteligence, Communication
22| Senior Information Security Analyst Recruitment company  [Ireland | Cybersecurity farch [ Software ), 2610 trust principles
dev sec best practices
Security tool dev, Sec architecture
23 |Principle Security Engineer Recruitment company  |Ireland | Cybersecurity ﬁ%&ﬁcﬁ:ﬁhﬂ%ﬂﬁ%
automation, web applostnetwiork sec,
- — 5 - = ; = i .
24 | Senior Data Security Officer Recruitment company [ reland | Cybersecurity Higher educationininfo sec + certs _n_.; " data team Organised
25 |IT Security Specialist Recruitment company  (Ireland | Cybersecurity O SRR [lRECEE pRe St s%_e._..%zosmoz_a_ Digxisch M
E
Sec solution design + build, Pentest, End | Threat protection Problem solving continued learning, flexible,
2 | Network Security Engineer Recruitment company  Ireland | Cybersecurity ﬁg&.w“: e éﬁhﬁﬂ;ﬁ“ L AN 250
Firewalls
1SMS auditing, Busii Risk mxnméaw..é.c.gmﬂavvaizgg
21 |Information Security Officer Recruitment company |Ireland | Cybersecurity .socéamspmmz,mﬁ_vﬁ.bﬁ
management, Networking, Windows 08,
oati inci Communication
28 | Senior IT Security Consultant Recruitment company |Ireland | Cybersecurity (e iR b o&o;s.__u_ooh”_”wmﬁsmq_anmsgs
29 |IT Security Engineer Recruitment company  [Ireland | Cybersecurity w.omag__._.msi..agu#.i,_.g, SR B
Infrastructure security Vulnerability management, incident responce,
30 |IT Security Engineer Recruitment company  [Ireland | Cybersecurity .

Appendix 2
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Appendix 3: Jobs 31-42 recorded in the data extraction table

A B c 0 N 0 P Q R
i
2 Adno. |Job Company Countryl Technioal Field Skills
KA Technical Situational Avareness Problem solving Seotor specific skil Complimentary skill & traits
MS severt0S, Vitualization (Hypervisor), troubleshooting & analytical (problem Customer focus, own initiative,
SAN, Office 365 & Teams admin, Azure solving), Team, Communication, Documentation, Flesible
31 [Systems Administrator Recrutment company [ reland |IT admin,Buldingimanaging Servers,
Networking, MS AD, Data backup, 0L,
u Seripting (powershell), AWS, SSLKTLS,
Install+ config data centres, Data centre di Ctioalthinking, C: D intain up
2 Senior Infrastructure Administrator - i velnd |7 server maintanence, Patching, Linus, Teams, self motivated date knowledge, responsible
Vindous Data e i Netoking.AD adrin o NASISAN,
P Virtualization (Viiware), system monitoring
: : Networking, Firewalls,LAN, VAN, YolP, [ i tiorki Communication, Team, Analgtical
o 33 |Network Engineer Recruitment company | reland |IT Mobie tech 56, Netvrk Securty probem sohing netvork bsed)
T hardvare & monitoring, Access Create SOP's Admin on Labinstruments, Lab systems
= ’ management, GMP QMz, Document backup admin, Pharmafmanufacturing
34 [ITLaboratory System Administrator Rectuitment company | reland |IT managementsystems, Samplemanage scaning desces, tsalaon quaiicaions,
3 LIMS, LACIE, Operational qualifcations
L ) Sys Admin, AD & exchange servers, Communicationfinterpersonal, strong
5 35 |IT Systems Administrator Recrutment company | reland {IT Vitualzation rctmschig
Tech supportthelpdesk, Vindowstwindows Analgical, problem solving, Quick learner, organized, work
36 Network & Systems Administrator Rectuitment company | Ireland |IT server, AD, 0 365, Android + 108, Antivirus, Communicationtgood relationship under pressure, muli-project
3 Firewall, Networking, MFD support, management management
[NGC; etvorking. Telco, Juniper, Cisco Communioation, Team, Mukiaskimutiprojct,
37 |NOCEngineer Rectuitment company | Ireland |IT customer focus, continued
40 {leatning,
Data: analysis - mapping - mining - P Communication, team, analtical Heaktheare industry analytioal & domain data | Agile & SAFe,
3 |Business Systems Analst Legiohealh Ieland [IT visudzation, L. JRA platform, Data knoledge Documentationfpresenatation
i technology structures (query  compate)
I {Design with security Communication, Team, self-starter PM, work under pressure,
’ ’ ) ) Cloud, SAP, 0365, Saas, CoreHR, initative, management
39| Senior Solution Architect Recruitment company | reland |IT PoveiBLPover Agps, Ok, Micobus, qualtisteam, stakehoke,
2 Trapeze, SalesForce people)
DekaV, PLC (prog logio [Riskassessment Communication, team Industry requlations & standards, CSVin PM
- Project Management controller), SCADA (Supervisory control pharma industry
40 |QAIT Specialist ooy reland |IT i daaseqisiion) SIPLPASK,
3 System & qualityreview
Cloud Saas, IT management (through Communication, Fastlearner, Documentation
41 |IT Application Manager Recruitment company | reland |IT change), 0ld & modern tech knowledge, Incident/problemichange management,
4 Team, Problem solver, motivated
Strong Technical skils (CT monitoring), | ITL Team, Setvice defvery management |PM, customer focus
42 [Technical Services Manager Ervos Technology Groug reland |IT commetcial, (incident and change management),
L communication
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53 recorded in the data extraction table

Appendix 4: Jobs 43-

4

4

48

49

0 E

4

Job

Company

Countryl Technical Field

| Maritime

Skills

SQL Server DBA

Recruitment company

Ireland (IT

StategiolMalSpeioiMabSpiotMlaSpactiaSpl

Technical

Situational Awareness

Problem solving

Sector specifio skill

Complimentary skill & traits

SOL (DBA) queries optimization and
performance monitoring, Data Storage (file
systems & cloud), Azure, ETL solutions,
9818, Data classification and data retention

Porblem solving, communication, team

keepto deadlines,
documentation, fast paced
environment

Senior Cloud Engineer - Healthcare

Recruitment company

Ireland |IT

Cloud admin (Saas, Paas), T admin
(computer, network, storage, access
control), Automated delivery » configuration
tools, Cloud mitigation, DevCps tools

Communication

46

Infrastructure Engineer

Recruitment company

=

Ireland

Windows sys admin, Cloud, Vindows server,
Office 385 config » admin, M3 Exchange,
Networksfnetworking firewall « IP,
Yirtualization

Communication, logical appoach to

problem solving, team, lateral approach

to probelms

focusiservice

-

Senior Technical Support Analyst

company

Ireland

=

Tech support (desktop « mobile), MS Office
0365, AD, Anti-virus, Patch management,
Remote desktop support

Problem solving, communication

18 TechnicianfIT Specialist

Crest Solutions

Ireland |IT

PC buildingtuoubelshooting, Vindows
toubleshooting tools, Network

architecture, Server, Anti-virustpatching,
Backup and recovery, virtualization,

Senior Systems Administrator

Recruitment company

Ireland |IT

Infrastructure support, Citris, Windows
server » exchange (e-mail), 0365 integration, |
AD, Yirtualization, data backup, patching,
Netorking

Communication, prioritise issues

Documentation, Customer
focus,

IT Systems Administrator

Recruitment company

Ireland |IT

IT sys admintsupport, Windows, SCCM,
0385,

Proactive approach to problem solving,

Communication

50

Banik

Software Application Engi

company

=

Ireland

Object orientated coding, App designidey,
Software engineering, Test automation,
integration technologies, Performance
engineeringftesting, metadata driven
definitional development

Team, Communication

3 3
Fastp:

Project Engineer

Recruitment company

Ireland (I

Understand engineering drawings +
specifications, office, AutoCAD,
Solidworks(30 modelling), Tech
designidrawings creation « revision

Communication, Team, analytical,
problem solving

Technical experinece from energy, oil and gas
environment

initiative,

52

Senior R&OD Engineer

Recruitment company

Ireland (I

Technicalinnovation

Risk id & mitigation,

Medical

device product development,

Research

53

BioinformaticianiData scientist

MictoGen Biotech

Ireland (I

Strong computational, Seripting (R,
Puthon), Satisticaimachinelearing tools,
Linuztuni, Computer science,

ﬁ..

Andlyioa Ci

)
f

documentation
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Jobs 54-60 recorded in the data extraction table

Appendix 5

A B ¢ 0 3 N 0 P 1] R
1
2 | Adno. [Job Company Country TechnicalField | Maktime [Heakhoate| Energy [ Other | Skils
KAl Strateqi i Technical Situational Awarenss Problem solving Sector specific skil Complimentary skills & aits

S0L, Python, M8 Power Bl Cloud
B[St Ot St Uik Rect bend | fomaton e INAULE [ESml as
enior Oata Scientist - tiltes eorutment company {reland | Information Inensive s Busiess Kustome s,
P analitie tools, maching leaining
s | 55 |Conainer Admin Agent Doye SippingGroup [ Feland | nformation tensive Good ComputerReracy kils Andlyical Communicaion
_ Product management, Cloud (Saas), Communication, Priortse, tentionto Presentation, customer focus
. 56 | Product Manager HatveyNaheland | reland {Information Itensive Sofwar,JoT ket Ofie, detal
A+ Maching learning,implementing deep Heaheare sector esperience
) . ) ) ) leatning applications, Python, Hadoop

57| Senior Data Seientist Recruitment company | reland {Information Itensive sk ApcheSprk I N

L language provessing, AWS stack, ML
) ) o M offce selfmotivated, understanding ofreducing enérgy organised
. 58 |Energy EngineeriEnergy Consultant Recruitment company | reland {Information Itensive consunpion, et nry s
BusinesstSystem Data Analyst-New | Legato Heakth ) . Diata andlytostmapping ete, Technioal Analytial experience nheakthoarefield | Agle + SAFe

) ! Team - Data MappingfVisualationtSQL | Technologies e, matcn et solution design, JRA,

80| Senior BioStatistician Recrutmentcompany [ Feland | nformation ntensive ks napicsmiong . sovte Conaunicaicn Crcl ids kot s ackbetre Presotaton PM
6 tools| Kkthadoop, Cloud AN/S Statistieal expertse




