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1. INTRODUCTION

There is no doubt that nowadays data communicatioough network has become andis-
pensablenfrastructure resource for our daily life and get manybenefis from it. However,
increasing number of adherent network thréatdusiness, governmentgucaional instiu-

tionsand otheporganizationsmposes unexpected hgansks to us.

According to KSN data, Kaspersky Lab detected 1,347,231,728 threats in Q3 2@iAcgyl
which thetotal numberof URLs serving maliciousodewas 91.9 million[1]. Those hreats
cause uncountable lassfor not only the organizations but also individudtsorder to po-
tect our informatiorand assets, firewalbreusedto protect against m&ork-based daacks.A
firewall is a device or software program used to controlthdrean incoming traffic or
outgoing traffic could be passed not according tthe predefined security criteria [3dh

this way, it carprovide security for the internal network by leavpagentialthreats outside
the firewalland still let authorizedsersaccess therivatenetworkresourcesThere are var
oustypesof firewalls such as packet filteringfirewall, a stateful inspection firewalindan
applicationlayer filtering firewall All of them have been published and buait various fire-

wall vendors.

Firewalls can be classified different wagdassification can be based on cost suctoas
mercial and freewar@r be named according tmplemenationmethods likehardwarebased
firewall and softwardrased firewallWe canalso havededicatechardware firewall and iet

graied ones.

In my thesis] will analyze the performance dffferentfirewall implementationand my

practical study is comparing dedicated and integrated firevimlisy final thesisthe

dedicated firewall means it comtetes on firewall functions nmatter they are software

based or hardware based firewall. Examples can be SmoothWall and Cisco ASA. While
intergrated firewall here means a device has its own main responsiblity but it can be interated
with some firewall featxes. For instance, the main job of a Cisco Router is routing tbarm

be a integrated firewall via inserting some firewall featurée theoretic aim of the thesis is

to understand the firewall security mechanism, firewall history, advantages antdimsiia

different types of firewall technologieandmajor firewallarchiteturesThe more practical



purpose is to respectively implemédineéwall solutionwith Cisco 10S firewall (CBAC

Routel) and SmoothWall inside a Cisco roytdren compare their i@led performances.

The structure of the thesis is organized as follows. Chapter 2 gives an introduction of firewall
security mechanism. Chapter 3 will cover the major types of firewall solution and
comparisons between the@hapter 4 will discussommonusedfirewall architecturs. In

Chapter 5firewall implementation wittCBAC-routerand SmoothWalill be canpared and
analyzedNetwork without firewall solution will be also inalied as reference in the lab work.

Finally there willbea summaryof the wholethesis

2. FIREWALL SECURITY MECHANISM

In this chapterl will firstly explain firewall®important rolgin Internet security. Thehwill
simply summarizesome basic and commonly used firewall security components such as a

cess control list, netwrk address translatioand firewallauthenitcation.

2.1 Role of krewalls in Internet security

We live in an Internetiependent era and the trend of Internet expansion continues to grow
due to lager number of businesses using Internet as their sdlegamation channefOn

the negative side, computer and network security issues are also griersimghgure 1, we

can obviously notice that with the tremendous growth trend, 83 million pieces of malware has
already been discovered in March of 2012. Amelcontinuigly worse situation is that new
malware stilloccurs and topped at 7 milliam the first quarte2012 We do noknow when

the totalnumber will top the 100 milliobut certainly that it will nobe long.
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Figurel McAfee Threats ReporEirst Quarter 2012]

Computer networks are vulnerable to many threatk as denial of service attacksssword

guessing, protocdbased attacks, social engineerimgr dialingand so on [3]

Below are detailed explanati®of the threats mentionedave [3]:
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Denial of service attack: Thatackersends many requestsdeerwhelm a coputer or
networkand in this wayhevalid users can rtanormallyacces®r usethe resourceom
thecomputer othe network

Password guessing: Attackarserandomcombination of the characters and repdat
triesthe password.

Protocotbased attacks are methatlich takesadvantage of protocdlsveaknesskor
example, DNS attack can be implemented by the attacker who makes thé&satiakee
pretend to be the DN&erver.Users who sends requests to the fake DNS serveeean r
ceivedatawith malicious content.[29]

Social engineering: It means the attacker #rigsers to reveal confidential information

without letting users noticing being cheatddd then the attzker can make use of the
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collected information to access the targeted system. Malicious attacker may make use of
social means like Facebotk get needed information.

War dialing: Maliciougpeople use some soféne todial telephone numbers search
computers that provides a potential patiwéwdsa corporate network oday the access is
more often gained through unsecured wireless methueational attackersan bypass

the firewall and intrusion decton sysem to access internal network resources.

In addition,s er s®6 | ack of awareness in network secf
access dangerous websitegeveal confiential information to potential hackeasd then

cause losssfor them. Except teaatg and trairng their network seurity knowledgeappio-
priateaccess contrelon the firewallis neededo avoid attacklaunched by professional

hackers

Firewalls have been used for a long time and they can protect against some of thé major a
tacks mentioned above but not all unfiorely. By using firewalls, isoming and outgoing
traffic can be restrictedrhis can help therganizationgo make their resources only a\ahle
to authorized parties aeep information in a private andcsee way. Iffirewalls are usedo
monitor am limit connections t@ network, hackers anchwanted programbavedifficulties

to invade your network or caputer.

In conclusion, even firewall cannptotect against all the threalsjtthey still play extremely

important roles in almost evengtwak.

2.2 Firewall Characteristics

No matter what kind of firewall vendors you choose or what kind of firewaltieak you
implement for your network, there are some common rules or characteristics for frewall
mentioned belovi4]:

All traffic from inside to outside or from outside towards inside must pass by the firewall.

5

. Regardless of the firewall types you use and types of security policies you define on the
firewall, only authorized traffic predefined by the local security policy will be permitted

to pass. Traffic that is unmatched by the defined rules will be blocked.

Firewall is immune to penetration; this means that firewall uses a secure and trusted ope

ating system.



2.3 Access Control Lists (ACLS)

Access control lists a list of permit or denstatementslefined in ordeand a statement is
combinedwith information like IPaddresss, port numbers armtotocols p]. ACLs can be

used bynetworkadministrators taenytraffic or permit specific traffien or outof the net-

works. As a result, sing ACLs on thefirewall for basic traffic filteringblock unauthorizedr
potentiallymaliciouspackets towards the trusted netwadkk.the devices | will use in the
practicalpart of the thesiare Cisco productshe ACL rules arexplained below usin@isco

syntax In this thesis, ACLsreCisc 0 r el ated and may be aslitt!]
ACLs settings

2.3.1 Characteristics of ALCs

There are some common ruleentioned belovior all kinds of CiscoACLs and Iwill intro-

duce themin detailslater[5]:

One ACL per protocol. This means each ACL is applied to only one protocol rather than
two or more protocols.

One ACL per direction. It means the traffic controlled by an ACL is in one directional
either inbound or outbound at a time. It careqgply an ACL in two directions at the

same time.

One ACL per interface. This stands for each ACL only controls traffic for one interface.
ACL statements operate in sequential order. This means that the ACL statements are
checked from top to bottom. If thiecoming packet matches the first statement, then the
remaining statements will not be checked. If there is no match, the packet willnhbe exa
ined by the next ACL statement until it matches or be dropped finally. As a result, it is
better to put the most jpartant rule at the top and then the second important one.

Final statement of the ACL is "implicit deny any statement"”, so an ACL should have at

least one permit statement otherwise all traffic will be blocked.

2.3.2 Types of Cisco ACLs



ACLs on Cisco I0Souters carbe either named or numbered, standard or drtérOther
complex ACLs are based on those ACLs. Named ACLs must be specified as either standard

or exterled.

U Numbered ACLs

Numbered ACLs areoreeffectivdy usedto determine ACL type. ACLs withumbers from
1 to 99 androm 1300 to 1999 aret&ndard IPv4 ACL, whileangel00 to 199 andange
2000 to 269%elong toExtended IR4 ACL. Below are @tails aboutypes ofACLs [6] [31]:

U Standard ACLs

Standard ACLs allow eouter orafirewall to permt or deny traffic only based on source IP
addressemformation. Al other trafficwhich does not match the rule will be blockedtlae
implied "deny any" at the end of the ACThis type of ACL is easy and fast to implement on
devices to provide simple @ess control. However, rules are too simple and the cheaked i
formation is in small limited range. As a result, traffic with maliciougteat but matching

this rough rule can still pass the firewall.

U Extended ACLs

Extended ACLs filter IP packets accordito many attributes like protocol types, source and
destination IP address, source and destination TCP or UDP ports. Compared with Standard
ACLs, it is more complex and therefore safer as more detailed information will be examined.

Only packets matchindlahe attributes can be passed or denied

U TCP Established ACLs

TCP Established ACLs were introduced in 1995. All the traffic from outside are not allowed
to enter the inside network. This causes inconvenience for returning traffic that is initiated
from the inside network. In addition, as many commonly used applications are based on TCP.
A great deal of needed information using TCP is unavailable when returning traffic is blocked
by the Extended ACLs. So TCP Established ACLs are introduced to still &laciffic com-

ing from Internet but to allow TCP reply traffic initiated from internal network. TCPbEsta

|l i shed ACLs use the fAestablishedo keyword
or RST control flag is set or not. If the ACK flag is gbg TCP traffic will be allowed in.
Otherwise traffic will be denied as the traffic will be deemed to associate with a neveconne

tion initiated by the outside network.



TCP Established ACLs are more complex than the two ACLs above but they are more flexibl
when provide same level of security for the netwbtbwever the fiestablished parameter
permitspacketswith the appopriate control flag setting on the TCP segmehe Touter does

not keep track of conversations. Therefore, it cannot guaranteall thaffic coming from

outside arenitiated from the insideProfessional hackers can change the control flags and

send malicious packets pretending as the returning traffic to the inswderke

U Reflexive ACLs

A reflexive ACL is a kind of session filtend it was introduced in 1996. Standard and e

tended ACLs do not keep track of the state of a connection. Reflexive ACL were developed to
safely allow returning traffic back into internal network while block traffic originated from
outside network accomtg to session. It can be only defined with extended named IP ACLs

rather than named ACLs or standard named IP ACLSs.

A reflexive ACL is safer comgredto TCP Established ACL becaus®re filter criteia must
be matched d&fore a packet is permitted=or example, spoofing and some types of denial of
serviceattackscould be preveted by using reflexive ACL. In additiorhé session filter is
also tempaary. This means that after the session is ottegfilter will be removed. As ae-

sult, haclers have lesspportunityto attack the neork because of the limited time.

i Dynamic ACLs

Dynamic ACLs are also known as leakdkey ACLs and are applied for IP traffic only. They

are dependent on Telnet or SSH connectivity, authentication (local or remote), ardeBxten
ACLs. Traffic wanting to pass through the router will be blocked first until the senders co

nect the router by Telnet or SSH as well as being authenticated either locally or remotely.
With dynamic ACLs, remote connectivity and resources access inedecel between two
remote networks are available. For example, a remote user A on the other side of the Internet

can access to a host in a local network protected by a firewall and vice versa.

One of the main advantages of the dynamic ACLs is thaes the authentication mechanism
to verify the users. It also makes the management process simpler in large internegworks b
cause of local or remote authentication. Dynamic user access by the firewall reduces opport

nities of the network hacker and alsedmot need to compromise other security settings.



U Time-based ACLs

Time-based ACLs were introduced in 1998 and had similar function of Extended ACLs.
Time-based ACLs restrict traffic based on time range like number of hours, days, weeks or
months and son. This adds flexibility for the administrator to control the traffic or resource
access according to the time. For example, employees can surf the Internet during the lunch
time rather than the working ti m&loaddntan-al s o

lyzing the logging messages in the peak time if they deny the traffic accordingly.

U IPve ACLs
IPv6 ACLs are introduced due to needs for IPv6 environment and increasing number of IPv6
attacks. In this thesis, | will not cover details about IR@.s as lab work will be done in the

IPv4 environment.

2.3.3 Context-based Access Control (CBAC) ACLs

CBAC is asoftwarebasedirewall feature that usespplication layer protocol session info
mationto filter TCP and UDP packetkike the reflexive AQCs which inspect traffic for s
sions that originates from outside, CBAC also inspects traffic from inside netyptkadk-
ing the connection status CBAC firewall can guarantee packets are not modified before e

tering the network.

A CBAC firewall coud be classified as both statefuspectionfirewall and application fe-
wall as it filters traffic at multiple layers such as network Igiferaddresses and protocols),
transport layer (ports, TCP and UDP sessions), session(tayefersation state) drappli@a-
tion layer(protocols for specific applicationdh the Cisco 10S Fewall solution,four main
functionsareprovided by CBAC as itows[7]:

. Traffic filtering: CBAC can inspect traffic according to sessions and permit specified

TCP or UDP retunmg traffic initiated from the inside network.

Traffic inspection: CBAC inspects packet sequence numbers in TCP connections to see if
they are within expected ranges and drops any suspicious packets. This helps protect
against SYNflood attack that meansreetwork attacker floods a server with a large of

connection requests while does not complete the connection.
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Intrusion detection: It can protect against specific SMTP attacks by reviewing syseg me
sage and monitoring specific attack signatures.
Generatio of audits and alerts: Audit trails use syslog to track all netwatibres and
timestamps while redlme alerts send syslog error messages to centrableamson ss-

picious activty.

1. Examines the Fa0/0 inbound

ACL to determine if Telnet 2. 108 compares packet type to
requests are permitted to leave inspection rules to determine if
the network. Telnet should be tracked.

N

Request Telnet 209.x.x.x

S

3. Adds information to the state 4. Adds a dynamic entry to the
type to track the Telnet session. inbound ACL on S0/0/0 to allow
reply packets back into the
internal network.

5. When the session is terminated by the client, the router
will remove the state entry and dynamic ACL entry.

Figure2 CBAC operationg8]

Figure2 shows how CBAC operatevhen a user in protected netvk initiates an outbound

connecdbn to external network.

2.4 Network AddressTranslation

Network AddressTranslation (NAT) is the process of modifying IP addressrimétion in IP
packet heademnd changing it to another IPdrdss on aouting devicd9]. Most ofthefire-

wall vendors use NAT itheirfirewalls not only because aonsenation inlP address space

but alsoto providesecurity. By hiding detailed information such as addresses of the protected

network, network wilbe less likely siacked.
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A

NAT 172.16.0.10
ROUTER

138.201.148.32

Global addresses ¢ NAT » Private addresses

Figure3 Network Addresgranslation10]

Figure3 simply shows how NAT basically worké/hen host Awith aprivate address

172.16.0.10 in the internal network wants torgectto hostB with a public address signed

by the BP,aprivate IP address will be translatedatpublic IP address. In our case, source IP
address 172.16.0.10 should be translated to 138.201.148.32 when packets pass cross the NAT
router. Similarly, when host B replies to host A, 138.201.148.32 wilkbkanged to

172.16.0.10 by the NAT rout@tl].

TheNAT association can be either stagshowed in Figure @& dynamicwhich contains IP
addresses and ports numideAT translates local private addresses into their aasatpub-

lic addresses andce versaWe can see from the above example MAT actsasa bridge
between your local network and the Interrietnakes all connections see¢mbe from the

NAT address rather thdrom local addresses of the LAN comput@s a result of thisinter-

nal addresses antthe network topology arenvisible or hidden from outsidé firewall ora
router with NAT feature can make the network less susceptible to be directly attacked and

thereforereduce risks or threats for tbeganizations.

However, there aralso some disadvantages of theTNMAue to the complexity of address
exchanges, trouedhooting process will b@ore confusing and performance will be reduced
because of the additionallymgumed overhead by recalculating checksum. In addition, some
protomls like IPSedIP Security)are designed to detect modificationdlof heade35]. As

NAT changes the IP addressmetimes iiis difficult to distinguish this change from nal

cious data sending by a hacker. This may cause complexitytlaerdsecurityproblems for
thelntrusionDetedion System(IDS) or IntrusionPreventionSystem(IPS) when they cannot
work well with Network Address TranslatioiNAT) [12].
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25 Demilitarized Zone

Demilitarized zone (DMZ) is a physical or logical satwork that cotains and exposes an
organization'sxdernatfacing services to a larger untrusted network, usually the Inter8et

DMZ is commonly used with firewalBasically, DMZ houses serversédiknemail servera

web server and DomainNameSystem (DNS) serveand those serveeseusuallyexposed

to the public netork. DMZi s ol ates organi zations6 interna
network where hackers may exidfeanwhile, italso enables connections towards the DMZ

from Intemetandthe corprate®internal networkBy | i mi t i ng out si der so
DMZ rather than the other parts of the corpgale n e DMZ @add& an additional network

security for the intenal network.

There are two types of firewall with DMZ, one is single firewall theeois dual firewall.

They will be introduced in the firewall architere section.

2.6 Virtual Private Network (VPN)

We may think packets inside the firewall network raneghly safe but once they are sent out
they should be also safe. However, ormedata is out of the firewadhd towards the other
remote network vighe public network likelnternet, how could the data still be protected?
This issue requirethatour firewallis not only cantrolling access of traffic but also be able to
encrypt theoutgoing traffic. Similarlythefirewall on the otheside ofpublic network should
have the ability to decrypt thedoming trafic and filter unneeded trafficetween the internal
network and public natork. Thewhole process is an example aftdal Rivate Network
(VPN).VPN is used to provide security for communications between two remote networks
acrosgublic nawork like Internet [32]. VPN also involves encryg and decryphg data,

authenticating users and checking iniggr

There are two typs of VPNarchitecturs, one isaremote access and the othea ste to site

VPN. The emote accesgPN also can be thought ashost toagateway and a VPNateway

usually refers tafirewall or arouter.The emote accesgPN provides a secure npedion

between an individual host and a remote network. For example, a salesman who stays at home
or travels outside the office can still access the confpantyanet resources by using tiee r

mote access VPNt needs the firewall administrator to definéeufor the access. Ondy-



12
thorized users can gain access to the company and they are given limited rights by the network
adminstrator to use the company resourcCHse site to sit&/ PN is also called gateway to
gatewaylt enabls users on different netwvksto communicate in aesure tunnel while other
network users cannot share the resources. For example, employees at different branch offices
can access resources between séehwithout limitation ofseparate locations.This model

also needs authengiton either by username and password ataligignatureq.32]

Benefits of VPNarecould be providing remote access in a secure waykmaing peopleto

use intranet resources without limitations of thetion. It also extends the private network

via the virtual tunnels. However, there are also some disadvantagéews.f/édPN is some

part of the firewall and it usually adds additional workload to the firewall as well as consumes
additional resources. Nowadays many firewalls have special hartwsupport the VPN and

minimize thenegativeimpact of the VPN gwices.

2.7 Firewall and Authentication

We have the sense that authentication depen
and password. However, as we know simple passwords tareliable nowadays. Stronger
authentication mehanisms are very important drefvalls when protocols such as Telnet,

SSH are used. As | mention on the dynamic ACLs, when remote user establishes SSH or
Telnet connection to the router, leakdkey authentation could be used BNVTY line.

This password based authentication can use different methoga$keoreonly, alocal

username dabase omanAAA (Authentication, Authorizatiorand Accountinyserver with

either RADIUS or TACACS+.

When AAA s implementedvith Cisco products, either Terminal Access Control Access
Control Server Plus (TACACS+) or Remote Authentication BmUser Services (RADIUS)

can be selectedoth methods can be uskegremote users when communicatimigh AAA

seners. Dfferences are TACAS+ encrypt all imfoation like passwosland usernansavhile
RADIUS only encryps user passwosd As a result, TACAS+ is more seclam it is sup-

ported by most Cisco products but RADIUS is the RFC standard. How to choose appropriate
methoddepends otheo r g a n i z a $. If detailédsaccauatieaglis more important

RADIUS maybe selected as it provides extensive accounting. If there are different user groups
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in the orgaization and different authorization policies are applied, TACACS+ msgleeted

as it separates authentiom and athorization procees[17].

2.8 Cryptographic Security Mechanisms

Commonauthentication methods in mern firewall are one time passwords, hashed-pas
words and digital signatures wiBublic Key hfrastructue (PKI). As many security impt
mentations includingomefirewall implementatios are basd on cryptographic mechanism, |
will explain this topic a little bit. Cryptographyasists of authentication, imgety and conif

dentiality and protects data agaiegposed to untrusted parties.

| integrity | Authentication | Confidentiality
Cryptographic hashes, protocols, MDS HMAC-MDS DES
and algorithms SHA HMAC-SHA-1 3DES
RSA and DSA AES

Figure6 CIA [18]

From Hgure6 we can see there are various protocols and algorithnispdemening conf-
dentiality, intgyrity and authentication. MAC, RSA or DSA can be used ihe authentaion
while integrity is guaranteed by using MD5 or SHA.

Encrypting communication traffic is one example to secure the data confidentialigin fir
walls. There are two types of egption algorithns, one is symmetric and the other israsy
metric. Symmetric algorithmlike DES, 3DE&nd AES assumigoth communicatingarties
knowthe preshared keyWhile asymmetric algorithslike RSA and Rblic Key Infrastric-

ture (PKI) establish a secure method without previously knowing the secret key. Choosing a
suitable algorithm depends on thpesific security needs. For exampleDBlis less safe but
faster tha SHA. In addition, encapsulating security payl@a8P) which offers confidential

ty, integrity and authentication is widely used. Those security mechaungadsn the firewall
canprotect communications traffito or from firewallsagainst modification, insertion or @el

tion.

3. TYPES OF FIREWALL TECHNOLOGIES

When Morris Worm carried by emails firstly attacked Internet in a large scale without



14
expectation, Internet experts beagrdoperateon designing secure software and systems for
the InternetFirewall began to emerge late 1980seveninternetrelated thingsverestill

quitenew to the majority of peopkl over the world

Firewall acts as safe guard who stands in fronteabuilding entrance and checks people who
comes in or out to keep the buildisgfe This section will give a general overview of diffe

ent firewall technologieNowadays we have variodgnds of firewalls which have common
properties such as resistanaeadttacks. A traffic must flow through firewall and using access
control policy.However, different types of firewall have different advantages anuiliations.
This mainly due tdirewalls usually also contains other technologies suchtasrnikeaddress
translation, content filtering and so Miith a good understandirgf their differencesand

their respectively provided features, we can choose and implement appropriatestfipe-of

wall to best meet the network security needs.

3.1 Packet FilteringFirewall

Packet filtering firewall is the first firewall technology introduced by Jeff Mogul from Digital
Equipment Cgporation (DEC) in 198819]. This first generation of packet filtering firewall
mainlyworksatthe network layer of the Open Systems hetannection (OSI) nael. And it

also usesgransport layemformationsuch as port numbgto dery or permittraffic (e.g. traffic

sent by an outside web server to the TCP port 80 couldrfigwed to be blocked)

Packet filtering is based on using A€to block connenction to or from a specific network,
hosts and portdt filters traffic according to source and destination IP addresses, source and
destination TCP/UDP portumbes, protocos and packet type However, initial packet filte

ing firewalls are stateless as they da know whether a packet is a part of the existiaffitr
streamor not As a result, this kind of fingall is also called stateless inspection firewalt-
houghfewer stateless firewalls are used nowadays, they are indeearé&iundation of

most malern and advanced firewall€ontent lelow are dvantages and limitations of the

first generation packet filterg firewall.

Advantages of stateless packet filtering firewall are [19]:
Location flexibility: network devices likeouters, switches, and wireless access points

5

configured with ACLs can be packet filtering firewall to control traffic for security [20].
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Packet filters firewalls filter packets faster without inspecting packet content.
Packet filters have a low impact aetwork performance and work efficiently.
Packets filters are easy to implement (a network router with simple access control lists
could be a simple packet filtering firewall), maintain, and are supported by most operating
systems.
Security at the Networkayer can be provided by a packet filter.

A packet filter can perform almost all tasks of a hegtd firewall at a much lower cost.

Disadvantages of stateless packet filtering firewall are [19]:

5

Packet filter firewall is weak to IP spoofing. If hackersdifypthe IP address information

in the packets header and send that packets pretending from a trusted networkeeo the fir
wall; and packets fitting the ACL criteria can pass. If those passed packets contain mal
cious code, the internal network will be ighirisk. Some spoofing attacks can be-mit

gated by verifying the session state in a firewall that works at higher layers. Authentica
ing the users before allowing the packets is also an effective way to prevent IP spoofing.
Packets filter firewall may bewnerable to Overlapping Fragment Attack which is to
bypass the firewall and gain access to the targeted network or a host. Becauselpacket fi
ters filter fragmented IP packets based on the TCP header information in thedirst fra
ment and all fragments aftthe first fragment are passed unconditionally. Attacker can
overwrite part of the TCP header information in the first fragmentation which can still
pass the firewall. Then following fragments can be inserted with malicious data and pass
the firewall. Conmon example is to change service type by changing the destination port
number. For example, change port 25 (SMTP) to port 23(Telnet), traffic normally will be
denied by the router could pass the packet filtering firewall in this case [21]. Firewalls can
be configured to block fragmented packets to mitigate the fragment attack. However
fragment packets sent by the legitimate users via the Internet could be blocked as well, so
it is not recommend.

Packet filter firewalls cannot dynamically filter certain seeg. For example, sessions

that use dynamic port negotiations are difficult to filter without opening access to a whole
range of ports.

Packet filter firewalls are stateless. They examine each packet header rather than content
showing the state. Anythirgyen like viruses fitting the simple rules can pass and sender

of packet is not authenticates, which will cause security issues.
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Packet filtering firewall cannot resist the attacks on application layer as it does not check

the pandnst soé co

3.2 Stateful Inspection Firewall

Steaelesspacket filteringalso known as static packet filterincannad recognizenvhether the
packet is part of an existing flow of data or not. Allomdeny deisions are made packet by
packetbasisrather tharbased on mviousallowed or denied packetAs resultastateless
packet filtering firewall is not smart enough and can be fooled by professionaldaker
sdve this problem, statefuhspectiorfirewall was firstly developed by Bill Cheswick and
Steve Bellovin at AT&TBell Laboratories in 198R22].

Statefulinspectionfirewalls are based on packet filtering firewall atehmonitor the conne
tion state such as initiation, data transfer and terminali@point out that, the terms ted
scribe the connection state yrtze a little different from various firewall products but quite
similar. This kind of firewallis also known as dyamic packet filteringirewall andit uses
information at layeB, 4 and 5 of the OSI modgR2]

Statefulinspectionfirewalls track the ommunication process by usiagtate tableNaturally,

about the firewallgstate table maglsovary from avendorto avendor Following

information is about the Cisco stateful firev@alstate tableEverytime when a TCP or UDP
connection iestablisked,afirewall will log information in the stateful session flow tablée
session flow table includes sorce and destination addresses, port numbers, TCP sequencing
information and flags for TCP or UDP connection in each associated s&¥sien firewall
receives a packet fromutside networkit will comparethe received packets with saved state
table information to make the allowed or denied decid@2f In addition, for statefuln-

spection firewalls who add thetmerk address translation (NAT) feagy their state tabde

will also include some NAT informatio[82].

More advanced statefirispectionfirewalls @an update statdetable and alloweturning
traffic initiatedfrom inside networkThis reduces DNS cache poisonimgh{ch couldcause
thename server to return incorrect addrasd make the attacké@device acts as DNS server
to trick users communicate with thg¢@nd TCP RST flood attacks (a kind of DO&ek by

sending succession of SYN requests to targeted systems and cause sepensivecto ¢-
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gitimate users)23]. However, as stateful inspection offers transparency, internal IP addresses

are exposed as shownhkigure 7 below. This could causpotential threats for the nebrk.

101141 > > = 209.165.201.3
- -

source port 1500 > dastination port 80

Inside ACL (Outgoing Traffic) Outside ACL (Incoming Traffic)

| permit ip 10.0.0.0 0.0.0.255 any Dynamic: permit tcp host 209.165.201.3 eg 80 host

10.1.1.1 eq 1500
permit tcp host 209.165.201.3 host 10.1.1.1 eq 22
deny ip any any

Figure7 StatefullnspectionFirewall [24]

Below aresomeadvantages of th&tatefulinspectionfirewall [22]:
Provide nore secure and better performance than packet filtérawgall.
Stateful packet filtering firewall can preveshmespoofing and DoS attacks bspecting

5

connection state arerifying whether packets from an authorized reeuor not.

Disadvantages of the statefiispectiorfirewall are listed belovj22]:
., Compared with stateless firewaligatefulinspectionfirewall requires more memotyp
track the conngtion state.

It is also harder to manage than a stateless firewall

Stateful packet fitring is vulnerable to application layer attacks as it dbeseck co-
tents of the conection.

Someconnectionlesprotocols like UDP and ICMP do nptoduce connection infe
mation for the state tabl&hey are quite different forrmonnectiororientedTCP who has
the threeway hanghake proces&IDP and ICMPpackes donot have sequence number
or flags,sostatefulinspectionfirewalls can just check the source and destinatiom{P a
dress, portand otheinformationaccording to the rule® allow thepadkets. What is
more, because of UD&hd ICMP areonnectionlesdjrewall cannotknowwhen the sg
sion is endSo theUDP or ICMP sessiofs entries will be removed from the state table
when the predefined timeout value is reached. This prevents entriesliirghe state
table and may let some UL ICMP traffic pasgthe firewallwithout entries. [32]33]

Statefulinspectionfirewall doesi@ support user authentication
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3.3 Application Layer Filtering Firewall

With development of the attacking metlspthreats move from lower laydo the higher g
erslike appliction layer.As we know from aboveg packet filteringfirewall anda stateful
inspectionfirewall analyzeapadketd addressegorts, protocols, a& packet state but still not
that deepn application protocols ancbntent of the packetébsencen checkng contents
includingpayloadgives hackers opportunities to attabk application layerdirectly. So the
third generation ofhefirewall calledapplication layer filtering firewall isnvented to defend

application layer attacks.

Applicationlayer filteringfirewall filters traffic based on infanation on layes 3, 4, 5 and 7

of the OSI modelApplicationlevelfirewall can examine atents of the header infimation
according to spefic keywords orcharater strings like words or phrases and then block-me
sages matchg the ruleg25]. Most of the application fewalls control and filter traffic based
on softwareThis means thahe application firewall filtes contentand blocls unwanted tr&

fic with the help of software program.

Advantages ofheapplication layer filterindirewall are listed as follows
. Provide higher levedecurity when compared with other types of firewapplication

layer filtering firewall examines conteaf the data, so it can prevent attacks basegen a
plication layer protocolEExamples are SMTP, POP3 and DNS buffer overflows; web
attacks based on HTTP header and request information; attack code hidden with SSL
tunnel$25]. For a detiled example likeet based attacks, we can use keyvoaaid

specified by the firewall to filter URbttp://www.badthings.com/aaa.html

Disadvantage of the application layer filteriimgwall areshowed as belo\25]:

A main shortcut of the application firewall isatthe processing is slow due to checking
contents of the packets. As a resnéitwork performanceaybedegradd in certain @-
gree.

Application firewall needs suppifrom powerful hardware when compared wptrcket
filtering firewall.

In addition, it is more expensive than the other types of firewall.

The last disadvantage is its complexity and relatively difficult to implement andaimai
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3.4 0ther kind s of Firewall s

Exceptfirewalls | mention above, gre are also other kind of firewalls such as asted
firewall and hybrid firewalls in modern netw@Krhose firewalls add flexibility and diversity

to the network according to diffent specification and needs.

3.4.1 Hostbased Firewall

Hostbased gerver and persondijewall means dost or server with firewall softwarerru

ning on it. Rrimeterbased firewalls have to deal with large number of applications and se

vices. Somtimesit is possible for them tieave out some malicious threathich aaccess into

the internal networkAnd it is widely known that perimetdra s ed f i rewal | s don
against threats inside the netwdBlaa hostbased firewall can be used to prevent threats
mentioned before. It can block incoming or outgoing trafficdniy on that host or server and

not the network it residg&8]. With the firewall software, host can be less likely affected by
malware or other hostblostbased firewal for serves usually useule sets to deny or allow

traffic like the network firewk does. Hosthased firewall also cooperateith other software

like antivirus software and intrusion preventiontg@ire to provide security.

3.4.2 Distributed Firewall

Exceptthe personal firewall, more advanced firewldte a distributedfirewall is developed to
prevent inside network attacks. Unliaéraditional firewall that assumeiseinternal network
is trusted whilghe external network is untrusteddistributedfirewall thinks both internal
andexternalnetwork are untruste@6]. By filtering traffic from both the Internet and inside

network, attacks launchdéwmm theinside network can bgrevented.

A distributed firewall is based on hassident software applications, and it can provid@-hig
ly targeted security policy for the hosts wihirun specific applicationé distributed firewall

is usually behind the perimeter firewall and acts as the sesmrdnLike a big building

within many rooms, perimeter firewall acts as the main guard in the building entrance and

distributed firewallprovides feaires that act as guard in the room entrance.
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Distribution firewall is not a single product but antire sysem that has perimeter firewall,
acentral maagenent serverandenduser machines. There are three main components of the
distributed firewall. The first one ihecentral management system which centrally deploys,
monitors, or updates security policidfie central management feature reduces workload for
the alministrator and also reduces costs on maintafitesecond componers to distribute
the policies to endisers in a secure way. Finally, when security polies sent by the central
management server arrive to the hosts, hosts will implement the polies to allow or deny
traffic. [26]

A distributedfirewall is similarto persoal firewall but it has more advantages as it offers

central management, logging and other feat(i2€$. Secuity policy onthe personal firewall

can be configured by the system users themselves and the policies or managementlis only va
id onthat individwal host. Security policies oméd-users withirthe distributedifewall are

managed by the network administrathnd those security polices cannot be changed by the
client usersSecurity policy could be implemented on every detailed corner of the network

wherethedistributed firewall resides rather than just generally between networks.

In summarythedistributed firewall strengtharsystem securitin terms of intrusion dec-

tion and intrusion protection systems for the hody. implementing omprehasivesecurity
policy on the hosts, inside attacks can be prevented.aCemnagement also enhances
network administrates® work efficiency. In addition, it reduces bottleneck problem on the
perimeter firewall and improves network performance like fgatecessing speebletwork

monitoring, syslog management and other tools also enhance the security level.

3.4.3Application Proxy Gateway

A proxy servercan also acts as a firewall to allow or deny packets and works on behalf of the
network users. Itan be a dedicate hardware or a general machine running some software.
Proxy is aspecialnetwork service used by clients to indirectly conteanother host. Many
firewalls androuters have this kind of proxXynctionto provide privacy and security fpro-

tected network.

Firewalls that hava proxyagentact as a bridge between the internal network and Internet.

When host A in the internal network wantsctimmunicatavith host B via the Internet, it
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should firstlyconnectto the proxy severand thenhe proxy server connectsttee host B.
Both host A and host B are invisible to each other but they are respectively visible to the
proxy server. They never conunicate directlyputalways via proxy server. As host B tire
external network cannot see theide IP addressetheinternal network is less likely to be

attacked by the hacker. This is quite similar to the network addresstiansl|

The proxy agent uses the firewall rules to deny or allow traffic. There are different types of

proxy gatewaysr proxy firewalls according tavhich layer they mainly operate.

An goplication proxy gateway is similar amapplication firewall and works at the applion
layer. It also examines the content of the traffic and checks application protocol headers or
payload to allow or deny traffic. There are some differences betweeapplication proxy
gateway andheapplication firewall. Firstlytheapplication proxy gateway is safer as pr
vents direct connection between two hosts [32]. Sdgpitighrovides safermechanisniike

decryging, and reencrypting packets before sending them [32].

There are different dedicated application proxy servers according to differestgisot

And different dedicated proxy servers proviiferentservices. For exampla HTTP proxy
servermrovides web services and a Simple Mail Transport Protocol (SMTP) peoxgrpro-

vides email servicedNormally, a proxy sever is placed behind a firewall and deals witlf-tra

fic to or from the main firewall. Before forwarding traffio the internal hosbr passing tria

fic to the firewall,the proxy server will check and filter the traffic [32]. Dedicated proxy-ser

ers only accept packets generated by the service that the proxy server dedicdtes {27].
ample, Telnet traffic ismy handled by the Telnet proxy [27]. An application proxy gateway
that only runs Telnet proxy can allow packetsagated with Telnet service and deny all other
packets with other services. Dedicated proxies can reduce workload for the firewall as it can

filter and log some application traffic that maybe hard to check for the firewall [32].

There are some disadvantages ofapplicationproxy firewall, it is more difficult and ¢o-

plex to configure. For the dedicated application praxyadministrator sbuld befamiliar

with the protocols to configure related security policies. Otherwise, misconfiguration would
negatively affect the network security level. In addition, the processing speed is slow and the

performance is degraded.
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Because of those problsmapplication proxy servesse gradually ignored by many vendors
and replaced bgdaptiveproxieslike Cisco Adaptive Security Appliance (ASA)daptive
proxy firewalls combine security of the proxy fwell andspeed of thelynamicpacket fie-

wall as wdl as other fatures.

3.44 Unified Threats Management (UTM)

Many modern firewalls are combined wihveraffeatures to apply on a single device orsi
gle system. Simildy, Unified ThreatsManagement (UTMalso adapts the idea ittegrate
multiple searity products to perform muttimensionakecurity features on a single appl
ance. For example, it usually combines firewall,-airtis, network intrusion detection and

other fetures

With those allinclusive security features, organizations especsigllandmedium size
organizatios can savenoney wherbuying device. UTM also reduces the complexity and
simplifies installatioras well agnainenanceof the device. Welbased GUI management also
reduces workload of the network administrator. As egemy has two sides, one main lianit

tion of the UTM is the performance. With a single device and single system to deal Wwith mu
tiple tasks will take longer time and consumes CPU resources. As a resulociesprg may

be slower and it nesdsupport of pwerful hardware. When compared with some single fe
ture provided byanindividual device, the performance of that feature on UTM may adso d

grade because eabmpromisingwith other multiple functions[32]

4 FIREWALL AND NETWO RK ARCHITECTURE

After wenow know secure components in firevgadind types of firewadl it is time toanalyze
wherewe should put the firewall in the network topolodis section is mainly to introduce
commonly used firewall architectusén the network.

4.1 Simple Network with Firewall or Bastion Host

In Chapter 3 we alreadgarntthat packet filtering is the basic featureadirewall and dew-

es like router can also acts as simple firewall. Below Fi§@st@ows a simple packet filtering

router acting aafirewall betweeratrusted networKprivate networkandanuntrusted nie
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work (public network like Internet)The router is directly connected to both networks o pr
vide simple network security featur&u can apply different types of Cisco 10S AGbs

control néwork access.

' Trusted .~ Untrusted

. Network < J . Network
R e Filtering A 4

Router
Figure 8A SimpleRouteras a Firewal[36]

4.2 Firewall with Proxy Server

As Internet is an open systeagmetimes we do not want to reveal our internahak. We

canuseapr oxy server as a Af og s gposeccanectianto t he

the Internet.
LAN

PC

"y

-

Internet Router /
Proxy Server Switch
2" PC or Printer

Wireless
Connection

Figure 9 Proxy Server [38]

Figure 9 shows network topology wigiproxy serverHosts in the LAN wanto communcate
with outsideworld andpackets should be processed by the proxy before being forwarded to
the Internet. Simildy, retuming packets from the Internet shoaldobe processed by the

proxy server before senditigemto the internal host router in the network acts as aefir
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wall and can control network access hiyizing access lists. Except allowing and denying

traffic to a network, router also routes IP packets.

4 3 Firewalls with DMZ

We learniin Section 2.5 that DMZ is a subnet network to place servers and sepsoate
theinternal néwork from thepublic network.No matter how to implement a netiowith

DMZ, basic access control principles are dbtes [14]:

Internal network can freely access the Internet but this needs the firewall to translate i
ternal source addresses to the public one.

Internal network can access the DMZ; this makes conmeaitor internal users admsni

trate the servers in DMZ as well as share resources provided by the DMZ servers.
External network can access the DMZ as primary aim of the servers in DMZ is to provide
services for the public network. Additionally, when ousglaccess the DMZ, thedir

wall needs to translate public address to address recognized in the DMZ.

External network cannot access the internal network as data in the internal network is
private and not public.

DMZ cannot access the internal network otvise when hackers from Internet intrudes
DMZ, they can attack the internal network in further.

Generally, DMZ cannot access the Internet except when DMZ houses email server which

needs to access the Internet.

Below are two types of firewall architectweithin the DMZimplantation.
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Internal Network

Firewall

s

Router to External Network

Figure4 Single Frewall [15]

Figure4 shows theiggle firewall topology. Tere isonly one firewall with three network
interfaces whicheaspectively connect the external network, DMZ and internal network. Any

communicatios between servers in different zones must pass through the firewall under the

predefined network security policies.

Internal Network
DMZ

Back-end Firewall
Front-end Firewall

s

Router to External Network

Figure5 Dual Firewall [15]
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Figure5 shows a more secure way to create a DMZ with two firewalls. The first firewall (also
called frontend firewall) connects the DMZ and public network. It is configured to alldw tra
fic destined to the DMZ only. The second firewall (also called {gackfirewall) connects
internal network and DMZ. It controls traffic between internal network and DMZ.rats-
od is more secure as hackers have to break two firewalls in order to access the iriternal ne

work but it s also more expsive.

4.4 Firewall Appliance

A firewall appliance can be dedicated hardware and software system that impléraeart
cess cofrol policy. It can contain many &&ures like Network Address Translation (NAT),
Virtual Private Network (VPN)andDe-Militarized Zone (DMZ) and so on. Cisco ASA is
one of the commonly used Firewall Appliarfoe small and radiumsizeorganizatios. Fig-

ure 10 shows a simple topology of the Firewall Appliance.

~~  Trusted ' Untrusted
 Network § _ Network
A A /“ o : 2 < /
N - = TR jirewall Flltenng e sl =

Appliance ~ Router

Figure 10 FirewalApplianceq36]
4.5 Firewall with VPN
As | mention in 8&ction 2.6 VPN is added to the modern firewall architecture to proséde

cure connectiofor two remote networksver tre InternetBasically, there are two types of

VPN networks, onés siteto-site VPN and the other isemote acces¥PN.

Network #1

Host A
y L

VPN Tunnel
(e.g. IPSEC)

Non-tusted network
(e.q., the Intemet)
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Figure 11 Sitdo-site VPN B9

As mentioned earlier, site-to-site VPNsolution can connect two or more sites in different
fixed locations in a secure way. By using ditesite VPN, an organization with different

branch offices can extend its network and internal information resources to its employees. In
the siteto-site VPN network, hosts on each side of the network send anderéefic

through the VPN gateway. A VPN gatewaysually placed at the edge of a network and it

can be a routenfirewall or Cisco ASA.

Figure 11 shows how the site site VPN workslf host A inthe network wants to con-
municate to host B onework 2via the Internet, it firstly sends traffic to VPN gateway A.
Then the VPN gateway A will encrypt the traffic before sending it to the Internet. When the
peer VPN gateway, which is VPN gatewapBthe network 2eceives the traffic; it will first

decrypt the traffic ad then fowards the trafficd host B.[40]

HE M 7T VPN Tume

(e.g. IPSEC)

Non-busted network
| (e.qg., the Intemet)
Remote User \K_/

Figure 12 Remote Acce$8°N [based on 39

Siteto-site VPN is suitable fonetwork to network connectisand the placesf the networks

are usually fixed. However, how to provide a secsplution for cases th&PN userchange

ther locatiors frequently? For example, some business man like salesman who needs to travel
to different places but still need to access information ftzenemote company via the Imte

net.

In this case, rente access VPN is developed for those telecommuters. They can flexibly co
nect VPN conngion by the computer without limitation of the location. In addition, they do
not need to set up the VPN connection all the time and can close the connection whken unne

essary and establish the connection when needed.
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Remoteaccesd/PN could be implemented as client and server architecture and usually the
client should download corresponding VPN client software. The VPN client software acts as
the VPN gateway as | meati tin the siteo-site VPN. When client sends traffic, VPN client
software will encrypt and encapsulate the traffic before sending it to the Ini&fmen. the

VPN gateway on the target netwodceives the traffic, it decrypts the traffic like the VPN
gateway in the sit¢o-site VPN. [40]

5. FIREWALL IMPLEMEN TATION

After we get familiar with the firewall technology and architecture, it is time to do tha-pract
cal firewall impkementation A firewall can beasimple device like a routevith integrated
firewall capabilities. It can also bealadicated firewall likehe SmoothWall tgrovide some
security featuresMly practical aimin this sections to implemengpplication layer filteing
based onwo differentfirewall solutions. They ara CiscolOS rouer configured wittCBAC,
andafirewall as a proxy by using SmoothWalhenl will compare th@erformancaliffer-

ences between them

To analyze their perfarance, | willuse a networkonnected by a router bwithout any
firewall capabilities as eeference.For each test,will choose ICMP, TCP and UD#dffic to
test whether the traffic is allowed beforeafter |configure related ruledn this basc testing
environment! will also choose referred parameters on TCP traffic for evaluating baridwidt
Topicsaboutmy testing environmenperformance comparisons among differi@wall im-
plementationsandconclusionor additional analysisummary for the practical workill be

coveredbelow.

5.1 Cisco Router without Firewall Capabilities

In my practical work | simplify the network topologypy only usng two networks One net-
work stands for the trusted network and the otivesrepresergtheuntrusted network. @y
one firewall will be used and | will not use DMZ in the network. The four testirvgy -

ments and detailg@ shown below.



5.1.1Tested Environment

Before we evaluate the firewall performance, it is extrenmeportmantto test its badime

environment. This guarantee that the firewall performance will not be affected by the other

factorsin the baselin@and make the results more relialllbe other purpose of the baseline

environment is to decide measurement methaodl referenced parametgyslatter scenerios.

Figure 13 showthe toplogy of the small baseline netwofkvo compuers with Windows XP

and oneCisco2911 router will be use&erver computer will stand in the outside network

while Client computer will b@lacedin theinside network.

a—
—

i}

e

-

——

Server Client

Figure13 Basic Tested Environment

Tablel shows ip addressand subnet maslof the network devices according to the

topology.

Table 1 Address Plan

Name IP Address Subnet mask Gateway

Server 192.168.1.2 255.255.255.0 192.168.1.1

Client 192.168.2.2 255.255.255.0 192.168.2.1
Outside Inteface 192.168.1.1 255.255.255.0 NO
Inside hterface 192.168.2.1 255.255.255.0 NO

| testiCMP, TCP and UDP traffic befolemeasure the network performarmesendingecho

request, web request and TFTP file transfer requpstg fromthe client computerto the
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server computerand vice versa, lib pings are successfdlhenl use a web browser on the
client computer and type thie address of server computertést the TCP traffic. The client

computer can successfullgcesdo thehomepagef theserver compur and vice visa

Finally, to test the UDP traffic] download tftpd32 software on both sereemputerand ci-
entcomputer On the server computériirstly open the tftpd32 software and choose TFTP
Server Then on the client computer, | create some text file which will be transfdurety

the testFigure 14shows the content of the text file | will transfer and configuradiime

client TFTP. Firstly, | open the software and choose the TFTP client to send TFTP file. Host
is the IP address of the server on which the TFTP serirestédled. The port number is 69

and the protocol iEDP. Thenl locate the testl text file and clithe Put buttonWe can see

the settings on the TFTP client and text file content from Figure 14.

- Titpd32 by Ph. Jounin |- [B]%] .. Titpd32: directory

EUPL-EN.pdf 3/24/200934312
titpd32.chm 5/8/2011 355286
titpd32.exe 5/8/2011 205312
ttpd32.ini £/24/2008530

Current Directory IC:\Documents and Settings\Studenty _:j Browse I

Server interfaces |192.188.2.2 ;] Show Drir |

Titp Server  Tftp Client | DHCP server l Syslog server | Log viewer I

Host |1 92.168.1.2 Port 69

Local File IC.\Duuumenls ard Sellingst |

Remote File |
Block [pefault v
Size

Get I Put I EHE-’J‘»I

Close | Copy Explorer

About I Settings I Help I

B=1E3
File Edit View Favorites Tools Help r’,' File Edit Format View Help

k:)f‘i‘:"' \‘) [I pSearch lL: S . Before configuring CBAC

Address

(23 C:\Documents and Settings\StudentiDeskkop\CBAC t I Go

testl.bxt
Text Document
1KB

" “\ n

Figurel4 TFTP ClientConfigurations
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Then the TFTP seer will receive the text filand we can see it on the directdfigure 15

shows that the TFTP Server receives the text file and we can also see the content of the

received file.
- REGT T ian
£ AR EIBIX] B testt.ixt-Notepad (2B
> N File Edit Format View Help
3 o
Current Directory IC:\Documents and Settings\Student’, L] Browse » MBefore confs gur‘"lbng CPAC
Server interfaces |192_153.1_2 ﬂ Show Dir &) 2 ? / ! Search
Thtp Server l Titp Elient] DHCP server ] Syslog servef] Log viewer | Address |9 C:\Documents and Setting ¥ | Go
eer file starttime | progress " - i
- o T ettt &
= | TextDocument
= 1KB
) tftpd32.chm
F«‘-/ Compiled HTML Help file
= 347ke
“ \ tftpd32.exe
N\ TFTP server
U ph,
£ > o
Y Htpd3z.ini
About Settings | Help I 5 l’ ”Fd I ationaettings
=t [N =} v

Figurel5 Results on TFTP server

In summary, all the traffitke TCP,UDP and ICMPare verified normal beforemeasure the

network performance.

5.1.2 Network PerformanceMeasurementMethods

After the basic environment iested network performancwill respectively be evaluated by
network latency and packet lost rat@anBwidth will also be used as a reference of tlie ne
work performanceThen based on the resultgan choose referrqggarameters foother fire-

wall implementatios and comparer analyze the results of the tests

5.1.2.1 Network Latencyand Packet LostRate

| simplyuse ping command to test the netiwiatency and packet lost ratéerethe network
latency will use Roundkrip Time (RTT) as a referenc&he unit of RTT is nilisecond and

will use the ms as itgsbbreviationIn general three differenpacket sizes like small, medium
and large will be used. For each packet dizell test 5 timesand for each timésend 500
ICMP requestsThen | calculate the average RTaverage of the minimum RTT and average

maximum RTTas well as average packetlost rate acording to the reults of the 5 tests.

Among the 5 testshe result of the each tasistly varies a little different terms of maix

mum RTTwhenone or twdCMP requestamong thés00requestsake longer timeUsually,
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the number of thaspaclets is few. As a result, the average RTT is almost same to tire min

mum RTT whermajority of the packets use the rmmum RTT.

Table 2 Network Latency and Packet Lost Rate

Packet size | Number of Lost Min (ms) Max (ms) | Average (ms
(Bytes) Requests
32 500 0 (0%) 0 0.8 0
35000 500 1.1(0%) 7 8.4 7
65000 500 2.6 (0%) 13 21.8 13

Table 2 showshat in the base environmenith same number of requests, thigger the
packet size the larger dealy will the network Hacket lost rate will also increase
correspondingly when the packet size growsach case of packet sizlee average value is

equal to the minimum value. This means that only few ICMP requests have higher RTT

5.1.2.2 Bandwidth

To measure the network bandwidkldownloadJperf softwae on two computers.will use
Jperfserveron the Server computand the clientnode on the Client comput&fCP with
different parametensill be tested individuallyFor the TCP traffic, buffer length, TCPrwi
dow size and Max Segment Size will $epaatelyset with different valuet® determine
which value hasigherbandwidth Thenl will choose a good combination of those three fa

torsin other tests

Firstly for the TCP Buffer length tedtusethe following ascending buffer sizéMbytes, 2
Mbytes, 4 Mbytes, 8Mbytes, 16Mbytes and 32 Mbytes.
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Figure 16 TCP Buffer Size and Bandwidth

FromFigure 16above, we can see that with loviriffer size, the bandwidth is more stable

with relatively lower value like 83886Hgtes. If the buffer gieis higher, bandwidth will fla-
tuateandchangemoredramaticallyif the buffer size is more than 16 Wbs.As a result]

will choose 1 Mytes for the buffesize to get a stable bandwidth result for the later tests.




34

Then for the TCP window sizéuse different window sizes. Table 3 shows that thedban
width will gradually become bigger when the window size grows tirexceeds 32 Kbytes.
After 32 Kbytes, bandwidtwill decrease a little bitAccording to the result,will use 32

Kbytes as a referer value for the TCP window size.

Table 3 TCP Window Size and Bandwidth

Window 1 2 4 8 16 32 64 128
size

(Kbytes)

Bandwidth | 57584| 57576 | 58638 | 62538 | 71974 | 84687 | 84581 | 84123
(Kbits/sec)

Thirdly, for the TCPMax Segment Be (MSS), lalso usevaried vales ranged from 300
Kbytes to 1800 Kbytes tshow the trend of bandwidth when MSS groWable 4 shows that
bandwidth will kecome bigger when MSS grows until its value is 15@9tKs. If the MSS
value is over 1500 Kbytes, bandwidth widadease a little biBased on the resultswill
choose 1500 Kbytes as the referred MSS for TCP traffic.

Table 4 TCP MSS and Bandwidth

MSS 300 600 900 1200 1500 1800
(Kbytes)
Bandwidth 57805 51823 61884 62097 62277 61917
(Kbits/sec)

In summary, for the TCP traffic, bdwidth will be set by buffer size with 1 Mbytes, window
size with 32 Kbytes and MSS with 1500 Kbytes. With those settings configured for the TCP
traffic, | test 5 times andse the average value for bandwidth in the baseline environment of
router without frewall. Table 5 shows that the bandwidth in this testing environment is 84348

Kbits/sec.

Table 5 TCP Bandwidth in Router without Firewall

Times 1 2 3 4 5 Average

Bandwidth 84394 84336 84498 84336 84175 84348
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(Kbits/sec)

5.210S Router configured with CBAC

In this section, Cisco router will be configured with CBA@ee and acts as an integrated
firewall to control traffic between two networks. this CBAC settings, thenside interface
will be configured with inbound ACLs to inspect outgoing ti@ffAnd the outside interface
will be set with dynamic ACLs to allow traffic originated fronside network to return back.
This dynamic ACL is temporary and will be removed when the session isAdviire ACLs

will be numbered andxtended ACLSs.

LAN2(Inside)

LAN1(Outside) T T
L]
[ Y] B,

—/

I0S Firewall

Figure 17 Router with CBAC

Figure 17 shws the topology of this testeetwork.| just continue to use the baselindne
work and add extended ACLs on both inside and outside interface in order to cofficol tra
The network will be implemented with the aimadov:

9 Client on inside network can send ICMP echo request

1 Client on inside nsvork can access th®mepage of thserver

1 Client can send TFTP file to the seraerd the server can read the information in the

received file.
1 Inside interface will inspect ouding traffic and outside interface will allow return

traffic initiated by the client
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1 Other requestfrom inside network to outside and request from outside to instde ne
work will be denied.

To understand how the CBAC works, | also divide this part imeetprocesses: beforenco
figuring the CBAC, before configuring the inspecting rules and after configuring the thspec

ing rules.

U Before configuring the CBAC
Before configure the ACLss| mention in thébaselingest,| test the ICMP traffic by ping
method, UDP traffic by tftp file transfer and TCP traffic by using web request. They all work

well from inside network towards outside network and vice versa.

U Creating ACLs without Inspection Rules

To allow client in the inside network to send web page reg@esito transfer tftp files as
well asto ping other hostd,usethe canfiguration command below:

CBAC (config)# access -list 101 permit tcp 192.168. 2.0 0.0.0.255 any

CBAC (config)# access -list 101 permit udp 192.168. 2.0 0.0.0.255 any

CBAC (config)# acce ss-list 101 permit icmp 192.168. 2.0 0.0.0.255 any

CBAC (config)# access -list 101 deny ip any any

Thenl applythoserules on the inside interfagéth the inbound direction, so all those three
requests arellawed to go out this interfacnd otheundefnedtraffic will be blocked

CBAC (config)# int gigabitethernet 0/2
CBAC (config)# ip access -group 101 in

To only dlow the icmp trafficto return from outside and deny all the other traffic frorz ou
side,| use the command below:

CBAC (config)# access -list 102 permit icmp any any echo -reply

CBAC (config)# access -list 102 permit icmp any any unreachable

CBAC (config)# access -list 102 permit icmp any any time -exceeded

CBAC (config)# access -list 102 deny ip any any

Thenl apply those ACLs rules on outsiolgerface with the inbound direction.
CBAC (config)# int gigabitethernet 0/1
CBAC (config)# ip access -group 102 in
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Thenl test the icmp traffic and web services as well as tftp file transfer services bagphg

the inspection rules.

Pinging from the server to the client is failed because of the deny ip any any commane. Ho

ever, ping frontheclient totheserver is allowed because of the command permit icmp any

any echereply. For the tcp traffic test, requests on webpage at ¢ftbelient computeor
the server amputer are not allowed. For the file transfer, the file catrdresferredvia the

UDP 69 port but the contents of the text file iangsible.

0 Adding Inspection Rules
In order to let the returning tcp and udp tralfack to inside netark, | add the commands as

Figurel9 shows.

™ Tera Term Web 3.1 - COM1 ¥T

File Edit Setup Web Control  Window Help

*Apr 25 13:49:59. 347 ESYS-5-CONFIG I: Configured from conscle by console
CBAC:EB
CBAC »
CBAC:en
CBAC:enable
CBACHconfig
Configuring from terminal, memory. or network [terminall?
Enter configuration command=s, one per line. End with CHTL-Z.
CBAC{configi¥ip inspect name CBAC-FW tcp
CEAC{configli#¥ip ins=pect name CBAC-FW udp
CEBAC{configi#int gil-2
CEBAC{config—-1if )#ip inspect CBAC-FW in
CBAC{config—if )& Z
CBACH=h
*®*hpr 25 14:11:03.523: XSVS-5—-CONFIG I: Configured from console by consoleow ip 1
nzpect session
CBAC¥=how 1ip inspect =es=ion
CEBAC¥=how 1ip inspect name CBAC-FW
Inzpection name CBAC-FU
tocp alert 1z on audit-trail i= off timeout 3600
udp alert 1= on audit—-trail 1= off timecut 30

CBACH s

Figure 19Commands on Inspection

Ping fromtheclient totheserver is still allowed and frothe server taheclient is still ce-
nied. The web request frothe server taheclient iscontinuouslydenied whie the web e-
guest fromtheclient to the server islawed this time. For the TFT#e transfer evenl in-
spect the UDRraffic; the content of the text fileeceived by the TFTP serviarstill invisible

until I applyinspecion rules orthe tftp trdfic.
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After | ensure thostundamentaACLs works, | recafigure the router and adDOlines of

unlessACL statementdefore tle valid ACL statementsThen | test the network perfoance

to see whether length of the ACLs affect the network bandwidth.

5.21 Network Latencyand Packet Lost Rate

The testing method on network latency and packet lost rate is samelassthat the baseline

environmentThe results & showed in Table.6

Table6 Latency and Packet Lost Rate in Router with Firewall

Packet se Number of Lost Min (ms) Max (ms) | Average (ms
(Bytes) Requests
32 500 0 (0%) 0 0.8 0
35000 500 1.4(0%) 7 9.8 7
65000 500 2.6 (0%) 13 54.2 13

5.2.2 Bandwidth

Table7 showsTCP bandwidth when | use 1 Mbytes buffer length, 32 Kbytes in window size

and 1500 Kbytes in max segment size. | test in 30 seconds and 5 times.

Table7 TCP Bandwidth in Router with Firewall

Times 1 2 3 4 5 Average
Bandwidth| 83600 83538 83686 84139 84199 83832.4
(Kbits/sec)

5.3 Firewall implemented with Proxy Server (SmoothWdl)

SmoothWall is a Linuxbased open source firewall and easy to use because of friendly web
based GUI. In this sectidrwill use SmoothWall as proxy server to filter traffiigure 20

shows the topology of the netwo¥kt this part,l use the third coputer to install and to run

the SmoothWall. In the installation, Green interface is configured with IP address
192.168.2.1/24 while the red one is set with IP address 192.168.1.1/24. They just like inside
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and outside interfadeuse in previouscenariosClient and Server configurations are same as

before.

Qutside

SmoothWall

Figure 20SmoothWall Topology

5.3.1 NetworkPerformancewith Default settings of SmoothWall

After | create the simple netwarksimply test the traffic control between inside network and
outside nawork. By default, traffic inside can go outside while the opposite traffiensed. |
can successfully ping from client to server but fail on pinging from server to Siemitarly

to the TCP trfic, web request from client to server works but theeotvay around does not
work well. For UDP traffic, TFTP server can receive the text file but fail to read the info

mation in the text file.

Thenl use the same measurement methaddasure the network latency and bandwidth b
fore | add any rulesable8 shows &tency and packet lost rate wihee Smoothwall is co-
figured with default setting®8y comparing Tabl& and Table gusing SmoothWall will

cause bigger latency when compared with 10S Firewall. But using SmoothWall is mare reli

ble as the packdébst rate issmaller.

Table 8Latency and Packet Lost in Default SmoothWall
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Packet size | Number of Lost Min (ms) Max (ms) | Average (ms
(Bytes) Requests
32 500 0 (0%) 0 0.4 0
35000 500 0.4 (0%) 13 14.4 13
65000 500 0 (0%) 23.8 31.4 24

Table 9showsthe results of th&@ CP bandwidth. Comparing Table 9 and Tahld CP bad-

width in network with default SmoothWall decreases a little bit. In a wosthows Smodi-

Wall reduces the throughput

Table9 TCP Bandwidth in Default SmoothWall

Times

1

2

Average

Bandwidth(Kbits/sec

83087

82938

82938

83064

83044

83014.2

5.3.2 Network Performance after adding rules

In this part, ltest whether length of rules added in the SrnMatll will affect the network

performanceBefore adding those rules, I firsytto configure some rules to test hdve

SmoothWall controls traffic. Andfind tftp traffic doesnot work ad expected. Take the

TFTP file transfer as an example, by default the client on inside network sends the text file

and the server can receitédut cannot read its contedts a result] individually allow the

client canputer to use UDP port 69 to successfully send the text file. Figure 21 shows traffic

sent by the inside client via port 69 (for TFTP file transfer) is allowed to tpideu Hovever,

this still does not help the server read the received text.
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incoming outgoing l internal ‘ external access | ip block ‘ timed I qos ‘ d d ‘ pppR | interfaces [
Add rules to control local machine's access to external services.

Interface defaults:

Traffic originating on GREENis: | Blocked with exceptions |

Add exception:

Interface: | GREEN VJ

Application or service(s): \ User defined v , Port: I

Comment: I

Enabled: Add

Current exceptions:

Interface &4 Application or service(s) Enabled Mark
Comment
GREEN £9 v O

Add always allowed machine:

IP address: I

Comment: l

Enabled: Add
Current always allowed machines:

IP address &4 Enabled Mark
Comment
192168.2.2 v O

Figure 21 AllowOuting Traffic via Port 69 Service

In order to successfully transfer text file between two netwdidsange the mode of the

TFTP server and TFTP clier@erver computeon the outside network is switched to TFTP

client mode whilehe dient computeon inside network is changed to be a TFTP sévezn

| decide tolet outside sever send TFTP file twide client.
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Figure 22Incoming Traffic Control

Figure22 showshow | configure the incoming traffic to enalilee server to senthefile to
the client. Afted apply this rule, normally we would expect tA&TP sever (at inside e
work) cansuccessfullyeceive the text and read its daBaut it does not like thaihe TFTP
client can receive the text file but cannot read the data. The data is readabkddrdyrule

which dlows client computer to access the outgoing service.




































