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This study was made for company X, a company operating in corporate gift business.
Risk management was chosen to be the field of study since there wasn't any actual risk
management process started in the company. However, due to the extension of entire
risk scope it was decided that the study would cover only one risk category. Since the
firm's success was largely reliant on effective use of information and knowledge, risks
related to this area were assumed to require urgent management and thus chosen to be
the object of research. The goal of the study was to initiate information and knowledge
risk management at company X by analysing its current risk profile and suggesting
how the company could manage its current and future risks. Ethnography and
qualitative interviews were used as research methods

For information security reasons detailed findings and recommendations were left out
from this public report and replaced by blank pages. The study revealed that company
X had as much as seven substantial information and knowledge risks. Since
simultaneous actualisation of two or more of these risks could have been fatal, it was
recommended for the company to start taking action right away. Fortunately, the
analysis unveiled that several information risks could be diminished by rather simple
and inexpensive means. The management of knowledge risks appeared to require high
involvement from company X's management. However, when thoroughly implemented,
knowledge management process would not only reduce risks but build competitive
advantage as well.

This study succeeded to provide a good starting point information and knowledge risk
management at company X. Since some of the results were quite unexpected they were
also apt to awake the interest of company managers. Nevertheless, the actual
implementation of suggested measures was left for the organisation to decide about.
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1 INTRODUCTION

The significance of information in business is constantly increasing due to extensive
possibilities of storing and sharing data with fast developing information technology.
The change has been so quick that many businesses haven't still realised how promi-
nent assets information and knowledge actually are for them. Neither have they re-
alised how substantive threats there are related to this area. As the operations of most
businesses, especially in the western world, are nowadays mainly based on informa-
tion processing it has become crucial for them to manage their information and knowl-

edge. (Liiketoimintaa Turvallisesti 2012, 22-23.)

This study is conducted for company X, a family enterprise operating in the field of
corporate gifts and promotional products since 1998. Company X mostly retails to oth-
er businesses, but wholesaling comprises a part of the sales as well. Company X also
imports part of the products. In the beginning the firm's main focus was on giveaway
products, but the product range has gradually expanded and currently covers also ex-
clusive gift products, special promotional material and a variety of textiles. Company
X has 13 employees four of whom work in the branch office in Espoo and the rest in

Tampere where the head office is located.

Company X doesn't manufacture anything itself, but all the products are supplied from
a massive number of other businesses. Due to this fact company X's staff has to either
possess the knowledge or find the information for using suitable suppliers for each
product. In order to maintain good product quality and competitive prices it is crucial
that the right suppliers are used and the production process controlled as carefully as
possible. Since company X's sales are based on good long-term customer relationships
it is especially important that knowledge of serving each customer to the full is pre-
served. Another prominent factor in building customer relationships is that information

concerning customer history gets recorded.

The aim of this thesis is to initiate information and knowledge risk management at
company X. The process will be put into practice by analysing the current risk profile
and suggesting an action plan for managing information and knowledge risks now and
in the future. The subject was proposed to company X's CEQO, after the author had

completed her practical training period at the firm. Analysis of Company X's opera-



4

tions revealed that the company's success was mainly built on the information and
knowledge it possessed. Company X had also taken a great step towards “paperless of -
fice”, which had enhanced the need for electric data protection. However, there hadn't
yet been much action taken for managing information and knowledge. The author de-
cided to approach the subject from the angle of risk management, since increased
awareness of risks was assumed to function as a motivator for company X's manage-

ment.

There are no earlier studies conducted for company X concerning information and
knowledge issues. Neither have any kind of risk analyses been executed before. The
lack of existing data increases challenges related to this study since the author can
only use similar studies conducted for other organisations as back-up material. Howev-
er, general data concerning risk management is well available. “PK-yrityksen riskien-
hallinta (PK-RH)” website, especially designed to correspond the risk management
needs of Finnish SME:s, is one of the main sources of information used for this thesis.
Other principal information sources are risk management material written by Arto
Suominen (2003), Hannu Kuusela and Reijo Ollikainen (2005), information security
guidelines provided by Confederation of Finnish Industries (EK) and Kate Andrew's

extensive work among knowledge risk management.

Table 1 illustrates the scope of this thesis. The main areas of company X's risk field are
presented on the top and the four steps of risk management process are listed one be-
low another on the left side. The blue cells illustrate the risk management area this
study focuses on whereas the grey cells represent the risk categories and management

actions still remaining unstudied. (PK-RH 2013.)



TABLE 1. Thesis scope

Risk Field [ Business | Environ- Information |Product | Personnel | Agreement
risks mental risks [and knowled-|risks risks and liability

Management process . .
8 p ge risks risks

1. Identification and
assessment

2. Definition of suit-
able risk management
methods

3. Preparing for loss

4. Review and learn-
ing from incidents

This thesis starts from theoretical study which will mainly focus on risk management
process and the special characteristics of information and knowledge risks. After theo-
retical framework chapter three will present the research methods and the planned exe-
cution process. Research findings will be reported in detail in chapter four. Subse-
quently, chapter five comprises of the recommendations aimed for company X's man-

agement. Finally, chapter six will conclude the entire study.

What makes this paper unique is that there are no risk analyses conducted for company
X before, thus this study acts as forerunner for new studies and risk management ac-
tions to come. Another factor setting this paper apart from previous research is that it
combines information and knowledge risk management. The author didn't find any for-
mer study merging these two concepts which, after all, are very closely linked to each

other.

The fact that no previous risk management material exists in company X causes a limi-
tation for this study since there is no baseline for reference. Another limitation is the
author being employed by company X during the research process, which may have a

slight effect on objectivity of the findings.




2 THEORETICAL FRAMEWORK

This chapter will discuss the theory behind this research. Risk nature and characteris-
tics will be presented at first. After that the text will continue to introducing overall
risk management theory to the reader. Once the general risk management process has
been discussed the chapter will continue to deal with information security. Subsequent -
ly, the text will proceed to information risk management. Finally the relatively new

concept of knowledge management will be presented.

2.1 Risk characteristics

In spoken language the term risk is used when there is a possibility that something un-
pleasant may happen. There are different definitions for the term depending on the per-
spective. Risk may be seen as a condition where the final result differs from desired
outcome. The term “risk” is usually understood as danger or possibility for an accident.
However, risks can also be perceived as freedom and courage to choose in which direc-
tion to head. As a matter of fact, a slow change can be noticed in risk perception today.
Even though people still see IT-development, competition etc. as risks we are starting
to see these factors, not merely as threats, but as opportunities as well. (Kuusela & Ol -

likainen 2005, 16-17, 35.)

Risks can be classified according to their consequences and the field they concern.
Categorisation after consequences is used especially when insurance cover is applied
since some risks are uninsurable depending on the consequences. If the risk can lead to
either profit or loss it is called dynamic or speculative risk. Business risks belong to
this category since they always aim at profit, but the possibility of loss is around as
well. Usually the appearance and size of these risks can be controlled by the risk taker

thus these risks are uninsurable.(Kuusela & Ollikainen 2005, 33-34.)

Static risks, also called pure risks, can only lead to loss or no loss hence they never
bring any benefit. Examples of these risks are, for instance, death of an employee or
destruction of property. Pure risks can be insured since they can be forecast better than
speculative risks. Fundamental risks have an effect on a large group of people. Exam-

ples of these risks could be war of inflation. There are also particular risks such as
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theft, accident or disease which affect only one individual. These risks are usually in-
surable, but the particular individual accounts to the insurance cover by him-/herself.

(Kuusela & Ollikainen 2005, 33-34.)

In order to facilitate assessment risks are often classified according to the area they
concern. Common risk types in business are personnel risks, contract and liability
risks, information risks, product risks, environmental risks, project risks, interruption
risks, crime risks, fire risks and business risks which are crucial in strategic sense.

(PK-RH 2013.)

2.2 Risk Management

Entrepreneurship and risks go hand in hand. That is to say, entrepreneurship cannot
exist without risks since the implementation of new ideas and innovations can always
have unexpected consequences. However, risks can be anticipated to some extent
which enables companies to minimise the expenses. Companies that have implemented
an effective risk management programme are able to take controlled business risks and
by that means secure their success. (Kuusela & Ollikainen 2005, 66-67; Suominen

2003, 51.)

Risk management used to be seen as a separate, narrow area of management. Later on,
that kind of approach appeared ineffective thus today the aim is to integrate risk man-
agement to business strategy. Risk management should be seen as a permanent tool
which is used whenever planning the future. It is also important to see risk manage-
ment as a common goal of everybody. Thus, not only one person should be responsible
of managing risks, but everyone's actions count. Still in many firms risk management
is seen more as a project than process. Only by changing this view companies can
clearly benefit from the choices they make. SME:s often find optional insurances too
expensive hence focus on strategical decisions and establishment of secure standards
of activity may be essential for these companies in order to secure their business.(Ku-
usela & Ollikainen 2005, 155-157, 166; Suominen 2003, 27-30.)

The core idea in risk management is that the company should be able to continue in

business, no matter what risks came true. Thus businesses should be able to bear the
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costs originating from risks that come true. This necessitates analysis of potential risks
and their consequences. Careful definition of the company's risk profile acts as a cor-
nerstone for Risk management. Even though the process takes time and effort, espe-
cially in the beginning, the benefits of thorough implementation will exceed the costs

deriving from execution. (Kuusela & Ollikainen 2005, 155-157.)

It is important that the implemented risk management program is proportioned to the
size of the company. There are many risk management tools and standards available
for companies to utilise, but they tend to be too heavy tools for SME's use. However,
regardless of their size it is equally important for all companies to integrate risk man-
agement to their overall business strategy. Suitable risk management tools and materi-
als for SME:s is provided by PK-RH (Risk Management for Finnish SME:s) website
which is particularly designed for the use of Finnish SME:s. The website contains risk
management tools, such as check-lists and useful information about risk identification
and assessment. Insurance companies are another party providing suitable tools for
SME:s. (Kuusela & Ollikainen 2005, 156-157; PK-RH 2013; Ovatko yrityksesi ti-
etoriskit hallinnassa? 2001, 16-17.)

2.3.1 The four-phase model of risk management

PK-RH website presents the risk management process in a four-phase model (figure 1):
1) Risk identification and assessment

2) Risk management methods

3) Accident anticipation

4) Follow-up and learning from accidents



1. ldentification

of ety il Chganization and

aa.g:rslur:&nt devalopmeant of
/w Bl nsh management
/ operations
I.' A o —-\l
| 2. Risk
Risk management me|
4. Review and  management [JREES
l2arm from
Incidents = groiding fsk

= reducing risk
= franzfarang nak
= kgaping risk

3. Prepare for
loss

FIGURE 1. The four-phase model of risk management (PK-RH 2013)

In the first phase risks are identified and assessed by going through each risk type at a
time. The most accurate results are achieved when the process is executed in coopera-
tion. Since risk identification requires good imagination and experience of different
kinds of jobs in the firm it is important to get the staff involved. Check-lists or other
tools can be used to facilitate risk identification. One example of a check-list available
in PK-RH website is presented below (figure 2). This kind of check-lists are useful, but
it has to be kept in mind that they are only directional. Namely, each company has a
different variety of risks to consider and many of those risks are not mentioned in
check-lists. (PK-RH 2013.)
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Business Risk Chart

Company: Group/Assessor:
Object of assessment: Date:
Personnel Economy, Property,
I Ocecupational safety & health financing, production,
I Work ability & well-being management interruptions
| Employment risks
| Expertise | Profitability [ Operating premises
| Risks of entreprencurship | Liquidity [ Machines and
I Violence at work | Gearing equipment
I Travel and Traffic I IT systems O Raw materials and
1 Acts of damage ] Planning admixtures

Interruptions in
production (secako

I Work community

[ . I Decision-making
1 Others ' 1 Others

Vulnerability Risk Chart}
Standards, [ Maintenance
SR e - - C Environment
) ’ Business Risks ..
interest groups -
I Legislation Logistics,

I Regulations
I Labour agreements

Sales, marketing, subcontracting

Taxation customers | Subcontracting relation
| Banks and insurers O Market ! L.)‘:r""“d‘:“m“
| Trade/employers” bodies 0 Customer relations I Contracts """‘:"“:""
) , I L. Agreement Risk C
| Small Business Service 0 Service Q;;?ﬁml 1 art)
I Chambers of Commerce 0 Data acquisition - Y
. L | Transport
I Accounting firms 0 Advertising
i T . . . | Purchases
| Other specialist services 0 Complaints Storaee
I Others 7 Distribution channels o £
. | Others
| Pricing
Investments : i . .
I Others  Competitors, economic trends
| Preparation of investment
| Funding of investment O Field of operation
| Cost calculations 7 Competition
| Impact on com petitiveness 0 Market area
I Investment follow-u O Company’s & competitor’s strengths
| t t foll P C pany’s & petit trength
| Others 0 Company’s & competitor’s weaknesses
0 Changes in economic trends
Example of use 0 Others
B Contracts — a significant risk Ok Service — issue in order :l._!_;.,l.n.l-p-erﬂ" does not concern us

FIGURE 2. Business risk check-list (PK-RH 2013)

Once all the risks occurring to the participants have been noted their consequences are
to be assessed step by step. The consequences may be of various kind: for example,
strategic, financial, interruptive, reputation or health consequences. Mathematically

risks are considered as likelihood and they can be assessed by the following formula:
risk = likelihood x severity (Suominen 2003, 10, 12-19.)
Consequences of certain risks are difficult to assess in financial terms. For example,

it's hard to say how large expenses reputation risks would cause when coming true. It

is also difficult to estimate the exact likelihood of risks coming true especially if there
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are no records of actualized risks. Because of this risk probability and severity are usu-
ally assessed in a rough three- or four-step scale. PK-RH website divides risk probabil -
ity in three categories: highly unlikely, unlikely and likely. Consequences are cate-
gorised accordingly as slightly harmful, harmful or extremely harmful. Risk assess-
ment in three-step scale is demonstrated in table 2 below. (Reputation Risk Takes Cen-
ter Stage 2009; PK-RH 2013.)

The likelihood of The severity of the harm

the harm Slightly harmful Harmful

Highly unlikely 1. Trivial risk 2. Tolerable risk 3. Moderate risk

Unlikely 2. Tolerable risk 3. Moderate risk 4. Substantial risk
3. Modearate risk 4. Substantial risk 5. Intolerable risk

TABLE 2. Three-step risk assessment scale (PK-RH 2013)

The assessment scale can be divided in as many categories as needed depending on
how accurate results are aimed at. The categorisation should always be planned ac-
cording to the company in question since, for instance, loss of one million € may be
medium loss for one and catastrophic for another company. Categorisation of risk
severity is usually based on losses resulting from risks coming true whereas risk proba-
bility assessment is founded on frequency. For instance, slightly harmful consequences
could correspond losses of less than 10 000€, harmful consequences less than 100 000€
and extremely harmful losses of more than 100 000€. When it comes to probability
highly unlikely risks could, for instance, be defined as those taking place once in a
hundred years, unlikely risks once in a ten years and likely risks once in a year

(Suominen 2003, 20-21; PK-RH, 2013.)

In order to point out the most dangerous risks each likelihood and severity category is
given a multiplier. In the case of three-step categorisation the multiplier is 1 for slight-
ly harmful and highly unlikely risks, 2 for harmful and unlikely risks and 3 for ex-
tremely harmful and likely risks. Thus a risk which is harmful (multiplier 2) but highly
unlikely (multiplier 1) totals a value of 2 whereas a slightly harmful (multiplier 1) but
likely risk (multiplier 3) totals a value of 3. Once all the risks are assessed by this
means it is easy to point out the most significant risks which total the largest values.

(PK-RH 2013.)
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Once consequences of different risks are assessed it is time to consider what kind of
action should be taken in order to manage them. The primary methods are avoiding the
risks or diminishing the harm resulting from them. The most severe risks should be
mitigated at first since their actualisation cost may be too much to handle. However,
when it comes to smaller risks, sometimes the most suitable means of control is prepa-
ration for consequences. It is important to note that all the risks cannot be eliminated
and even if they could it would make no sense. As a matter of fact, too little control
leads to big losses deriving from risk actualisation whereas too much control leads to

control actions being more costly than the risk themselves. (PK-RH 2013.)

Risk expenses are illustrated in figure 3 below. Total risk expenses curve is formed by
adding retention costs to transfer costs. Total expenses reach their optimum (minimum)
point when risk retention and transfer cost curves intersect each other. Suominen
(2003, 116-117) has added also risk control costs to the transfer costs which would

make the curve even steeper. (Suominen 2003, 116-117; Fundaciéon Mapfre 2010.)

Risk appetite

Costs

Optimum
P Total cost of
risk

T

Marginal cost of
risk retention

Marganal cost of

RETAIN TRANSFER risk transer

Retention

FIGURE 3. Total risk expences (Fundacién Mapfre 2010)

Suominen (2003, 143) states that in order to reach a balance between risk control and
retention the risks which cause minor losses but occur often should be kept. Also big-
ger risks can be kept if they are less probable and if their consequences are either small
or medium. However, when it comes to risks with significant consequences none of
them should be kept. According to PK-RH website (2013) risks with catastrophic con-
sequences should be eliminated and those with significant consequences reduced im-
mediately. When catastrophic or significant risks are in question the high-risk opera-
tions should be interrupted until preventive action has been taken. Actions concerning

moderate risks should be carefully thought in order to avoid excessive costs. Small
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risks should be kept unless their control is costless and easy. (PK-RH 2013; Suominen
2003, 143.)

There are four methods for dealing with risks: avoidance, reduction, transfer and reten-
tion. These risks management methods can be divided in two categories: risk control
and risk financing. This categorisation is illustrated in figure 4. When it comes to risk
control the focus is on the causes while risk financing is related to effects. Risk avoid-
ance and reduction are ways for controlling the risks whereas risk transfer and reten-

tion result in risk financing. (PK-RH 2013; Suominen 2003, 98-100.)

Risk management

— T

Risk identification  Risk analysis  Risk assessment

!

Risk handling
“— T~
Risk control Risk financing
wa / O\
Avoidance . Transfer Retention
Sharing
Reduction l \
Insurance contracts Own risk significant
Liberation from liability Captive insurance

Compensation fund

FIGURE 4. Risk categorisation (Suominen 2003, 99)

Ways of avoiding risks are, for example, refusing from taking a business risk or acqui-
sition of a generator which keeps the operations going during power failures. When it
comes to risk reduction the aim is to reduce the probability of a risk or seriousness of
its consequences. One way of risk reduction is risk sharing which means that the risk
object is shared into smaller sections. For example, by dividing the functions of a com-

pany in offices located on different districts it is possible to reduce the harm caused by
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fire, burglary etc. Arranging first-aid training for staff is also one example of risk re-

duction. (PK-RH 2013; Suominen 2003, 100-105.)

When insurances are taken risks get transferred and the insurance company becomes
liable for the financial consequences of those risks. Risks can also be transferred by
supplying some risky function from another company. Anyhow, there are also cases
where risk retention is the best option since preventive actions are sometimes more
costly than risk keeping. For example, some convenience stores suffer from constant
shoplifting due to small number of staff. However, this risk is kept since it would be

more costly to hire more employees. (Suominen 2003, 114-117; PK-RH 2013.)

The third phase of risk management process, accident anticipation, aims at planning ef-
fective ways for clearing the situation after risk actualisation. All the significant risks
should be reviewed in beforehand and a procedures established for the cases of acci-
dent. Accidents can be anticipated, for example, by instructing organisation members
on action to be taken whenever a certain risks actualises. (PK-RH 2013; Suominen

2003, 100.)

After accidents have realised they shouldn't be forgotten. Thus the fourth phase of risk
management includes learning from accidents. Accidents are a good source of learning
thus they should be analysed carefully and with the focus on potential preventive ac-
tions. The bigger the accident the more attention it should be paid on. It is also worth

noticing that accidents that were close should be considered as well. (PK-RH 2013.)

In follow-up the actualised risks are analysed as a whole. Risk follow-up meetings
should be arranged regularly, for instance, once a year and the agenda should include
review of the previous year, analysis of the current situation and risk plan update. Usu-
ally, some risks have disappeared and some new threats emerged. Since the situation
changes all the time it is important to keep on track with those changes. (PK-RH
2013.)
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2.3.2 Insurance —traditional risk management method

Insuring is the traditional means for risk management. In the past it was seen as the
most important way of controlling threats. Companies have certain compulsory insur-
ances such as pension insurance. However, the compulsory insurances provide protec-
tion only for a small fraction of the risks. Nevertheless, when the total number of in-
surances taken by companies is concerned voluntary insurances make up only less than
20% whereas the rest are compulsory. This phenomenon may partly derive from com-
panies not realising the importance of risk management and insurance taking. On the
other hand the reason for this kind of division may be the change in risk management
methods. Namely, more and more companies are starting to manage their risks by tak-

ing control over them. (Kuusela & Ollikainen 2005, 155; Suominen 2003, 126-127.)

When information and knowledge risk management is concerned companies seldom
rely on taking insurance. This phenomenon derives from the abstract nature of infor-
mation which hampers definition of the insured object. It is also true that certain con-
sequences of information risks, such as deterioration of company reputation, cannot be
thoroughly compensated by money. In addition, information and knowledge risks are

usually more effectively managed by other means. (Suominen 2003, 81-84.)

There are different types of insurance solutions available for companies, and the most
typically chosen insurance covers the costs of fires, electricity problems, property
crimes and leak damage. If necessary, the protection can be extended further, even to
all-risk level. Even though insuring information is problematic there are some solutions
available for that as well. For example, property insurance can cover, hardware, print-

ers, servers, accessory equipment etc. (Suominen 2003, 126-133.)

Another insurance used for covering the costs of information risks is business interrup-
tion insurance which bears the costs resulting from interruptions in the business. This
insurance can cover property interruptions, dependence interruptions or accident inter-
ruptions. Accident interruption means that key person becomes unable to work where-
as property interruption stands for material damage interrupting the business. Depen-
dence interruption takes place, for example, when a crucial supplier faces business in-
terruption which in turn leads to interruption in their client's business. Interruption in-

surance can be used for refunding the sales margins lost during the interruption or for
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refunding the costs deriving from clearing the situation, overtime work and special ar-
rangements. However, the costs will be covered only if the company complies with the
contract terms and takes agreed action to secure the insured objects. (Yritysturva
Omaisuus-, keskeytys-, vastuu- ja oikeusturvavakuutukset 2012, 16-18; Suominen
2003, 132-133.)

When information risks are concerned accident and property interruption insurances
can be used for transferring some indirect costs to the insurance company. However,
insurances aren't very effective way of managing information risks since they can only
repair some of the already occurred damage. Besides, they don't actually protect the in-
formation itself. (Yritysturva Omaisuus-, keskeytys-, vastuu- ja oikeusturvavakuutuk-

set 2012, 16.)

2.4 Information security

As the role of information technology has become essential in today's society business-
es have also become highly dependent on it. Information is one of the most important
assets for many businesses, but it simultaneously makes them more vulnerable. Con-
stant development of IT doesn't only bring new business opportunities, but causes to-
tally unexpected information threats as well. This forces organisations to pay more and
more attention on information security. (Suominen 2003, 79-81; Kuusela & Ollikainen

2005, 242-243.)

2.4.1 Definition and dimensions of information security

Information security is defined as appropriate protection of information, systems and
services in normal and deviant conditions. Information security and risk management
go hand in hand since information security can't be in good condition without effective
risk management. Information security has three main dimensions: confidentiality, in-
tegrity and availability. Confidentiality concerns the information that is developed only
for a specific organisation's use. Integrity means that information keeps a certain form
through its lifespan since no information appears or disappears by itself. As for avail -

ability, it indicates that information should be available for organisation's use whenev-
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er needed. It is also important to notice that the choices made concerning information
security not only affect the organisation itself but also its stakeholders: suppliers, em-
ployees and customers, for instance. (Miettinen 1999, 23-28, Ovatko yrityksesi ti-

etoriskit hallinnassa? Kdytdnnon tietoturvallisuusopas 2001, 19.)

2.4.2 Managing information security

Since we live in the era of information technology the significance of technical solu-
tions has to be emphasized more and more. In the future when IT applications become
even more complicated it may become necessary for companies to hire a specialist for
information security management. However, people are still the weakest link in infor-
mation security, and the majority of information leaks, destruction and change derive
from human errors. Thus loyalty, training and management should always come before
technical solutions in information risk management policies. (Ovatko yrityksesi ti-

etoriskit hallinnassa? Kdytdnnon tietoturvallisuusopas 2001, 7, 10, 25.)

It is important to notice that changes in information are often more harmful than infor-
mation leaks. Especially vulnerable are locations where information is stored: data-
bases, for instance. It has been examined that a vast majority of Finnish companies do
not notice if someone makes an invasion to their software system. This indicates that
companies are either unaware of the chance of this kind of activity or haven't recog-
nised the potential consequences. Yet external invasions may cause problems in soft-
ware function and even prevent access to some crucial data. (Ovatko yrityksesi ti-

etoriskit hallinnassa? Kdytdnnon tietoturvallisuusopas 2001, 10, 26-27.)

In case the company operations principally rely on information its effective manage-
ment becomes crucial. The organisation should establish a policy which clearly defines
common practices, guidelines, induction, training, maintenance, development and pro-
cedures for malpractice. Also those organisations that are not entirely dependent on in-
formation benefit from establishment of information security practices. There are
ready-made information security tools for organisations to utilise. However, it is im-
portant to note that not all the tools are appropriate for all, but they have to be selected
according to the size and type of the organisation. For example, international standards

for information security such as BS 7799:1995 can be utilized, but they may be too
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heavy tools for medium sized enterprises as such. (Ovatko yrityksesi tietoriskit

hallinnassa? Kdytdannon tietoturvallisuusopas 2001, 7, 16-17.)

Information security policy defines the organisation's principles and practices. Each
member of the organisation commits to act according to the policy. Once the policy is
clear the organisation can set an information security program which is based on the
policy and careful risk analysis. The purpose of this program is to figure out the cur-
rent situation and define the objectives in short and long term. Implementation of the
program should be monitored and revised when needed. (Ovatko yrityksesi tietoriskit

hallinnassa? Kdytdnnon tietoturvallisuusopas 2001, 17-18.)

2.4.3 Information risks

Information risk are usually static risks thus they can only have negative or neutral ef-
fects. They are often difficult to recognize beforehand due to fast developing technolo-
gy, and their abstract nature makes them even more difficult to manage. When infor-
mation risks are concerned even recognition of the major risks is challenging since the
consequences are difficult to estimate in financial terms. One characteristic of informa-
tion risks is that they often have indirect effects in addition to the direct ones. Let's
imagine a situation where a software system crashes and the fixing takes 3 hours. The
direct effect resulting from this is that personnel has to use alternative (time consum-
ing) solutions during the interruption. Later when the connection works again they
have to file all the information to the system which causes indirect time loss. (Suomi-

nen 2003, 79-84.)

2.4.4 Information risk management

In recent times information risks have become prominent in the majority of organisa-
tions. Thus rough estimates are not enough any more, but the risks have to be mapped
carefully. Defining adequate stage of security is usually challenging. High-level infor-
mation security solutions are costly and still might not provide enough protection. The
goal of information risk management is the same as that of risk management in gener-

al: to identify the major threats and take action to prevent or reduce them. However,
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due to their abstract nature and assessment challenges information risks requires more
careful management than risks in general. In order to find out which areas of informa-
tion security should be highlighted the risks should be divided into smaller categories

which makes the analysis easier and more effective. (Suominen 2003, 81.)

In this study the check-lists and other material utilized is mostly based on PK-RH
website, since that material is designed precisely for Finnish SME:s. The Information
Risk Chart presented on the website divides information risks in the five categories:
Management, protection of information systems, actions of personnel, premises and
business relationships. (PK-RH 2013, Ovatko yrityksesi tietoriskit hallinnassa?

Kaytdnnon tietoturvallisuusopas 2001 16-17.)

Another way of examining information threats is categorising them according to their

nature. Miettinen (1999, 34) divides information risks in the following categories:

- Accidentally born threats

- Deliberately caused threats
- Passive threats

- Active threats

- Internal threats

- External threats

- Human-caused threats

- Nature-originated threats

Accidentally born threats usually derive from human-originated mistake or machinery
malfunction. An example of accidentally born threats is an employee forgetting his cell
phone to a public place. Deliberately caused threats, in turn, are always human-caused.
It is question of a deliberately caused threat if someone breaks in the office and steals

confidential papers, for instance. (Miettinen 1999, 34-37.)

Passive threats don't directly harm operations. An example of this could be a hacker
collecting information for future use. In contrast, active threats stand for those that
cause direct harm. For example, if someone would enter the company's software sys-
tem and delete a massive amount of important data it would hamper the operations sig-

nificantly. (Miettinen 1999, 34-37.)
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Internal threats mean information security threats caused by an intern. There could be
an employee leaking confidential information to a competitor, for instance. As a matter
of fact, several studies show that the major threats for information security originate
from inside the company. In turn, when it comes to external threats the source of threat
is located outside. An example of an external threat could be a criminal finding out the

user ID and password to the company's on-line bank service. (Miettinen 1999, 34-37)

The last two categories, human-caused and nature-originated threats, are easy to tell
apart. It is important to note that humans cause the most significant threats for infor-
mation security. What is positive in human-caused threats is that they are much easier
to manage than nature-originated threats. Namely, storms, floods, earthquakes etc. are

hard to forecast and get prepared for. (Miettinen 1999, 34-37.)

2.5 Knowledge —the new area of management

In spoken language information and knowledge get often mixed even though there is
an essential difference between these two terms. Information can be written down and
by that means utilised straight away by other people whereas knowledge is built
through time and experience. Knowledge can only be possessed by humans and ap-
pears as gut feelings or insights, for instance. Also capability to speak a certain lan-
guage is an example of knowledge. Languages cannot be transferred to other people by
just writing them down, but the learning process is long and requires a variety of train-
ing methods. On the other hand, Spanish exercise book contains information, which

helps to increase knowledge about that language. (Andrews 2007, 13.)

Knowledge can be divided into two categories: Tacit knowledge and explicit knowl-
edge. Explicit knowledge is easy to transfer whereas tacit knowledge is difficult to
communicate and its existence isn't necessarily even realised. For example, sales man-
ager could describe characteristics of a certain customer to new salesperson by telling
that the customer is tense and impulsive whereupon he should be contacted and in-
formed regularly. These instructions are easy to take into use right away. An example
of tacit knowledge could be a sales presentation. Even if there was plenty of advice

given to the new salesperson in order to help him succeed it would still take much
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time, practice and experience to hone his presentation skills to the same level with ex-

perienced salespeople. (Ishikawa & Naka 2007, 5-6.)

2.5.1 Knowledge risk management

Lately knowledge management has been one of the most visible themes in business ad-
ministration. That is no wonder since today work is becoming less physical and more
cognition- data processing- and communication-based. Knowledge has become one of
the major assets in most of the companies and improvements in information and
knowledge management may build great competitive advantage. However, changes
never occur without risks, which is true in this case as well. During the information era
knowledge has also become very short-lived. This forces businesses to constantly ac-
quire new and transfer the existing knowledge in order to keep up with the competi-

tion. (Andrews 2007, 12; Ishikawa & Naka 2007, 32.)

The concept of knowledge risk management hasn't been there for long. Andrews (2007,
12) states that the term “knowledge risk” was introduced by BDO only ten years ago
in 2003. Knowledge risks are especially related to constant employee change which
leads to reinvention of the wheel, lost opportunities, doing the same job many times
etc. If a key person leaves a company where knowledge risks are not managed it is
likely that a major part of that person's knowledge is lost. Knowledge risk management
should be started when no problems are yet at sight since under threat of lay-offs em-
ployees tend to keep the knowledge tight for themselves. This behaviour is apparent
since unshared knowledge makes them all key people at the firm. (Andrews 2007, 12-
13)

Knowledge preservation requires its transfer from one person to another. Companies
need to create new and replicating existing knowledge in order to keep successful. Cre-
ation of new knowledge is much more difficult to manage than replication. Lack of
replication ability will eventually lead to gradual disappearing of knowledge from the
firm. On the other hand, when acquiring new knowledge there is a risk that it appears
irrelevant. New knowledge can also be threatened by competitors. In order to benefit
from knowledge and avoid related problems knowledge risk management should an in-

tegral part of the strategy. (Andrews 2007, 14; Stahle & Gronroos 2002.)
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Knowledge risk management starts from identifying the employees who possess and
need a significant amount of firm-specific knowledge in their work (knowledge about
customers, suppliers, practices etc.). This knowledge can be acquired only in each spe-
cific company. For example, even a person with great professional qualifications lacks
lots of firm-specific knowledge when starting in a new company. After identification
phase the knowledge should be transferred from those who possess it to those who
need it. None of the knowledge crucial for the firm's functions should be possessed by

one person only. (Andrews 2007, 14.)

2.5.2 Knowledge preservation and transfer

Established practices for knowledge transfer could be, for example, orientation, train-
ing, meetings and co-working. In cases where knowledge transfer is aimed to take
place between two employees the best means is to ask those two people work together.
This kind of arrangement builds a type of master-apprentice-relationship between

them. (Andrews 2007, 14.)

All in all knowledge change should be facilitated as much as possible in everyday ac -
tivities since transferring knowledge from person to person is likely to have very posi-
tive effects on the firm's success. In order to facilitate knowledge change between em-
ployees attention should be paid on culture and atmosphere. Unless everybody works
as a team and is open to each other it is highly unlikely to encounter knowledge
change. Good relationships are not only an important key for knowledge transfer in-
side the company, but it may pay off to retain good relationships with ex-employees
as well. These people's knowledge may appear priceless in the future. (Andrews 2007,
13.)

In small businesses “person to person” knowledge transfer works well, since the team
is small, operations not very complex, and it's natural for new employees to learn by
working with the experienced ones. However, when the business grows more the
founders have less time for new recruits and less ability to supervise the work. If expe-
rienced employees aren't able to transfer their knowledge for the newly recruited ones
the whole business may suffer. Therefore, when a company continues to grow the man-

agement should define what fundamental knowledge makes the business to prosper
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(products, processes, assets, customers, risks etc.) and create information tools, such as
check-lists, instructions and manuals to support that knowledge. These information
tools cannot replace person to person coaching, but they can be used as a back up to
facilitate the learning process. In order to keep the information tools up to date the fun-
damental information and knowledge should be regularly discussed and revised. (An-
drews 2007, 13-14.)
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3 RESEARCH METHODOLOGY

This chapter will explain how the research methods were chosen. Existing research on
the field of information risk management will be dealt with and used as support for de-
signing as functional research as possible. After that the text will present the research
questions, sampling and methods in detail. Risks related to the research will be dis-

cussed in the end, as well as the uniqueness and ethical aspects of the research.

3.1 Choice between quantitative and qualitative research

It is crucial to choose the right research methods in order to gather relevant data which
brings answers to the questions asked. Research can be divided in two categories:
quantitative and qualitative research. Quantitative research is designed for finding out
general information about masses whereas qualitative research goes more in-depth and
strives for finding relations between things. Quantitative research is more often seen as
the “real research” since it brings clear statistical data which can be generalised. How -
ever, quantitative research cannot tell the reasons behind the results hence it cannot ex-
clusively be applied to research that aims at in-depth findings. All in all the best results
are usually gained when the two methodologies are combined together. (Flick 2009,

24-25.)

As the goal of this study is to initiate information and knowledge risk management at
company X by analysing its current risk profile and suggesting an action plan based on
the findings the subject requires rather deep research. By qualitative methods it is pos-
sible to find out cause-effect-relationships for risks that have already come true or
may potentially actualise in the future. The number of organisation members is small
as well, which makes it easy to select the sample so that the results will respond well

to the reality. (Flick 2009, 15.)

If company X had recorded frequencies or financial effects of risks that had already
come true there would have been chance to present quantitative data as well and con-
sequently support the qualitative findings. However, it appeared that such records did
not exist, but all the knowledge about risk history was possessed by the organisation

members. Due to the lack of quantitative data the methods used in this research are pri-
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marily qualitative. However, since most of the organisation members participate in the
research it is possible to generalise some of the results. Nevertheless, the results can

only be generalised in company X.

3.2 Qualitative research process

Qualitative research is not as straightforward process as quantitative research. Usually
the phases of research cannot be clearly arranged and separated. Therefore, after some
data collection the researcher may have to go back to the first phases again. Flick
(2009, 95) calls this the ”Circular model of the research process”. The phases of this
research: information search, question formulation, sampling and method selection,
data collection and data analysis are discussed respectively. However, it is crucial to
understand that some findings may require the author to go back to the first phases

again. (Flick 2009, 92-95.)

3.2.1 Information search

According to Flick (2009, 48) the importance of literature search in qualitative re-
search should not be underestimated. In order for the research to be good quality the
author should be familiar with the studied field which, in this case, is information and
knowledge risk management. This information search is presented in chapter 2, Theo-
retical framework. Another way to benefit from existing material is scanning through
similar studies which show how good quality studies have been executed and what

mistakes are to be avoided. (Flick 2009, 48.)

Previous studies dealing with the same subject are used as a support for this research.
Anand Singh's thesis “Improving Information Security Risk Management” focuses on
enhancing information risk management methods. In his study Singh (2009, 6-7) states
that even though the current methodologies provide a good framework for information
risk management they still include quite many gaps. Singh sees it problematic that
qualitative data is often used as the sole basis for risk management since it is difficult
for decision makers to utilise that data. The goal of Singh's study is to identify the ma-
jor gaps in current information security risk management methods and provide method-

ological improvement. (Singh 2009, 6-7.)
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The findings of Singh (2009) are taken into account when proposing what kind of ac-
tion company X could take in order to manage information and knowledge risks more
effectively. Formal and complex statistical control over threats is likely to be too ex-
pensive for a medium-sized company X as such. However, as a rapidly growing enter-
prise company X will probably need more and more formal tools for control in the fu-

ture.

Singh (2009, 7) states in his study that the identification of critical controls is mostly
based on the author's own judgement only, since formal selection of controls is usually
highly expensive. Configuration of critical controls also tends to lack specificity.
Namely, risk monitoring is often solely based on qualitative methods. Security controls
should include documentation of threat fruition and the subsequent financial or other
consequences. Singh (2009, 8) also finds a gap in monitoring the impacts of security
enhancement. It is crucial to design security enhancement processes so that their finan-
cial impacts can be monitored. That is to say, there is a chance that increased security
costs total more than the initial risk actualisation costs. The fourth gap Singh (2009, 8)
identifies in his thesis is the lack of dynamic adaptation to security threats. It is essen-
tial to take into consideration that organisations constantly face new threats while

some of the former threats disappear. (Singh 2009, 7-8.)

Vilhelm Brag and Frida Wedefelt have also studied the field of information risk man-
agement in their bachelor thesis: Information Risk Management —A case study of ma-
jor Swedish banks concerning the concept of information risk management (2004).
Their thesis focuses on how the concept of information risk management was per-
ceived within major banks in Sweden. Their goal is somewhat different compared to
this study, yet the research elements are very close to each other. Namely managemen -
t's risk consciousness is where the whole risk management process starts from thus

management's perception of the concept is emphasized in this research as well.

Brag and Wedefelt (2004) dealt with banks which are very different organisations in
comparison to company X and not the least in terms of risk management. It was inter-
esting to see how the concept of information risk management was perceived in banks
that obviously had much more voluminous risks than business gift retail companies.
What Brag and Wedefelt (2004, 55-57) found out was that the managers of Swedish

banks were very well aware of the information risks and they were managed funda-
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mentally. There was an extensive framework established for information related prac-
tices containing, for instance, confidentiality matters and rules concerning information
use, protection and storage. In fact, the practices in the studied banks seemed to be
very much like those recommended in information security literature. Thus, Brag and
Wedefelt's paper provides a good starting point for interviewing the management of
company X. (Brag & Wedefelt 2004, 55-57.)

Literature search presented earlier in this thesis is to be used as a basis for designing
the research methods. Check lists found from PK-RH website provide great support in
question formulation. Those check-lists are particularly suitable for this research since
they are designed exactly for the use of Finnish SMEs. As mentioned in the theoretical
study risk management process should be carried out in cooperation. Therefore, the re-
search is planned to involve management and employees of company X as extensively

as possible.

When aiming at a thorough understanding of the situation it is beneficial for the author
to know her research objects well. When any management-related matters of an organ-
isation are studied it is essential to obtain comprehensive background knowledge of the
organisation's functions, culture and members. This helps the researcher to formulate
the right questions and approach issues in a right way. When it comes to data collec-
tion it is crucial to plan the circumstances so that the research objects feel relaxed and
act and speak openly. Namely, only then will the participants give truthful answers. In
this study the organisation and participants are well known by the author, since she is
employed by company X as well. This helps to thoroughly plan and execute the re-
search. On the other hand being part of the organisation is likely to have an effect on
the authors objectivity. Thus, this matter is taken into consideration when planning the

execution and analysis phases in detail. (Flick 2009, 16, 110-112.)

3.2.2 Question formulation

It's important to formulate the right questions since there is a potential danger of col-
lecting a large amount of irrelevant data when qualitative research is in question. As a
matter of fact, the selection of people who can bring the answers can not be made until

the main questions are clear. Once the overall questions are known they should be
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complemented by more specific questions. Questions should be open, but defined as
carefully as possible in order to bring relevant data. There should also be room left for
modifying the questions or creating new ones during the interview if unexpected infor-

mation is revealed. (Flick 2009, 98.)

As the goal of this study is to initiate information and knowledge risk management at

company X, the two main questions are the following:

1) What is company X's risk profile like at the moment?

2) How could the risk management be improved now and in the future?

Even though these questions require quite extensive research on risk factors it is seen
important that the entire scale of information and knowledge risks is covered. Namely,
the study brings more value to company X if the subject is addressed outright. L.e. this
helps the management to perceive the big picture and get interested in and committed
to information and knowledge risk management. It has to be taken into consideration
that risk management is not a project but an ongoing process. Thus finding suitable
ways for managing the risks is not the main goal of the study, but it is more important
that the study encourages company X to start a long-term risk management process.
That is to say, mere proposals for improvement are useless if they are not implemented
in reality. Another crucial notice is that only those actions that are monitored over time

can be proven beneficial.

In order to gather more specific data concerning company X's information and knowl-
edge risks it is necessary to formulate more specific sub-questions. When investigating
company X's risk profile the first step is to find out what kind of information and
knowledge risks there are at the moment and how grave consequences their fruition
would have. The Information Risk Chart provided by the PK-RH website is used as a
support for more detailed question formulation since it covers the most typical threat
factors related to information in SMEs. However, the chart doesn't cover knowledge
risks thus potential threats related to knowledge are listed by the author. (PK-RH,
2013.)
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The following check-list is used for identifying and assessing company X's knowledge

risks in the same manner as in the Information Risk Chart.

1) Knowledge transfer
- Management

- Atmosphere

- Relationships

- Interaction

- Orientation and training of new employees

2) Knowledge preservation
- Key people leaving the organisation
- Definition of fundamental knowledge

- Transforming knowledge into information

The second main question of this study, “how could company X's information and
knowledge risks management be improved now and in the future”, is also divided into
more specific sub-questions in order to find the most suitable solutions for this case.
First of all it is important to ask how information and knowledge risks are managed at

company X at the moment. Sub-questions concerning that are the following:

1) Has company X established some kind of information and knowledge risk manage-
ment programme and what does it specifically include?
2) What kind of formal and informal action have been taken in terms of information

and knowledge risk management?

Knowledge about the current state of affairs at company X is crucial when progressing

to the actual risk management methods. Questions related to this are the following:

1) What kind of action should be taken under each identified risk?
2) How could the overall practices be improved in order to reduce costs resulting from

risks?
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3.2.3 Sampling and method selection

Since the author herself is a member of the organisation she is constantly observing
what is going on in the company. Because of this it is natural that ethnography is used
as one research method in this study. The advantages of using ethnography in this case
are the researcher's easy access to the social settings studied and possibility to use a
comprehensive sample due to natural interaction with all the other group members.
Also the open atmosphere at company X provides very suitable settings for ethnogra -
phy. Common problems in ethnography are how to choose what to observe and how to
know the frequencies of different events. In this case these problems can be mitigated
since the ethnographer has quite much knowledge of the activities taking place at com-
pany X. This facilitates the selection of actions on which to focus. When it comes to
estimating frequencies rather reliable conclusions can be drawn from long-term obser-
vation. However, it has to be considered that being a member of the studied organisa-
tion may also cause inability to see the forest for the trees. (Bryman & Bell 2011, 440-
460; Flick 2009, 232.)

Participant observers can take different roles in their research varying from total in-
volvement to full detachment. Since in this study the researcher is a full member of the
studied group the role of hers is chosen to be complete participant which indicates very
high involvement. In complete participation the other members are unaware of the ob-
servation actions. Thus complete participant is a covert observer. When the observing
actions are unknown by the other group members the gathered data is reliable. Namely,
the research objects don't know they are observed. However, it is important to take eth-
ical aspects into consideration when reporting the findings. Covert observation seldom
brings enough data since the ethnographer has to keep low profile in order not to be
uncovered. Because of this interviews are used for complementing the ethnographic

method. (Bryman & Bell 2011, 450, 454.)

After the observation period the information and knowledge risks will be identified
and assessed in detail in a group-discussion-type interview between employees, since
most of the risk management material suggest that risk identification and assessment
process should be executed in cooperation. In order for the sample to correspond the
entire population it is designed to include approximately 50% of the employees with

different roles in the company: salespeople, secretaries and purchasers. The manage-
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ment is not included to the group discussion since the presence of the CEO might af -

fect the openness of personnel's conversation. (PK-RH 2013; Suominen 2003, 58.)

Company X's financial manager is interviewed separately since she encounters infor-
mation risks that are very different to those faced by other employees. It can be as-
sumed that some of the largest information risks concentrate specifically on finance.
Also knowledge risks are expected to be large when it comes to financial manager's

post, since she is almost exclusively liable for the company's finance.

Since some of the issues presented on the information risk check list can only be exam-
ined by discussing with the management, the CEO is interviewed as well. These issues
include the management's attitude towards and awareness of information risks, con-
tract policies, external assistance and actions for enhancing protection, just to mention
a few. The interview is carried out after the other interviews since by that means the
facts revealed in the first interviews can be used as a basis for final question formula-

tion.

3.3 Risks

When doing qualitative research the probability of bias has to be taken into considera-
tion and avoided as much as possible. In this case it is important to find out if there has
been risk management action taken before and if some of the interviewees are part of a
risk management group, for example. Those group members would probably state that
they have been able to prevent the most significant risks. On the other hand those who
are not part of the risk management group would probably give more objective views

of the situation.

Qualitative research tends to be time-consuming. That is taken into account when
planning the schedule and design of execution and analysis phases. Interviews will be
designed so that not much irrelevant data is collected. Instead, the questions will be
formulated so to bring answers to the core questions in an effective way. Interviews
are scheduled as well, since no time of the participants and the company should be

wasted.
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One of the biggest limitations related to this research is that the interviewer is part of
the same working community with the interviewees. This may have an effect on the
objectivity of the research partly because the interviewer tends to be affected by her
own opinions and partly because she is likely to influence the objectivity of intervie-
wees' answers. In order to get as objective data as possible the interviewees will be se-
lected from those who are not so well known by the interviewer. Additionally, the in-
terviewer will avoid questions and body language that might lead the interviewees to-
wards certain opinions. In order to avoid personal opinions in the analysis phase, the

interviewer will discuss the data with a third, fully objective, party.

3.4 Uniqueness

Each research aims at bringing new information. The goal of this study is to bring new
and useful information to company X in the field of knowledge and information risk
management. What makes this study unique is that it combines information and
knowledge risks together whereas most of the previous studies focus on information
risks only. All in all there is only little research made of knowledge risks, but in the au-
thor's opinion information and knowledge should be bound together. Namely, many
businesses suffer from inability of converting information into knowledge and vice
versa. Another thing making this paper unique is that it is the very first risk study con-

ducted for company X.

3.5 Ethical aspects

This study follows the ethical principles stated in Business Research Methods written
by Alan Bryman and Emma Bell (2011, 126-150). Thus, the research will not cause
any physical or mental harm to interviewees. The management of company X as well
as the participants have been asked a consent for the interview. Confidentiality issues
will be clarified for the participants. Privacy of the participants will not be hurt in this

study nor will any data be used for deception. (Bryman & Bell 2011, 126-150.)
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4 FINDINGS

In this section the author will describe in detail how the research was executed in real-
ity and what kind of results it gave. The findings are reported in the same order as the

data was collected: Ethnographic findings at first and interviews after them.

In order to make this study easier for the reader to follow the research questions are re-
peated once more. The main questions which this study aims to answer are stated be-

low:

1) What is company X's risk profile like at the moment?

2) How could the risk management be improved now and in the future?

Finding out the most significant risk factors requires identification and assessment of
company X's entire information risk field. This process is facilitated by using the infor-

mation risk chart provided by PK-RH website (figure 5).
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Management. Management awareness and control of
Information risks s the foundation of mformation risk ma-
nagement. Fracbcal management toods include controlled-
Information secunty procedures, the use of experise, the
Integration of inforrmaton security and quality systems, etc.
Activities of personnel. Infoomation risks are either mans-
ged or realised through the practical actions of peraonnel.
Expertise and procedures creste & foundation for success
and employees must be adequately tresmed. Effective tools
for risk mensgement should be provided for personnel e.9.
automatically operating anti-vinus softwarne.

Premises. Accidents and theft are
key information secunty risks, Access
control, partitioning etc. ane base
control measwres for managing these
rigks.

Protection of information systems.
The protection of electronic informa-
tion systems i one of the main chal-
lenges of information risk manage-
ment. However, the management of
paper-based systems & egually
important.

FIGURE 5. Information Risk Chart (PK-RH 2013)

Business relationships. Informa-
tian raks in business relationshps
are accentuated through networ-
king &nd subcontracting. The ade-
quacy of the information securnity
ayatems of the different parties

should b= assessad and classified.

Training and montaring should be
used o ensure that there are no
weak links In the network. Trust
must work equally well in &l direc-
tions!

Since no tools for knowledge risk assessment were found from secondary sources the

author designed a separate check list for that. The areas related to knowledge risks are

listed in a similar manner than shown in the Information Risk Chart.



35

Knowledge Risk Check-list:

1) Knowledge transfer

- Management (awareness, interest, skills, practices)
- Atmosphere

- Relationships

- Interaction

- Orientation and training of new employees

2) Knowledge preservation
- Key people leaving the organisation
- Definition of fundamental knowledge

- Transforming knowledge to information

As the first main question focuses on examining company X's current risk profile, the
second main question “How could company X's risk management be improved now
and in the future?” aims at providing company X with the tools for information and
knowledge risk management in practice. The questions formulated for finding out

those tools are presented below once more.

1) What kind of action should be taken under each identified risk?
2) How could the overall practices be improved in order to reduce costs resulting from

risks?

4.1 Ethnographic findings

As mentioned earlier the ethnographic research method used in this study is covert ob-
serving. The indirect observation period can actually be defined having begun once the
author started working for company X in the beginning of April in 2012. Even though
the author didn't know about this research during the first eight months in company X
she was inevitably observing the company environment and operations all the time.
The observation conducted by a newcomer is always more valuable and effective in
comparison to observation carried out by an intern. Namely, people tend to become

blind for action taking place around them when they get used to it.
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4.3 Outline

Once the substantial risk factors were identified by observation and interviews they
were assessed in order to point out the most dangerous risks. The assessment was exe-
cuted as described earlier in this text —by defining a numerical value of severity and
frequency for each risk and multiplying these numbers by each other. Four-step assess-
ment scale (table 3) was determined being the most suitable scale for this purpose
since information and knowledge risk assessment is very challenging to assess with
high accuracy. This is due to the risks' abstract nature and lack of precise risk docu-
mentation from previous years. As there was not such documentation available there
was no other chance than to settle for relatively rough estimations. However three-step
scale would have been too rough in this case since the variations in the frequency and
consequences of different information and knowledge risks are high. (Suominen 2013,

83-84.)

The assessment of company X's information and knowledge risk tolerance is shown
risk by risk in table 4. Severity and frequency are given numerical values from one to
four, one standing for slightly harmful or highly unlikely, two for somewhat harmful or
unlikely, three for harmful or somewhat likely and four for extremely harmful or likely
risks. The frequency scale is proportioned to the time of 15 years which the company
had been in operation thus highly unlikely risks were defined as those taking place ap -
proximately once in every twenty years, unlikely risks once in every five years, some-
what likely risks once in a year and likely risks once in a month. The Severity scale, in
turn, is defined based on the CEQO's estimations concerning the seriousness of financial
losses. Accordingly, in the case of company X slightly harmful consequences would
correspond losses less than 20 000€, somewhat harmful consequences 20 000 — 100
000€, harmful consequences 100 000 — 500 000€, whereas extremely harmful conse-
quences would signify losses greater than 500 000€.
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TABLE 3. Assessment scale for information and knowledge risks at company X

Severity of the risk
Likelihood of 1 Slightly harm-

the risk ful
(<20 000€)

1 Highly unlikely 2 Trivial 3 Tolerable

(once in 20 years)

2 Trivial 4 Tolerable 6 Moderate

3 Tolerable 6 Moderate

4 Moderate
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5 RECOMMENDATIONS

In this chapter the risks that were identified and assessed in chapter 4 will be ad-
dressed one by one, and potential management methods and actions suggested. After
that the situation will be analysed as a whole and essential risk management actions
and schedules proposed. These recommendations will subsequently be presented to
company X's management that has the authority to choose which proposals will be im-
plemented in reality. Company X's management will also be proposed an information
and knowledge risk programme for continuing risk management in the future as well.

(Suominen 2003, 30.)

As stated earlier in this paper, there are four different risk management methods the

first two of which belong to risk control and the last two to risk financing procedures:

- Risk avoidance (control)
- Risk reduction/sharing (control)
- Risk transfer (financing)

- Risk keeping (financing)

These risk management methods are used as a basis for determining the most suitable
action to be taken under each risk. Since each risk effect has also a cause it is the caus-
es that have to be focused on when the aim is to impact the effects. Some causes can
and should be totally avoided whereas the removal of certain causes may become more
expensive than the costs deriving from risk actualisation. Some risks may have posi-
tive effects as well, but information risks cause usually only harm or no harm thus
most of them belong to the category of static risks. (Suominen 2003, 98, 79; PK-RH
2013.)

Company X's most significant information and knowledge risks are presented in the
previous paragraphs. Risk management should start from the most dangerous risks
since their actualisation would cause much harm. Thus the risks will be reviewed in
the following table starting from the substantial ones and then proceeding to the mod-
erate, tolerable and trivial ones respectively. The risks are divided in two tables the
first of which (table 5) includes information risks and the second (table 6) knowledge

risks. This division facilitates the specification of suitable risk management actions
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since most of the management actions can be applied to several risks within one risk

category. (PK-RH 2013;_Suominen 2003, 83.)


http://www.pk-rh.com/startti-riskienhallintaan/mita-riskienhallinta-on/riskien-suuruuden-arviointi/index.html
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As it can be noticed from the tables above most of the means for risk reduction would
affect plenty of risks at the same time. This aspect has to be taken into account when
defining the urgency of certain risk management actions. Namely, improving only one
thing may reduce the likelihood or frequency of several risks at the same time. The ta-
bles also show that most of the potential risk management actions belong to the reduc-
tion category, which indicates that the risks cannot be totally avoided. When informa-
tion risks are in question their absolute elimination is usually impossible due to the ma-
jor role of unintentional actions and human errors within cause factors. Knowledge
risks, for their part, are quite challenging to avoid and impossible to transfer because

of their abstract nature. (Suominen 2003, 80.)

It appears that company X has seven substantial information and knowledge risks alto -
gether. Actualisation of more than one or two substantial risks could hardly be tolerat-
ed. Therefore, it is crucial to start improving the firm's tolerance for these risks right
away. Four of the substantial risks belong to the category of information risks whereas
three of them are knowledge risks. These two categories require quite different man-

agement actions hence they will be discussed separately.

5.1 Methods for information risk management

When examining the information risk table some of the suggested management actions
appear to recur under several risks. The four substantial risks presented on the first
rows of the table could be significantly reduced by only a couple of measures. These
measures also appear to affect most of the less dangerous risks. What is even better
from company X's point of view is that most of these measures are quite inexpensive

and easy to implement.
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5.2 Methods for knowledge risk management

The research detected five knowledge risks at company X three of which belong to the
category of substantial risks, one to moderate risk and only one to tolerable ones. Thus
it is highly recommended for company X to take prompt action in order to reduce these
risks. It has to be noted, however, that knowledge management is not any project, but
it should be permanently integrated in the management. It is imperative, yet challeng-
ing, to get each member of the organisation involved in the process. (Atwood 2009, 1-

2)
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6 CONCLUSION

Information and knowledge risk management in company X was chosen as a subject
for this thesis since the firm's operations were almost entirely based on communica-
tion. Another reason behind the need for improving information and knowledge risk
management were the constantly increasing challenges in that area, such as develop-
ment of technology, employees changing work place more often than in the past and
accurately filed customer information becoming prerequisite for success. Accordingly,
the goal of this study was to initiate information and knowledge risk management at
company X by analysing its current risk profile and suggesting an action plan based on

the findings.

The theoretical framework of risk management, information security, knowledge man-
agement and qualitative research provided a good starting point for primary data col-
lection. The research was executed by qualitative methods since it aimed at pointing
out cause-effect relationships and finding out solutions for existing problems. Quanti-
tative data concerning risk actualisation in the past would have been useful as well,
but unfortunately there wasn't such data available. The research was started by covert
observing which was continued for several months. The ethnographic findings proved
valuable and ample, but some especially management-related issues required adjust-
ment thus the management and representative of company X's information security ser-
vice provider were interviewed individually. The overall risk profile was also dis-
cussed and assessed in a group interview with six staff members making approximate -

ly half of the entire personnel.
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The design, implementation and results of this study are not flawless, especially be-
cause it was the first risk management study conducted for company X. Even though
many of the significant risks were identified, it is still possible that some risks re-
mained unnoticed due to the great number risks out there. But as mentioned earlier, risk
management is an ongoing process. Thus it is up to company X to continue the process
that was started by this study. This paper also provides a good basis for managing oth-

er risk categories at company X.

All in all, the ultimate gain of this thesis lies on awaking the interest of company X's
management on the subject of risk management. As competitive advantage is what
matters the most in corporate gift business, awareness of the risk management may
prove to be a decisive asset. Information and knowledge management are also relative-
ly new fields of administration making the related threats and possibilities notable.
Thus competent management of related risks is likely to bring great competitive ad-

vantage in the future.
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