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The topic of the thesis was to develop a cloud-based application running on the
Amazon Web Services platform which was responsible for caching and validating
data.

The background was that under certain circumstances of online payment
processes, the data must be preserved for a short period of time and storing
them onto database was not a wise choice due to the latency and heavy
workload, therefore caching was a good solution. In addition, the application was
required to be light, reliable and easy to manage as defined by the concept of
microservices. For this purpose, various technologies were used; Quarkus,
Docker container, Redis and AWS.

The main objectives of the thesis were to develop a module for online payment
processes which will validate and cache payment information as well as to
provide a useful guideline for those who are interested in how to build a
compact serverless application which can be used by any AWS-based software
systems.

This application has fully achieved its goals. By using the latest powerful
technologies, such as Quarkus, Docker, and Amazon Web Services, the
application is lighter and faster than expected and making future maintenance
and enhancement will be easier.
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1 INTRODUCTION

In the field of software development, system expansion and upgrades are
inevitable. As a result, the system gradually becomes complicated and difficult to
maintain. Therefore, many cloud services have been created and they provide
companies many applications to focus on their own business without spending too
many resources on managing the underlying infrastructure. This thesis presents
one of the ways to help businesses that is Serverless. Businesses do not have
allocate a lot of resources to manage their own server. There are multiple

advantages:

- Compared with traditional server computing, it saves up to 70% of the cost
and users do not need to pay for additional services. /1/

- Simple to manage with a small team and no need to deal with physical
server. /1/

- Serverless application offers a great scalable solution and provides needed
resource immediately. The service can be scaled up and down instantly
when needed. /1/

- Cloud providers also support many more services that users can flexibly

choose to implement together with their systems. /1/

This application is hosted on a serverless, which is responsible for storing the

payment forms sent by the user to the cache.

This introduction will include the background and the description as well as the

objectives of this thesis.

1.1 Background and Description

Caching is a technique that is used and applied in many systems in general and
applications in particular. Typical examples are those applications that need faster
data access, or the ones that need to store data only for a short period of time.

The online payment system is no exception.



The online payment process starts when an unauthenticated user posts a payment
request to this application. The requested data is then validated and cached while
waiting for the user to authenticating. After the user completes the
authentication, the data is fetched from the cache to start an actual payment
process. So that, data need to be stored just during the time users authenticate

themselves.

This application is a small module that is consumed by a larger software

application.

1.2 Objectives

The purpose of this thesis is to document the process of creating a stateless cloud
service and how to use advanced technology to build a lightweight and fast

application.

The thesis consists of six sections. The first part is an introduction to the project
and thesis. It states the goal that the research is set to achieve and explains the
research scenario. The second part reviews relevant technologies and tools used
to build the application. The third part contains a detailed description of the
project, as well as its specifications and diagrams. The fourth part reports the
process of building, deploying the applications. The fifth one covers the testing
method that was used to test the flow of production. The last part presents a
drawn conclusion and how this application can be further improved more in the

future.



2 TECHNOLOGICAL BACKGROUND

This section introduces the related technology stack used in this application. Since
the application is considered a cloud-based serverless service, many AWS stacks
were involved. Quarkus was the main actor here, which is a framework that is used
to develop Java application. This application used Redis - the most powerful
memory data structure storage at the present. Docker was used to build this
application as a container. Finally, Robot Framework, was used for testing

purposes.

2.1 Cloud Services

To achieve the serverless architecture, the first of the things is choosing the right
Cloud Service that fits the needs of the application, as well as easy for a business
to operate smoothly. There are multiple Cloud Service Providers that can provide

a reliable, flexible infrastructure, such as AWS, Azure, and Google Cloud Platform.

AWS was chosen for this application due to its most powerful platform.

2.1.1 AWS

AWS stands for Amazon Web Services. It offers a variety of features and services,
such as serverless computing, application services, storage options and databases.
AWS allows developers to build their applications without worrying about
managing the underlying infrastructure. This application uses several services that

are offered by AWS such as ECR, ECS, CloudFormation, Secrets Manager. /2/

2.1.2 Elastic Container Registry (ECR)

Elastic Container Registry (ECR) is a repository for sharing, storing, deploying
container images and artifacts, such as Docker image. ECR also works with Docker
CLl, so that we can pull or push images from our development environments to

ECR. /3/
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Figure 1. ECR in the execution process of System using Docker. /3/

ECR is needed when working with containers, it allows users to operate their own
storage without touching the infrastructure or worrying about the scalability. It
offers users some features such as cleaning up unused images, scanning

vulnerabilities on images, or sharing cross region and account. /3/

2.1.3 Elastic Container Service (ECS)

“Amazon Elastic Container Service (ECS) is a highly scalable, high-performance
container management service that makes it easy to run, stop, and manage

containers on a cluster”. /4/

It can be used to host a serverless infrastructure by running a service or task using

Fargate launch type, or by using EC2 launch type to run instances. /5/

To get containers spin up, users must define their own Task Definition. The Task
Definition can be defined within a text file in json or the YAML format. It describes
the container parameter, for example, the images to be used, the size of the

memory, and ports to be opened. /5/



From the Task Definition, tasks can be initiated within a cluster. If the launch type
is Fargate, the task has its own boundary and does not have the same kernel,

memory, and CPU resources. /5/

Amazon ECS will guarantee at least one or at most ten tasks from only one Task
Definition simultaneously. If a task fails or stops, ECS is scheduled to launch new
task to replace the failed one. This is the scalability and load balancing features.
Therefore, it is very efficient for many cases, for example a sudden large of traffic

request to the service. /5/

ECS Cluster
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Figure 2. A Cluster has 2 Services, each running a different number of Tasks. /5/

The above figure describes how a ECS Cluster looks like. A Cluster includes multiple

Services, Services running at least one to at most ten tasks. /5/



2.1.4 CloudFormation

CloudFormation documentation defines it as: “CloudFormation provides us with
an easy way to model collections of related AWS and third-party resources,
provision them quickly and consistently, and manage them throughout their

lifecycles, by treating infrastructure as code.” /6/

It also says that: “A CloudFormation template describes desired resources and
dependencies so that AWS users can launch and configure them together as a
stack. Users can use a template to create, update, and delete an entire stack as a

single unit, as often as it needs to, instead of managing resources individually”. /6/

This application uses CloudFormation to build AWS stacks such as ECS, ECR, and
Secrets Manager and to deploy application containers to ECS. The advantage is
that we do not need to go through all AWS stacks and build them manually each
time we deploy or update. CloudFormation provides us a way to manage it with a

template file, which can be described in YAML or JSON. /6/

2.1.5 Secrets Manager

Secrets Manager is an AWS service that provides a secure store for credential

assets such as passwords, keys, and certificates. /7/

So instead of embedding database credentials or APl secret keys in the application,

we store them in Secrets Manager and retrieve them whenever needed. /7/

AWS Secrets Manager also can be configured to rotate the secret according to a

described schedule. /7/

2.2 Quarkus Framework

Red Hat - the company that creates Quarkus defines: “Quarkus is a Java framework
designed for Java virtual machines and local compilation. It optimizes Java

specifically for containers, making it an effective platform for serverless and cloud



environments”. Quarkus aims to make it easier to build and maintain these

applications, and to shorten the time required to get them up and running. /8/

Spring-boot is also one of the most popular Java frameworks, but Quarkus was
chosen because it is lightweight and high-performance. It is designed to build and
deploy fast and scalable serverless applications without touching too much into

configuration.

Startup Time

0.018
Quarkus Native
0.010
2.858
macOS
Quarkus JVM - .
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Spring Boot
5270
0 2 4 6 8
Seconds

Figure 3. Startup comparison. /9/

Quarkus promises to give a faster startup time more than Spring Boot - a well-
known traditional Java framework for building cloud service application. This

startup times plays an important role when building a serverless application. /9/

Generally, there are several factors that affect AWS (Amazon Web Services)
services pricing, one of those is the startup-time. For example, the more time
Tasks in ECS (Elastic Container Service) take, the more it charges. Therefore,
minimizing the start-up time offers many benefits from reducing operating costs,

to avoid cold start problems. /9/
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Figure 4. Memory management comparison. /9/

In addition to providing a fast time, Quarkus also provides very low memory
consumption. It is also very effective for cost optimization of serverless

applications.

2.3 Redis

The Redis cache is an in-memory key-value store - for better performance and
reliability. It is a database like any other. What sets it apart from other databases
is the ability to store and retrieve data without holding it on a disk. Redis will keep
data in memory and provide fast access to it, but if the machine crashes all the
data will be lost. To prevent data loss, there is a built-in module that persists data

to dump files on the disk. /10/

Unlike Relational Database Management Service (RDMS) such as MySQL or
PostgreSQL, Redis has no tables. Redis stores data as key values. It has diverse data
types, supports many operations from users. The following is an overview of the

data types used by Redis to store values. /10/



— STRING: string, integer, or float. Redis can work with whole strings, parts of

strings, as well as increment/decrement values of integers and floats. /10/

— LIST: List is a list of strings, sorted by insertion order. Redis can add an element
to two ends of List. The List is suitable for problems that need to manipulate
elements near the beginning and the end because this access is extremely fast,
even when inserting millions of elements. However, the disadvantage is that

accessing the elements in the middle of the list is very slow. /10/

— SET: A set of strings (not sorted). Redis supports operations to add, read, delete
each element, check the occurrence of elements in the collection. In addition,

Redis also supports set operations, including intersect/union/difference. /10/

— HASH: stores a hash table of key-value pairs, where the keys are arranged
randomly, in no order at all. Redis supports add, read, and delete element

operations, as well as reading all values. /10/

— SORTED SET (ZSET): is a list, where each element is a mapping between a string
(member) and a floating-point number (score), and the list is sorted by this score.

The elements of ZSET are sorted from smallest to largest score. /10/

Since the requirement from this application is storing data for a short period of

time, Redis is ideal for the application to cache data. /10/

2.4 Docker

Docker is a type of software containerization platform that allows users to isolate
and run applications in their own environment. It provides a system for running
applications in virtual containers. It is also well compatible with Quarkus and helps

build up a much more lightweight service. /11/

In a way, Docker is very similar to a virtual machine. Docker is popular nowadays

due to these reasons:
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Easy to apply: Docker can be easily used by programmers, and system
administrators. It uses containers to build and test quickly. Applications can be
packaged on laptops and run on public clouds and private clouds. The mantra is

"build once, run anywhere." /11/

Speed: Docker containers are light and fast. Docker containers can be created and

start in a few seconds. /11/

Operating environment and scalability: Users can decompose the functions of the
application into separate containers. The database example runs on one
container, the Redis cache can run on another container, and the Quarkus
application runs on another container. Using Docker, users can easily link
containers together to form an application, so users can easily extend and update

components independently of each other. /11/

To understand Docker, we must know about the Docker image and Docker

container.

2.4.1 Docker Image

A Docker image is an immutable file that contains all the necessary information
about how the application should be run. This includes server configuration,
libraries, and any other dependencies or parameters needed for execution. Docker
images are built with a command line tool called "docker build" and contain

everything that needed to create a deployable container for the application. /12/

2.4.2 Docker Container

Containers is an instance of an image; it is defined as: “a solution to the problem
of how to get software to run reliably when moved from one computing
environment to another. This could be from a developer's laptop to a test
environment, from a staging environment into production, and perhaps from a

physical machine in a data center to a virtual machine in a private or public cloud”.

/12/
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Containerized Applications

< o0 @) () Ll LL
o o o o o o
o Q. o o o o
< < < < < <
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Host Operating System

Infrastructure

Figure 5. Container application layer. /12/

With the migration to microservices of large systems, Docker is making a hugely

important component, making it part of many DevOps technologies.

2.5 Robot Framework

Wikipedia defines that: “Robot Framework is an open-source automation
framework for acceptance testing and robotic process automation (RPA). It is an

application and platform- independent project with a growing ecosystem of

external tools and libraries”. /13/

It was originally shaped by Pekka Klarck — a Finnish developer, then was developed

and improved by Nokia. /14/

This thesis demonstrates how a test automation framework could help in

developing a software module in general and this application in particular.
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3 APPLICATION DESCRIPTION

In this chapter, the structure and requirement specifications of the application will

be discussed.

To present a clearer view of this application, this section provides use-case
diagrams and class diagrams. This is a visual representation of the structure and

use cases of the software.

The following figure below describes the main functions of this application.

Caching application

Check form existence

Payment module

Figure 6. Interaction with payment module.

This caching application is used by another service, which is the payment module.
The Payment module uses REST to posting data, as well as to retrieve and check if

the data is existed on the cache.
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Cache VerifyService SignService CacheService Redis
module

Payment T

module :
end payment iom—bﬁ]_
Validates for

Signs form

alls PUT memﬂdm
| Caches form
W—Hetums result
I I
t 1

B —

Responses with status

Figure 7. Sequence of interactions when receiving post request.

The above sequence diagram shows various steps from the moment the payment

module sends a form to the Cache module to the moment that the form is cached

down.
Cache CacheService SignService Redis
module
Payment T
module

Requests /GET form
alls GET melhod—'D

I Retrieves form by i

|

| rfﬁespons&s with form data
|

T

1

I
esponses with form data after validating
I

Figure 8. Sequence of interaction when receiving get request.

The above sequence diagram shows various steps from the moment the payment

module sends a request to get a form from the Cache module.

Cache Cache Redis
module Service

Payment
module

| |
| |
| |
| |
| |
—Request check form exist—’lj_-l_c : :
all check form metho
: d_>l|]—Check form exist by idjj

! H-]‘—Return result

o Return JS():N response I :
| | |
| |
| |

Figure 9. Sequence of interaction when receiving check request.
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The above diagram shows steps when Payment module send a checking form

request to cache module.

The following object model describes classes, as well as methods and properties
which are involved. The following class diagram gives an overview of this software

module and the visual relationship between them.

EndPointController

dbService: DbService
verifyService: VerifyService
config:Configuration

I

I

: deleteOpe()

I addOpe()

I

: I ! I

: : = ﬁ‘}‘—"* I\ ______ w=useE= .

o aeaaa S ==usexx_ _ _ _ _ _ . USE .

! ! USE FormEntity \i

! I \;/ I FORM_ATTRIBUTE_1: String DbService

) VorifyServico FORM_ATTRIBUTE_2: String PREFIX_KEY: String

: | config: Configuration Lo> FORM_ATTRIBUTE_3: String Pa— dbClient: DbClient

1| | configService: ConfigurationService getAttribute() signService: SignService

: : validateFormAttribute() getAttribute2() deleteOpe()

oy | © | getAttribute3() addOpe()

! | | 1 T

L i | |

b ‘ . ConfigurationService |

SignServi

! | gnoerree '. _> ERROR_CONST: String Sorfigaraiion

| : SIGN_ALG_CONST: String PASSW_CONST: String .

' | PRIVATE KEY_CONST:String [~ . sf GERTIFICATE_ID: String targetPath: String

i | | PUBLIC_KEY_CONST: String config:Configuration is_use_async: Boolean

: i config:Configuration sign() db_config_path: String

b configServ: ConfigurationService validateSign() delete_endpoint_enable: Boolean

b sign() domain: String

i : validateSign) [T T T T T TTTTTTTTTTTTR > use_secret_manager: Boolean
|

I | getTargetPath()

b getDomain()

VT SSeRE ST > getlsUseAsync()

| getDbConfigPath()

! getUseSecret()

: setTargetPath()

i

_______________________________________________ > setDomain()
setlsUseAsync()
setDbConfPath()
setlsEnableDel()
setUseSM()

Figure 10. Class-diagram dependency.

The above figure shows a general view of the architecture. In general, Service
classes are dependencies of Controller class and Configuration class is a

dependency of every class in the system.
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EndPointController

dbService: DbService
verifyService: VerifyService
config:Configuration

deleteOpe()
addOpe()

Figure 11. EndpointController class.

The EndpointController class is responsible for receiving a request from the client
and performs calling relevant services, for example DbService and VerifyService. It

also includes Objects for logging and loading configurations.

DbService

PREFIX_KEY: String
dbClient: DbClient
signService: SignService

deleteOpe()
addOpe()

Figure 12. DbService class.

The DbService class is called when the application needs to perform putting data,

retrieving data and checking whether data exists on the cache.

VerifyService

config: Configuration
configService: ConfigurationService

validateFormAttribute()

Figure 13. VerifyService class.

VerifyService takes care of the validation task on data, guarantees the received

data is in the right format, as well as filters filtering data with malicious objects.
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SignService

SIGN_ALG_CONST: String
PRIVATE_KEY_CONST: String
PUBLIC_KEY_CONST: String
config:Configuration

configServ: ConfigurationService
sign()

validateSign()

Figure 14. SignService class.

SignService signs the received form data with a digital signature algorithm and

validates the signature.

ConfigurationService

ERROR_CONST: String
PASSW_CONST: String
CERTIFICATE_ID: String
config:Configuration

sign()
validateSign()

Figure 15. ConfigurationService class.

The ConfigurationService class is responsible for loading configuration from other

sources such as Secrets Manager.
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Configuration

targetPath: String
is_use_async: Boolean
db_config_path: String
delete_endpoint_enable: Boolean
domain: String
use_secret_manager: Boolean
getTargetPath()

getDomain()

getlsUseAsync()
getDbConfigPath()
getUseSecret()
setTargetPath()

setDomain()

setlsUseAsync()
setDbConfPath()
setlsEnableDel()

setUseSM()

Figure 16. Configuration class.

Configuration values are defined in the application.properties file and can be
overridden by an environment variable. The Configuration class provides a

standard way to retrieve the values.

FormEntity

FORM_ATTRIBUTE_1: String
FORM_ATTRIBUTE_2: String
FORM_ATTRIBUTE_3: String
getAttribute1()
getAttribute2()
getAttribute3()

Figure 17. FormEntity class.

FormEntity represents the form sent from the user. It contains all form attributes.
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3.1 Requirement Specifications

The requirements can be classified into three levels. Priorities are arranged in the
order of must-have, should-have, and nice-to-have. The Must-have requirements
are core features of the application, which are essential. The Should-have
requirements are important but not necessary for the application. The Nice-to
have requirements are desirable and could improve the performance but are not

critical.

3.1.1 Must-have Requirements

The Must-have requirements for this application are:

e The time for data to exist in the cache is as short as possible.
e Data must be signed after validation before putting it to the cache.
e Comprehensive automatic tests are mandatory.

e Deploy to AWS as a Docker container.

3.1.2 Should-have Requirements

The Should-have requirements for this application are:

e Application should log events for auditing.

e Data should be encrypted before persisting to the cache.

e Should have a CloudFormation template that could automate the process
of building AWS services.

e Datais stored in Redis should be with access control limit.

3.1.3 Nice-to-have Requirements

The Nice-to-have requirements for this application are

e Shell script for workflow automation.

e Docker-compose script for local testing.
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4 |IMPLEMENTATION

In this section, the process of implementing this application will be described.

4.1 Service Set-up

This application uses Quarkus to build the core service and Docker for
containerizing the application. For hosting the container, AWS ECS and ECR are

involved. Cloudformation is used for AWS stacks combination.

The general folder structure of the application looks like following figure:

Vv Lp SIc
> O main
> [ test
& .dockerignore
@ .gitignore
Yo cloudformation_ecr_repository.yml
Y. cloudformation_ecs_service.yml|
Y cloudformation_secret_manager.yml
code-with-quarkus.iml
docker-compose.ymi
Dockerfile
i mvnw

mvnw.cmd

pom.xml

README.md

M test-request.sh

&) testform.txt

Figure 18. General folder structure

Also, before developing this application, the installation of Java 8, Maven, Docker,

AWS Command Line Interface and Python3 was required.
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4.1.1 Service Configuration

For configuration properties, putting them in the application.properties file is easy
for access throughout the application. Also, we can put them into different profiles

properties (application-dev.properties, application-prod.properties, and so on).

application.properties X

dbl-config=redis/redis-local.yml

Figure 19. The content of application.properties file.

We define a class to retrieve them through class methods, which annotates with
@ConfigProperties.

@ConfigProperties

class Configuration () {

@ConfigProperty (name = "db-config’)
String dbConfig;

Code Snippet 1. Configuration class code.
By calling “getDbConfig” method, the method returns dbConfig’s value which is

defined in application.properties.

For Redis configuration, before the cacheClient initializes, it loaded a YAML file to

config the client. Based on the current environment, it uses different config file.
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v [@@ resources
> & META-INF
v [ redis

redis-dev.yml

redis-local.yml
redis-prod.yml

application.properties

Figure 20. Configuration structure.

Different YAML files are put inside the resource folder.

redis-prod.yml X

singleServerConfig:

address: "redis://${ADDRESS_REDIS}"
username: "${USERNAME_REDIS}"
password: "${PASSWORD_REDIS}"

Figure 21. Configuration format.
S{ADDRESS_REDIS} can be assigned with environment variable while running.

4.1.2 System Analysis

This application is used to process forms, so at the beginning, we need a form

entity class.

class FormEntity {
@[Param]
@[Constrains]
String attributel
String attribute2
String attribute3
String attribute4
String attribute5

}
Code Snippet 2. FormEntity class.
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In FormEntity, it contains form properties and adds some Java annotations for
constraints (Java annotations are used to trigger functions bound to it without

changing the code of the class, method, or property).

If we want the application to be able to receive payment forms from another
module or web browser, we will create a class to listen for the requests we want.

In this application, we use RESTful for communication.

@Path(api/path’)

class EndpointController {
verifyService: VerifyService
dbService: DbService
logger: Logger
config: Configuration

removeOpe (id) {
IF (check if remove endpoint is not enable)
throws exception
ELSE
dbService removes form_entity associates with id from cache
return form_entity

}

@Post
addOpe (form_entity) {
id = [generate random id]
TRY:
IF (check if async enable)
verifyService verifies the form_entity asynchronously
ELSE
verifyService verifies the form_entity synchronously
IF (check if validate finish with OK)
dbService caches the form_entity
CATCH:
return response 500 if exception is born
return response 200 if no exception is born
}
}

Code Snippet 3. EndpointController.

“@Path(‘api/path’)”, which an annotation that indicates “api/path’ is where the
Java class will be hosted. For example, this application is hosted at

https://www.exampledomain.io, the web browser can make the request to

https://www.exampledomain.io/api/path. Additionally, @Post indicates a
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request method should be POST. Now, the application will execute desired task if

there is a POST request that come to the application.

The caching service was implemented with the help of Redisson, a Java Redis client
library. It provides various APIs to interact with the Redis server, such as opening
connections and storing Java objects. The application uses RMap in Redisson to
store the client's form, which is based on the Redis Hashes data type. The key of

RMap is the id of the form, and the value is the form itself.

RMap<String, Form> rMap = redissonClient.getMap (form id);

rMap.put (form id, form entity);

Code Snippet 4. An example of how to use Redisson to store Java object to Redis.
4.2 Deployment

This part will show how to build the application into container using Docker. Then

it is deployed it onto AWS ECS by CloudFormation template AWS CLI.

4.2.1 Build Configuration

When the Quarkus template is created, it has already included the file

Dockerfile.jvm. The multiple parts of the Dockerfile are described as follow.

The header of the file Dockerfile looks as follows:

FROM registry.access.redhat.com/ubi8/ubi-minimal:8.4

ARG JAVA_PACKAGE=java-11-openjdk-headless
ARG RUN_JAVA_VERSION=1.3.8
ENV LANG='en_US.UTF-8' LANGUAGE="'en_US:en'

Code Snippet 5. Header of Dockerfile
FROM keyword pulls the base image for the application’s image from remote

Docker registry.

ARG keyword gives the possibilities for the user to define a variable that can be

passed at build-time.
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ENV keyword sets an environment variable, and it will persist when the container

is run.

The main part of the Dockerfile is as follows:

# Install java and the run-java script
# Also set up permissions for user "1001°
RUN microdnf install curl ca-certificates ${JAVA_PACKAGE} \

&& microdnf update \

&& microdnf clean all \

&& mkdir /deployments \

&& chown 1001 /deployments \

&& chmod "g+rwX" /deployments \

&& chown 1001:root /deployments \

&& curl https://repol.maven.org/maven2/io/fabric8/run-java-
sh/S{RUN_JAVA_VERSION}/run-java-sh-S{RUN_JAVA_VERSION}-sh.sh -o /deployments/run-
java.sh' \

&& chown 1001 /deployments/run-java.sh \

&& chmod 540 /deployments/run-java.sh \

&& echo "securerandom.source=file:/dev/urandom" >>
/etc/alternatives/jre/conf/security/java.security

# Configure the JAVA_OPTIONS, you can add -XshowSettings:vm to also display the heap size.
ENV JAVA_OPTIONS="-Dquarkus.http.host=0.0.0.0 -
Djava.util.logging.manager=org.jboss.logmanager.LogManager"

# We make four distinct layers so if there are application changes the library layers can be re-
used

COPY --chown=1001 target/quarkus-app/lib/ /deployments/lib/

COPY --chown=1001 target/quarkus-app/*.jar /deployments/

COPY --chown=1001 target/quarkus-app/app/ /deployments/app/

COPY --chown=1001 target/quarkus-app/quarkus/ /deployments/quarkus/

Code Snippet 6. Body of Dockerfile file.

This part is responsible for installing Java and the startup script for the Java

container application and giving all permission to that script by chmod “g+rwX”

command.

Then it performs COPY instruction to copy the jar file which is the result from the

maven build:

mvn clean install

Code Snippet 7. Command for maven build

As mentioned before, Maven should be installed in the development machine

then it can execute the above command.
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Finally, the ending of the Dockerfile should be added:

EXPOSE 8080
USER 1001

ENTRYPOINT [ "/deployments/run-java.sh" ]

Code Snippet 8. End of Dockerfile
The end of the Dockerfile exposes the port 8080 for network communication

purpose. It also set the username to 1001 to use when running the image.

Finally, it sets specific command to run the script when the Docker container is

initiated.

There we can use the docker command to create the image and also build the

container if we want to see how it looks like in the local:

docker build -f ./Dockerfile -t demo:1.0-SNAPSHOT .

docker run --rm -p 8080:8080 -p 5005:5005 -e JAVA_DEBUG=true demo:1.0-SNAPSHOT

Code Snippet 9. Command for docker build container.

In local environment, it also needs a mock Redis server running to test, this can be
achieved easily by pulling a Redis image from Docker Hub and running that image.

This application uses a docker-compose file to run multiple Docker containers:
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version: '3.7'

services:
redis:
image: "redis:alpine"
command: redis-server --requirepass mypassword
ports:
-"6379:6379"
environment:
- ALLOW_EMPTY_PASSWORD=yes

demo:

depends_on:
- redis

build: .

ports:
- "8080:8080"

environment:
- db_config="redis/redis-dev.yml"
- PASSWORD_REDIS="mypassword"
- ADDRESS_REDIS="redis:6379"

Code Snippet 10. Docker-compose file for integrating containers.

The file docker-compose.yml is placed in the same folder with Dockerfile and it is

executed with the command:

docker-compose up

Code Snippet 11. Command for docker-compose.

4.2.2 Deploy Configuration

There are two ways to deploy a container to ECS: with the AWS GUI console or by
AWS CloudFormation. This application uses the second approach, and the

following template is used to demonstrate how to use CloudFormation to

provision and build AWS stacks in orderly manner.

Before that, we need to have ECR repositories and secrets which are stored on

Secrets Manager. All these AWS services will be created by AWS CloudFormation.

An ECR Repository can be created by the following instructions:



27

AWSTemplateFormatVersion: "2010-09-09"
Description: Demo ECR repository

Resources:
DemoAppRepository:
Type: AWS::ECR::Repository
Properties:
RepositoryName: demo-application

Code Snippet 12. CloudFormation template file for ECR repository.
The template is simply created by specifying the name of the repository to “demo-

application”.

Then by using the following command, the ECR can be created without touching

the AWS Console:

aws cloudformation create-stack --stack-name ecr-demo-repo --template-body
file://./cloudformation_ecr_repository.yml

Code Snippet 13. Command for creating ECR from CloudFormation template.

The results should look like this:

CloudFormation Stacks ecr-demo-repo
ecr-demo-repo Delete

B Stacks (1) c P

Q Stack info Events Resources Outputs Parameters Template Change sets

View ni
actve v | @ Viewnested
1
Overview

ecr-demo-repo [+]
2021-11-14 00:00:47 UTC+0200 Stack ID DES(NpT'Dﬂ
©) CREATE_COMPLETE am:aws:cloudformation:eu-central-1:26546893082 1:stack/ecr-demo-repo/2800ac80- Demo ECR repository

44cd-11ec-B068-02f04c9f7518 [

Status Status reason
@ CREATE_COMPLETE

Root stack Parent stack

Figure 22. ECR sample result on CloudFormation console.

The above figure indicates that CloudFormation had created a repository

successfully. We can easily observe by navigating to the ECR page.
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Amazon ECR Repositories
Private Public
Private repositories (1) |E
Q
Repository name & URI Created at
demo-application 26546893082 1.dkr.ecr.eu-central-1.amazonaws.com/demo-application November 14, 2021, 00:00:52 (UTC+02)

Figure 23. Sample repository on ECR console.

From now on, the image of the application can be pushed onto ECR by the

following command:

aws ecr get-login-password --region eu-central-1 | docker login --username AWS --
password-stdin [aws_account_id].dkr.ecr.eu-central-1.amazonaws.com

docker tag [your image id] [aws_account_id].dkr.ecr.eu-central-1 .amazonaws.com/demo-
application:latest

docker push [aws_account_id].dkr.ecr.eu-central-1. amazonaws.com/demo-
application:latest

Code Snippet 14. Commands for pushing local image to remote ECR repository.

The following image shows the image exists in the repository.

demo-application

Images (1)
Q
Image tag Pushed at v Size (MB) ¥ Image URI Digest
latest November 14, 2021, 00:36:26 (UTC+02) 140.95 Copy URI sha256:5ae9%12d4ee5e32a53b8885d1a171...

Figure 24. Demo app image exists in the repository after successfully pushing.

The secret can be created on Secrets Manager by the following instructions:

AWSTemplateFormatVersion: "2010-09-09"
Description: Demo Secrets Manager

Resources:
DemoRedisSecret:
Type: AWS::SecretsManager::Secret
Properties:
Description: Redis password for demo application
Name: redis-password-demo
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GenerateSecretString:
PasswordLength: 60
ExcludePunctuation: true

Outputs:

RedisPasswordArn:
Description: Redis password
Value: |Ref DemoRedisSecret
Export:

Name: RedisSecret

Code Snippet 15. CloudFormation template file for secret creation.

The secret can be created simply by defining the GenerateSecretString property.
The length of the password is 60 and it excludes punctuation characters. The

Outputs section exposes the value that can be imported into another stack.

The command below creates a secret which is now on Secrets Manager:

aws cloudformation create-stack --stack-name demo-secret-manager --template-body
file://./cloudformation_secret_manager.yml

Code Snippet 16. Command for creating secret-manager stack.

After executing the above command, a secret with name “redis-password-demo”

is put into Secrets Manager.

Secrets
Q
Secret name Description
redis-password-demo Redis password for demo application

Figure 25. Secret has been created on Secrets Manager.

After the secret and image have been released, the rest of the service can be built.
The following template is made to build an ECS cluster, TaskDefinition,
ContainerSecurityGroup. The template is written in one file, but this document

describes it in multiple parts.

AWSTemplateFormatVersion: 2010-09-09
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Description: Demo ecs stack

Parameters:
DemoApplicationimageName:
Type: String
MinLength: 1
Description: Something like demo-application:1.0.0
Default: demo-application:latest

Mappings:
AccountMap:
"1011011":
EnvironmentName: dev
DBConfigPath: redis/redis-dev.yml
RedisAddress: redis:6379
Subnetld: subnet-4cal5c30
"265468930821":
EnvironmentName: prod
DBConfigPath: redis/redis-prod.yml
RedisAddress: redis:6379
Subnetld: subnet-4cal5c30

Code Snippet 17. Heading of ECS template.

Parameters: The template takes the name of the image as a parameter. If no

parameters are given, the default value "demo-application:latest" will be applied.

Mappings: Define the values of the different accounts used to deploy the

template.

After the Resources keyword, all the resources are defined, such as Cluster,

ExecutionRole, SecurityGroup, TaskDefinition, ECS service.

Resources:
Cluster:
Type: AWS::ECS::Cluster
Properties:
ClusterName: demo-example-cluster

Code Snippet 18. Cluster resource.

4

Cluster: Create a cluster named “demo-example-cluster”.

The execution role resource for the ECS task:

DemokEcsExecutionRole:
Type: AWS::IAM::Role
Properties:
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RoleName: deployment-example-role
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: ecs-tasks.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: AccessSecretRedis
PolicyDocument:
Statement:
- Sid: GetSecrets
Effect: Allow
Action:
- secretsmanager:*
Resource:
- llmportValue RedisSecret
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AmazonECSTaskExecutionRolePolicy

Code Snippet 19. Execution role for ECS.

DemoEcsExecutionRole: Defines an IAM role to grant access to Secrets Manager

and AmazonECSTaskExecutionRolePolicy permission.

The Policies keyword indicates what permission that the Role can have. Here it

allows to get a secret from Secrets Manager.

SecurityGroup resource acts as a virtual firewall for instance to control inbound

and outbound traffic

ContainerSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: ContainerSecurityGroup
GroupDescription: Security group for container
SecurityGrouplngress:
- IpProtocol: tcp
FromPort: 8080
ToPort: 8080
Cidrlp: 0.0.0.0/0

Code Snippet 20. Security Group resource.

ContainerSecurityGroup: Defines the network traffic allowed to access ECS tasks.

Here this security group exposes the port 8080.

The TaskDefinition resource is used to describe the container that is going to run.
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TaskDefinition:
DependsOn: DemoEcsExecutionRole
Type: AWS::ECS::TaskDefinition
Properties:
Family: |Ref 'AWS::StackName'
Cpu: 1024
Memory: 2048
NetworkMode: awsvpc
RequiresCompatibilities:
- FARGATE
ExecutionRoleArn: !GetAtt 'DemoEcsExecutionRole.Arn'
ContainerDefinitions:
- Name: demo
Image: !Sub
'S{AWS::Accountld}.dkr.ecr.S{AWS::Region}.amazonaws.com/${DemoApplicationimageNa
me}'
PortMappings:
- ContainerPort: 8080
Environment:
- Name: "db_config"
Value: !FindInMap [ AccountMap, !|Ref 'AWS::Accountld', DBConfigPath]
- Name: "ADDRESS_REDIS"
Value: !FindInMap [ AccountMap, |Ref 'AWS::Accountld', RedisAddress]
Secrets:
- Name: "PASSWORD_REDIS"
ValueFrom: !ImportValue "RedisSecret"
- Name: "ADDRESS_REDIS"
Value: !FindInMap [ AccountMap, IRef 'AWS::Accountld'’, RedisAddress]
Secrets:
- Name: "PASSWORD_REDIS"
ValueFrom: !ImportValue "RedisSecret"

Code Snippet 21. TaskDefinition resource.

TaskDefinition: Describe the container and volume definitions of ECS tasks.

e CPU: 1024 (The number of CPU units used by task).

e Memory: 2048 (Task-level memory value).

e Network Mode: awsvpc (Docker networking mode to use for the
container).

e Require Compatibilities: Fargate (serverless compute engine).

e Container definition: Template defines what properties the container
needs such as port, environment variable, and image to use. Also imports

the secret from Secrets Manager, which has been prepared.

This part of the template creates ECS service:
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EcsService:
DependsOn:
- TaskDefinition
- Cluster
Type: AWS::ECS::Service
Properties:
ServiceName: demo
Cluster: !Ref Cluster
TaskDefinition: |Ref 'TaskDefinition'
DesiredCount: 1
LaunchType: FARGATE
NetworkConfiguration:
AwsvpcConfiguration:
AssignPubliclp: ENABLED
Subnets:

- IFindInMap [ AccountMap, 'Ref 'AWS::Accountld', Subnetld]
SecurityGroups:
- IGetAtt ContainerSecurityGroup.Groupld

Code Snippet 22. ECS resource

EcsService: Defines ECS service that run and maintain tasks.

e lLaunch type: Fargate

e Network configuration: The network configuration for the service. In this

property, we enable a public IP and specify the subnet.

Following command create the stacks that defined in the template:

aws cloudformation create-stack --stack-name demo-ecs-service --template-body
file://./cloudformation_ecs_service.yml --capabilities CAPABILITY_NAMED_IAM

Code Snippet 23. Command for creating stacks.

Stacks have been created and the application alive on public IP port 8080. A

sample of result is shown:

; curl

! Hello RESTEasyp

Figure 26. Result after deploying application.

There, other service can post a form to that domain and the application will

perform the caching task.
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5 TESTING

Automated testing is a method that uses automated tools to replace human
testers to execute test procedures. Then the actual test results are compared with
the expected results. In order to save the workload and improve the efficiency of
the overall testing software, especially for testing this application, Robot
Framework automated testing framework was used. In this section, the process of

using Robot Framework is described.

In order to use Robot Framework, the environment must install Python, pip, and

Robot Framework libraries.

pip3 install robotframework

Code Snippet 24. Command for installing Robot Framework

pip3 install robotframework-requests

Code Snippet 25. Command for installing a robot library

If everything is set up correctly, a simple script can be made.

baseUrl = "http://3.121.186.55:8080"

test_form = {
"PROPERTY_1": "VALUE",
"PROPERTY_2": "VALUE",
"PROPERTY_3": "VALUE",
"PROPERTY_4": "VALUE",
"PROPERTY_5": "VALUE",
"PROPERTY_6": "VALUE"

}

Code Snippet 26. Variable file.

The code snippet above shows the variables that were needed in the test. The
“S{baseUrl}” is the service endpoint and “S{test_form}” is the mock data that the

script uses for posting.

The main test script is written in one file. This document describes the script in

two parts, which are the heading and the body.

The heading of the script should have these following keywords:
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*¥** Settings ***

Documentation This is a basic test
Library RequestsLibrary
Library Collections

Variables  variable/local.py

Suite Setup Create Session demo ${baseUrl} disable_warnings=${1}

Code Snippet 27. Heading of robot script.

At the begin of the script, it creates a HTTP session to a server that is defined in

S{baseUrl} variable by “Create Session” keyword.

The body of the script should look like this:

*** Test Cases ***
Health Test
Log to Console ${baseUrl}
${health}= GET On Session demo /hello expected_status=OK

Post Test Request

${header}= create dictionary Content-Type application/x-www-form-
urlencoded
S${post_reps}= Post On Session demo /save data=S${test_form}

headers=${header} expected=status=200
S${form_key}= get from dictionary ${post_resp.cookies} form_key

${redis_conn}= Connect To Redis ${redis_host} redis_port=6379
redis_password=${redis_pass}

${data_redis}= Get From Redis  ${redis_conn} ${form_key}
Dictionaries Should Be Equal ${data_redis} ${test_form}

Code Snippet 28. Body of robot test script.

The following description explains what purpose of each line in the scripts:

“S{health}= GET On Session demo /hello expected_status=OK” - Performs

health check.

“S{header}= create dictionary Content-Type application/x-www-form-

urlencoded” - Creates a request header before posting html form.
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“S{post_reps}= Post On Session demo /save data=${test_form}
headers=S{header} expected=status=200” - Posts S{test_form} to server and

expects the status of the response will be 200, otherwise it fails.

“S{form_key}= get from dictionary S{post_resp.cookies} form_key” - Looks for

the id of the form in the response.

The last three lines are to visit Redis to check whether the form has been stored

correctly.
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6 CONCLUSION

All in all, the goal of the application was to provide a serverless application to
perform the tasks of caching and validating data. It must store data for as short

time as possible and provide fast processing speed.

The project achieved fully its goals. By using the latest powerful technologies such
as Quarkus, Docker, and Amazon Web Services, the application became lighter and
faster than expected. Making future enhancement and maintenance will be easier.
Since the process of containerizing applications and deploying them as containers
to the AWS cloud is a standard way of implementing serverless architecture, many
other applications can easily adapt this method. Cloud services in general and AWS
in particular can help maintain the stabilization of the system as well as keep the
high availability. By splitting this application to a standalone module, it will be

easier to maintain it in the future.

Despite all the advantages provided by the the technologies used in this project,
there were some challenges during the development of the application. AWS ECS
and Cloudformation have some drawbacks such as error tracking. When deploying
the application to ECS, if some errors happen, it will be hard to track where the
error comes from, and AWS ECS will give very little information on the causes.
Although Cloudformation is a great way to develop cloud stacks, sometimes it fails
to update and delete the stacks, which increases latency in the development

process.

6.1 Future Work

Another alternative for building a compact service is the Rust programming
language instead of Java (Quarkus). Rust is a programming language designed for
performance and safety. It is extremely fast and minimizes the amount of resource
used. The prototype of the compact service implemented with Rust worked
amazingly fast while performing the same amount of task compared to Quarkus.

However, the Rust users’ community is not so wide and the current developers in
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the workplace are not familiar with Rust, therefore maintaining Rust applications

would be challenging. /15/

In the future, the application will face more traffic. Therefore, a load balancer will
be needed to control the network traffic between a group of back-end servers.
AWS Elastic Load Balancing could be the solution when AWS services are used by

the application.
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