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The purpose of this thesis was to develop a system to send sensor data from Ar-
duino Nano over BLE and receive sensor data using the Python interface. Word-
Press acts as a user interface for logged user. Data is presented as a numeric value
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This project revolves mostly around WordPress. Arduino has finished software
that sends sensor data. Data is received using Raspberry Pi that uses the Python
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1 INTRODUCTION

The impact of IoT (Internet of Things) has grown significantly in the world over the
recent years. Because of this, a number of different devices are connected to the
internet. Prime examples of 10T being used in the world are in home automation
(thermostats, light systems and smoke detectors), security systems (cameras and
motion sensors) and health care systems (heart monitors and sleep monitors). The
rise of loT can make everyday life easier and bring security and safety into people’s

lives.

In this thesis two devices are used, Arduino Nano 33 BLE Sense and Raspberry Pi
3b+. Using coded software inside Arduino and BLE, sensor data is transferred in
Raspberry. The Raspberry Pi uses the Python code to connect to Arduino and re-
ceive the data. Then data is transmitted to the WordPress where the user can

choose to see data from a specific sensor in real time.

This project explores the idea of a user who wants to track a specific sensor data
in real time from a website. For example, if a user grows chili, then temperature,
humidity and luminosity would be the desired metrics to be tracked. Their status

would then be seen from a website in real time.

In Chapter 2 technologies, systems and devices used in this project are introduced
and how these things co-operate together and make the working product. Every
step of how the project was planned is explained in Chapter 3 and all the different
execution phases and how the project was implemented is covered in Chapter 4.
All the different challenges and obstacles that occurred during different develop-
ment phases of this project and how they were handled are described in Chapter

5. The subject of thesis was offered by and was done for Delektre Ltd.



1.1 Delektre Oy

Delektre Ltd was established in 2010 to serve high tech companies, research cen-
tres and universities in idea commercialisation. This path led to own product de-
velopment and research into non-invasive optical measurement on soft tissue.
During the years the Delektre Ltd has grown its partnership network around the

world and the major part of the sales is exported to other countries.



10

2 TECHNOLOGIES AND DEVICES

Devices that were used in this project were Arduino Nano 33 BLE Sense and Rasp-
berry Pi 3b+. Notable technologies used were BLE, Python, JavaScript, WordPress

and a plugin for WordPress called Elementor.

2.1 Internet of Things

“The Internet of Things (loT) encapsulates a vision of a world in which billions of
objects with embedded intelligence, communication means, and sensing and actu-
ation capabilities will connect over IP (Internet Protocol) networks.” (Cirani, S.,

Ferrari, G., Picone, M., Veltri, L. 2018, p. 1).

loT (Internet of Things) is a network of physical objects that have capabilities of
connecting and exchanging data with each other. The most basic architecture of
loT is a three-layer architecture as shown in Figure 1. The Perception layer is re-
sponsible for gathering information and sensing other smart objects in the envi-
ronment. The network layer is responsible for transmitting and processing data. It
connects to other smart objects, devices and servers. The Application layer is re-

sponsible for delivering specific services to the user depending on the application.

2.2 Arduino Nano 33 BLE Sense

Arduino Nano 33 BLE Sense is the smallest available 3.3V Al enabled board Arduino
has to offer with a form factor of 45x18mm (Arduino.cc, 2021 a). The board comes
with a variety of different kind of sensors that enables the measurement of tem-
perature, humidity, luminosity, pressure, noise, velocity and movement. Arduino

Nano 33 BLE Sense can be seen in Figure 1.
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Figure 1. Arduino Nano 33 BLE Sense.

2.3 Bluetooth and BLE

Bluetooth is a wireless way to communicate between devices. It uses radio fre-
guency to share data over a short distance. Bluetooth has been utilized in many
areas for example, changing the audio streaming by stripping away wires so media
could be consumed wirelessly (Bluetooth, 2021 a). The Bluetooth data transfer is
used on many devices and some of these include sport trackers and pc accessories
(Bluetooth, 2021 b). The Bluetooth location services can be used to locate certain
items, other points of interest and is an excellent wayfinding tool in a large build-
ing (Bluetooth, 2021 c). The Bluetooth mesh networking enables communication
between many devices, and this is an ideal way to create control, monitoring and

automation systems (Bluetooth, 2021 d).

Bluetooth Low Energy (BLE) is a wireless way to communicate with devices that is

optimized for low power use at low data rates (Arduino.cc, 2021 b).
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2.4 Raspberry Pi 3 model B+

Raspberry Pi is a small sized low-cost computer that can be used for example to
explore and learn different kinds of programming languages or anything to do with
computing. Raspberry Pi is capable to do anything a normal computer does and

possibilities with it are endless.

In this thesis we used Raspberry Pi 3 model B+ that can be seen in Figure 2. It is
the final version of Raspberry’s third generation single board computer (Raspberry

Pi, 2021).

Figure 2. Raspberry Pi 3 model B+.

2.5 Python

Python is easy to learn programming language that emphasizes code readability.
This comes from not having to deal with brackets and using significant whitespace.
Usually, users favor Python because of the edit-test-debug cycle. Because there is

no compilation step, this increases productivity (Python, 2021).
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2.6 HTML

HTML short for Hypertext Markup Language, is the main markup language of the
web and used for creating web pages. HTML is considered easy to learn and being
straightforward. Usually using HTML alone is not enough for building a proper
website, so it is a good idea to use other languages such as CSS and JavaScript

(Hostsinger Tutorials, 2021).

2.7 JavaScript

JavaScript is a programming language that allows the use of more complex fea-
tures on web pages. Basically, this includes all dynamically updating content for

example self-updating charts that were used in this work.

2.8 Visual Studio Code

Visual Studio Code is a free source-code editor made by Microsoft. It is available
for Windows, Linux and MacOS. In this thesis Visual Studio code was used to create

code for self-updating charts.

2.9 VNC Viewer

VNC Viewer is a graphical desktop sharing system that can be used from the local
computer or phone. It allows the remote control of a computer as though sitting
in front of it. In this thesis VNC Viewer was used to obtain a remote connection to

Raspberry Pi.
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2.10 WordPress

WordPress is an open-source software that can be used to build a website. It is
used between individual users and big companies and more than 38% of the web-
sites on the internet are done with WordPress. Reasons why WordPress is used
because its free and easy to use. It has over 50 000 plugins and 5000 themes for
free which makes WordPress extensible. WordPress has also many available com-

mercial plugins and themes.

2.11 Elementor

Elementor is a free plugin for WordPress and is the world’s leading WordPress
website builder. It replaces the basic WordPress editor that enables the making of

more complex websites more easily.

2.12 RRDTool

RRDTool (Round Robin Database Tool) is an opensource tool that handles time
series data. RRDTool creates Round Robin Databases. When a database is created,
the size and structure are determined at the beginning. When new data is saved,

old one is discarded to keep the database the same size.
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3 DESIGN

In this chapter architecture of the project is introduced; how the systems and de-
vices communicate with each other and how sensor data is handled and how the

website was planned.

Regular team meetings were held all throughout the different phases of the pro-
ject. In these meetings the progress of the project was discussed, how to continue

the project after a specific point and if tips or help would be needed.

3.1 Architecture

As it can be seen in Figure 3, Arduino Nano has many sensors and has the possi-
bility of having more sensors if added. Arduino Nano transmits the sensor data
with BLE to Raspberry Pi and Raspberry Pi uses the Python code to connect to Ar-
duino Nano and receive the sensor data. After the sensor data is received, it is
stored to the data storage. WordPress gets the sensor data from data storage and
shows the data in a form of self-updating chart. The user can then open the

webpage and see the sensor data in real time.

F
o0 [ Python |
Temperature % - e
Pressure |, —~ : t sl @ .‘ -
_Luminosity <l | &
M A spberry Pi H——"
MRS |Arduino Nano 33 BLE| Ragpbery. P A—h User
Sense ‘ Wordpress

RRD

Figure 3. Architecture of the work.
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3.2 Sending and Receiving Sensor Data

Sending and receiving sensor data was made possible using three Python files.
These files were created beforehand and were made for this project. The Python
files are as follows: create_rrd.py, REST_api.py and BLE_receiver.py. These files

were run inside Raspberry Pi.

3.2.1 create_rrd.py

The database is created with create_rrd.py. This needs to be done only once if

there are no changes made.

3.2.2 REST_api.py

REST_api.py is used for communication. Information is sent or received from the

database. How the communication is established can be seen in Figure 4.

pi@raspberrypi
pi@raspberrypi

Figure 4. Establishing communication.

With a POST request, data is sent to APl (Application programming interface) from
where API stores it to the database. With GET request API receives data from the

database and sends it to WordPress. Sensor data being sent is shown Figure 5.
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Figure 5. Sensor data being sent to the database (Numbers -0.28, 0.2, -0.95, 0.06,
0.43 and -0.49 being data values).

3.2.3 Ble_receiver.py

In Ble_receiver.py Arduino Nano is a server and Raspberry Pi is a client. Data is
received from Arduino and sent to APl with a POST request. Measured data with

Arduino can be seen in Figure 6.

pi@raspberrypi

Figure 6. Measured data from Arduino Nano.
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3.3 Getting Familiar with WordPress and Elementor

Even though WordPress is advertised as an easy-to-use website building tool,
watching video tutorials of WordPress and Elementor made learning much faster.
Building a website with Elementor consists of three main blocks: sections, columns
and widgets. Sections are the largest blocks and within sections there are columns

and within columns there are widgets.

Creation with Elementor starts by adding a section; this is base for the webpage.
Then Columns are added. Columns are inside the Section and to define where
widgets can be added, the right type of column has to be chosen. Finally, widgets
can be added. Widgets can be, for example the main title text or something that

has a function when clicked for example a button.

3.4 Planning the Website

Planning the website started by figuring out how the requirements would be met:
what kind structure and features the website should have, how to get the sensor
data from the database and see it in a chart form. Also, how to make charts self-
updating in real time had to be determined. The structure and features desired for
the website were sketched on paper. JavaScript was chosen as the method to get

sensor data from database. The simple architecture is shown in Figure 7.

Elementor @ [ Wordpress |
(WP plugin) 6+
A

| _RRD |

Figure 7. Simple architecture figure showing Elementor and JavaScript.
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4 |IMPLEMENTATION

The project started by installing a LAMP server and WordPress to Raspberry Pi and
installing necessary plugins for WordPress. Self-updating charts and website were
created, as well. VNC Viewer was used to remote control Raspberry Pi. The archi-

tecture is shown in Figure 8.

| Wordpress |

VNC
Linux & Viewer

v n
[_Apache2 | § - Vc
_. i _

[ MariaDB "“"‘%

'Raspberry Pi] o

—FHEIPhP [ User |

Figure 8. Architecture of LAMP server and WordPress within Raspberry Piand User
connecting with VNC Viewer.

4.1 Installing LAMP Server

A LAMP server is a collection of open-source code programs and in order to run
WordPress on Raspberry Pl a LAMP server is required. As shown in Figure 7, LAMP
consists of Linux, Apache2, MySQL and PHP. This is also called LAMP Server Stack
and is the foundation for Linux hosted websites. Programs required for LAMP

server can be seen in Figure 9.
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Figure 9. LAMP server programs.

4.1.1 Installing Apache2

Apache is the most commonly used web server on Linux systems. Installing

Apache2 can be done with the following command:

sudo apt install apache2 -y

4.1.2 Installing PHP

PHP (PHP: Hypertext Preprocessor) is a widely-used open source general-purpose

scripting language. Installing PHP can be done with the following command:

sudo apt install php7.4 php7.4-mysql php-common php7.4-cli
php7.4-json php7.4-common php7.4-opcache libapache2-mod-
php7.4
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4.1.3 Install MariaDB

MariaDB is a fork of MySQL and a good replacement for it. In this thesis MariaDB

was used, and it can be installed with a following command:

sudo apt install mariadb-server php-mysql -y

4.2 Installing WordPress

Installing WordPress takes place by navigating to the following folder:

cd /var/www/html/

and deleting index.html with the sudo rm command.

After that the latest copy of WordPress can be downloaded with the following

commands:

sudo wget http://WordPress.org/latest.tar.gz

and

sudo tar xzf latest.tar.gz

Then the files from WordPress folder need to be moved to HTML folder with the

following command:

sudo mv WordPress/* .

Then it is required to change the ownership of web pages folder and files to

Apache2:

sudo chown -R www-data:www-data /var/www/html
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4.3 Creating Code for Charts

The code for uploading the charts was created using HTML and JavaScript. A sim-
ple way to understand how these languages work together is to think HTML being

a structure (human or tiger) and JavaScript being movements (handshake, jump-

ing).

The code can be divided in to three sections. The first section is structure of the
chart and all cosmetic additions to it. As can be seen in the Figure 10 the charts

color, axis length and type are determined.

id="test" type="t
window.onload =
dataPoints = [];
chart = Can
backgroundColor
axisyY:{
maximum: 48,
minimum: -48,

title : {
text : “"Temp
+s
data : [{
color

type

ataPoints

Figure 10. Chart structure is defined.

The second section of the code is about receiving information from the database.
jQuery.get)SON is used to get data from the database. Using for() loop it is possible
to go through the database and get all the desired values one by one. This section

of the code can be seen in Figure 11.
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updateCount = 8;

i)

start * 1000);
a, y: data.data[i][e]});
:I'

updateCount a.data[237][@];

chart.ren

Figure 11. Getting values from the database.

The third section is for chart updating. As it can be seen in Figure 12 Updatechart()

gets new data every 5 seconds. The latest data is picked and saved to the array.

updatecount = start;

updateChart =

H
ata.data[237][@]});

updateCoun a[237][e];

updateCount = updateCount.toFixed(2);

1y
9]
1k

chart.o itle.text = " ure " + updateCount +" °C";

setInterval( (){updatechart()}, 5eee);

Figure 12. Chart gets updated every 5 seconds.
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In Figure 10, Figure 11 and Figure 12 excerpts from the temperatures code are
shown, but each sensor that was measured for this project had to have their own
individual code. The codes themselves did not differ that much from functionality.
Text and units had to be changed in the code for the corresponding sensor. For
example, temperature would have Celsius and background noise would have dec-

ibel.

4.4 First Version

The first version of the webpage had a startup view of homepage that can be seen

in Figure 13 and underneath there was sensor selection menu seen in Figure 14.

=

+ !

2 K ¥k
SENSOR'DATA |
|

\

MENU
L

Figure 13. Homepage of the website.

At the sensor selection menu there were buttons and each button would take the

user to a new webpage where self-updating chart of the sensor can be seen.
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Select Sensor

Figure 14. Sensor selection menu.

Each chart had the title of the corresponding sensor. It was also possible to see
data from the past hour. There was also a button to go back to the homepage. An

example of chart can be seen in Figure 15.

Background Noise

Figure 15. Chart of Background Noise.

4.5 Second Version

Later it was decided that the webpage would be used to measure only tempera-
ture, humidity and luminosity. Also, the webpage theme would be about chili
farming in a balcony. So the background was changed to more fitting. In Figure 16

the new homepage can be seen.
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Figure 16. New homepage.

In Figure 17 the new sensor selection menu can be seen. Since the theme was
about chili farming, the background of the webpage was a picture of chilis. The

colour of buttons were changed to red, as well.

Select Sensor

Figure 17. New sensor selection menu.

The lines of the charts were changed to red, as well to, fit with the theme. This
gave the website a more pleasant look. In Figure 18 the tracking of luminosity sen-

sor data can be seen.
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| UIminosity

% “‘\, = w

® Back to Sensors

Figure 18. Luminositys sensor data.

4.6 Final Version

It was decided that for the demo video of the working webpage all three sensors
that were being measured would be on the same page. This meant that all buttons
from the webpage were removed. All three sensor data charts can be seen in Fig-

ure 19.

| s gy — e . .
" Temperature 29.00 C Humidity 32.09 %rh """Luminosity 108.00 %rh
40 200
——
20 150
0 100 e
\_;
-20 50
T T T T T T T T T T 0 T T T T T
10:30 10:45 11:00 PM 11:15PM 11:30 PM 10:30 10:45 11:00PM 11:15PM 11:30 PM 10:30 10:45 11:00 PM 11:15PM 11:30 PM
PM PM CanvasJS com PM PM Canvasls com)] PM PM Canvas)S.com|

Figure 19. Temperature, humidity and luminosity on the same page.
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4.7 Timeline

Figure 20 shows the timeline of the project. After the first team meeting the next
part was to setup Raspberry Pi, Arduino, install necessary softwares and test the
connection between Arduino and Raspberry Pi. The website was planned and the
demo version was created. The team meeting was held after each new version of

the project was completed.

Technologies Planning th
Team Meefing 1 and Devices |——{ a8 €L nemo version Team Meeting 2——{First Version
Website
Setup
Team Meeting 34|Second Version}—‘Team Meeting 4 Final Version 'Team Meeting 5

Figure 20. Timeline of the project.
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5 DEVELOPMENT PHASES

Some of the challenges faced during development of the project and how they
were handled are discussed here. For example, how the demo version was created
and what kind of problems it had, or why Visualizer and WpDataTables were not

used. It is also explained what problems there were with the charts.

5.1.1 Demo Version

The demo version of the project was created using Elementor following along tu-
torial and all the charts were uploaded using plugin for WordPress called Visual-
izer. The way charts were uploaded from Visualizer was using an option to upload
data directly from URL and a chart was created. Data from each sensor was up-
loaded to one page (home page) as a form of bar chart as a proof of concept that
the receiving of sensor data was working. However, refreshing the web page was
required to monitor most recent data and Visualizer had a limited number of dif-
ferent types of charts for free. For these two major reasons the next version of the

project had to have a different approach to upload charts.

5.1.2 Use of Visualizer

Visualizer is a plugin for WordPress that was used during the demo version of the
project. It made the creation of charts easy by uploading the charts from URL.
However, the page had to be manually refreshed each time new measurement
from sensors wanted to be seen on the chart. Because of this Visualizer was quickly

abandoned.
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5.1.3 Use of WpDataTables

Using WordPress plugin called wpDataTables was also considered since it is mar-
keted as being the best-selling WordPress table plugin. However, this idea was

discarded quickly because wpDataTables required a specific file format to work.

5.2 Uploading Charts

Uploading charts to WordPress did not work at the beginning. When the code was
launched on the home computer using Visual Studio Code, the charts were work-
ing perfectly but in WordPress the chart would show up on the web page after
many page refreshes (sometimes over 20+ refreshes). The solution was simple but
hard to find but eventually the problem was solved by changing ”S$” symbol to

”jQuery”. This was because “S$” is not associated with jQuery.

5.3 Multiple Charts on Same Page

When the final version of the webpage was being done, a problem occurred with
multiple charts showing on the same page. If more than one chart was added to
the page, only the first one would be seen. This, however, was fixed by adding the

following lines inside the code seen in Figure 21.

Function.prototype.extend = function{fn)
var self =
return
self.apply(

fn.apply(

window.onload = window.onload.extend(function() 1

Figure 21. Lines that were added at start of the code.
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6 CONCLUSION

This thesis was more of a proof of concept that this method can be used for many
other sensors if required. For example, one could track one’s own heart rate with
the right kind of sensor/equipment. Even though the rise of loT can make everyday
life easier and make people feel more safe and secure, it can also make devices
more vulnerable if connections are not secure enough. In this project making se-
cure connections was not the main priority due to data being harmless. The pro-
ject met all the requirements. For me the hardest part of this thesis was to make
codes self-updating without the need of manually refreshing webpage. My per-
sonal knowledge expanded in WordPress development and also in JavaScript. |
think potential for this kind of system is great, but it would need more updating.
In the future WordPress could have control system where different sensors can be
managed. This would add scalability if for example there were 100 sensors. If the

information handled is sensitive, investing in security would be logical.
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