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ABSTRACT  

 

A web portal is a must-have in today's business world. Constantly changing 

market forces require companies to become more adaptable and customer 

focused. A web portal is one way to connect a company and its audience through 

a single point of access, reducing customer and client communication. As a 

result, the web portal should provide a comprehensive view of service offerings 

via a dynamic user interface. Against this backdrop, this study examined the 

design, tooling, and best practices for building and deploying a web portal. The 

role of the Agile approach, DevOps, and containerization in web portal 

development was a significant focus of this study. Secondary sources for the 

study included peer-reviewed journals and academic books, while other 

electronic sources provided technical guidance for the web portal deployment. 

The theoretical foundation formed the basis for developing and deploying an 

active web portal application. 
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1 INTRODUCTION  
 

An online gateway is crucial in the business sector. The information must be 

available instantaneously, everywhere around the globe, for both clients and 

companies. In the online environment, a web portal has a specific function. 

(Sharma & Gupta 2005). The portal represents several web-based interfaces 

referred to as a dynamic one-stop homepage where visitors can tailor the 

material to their needs. A website that serves as a hub for information on the 

Internet is a web portal. (Mane & Pange 2015)  

With User Interface (UI) technologies like React, Cascading Style Sheets 

(CSS), JavaScript (JS), and other responsive web design tools, a modern web 

portal design will enhance a company's brand. A web portal is the best digital 

marketing tool for promoting current and prospective software services to 

attract new customers. Clients can see and choose services using a self-

service paradigm that is part of the website. The web portal also enables 

online shopping and presents targeted content, chat rooms, and service 

offerings in a dashboard-style layout. Using business intelligence reporting 

solutions' analytics, the online store also makes it possible to monitor 

customer activity. (Shivakumar 2016, 11)  

 

1.1  Web Portal Services 

 

Clients can view the company's services via the web portal. It gathers 

information from numerous sources and utilizes single sign-on (SSO) features. 

Shivakumar (2016, 4) listed the following as services offered by a web portal:  

• Personalization provides content, a customized user experience, and 

functionality. 

• With SSO, connections, and applications are simple to access. 

• The ability to manage content and its formats for the administrator.  

• Gathering information from several sources, including databases, third-party 

apps, Enterprise Resource Planning (ERP) systems, etc. 
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• Secured search tools that access all enterprise data sources.  

• Language localization for the material.  

• Functionality across several platforms, including tablets, smartphones, and 

desktop browsers, with multichannel access.  

• Social media communication tools-blogs, wikis, forums, chats, and more. 

 

1.2  Goals 

 

The study aims to establish a web portal that offers a user-friendly, intuitive, 

and simple-to-navigate online platform based on business requirements. The 

study also looks at the design principles, best practices and deployment 

measures required for a web portal. The web portal would enable present and 

potential clients to access service metrics quickly and conveniently at their 

fingertips around the clock.  

 

1.3  Research Questions 

 

The study's focus is to develop a dynamic and accessible web portal centered 

around the following questions: 

· What are the design principles of a web portal? 

· What are the components and architecture of the web portal? 

· What are the deployment methods for a web portal? 

· What testing methods does a web portal employ? 

The theoretical section of the study describes a service web portal, the design 

concepts, development methodologies, testing, security, and evaluation 

techniques. The practical section entails gathering requirements, choosing the 

best technology, building architecture and components, deployment, testing 

usability and development processes. The literature review details the 

description of a web portal, design principles, usability, security, testing, and 

evaluation in chapter 2. 
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2 LITERATURE REVIEW  
 

2.1  The Web Portal 
 

A web portal is a vast Internet resource system that provides information 

services. The terms portal website, portal site, and online gateway are all used 

to describe web portals. Search engine functions and indexing services were 

the initial focus of web portals, such as Yahoo, which served as a crucial 

gateway for new Internet users looking for information in the early years. (Che 

& Ip 2017) Nowadays, the Internet is a never-ending source of information of 

all types, and online portals are one tool business owners use to interact with 

clients on digital platforms (Paiano & Roggerone 2010, 65).  

The main strength of a web portal is its capacity to provide the best 

integrations and advance corporate goals if the user experience is positive. 

The three key benefits of online portals for business models are content 

management, analytics, and search. (Shivakumar 2016, 3) 

Since the popularized notion of online portals by search engine websites like 

Yahoo!, Excite, and Lycos, portals have become commonplace and an 

essential component of the web (Tatnall 2009, 3642). Web portals have 

become a fascinating topic in web engineering due to the rapid growth and the 

enormous increase in online services. Today's web portals reflect wide-

ranging features, models, and structures. (Sampson & Manouselis 2005, 186, 

206)  

Portal technology has improved company capabilities while simultaneously 

addressing Internet opportunities and difficulties. Users can readily share 

information regardless of physical location (Ben-Natan et al. 2004, 4). A web 

portal uses a technological infrastructure that supports and secures the data 

and applications on the web. It's vital to note that web portals and web pages 

are different in that a portal focuses on users and clients, and a page focuses 

on the business/organization. (Bhojaraju 2007, 522) 

The second-generation web portals have component-oriented architecture, 

and the capacity to build a portlet is essential (Costagliola et al. 2008, 215). A 

portlet is a web application that uses a portlet window to display chosen 

specific content. While each portlet is autonomous, it can connect via 
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messages. Illustrated in Figure 1 are the various operating modes of portlets. 

(Polgar 2012, 49; Guruge 2003, 112) 

 

Figure 1. Internet and Intranet portals - How do they work? Source: Lozhkin 2011. 
 

The placement of the portlet is essential because it affects both the overall 

usefulness and connectivity (Costagliola et al. 2008, 223, 226). Web portlets 

are smaller programs that condense online applications to package and make 

individual information units available. The portlets are installed, found, and 

made reachable. The system also saves and keeps track of each portlet 

session and user preferences. (Cheng et al. 2008, 163) If the business wishes 

to achieve effective connectivity between the portals, it is crucial to develop a 

controlled process for creating and deploying portlets (Costagliola et al. 2007, 

516). 

The specification outlines the window states and portlet modes. A portlet can 

be static content, or users must explore and interact with screens. 
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Additionally, portlets can carry out routine duties like user personalization or 

informational portlet advice. (Costagliola et al. 2007, 519) 

Web portal technology eliminates organizational borders and functions as a 

central hub for data, apps, workflows, and services. The portal system, which 

can also serve as a central repository, is available after just one registration 

and login procedure, enabling users to find and connect several programs into 

a process chain. (Cheng et al. 2008, 163) 

For a user or user group to use a web portal effectively, it must be customized 

and altered. The services of a web portal can frequently be tailored to a 

specific user or set of users through web portal customization. The user's 

interest should be taken into consideration when designing portal pages. As 

the design ideas improve the web portal and its functionality, the most 

commonly used portlets on the main page can be modified. (Costagliola et al. 

2008, 223) 

Building the portal system to serve as an intranet and content management 

system for the workforce of an organization is intelligent. Additionally, the web 

portal enhances communication between the company's clients online. 

(Cheng et al. 2008, 163) Web portals work as intended when the organization, 

presentation, and integration are developed and connected (Ben-Natan et al. 

2004, xxv). 

Nowadays, horizontal portals with shallow content and a sizable audience 

make up the majority of portals in use. Vertical portals, specialized portals, or 

vortals are information or knowledge portals that concentrate more on 

particular user groups and try to give users a single piece of information. 

(Bhojaraju 2007, 522) 

 

2.2  Design Principles 

 

The construction and upkeep of a web portal are expensive and require hired 

labor. As a result, the online portal needs to be developed with the user 

experience and results in mind. (Bringula & Basa 2011, 254) According to 

Bringula (2016, 816), the design of a web portal is crucial and should 

completely satisfy the user.  
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Creating a portal is a monumental task. It is vital to connect disparate 

subsystems into a uniform interface to satisfy disputed needs. People may get 

unsatisfied, lose interest, and switch platforms if the design does not offer a 

proper portal model. (Richardson et al. 2004, 175-176) 

A design decision often involves an architectural or structural choice. It is vital 

to consider the user requirements and the available tools while creating an 

accessible design. (Richardson et al. 2004, 195) Site ontologies conceptually 

plan web portals with components like web pages, containers, and search 

rules (Zhou et al. 2005, 588).  

The core elements of a portal design should include subject categories, 

personalization, visual design, and multilingualism (Large et al. 2004, 45, 52, 

59-60). It is easier to develop a functional portal system when one is aware of 

the preferences and behavior of the target user groups under various usage 

scenarios (Agosti et al. 2010, 225-227). Precision, consensus, consistency, 

and aesthetics contribute to the performance and high usability of a portal, 

according to Bringula and Basa (2011, 255). 

The importance of visual design web portal components such as color, font, 

graphics, motion, iconography, characterization, and layout are growing (Rau 

et al. 2007, 196; Large et al. 2004, 54-58). A compelling design encourages 

readers to concentrate on the content instead of being preoccupied with 

images (Rohira 2021). Users expect a company's online portal to be 

engaging, hence the design and aesthetic decisions selected must closely fit 

those needs (Shivakumar 2016, xxiv; Ruffini 2001). 

Due to evolving trends and new technologies, portal designs are at a critical 

juncture. Portals make an effort to follow and adapt to modern trends. The 

gateways are gradually moving in the direction of becoming slender and light. 

User experience portals (UXP) are growing in popularity and adding more 

components to portal designs. (Shivakumar 2016, xxiv) 

 

2.3  Usability 

 

When evaluating a product or system, usability refers to how well the user 

interacts with it (Usability 2006). Usability seeks to increase user-friendliness 
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so that users can gain tangible advantages and proposed objectives, such as 

the capacity to use the system more easily and effectively (Conte et al. 2007; 

Molina & Toval 2009). The International Organization for Standardization 

(ISO) defined usability as the degree to which a product or system can meet 

particular goals with validity, capability, and satisfaction (Go 2009, 195).  

A key component of system development is usability. Systems with poor 

usability can be problematic for businesses and organizations, costing them 

money. (Tarafdar & Zhang 2005) The capacity to navigate a web portal is 

crucial to its usefulness. Users can find what they want with the help of 

straightforward navigation. (Pearson & Pearson 2008; Sindhuja & Dastidar 

2009, 58) 

Web portals require flexibility in addition to the usability (Gaedke et al. 2004, 

517). Overwhelming content has drawbacks, particularly for visual search 

(Rau et al. 2007, 196). Web portals might be overloaded with pointless 

services if the pages are complete with all necessary information. Overloaded 

pages are not a good integration strategy. Users will become irritated if 

response times are slow and there are high error rates. (Zhou et al. 2005, 

593) 

Web portal service dissatisfaction is detrimental to the reputation, brand, and 

bottom line. Pages should only provide pertinent information about products 

and services offered by the company. (Zhou et al. 2005, 593; Rau et al. 2007, 

196) 

Functionality is close to usability. The enhanced functionality of a web portal 

depends on mobile responsiveness, registration, login, and customer 

feedback. Today, it's imperative that an online portal offers good engagement 

options, such as live chat, chatbots, email support, and social network chats, 

to ensure user happiness and comprehensive operation. (Rohira 2021) 

Usability and functionality cannot be satisfied by design or aesthetics (Kumar 

2016). Usability cannot compromise the security of the web portal because the 

portal needs to guard against both front- and back-end security breaches 

because more sophisticated security concerns, such as malware and 

malicious assaults, now threaten the integrity of companies. (Rohira 2021) 
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2.4  Web Portal Security 

 

Vital information is stored online or transferred across websites, making it 

vulnerable to cyberattacks (Saini et al. 2014, 156). Cybersecurity is the 

defense of IT systems against various types of alterations or destruction. Web 

portals are infected with malware by hackers who want to make money or 

steal personal information. Security is a critical component of the architecture 

and foundation of the portal. (Nyirongo 2015; Rohira 2021; Chishti et al. 2008) 

Web service security is influenced by an organization's security infrastructure, 

while enterprise application security impacts web service security. The focus 

areas of attention for portal designers and developers are configuring web 

components and integrating with enterprise back-end applications.  

(Richardson et al. 2004, 153) Reliable access control is the core of proactive 

defense strategies and procedures (Saini et al. 2014, 160; Nyirongo 2015). 

 

2.5  Testing  

 

The success of a web portal depends on continuous and iterative testing. 

Iterative testing identifies problems early and raises the standard of the 

finished product by utilizing test automation tools and CI techniques. 

Continuous and iterative portal testing yields the best results. (Shivakumar 

2016, 248, 263) 

Web testing is a technique used in software testing to check for potential 

defects in websites or web apps. Functionality testing, unit testing, usability 

testing, compatibility testing, interface testing, portlet testing, performance 

testing, and security testing are phases or components of web testing. (Web 

Application Testing… 2022) While unit testing confirms that every system 

component complies with specifications, functionality testing ensures that 

every web function is optimized to achieve intended results (Shivakumar 

2016, 252). Usability testing provides information on the extent to which a 

product can be used by intended users to achieve specific goals with 

effectiveness, efficiency, and satisfaction in a specified context of use. It helps 

designers to identify what works well from the user perspective and what does 
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not. (Ward & Hiller 2005, 156, 170) Usability testing guarantees that the 

applications are readily and conveniently available (Web Portal Testing n.d.).  

The software undergoes compatibility testing to determine its ability to function 

on various hardware, operating systems, programs, network environments, or 

mobile devices (Hamilton 2022b; Shivakumar 2016, 253). Interface testing 

checks the accuracy of the communication between two separate software 

systems (Hamilton 2022c). The use of portlet preferences, boundary 

conditions, and fundamental portlet functionality are all ensured via portlet 

testing (Shivakumar 2016, 253). Performance testing looks at how resilient 

and responsive a system is to different workloads, whereas security testing 

provides extensive penetration testing by conducting assessments across 

several risk areas (Web Portal Testing n.d.; Ali-Shahid & Sulaiman 2016). 

A web system developer must ensure that a web-based system is working 

following the specified requirements. Consequently, an application must 

undergo a rigorous inspection before being made available to end users. 

(Cavero-Baptista n.d.; Web Application Testing… 2022) 

 

2.6  Web Portal Evaluation 

 

A web portal's review process is participatory and continual. Various process 

phases, such as design, development, and deployment, involve all key actors. 

The review reveals the benefits and drawbacks of the portal services and 

offers suggestions for improvements. It is necessary to assess the 

functionality of all relevant web portal elements. The assessment procedure 

must be adaptable and analytical. (Sampson 2007, 383)  

Granic et al. (2008) pointed out the significance of gathering both quantitative 

data and qualitative findings to receive an overall assessment and input for 

future growth. The evaluation process consists of three steps shown in Figure 

2. All characteristics, including the evaluation objectives, are chosen at the 

preliminary stage. The second phase includes the completion of the 

evaluation activities. The collected data is compiled and synthesized with the 

goals during the analysis phase. During the review stages, developers, 

experts in evaluation, and users collaborate. (Sampson & Manouselis 2005) 
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Figure 2. Portal assessment framework steps. Source: Shivakumar 2016, 42. 
 

Careful analysis of the variations between intended and actual usage is 

necessary to provide the user with a high-quality software system experience 

(Besson et al. 2012, 192).  

The following chapters will extend on the literature review by outlining 

collected data on the study topic. The third chapter discusses web portal 

development methodologies, tooling, and DevOps best practices. 

 

3 DEVELOPMENT METHODOLOGIES  
 

3.1  Agile vs Waterfall 
 

It takes a lot of time and energy to develop software. Planning, designing, 

implementing, deploying, and monitoring are just a few of the several phases 

that go into the development process, which is labor-intensive and includes 

various components. It necessitates extensive analysis and several deadlines. 

Well-known software development approaches include Waterfall, Spiral, Agile, 

Scrum, and Lean. (Agile vs. Waterfall 2020)  

The shortcomings of the Waterfall approach gave rise to the Agile 

methodology. The Waterfall technique was unable to meet the constant 

demands of technological advancement. (Simic 2020) The Waterfall approach 

is a conventional software development process with numerous phases that 

adheres to linear and sequential steps (Soni 2019).  
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The Agile method is concerned with production speed (Simic 2020). The 

approach is appropriate for compact, well-designed projects with precise 

specifications made explicit from the project's outset (Agile vs. Waterfall 2021; 

Agile vs. Waterfall 2020). The Agile methodology places priority on the 

working process than on in-depth documentation. It focuses on delivering 

modest, achievable project milestones through the development and testing 

lifecycle fluidly and swiftly in the short term, often two to four weeks. The 

development process is progressive, evolutionary, and iterative. The 

technique divides the production process into smaller parts and combines 

them to create the finished product. (Simic 2020; Hamilton 2022a) 

The Waterfall model, on the other hand, adheres to precise processes and 

predetermined steps. The stringent process and complicated requirements 

make it impossible to implement mid-term adjustments without re-engineering 

everything. The Agile technique and agile processes are better suited for 

businesses on the market. (Agile vs. Waterfall 2020; Agile vs. Waterfall 2021)  

The Agile lifecycle entails planning, designing, programming, testing, 

deploying, reviewing, and launching. Client contact and feedback are given a 

lot of weight in the Agile process. Every time a client offers feedback, a new 

step in the development process starts. (Agile vs. Waterfall 2020) Due to 

ongoing process evaluation, the Agile methodology enables clients to benefit 

immediately. Development teams focus on delivering work outcomes in more 

manageable chunks instead of the final release. (Hall n.d.) The Agile method 

focuses on functional and non-functional readiness, mid-project modifications, 

and values responding to input and adapting to new requirements. (Hamilton 

2022a; Simic 2020). 

During each sprint, the teams focus on designing, building, testing, adjusting, 

and deploying the software. The project is managed for each sprint until 

completed. After each sprint, the Agile methodology favors small-scale 

deployments. The process can accelerate in some areas of development, 

including code management and automation testing. (Simic 2020; Hamilton 

2022a)  

The Agile model has several advantages. It offers efficient daily management 

of challenging development projects and enhances teamwork and 

communication between teammates and clients (Simic 2020). As a result of 
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the openness and feedback-based nature of the Agile model, clients are made 

aware at every level of the planning process. (Agile vs. Waterfall 2021; Agile 

vs. Waterfall 2020; Rafi et al. 2022, 1) 

The disadvantage of the Agile approach is that if changes are not managed 

and communicated well, they could cause problems in other project areas 

(Agile vs. Waterfall 2021). Another barrier to the Agile approach is the 

necessity that teams be continuously productive (Hamilton 2022a). 

There are significant contrasts between the Waterfall and Agile methods. The 

progress of an Agile project is reviewed daily, as opposed to the Waterfall 

paradigm's biweekly review. Agile teams function independently, while 

Waterfall teams follow the hierarchical structure. The Agile approach focuses 

on providing clients with business value, the Waterfall model is concerned with 

implementing the requirements and delivering a product once all the phases 

are complete. The Waterfall paradigm lacks a mechanism for feedback. (Agile 

vs. Waterfall 2020; Soni 2019; Seremet & Rakic 2021, 225)  

 

3.2  What is DevOps? 

 

Development and Operations (DevOps) is a word that is now widely used in 

the IT industry (Braunton 2018, 11). DevOps facilitates communication 

between developers and operations teams so they can function as one 

cohesive unit (Lwakatare et al. 2015; Humble & Molesky 2011, 6). Increasing 

efficiency, innovation, speed, reduction of errors, and value delivery to 

customers and businesses are the goals of DevOps (Adams 2021, 9; Seremet 

& Rakic 2021, 225; Miller et al. 2022, 25). An organization segmented 

workplace culture and ineffective interdepartmental coordination are to be 

changed using DevOps (Freeman 2019, 8; Miller et al. 2022, 25).  

The DevOps mindset integrates operations, software development, system 

management, and quality monitoring to enable quicker and more frequent 

execution of changes in production at several levels, which might be cultural, 

practical, and tooling-related (Adams 2021, 7). Not only is DevOps a new way 

of working, but it's also a new way of thinking (Miller et al. 2022, 26). 
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Software development and IT operations can be automated and integrated 

using the DevOps conceptual framework and practice (Ogala 2022, 1). 

Improved scalability and monitoring of frequent end-to-end deployments using 

continuous integration (CI) and continuous delivery (CD) are made possible by 

DevOps. (Myrbakken & Colomo-Palacios 2017; Hamilton 2022a; Simic 2020; 

Krief 2019)  

DevOps emphasizes teamwork, empowerment, and giving people priority over 

processes and tools. It is a combination of people, procedures, and products 

that values user needs. Value is the fundamental concept. Developers, 

testers, operation personnel, security experts, and infrastructure engineers are 

all part of the DevOps approach to the development process (Krief 2019; 

Freeman 2019, 7-8; Five Best Practices…2020). DevOps seeks to establish 

cross-functional, collaborative teams to take charge of the entire product 

lifecycle. The building blocks for teamwork are architecture, design, and 

development. (Adams 2021, 13; Braunton 2018, 11; Hall n.d.)  

The DevOps application is a powerful technique for encouraging agile 

communication between the development team and IT operations, 

coordinating business activities with IT to support results like profitability 

(Pestchanker 2018; Chowdhury 2019). DevOps aims to build, test, and 

distribute software products in a timely and reliable manner. DevOps 

emphasizes the connection and loop between the stages of the development 

lifecycle seen in Figure 3. (Ogala 2022, 1) 

 

Figure 3. DevOps methodology. Source: Simic 2020. 
 

DevOps values a culture that encourages constant improvement, changes, 

and adaptation (Soni 2019; Adams 2021, 13). DevOps culture focuses on 

people, procedures, and technologies to automate the application lifecycle 

while creating high-quality software to obtain competitive advantages (Soni 
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2019). Behavior, liability, trust, and ongoing productivity are all part of the 

DevOps culture shown in Figure 4 (Freeman 2019, 7-8; Adams 2021, 7). The 

DevOps culture places focus on client input and value and stakeholder 

interests (Adams 2021, 16-20). 

 

Figure 4. DevOps culture elements. Source: Krief 2019, 11. 
 

DevOps techniques are linked to software, applications, and products and 

adhere to best practices to obtain better quality with effective communication 

and end-to-end responsibility (Soni 2019; Simic 2020; Ismail 2018). In contrast 

to conventional software development, DevOps involves continuously 

creating, testing, deploying, and maintaining software (Simic 2020). DevOps is 

focused on releasing code to manufacturing daily or every few hours and does 

not favor commonly used structures (Hamilton 2022a). 

 

3.3  Technology Best Practices 

 

A good DevOps best practice improves team dynamics, office atmosphere, 

and processes (Dhaduk 2022). Monitoring, infrastructure and deployment 
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automation, performance management, and configuration management are all 

parts of the DevOps lifecycle (Dhaduk 2022; Ogala 2022, 1). To manage the 

complex web of dependencies found in modern apps, DevOps teams today 

use an application-centric approach rather than an infrastructure-centric one in 

the past (Five Best Practices...2020). 

In DevOps, developers must adhere to and maintain quality standards using 

the best coding and architectural practices (Hamilton 2022a; Simic 2020). 

DevOps encourages frequent code revisions, which makes finding bugs in 

code straightforward (Chowdhury 2019). Developers and IT managers can 

quickly find and fix bugs with proper code version control. The DevOps teams 

can work together smoothly to correct errors if a failure occurs. (Chowdhury 

2019; Ogala 2022, 5; Simic 2020) Version control makes it simpler to combine 

changes in the code within the files and store the codes in a single repository 

for recovery (Dhaduk 2022). To ensure that operator or organization 

notifications are received, automated control systems utilize DevOps (Ogala 

2022, 2).  

Developers may test and fix problems throughout the process with DevOps, 

not only in the final stage (Chowdhury 2019; Simic 2020). Manual testing, 

however, is extremely slow and prone to implementation problems (Krief 

2019, 442). Automated testing is compulsory for a good DevOps framework. 

Automated testing provides meaningful feedback and determines the risk of 

the procedure. (Simic 2020; Chowdhury 2019)  

A key component of DevOps best practices is continuous deployment. Instead 

of deploying the code together, continuous deployment deploys it in versions. 

(Chowdhury 2019; Best Practices…2019) Continuous deployment entails the 

automated release of updates that pose no damage to the current architecture 

with minimal human involvement (Simic 2020; Chowdhury 2019; Rafi et al. 

2022, 2). 

According to Dhaduk (2022), best practices also permit the adoption of 

microservices architecture, which divides complex programs into independent 

parts. Each component runs independently of the application, offers services, 

and uses application programming interfaces (APIs) for communication. 

(Dhaduk 2022)  
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Constant performance monitoring allows for application performance 

optimization seen in Figure 5 (Chowdhury 2019). Due to frequent and minor 

software releases, DevOps teams must continuously check performance 

(Simic 2020).   

 

Figure 5. DevOps lifecycle by Continuous Integration and Continuous Delivery. Source: Ogala 
2022, 4. 
 

Before an application goes into production, developers and operations teams 

can use log and event management to track its activity. This process is a 

component of the overall pipeline delivery process. (Ogala 2022, 2) The goal 

is to prevent interruptions during the release procedure (Simic 2020).  

 

3.4  Tooling to Support Developments 

 

Developers can automatically merge unified code into a centralized repository 

as part of the CI process. Autonomous tools examine the accuracy of the code 

and make the necessary corrections illustrated in Figure 6. The end-users 

receive speedy, reliable delivery of the written code through CI. (Dhaduk 

2022; Krief 2019, 13, 164) 
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Figure 6. The pipeline of Continuous Integration. Source: Krief 2019, 14. 
 

Upon completion of CI, the automatic deployment of the application occurs in 

a non-production environment. The CD process starts when CI creates a 

package for an application. The purpose of the CD is to test the complete 

application, including all its dependencies. CI and CD are commonly used 

interchangeably in integration settings shown in Figure 7. (Krief 2019, 15)  

 

Figure 7. The pipeline of Continuous Delivery. Source: Krief 2019, 16. 
 

The CI tool builds a pipeline for the development, staging, and production 

phases (Simic 2020). The CI tool runs tests against the scripts and 

applications after incorporating and reducing occurs (Dhaduk 2022; 

Chowdhury 2019). 

The code is added to a shared repository multiple times every day. Each 

developer divides the job into smaller, compact portions of code and searches 
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for any errors. (Simic 2020) The developer pushes the updated code to the 

staging environment for testing before proceeding to production (Braunton 

2018, 12). The fourth chapter examines the business requirements for 

developing the web portal. 

 

4 USE CASE: DATALOUNGES OY 
 

4.1  Overview of Datalounges Oy 

Datalounges Oy is a rapidly growing company founded in 2014. The 

infrastructure software company, based in Finland and Norway, uses 

business-to-consumer (B2C), business-to-business (B2B), business-to-

government (B2G), and marketplace platforms as its business models. 

(Datalounges 2022b) 

Datalounges Oy provides a wide range of IT infrastructure services, including 

Tuuli Web and Cloud-hosting, Tuuli Kubernetes, R4DAR, Kiubit DevSecOps, 

and Kiubit Platform, illustrated in Figure 8 (Datalounges 2022b). 

 

Figure 8. Datalounges software services. Source: Datalounges 2022a.  

Datalounges Oy offers advanced deployment and maintenance services, 

Ceph, Kubernetes, Linux, Automation, OpenStack, and Container 

orchestration support, along with other specialized IT knowledge (Datalounges 

2022b). 

In this context, the web portal would eliminate back-and-forth communication 

between clients and Datalounges Oy to boost productivity and efficiency and 

provide customers with multichannel mobile support. 
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4.2  Business Requirements for the Web Portal 

 

The needs of a web portal are defined based on decision-makers, employees, 

end users, preferences, intentions, beliefs, present conflicts, etc. It is essential 

to divide the requirements into functional and non-functional categories. While 

the non-functional requirements are concerned with accessibility, usability, 

and visuality, the functional requirements cover the major content concerns. 

(Arantes 2013, 140, 144; Besson et al. 2012, 191) 

A vital requirement for a portal is the delivery of dynamic information, which 

involves effectively gathering the essential data and translating it into a 

specified display structure. A keyword-based search feature and navigation 

through the content pages without interruption are also crucial. The search 

tool allows end users to have quick access to essential information. The online 

portal should offer knowledge management options for sharing resources like 

files, papers, and collaboration tools like chat or blogs. (Shivakumar 2016, 

199-200, 231) 

A web portal framework should take the requirements and functionalities into 

account. The suggested framework seeks to establish the primary and 

secondary goals of the portal by gathering needs through interviews with 

various stakeholders, including end users, decision-makers, and employees. 

(Tsui et al. 2007, 1027) 

A requirement is a feature or functionality the system must deliver. If the 

requirement is established but does not affect a stakeholder, it should be 

considered a design or implementation decision. The requirements are 

essential for documenting what stakeholders want a system to accomplish. 

Operational requirements prioritize continuous portal uptime to avoid user 

operations and maintenance tasks from conflicting. Interface requirements 

deal with the fundamental flow of content into and out of the portal through its 

portlets. The requirements must, above all else, be accurate, reasonable, and 

traceable to be considered valid. (Richardson et al. 2004, 177, 181) 

The web portal business requirements document (BRD) outlined in this study 

are in keeping with the strategy, objectives, and aims of Datalounges Oy. The 
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requirements encompassed the services provided by Datalounges Oy, and 

the needs of staff, clients, and business partners (see Appendix 1). The fifth 

chapter discusses essential architecture and components to build the web 

portal. 

 

5 ARCHITECTURE AND COMPONENTS 
 

5.1  The Web Portal Framework 

 

The architecture for a web portal integrates several components, including 

content, information, application, and security architectures. Detailed 

explanations of strategies and scenarios are available in the content 

architecture. Information architecture elements include a paradigm for site 

classification, content, and portal navigation. (Shivakumar 2016, 74, 110-111) 

The definition of the portal strategy, evaluation of the portal technology, and 

formulation of the portal roadmap are the three steps of the portal architecture. 

The content planning, user assessments, and needs make up the bulk of the 

site strategy. Different architecture views, portal principles, best practices, and 

technology evaluation are all included in the assessment of portal technology. 

Critical architectural technology components include portal performance and 

portal site usability. (Shivakumar 2016, 98, 110-111)  

This study adopted a three-tier architectural framework to implement the 

functionality of the web portal demonstrated in Figure 9 and Table 1.  

 

Figure 9. The web portal architecture. Source: MEAN Stack vs MERN Stack 2022. 

 

The web portal used React.js at the front-end. React employs a component-

centric methodology (Surve 2021). Functions in JS are React components. An 
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individual Hypertext Markup Language (HTML) element, known as the root 

node, is the foundation for most React applications.  

 

Table 1. Web portal architecture benefits  
 

The only method to modify a React element is to continually render a new 

component because React elements are fixed and unchangeable (What is 

React? n.d.; Tutorial n.d.). React does not entirely replace HTML as a 

programming language, it makes it possible to create interfaces using similar 

syntax and to utilize JS to add dynamic capabilities (Barger 2021). 

Additionally, CSS coding is simple and unaffected by React (Eisenman 2016, 

13). React offers web application components for buttons, text, labels, and 

grid designs. The wide-ranging ecosystem of the application contributes to the 

platform's enormous user base. (Surve 2021; Choi 2020) 

In the middle layer Express and Node.js handled routing and Hypertext 

Transfer Protocol (HTTP) requests and responses of the web portal. 

Express.js is a straightforward and adaptable Node.js web application 

framework that offers a wide range of functionality for creating web and mobile 

applications. Express.js simplifies the creation of APIs and web apps, reduces 

coding time, and improves the effectiveness of web and mobile applications. 

The Expess.js web application is a layer added on top of Node.js that aids in 

managing servers and routes and is used to develop single page, multipage, 

and hybrid online applications. (Express 2017; ExpressJS Tutorial 2022; What 

is Express JS in Node JS? 2022) 

In the back-end the MongoDB stored the data of the web portal. MongoDB is 

an open-source database management system that can handle and store 

document-oriented data. In contrast to relational databases, which use tables 

and rows, the architecture of MongoDB is made up of collections and 

documents, supporting a variety of data types. The features of MongoDB are 
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wide-ranging and support ad-hoc queries, indexing, load balancing, 

aggregation, and server-side JS execution. With short declarative code, users 

of the MongoDB Query API can execute complicated analytical operations 

and even perform in-depth document queries. (Botelho 2020; MongoDB 

Tutorial 2022; Advantages of MongoDB n.d.) 

 

5.2  Portal Elements 

 

Content, design, personalization, and evaluation are the four essential 

components of a web portal. A web portal's organization, credibility, 

usefulness, and integration are all linked to the content. Focus areas for the 

design include architecture, usability, graphic design, and technical integrity. 

Navigational ease, the availability of content, and interface customization in 

response to user preferences and needs are all examples of personalization. 

Evaluation reveals the advantages and restrictions of the portal services.  

(Sampson 2007, 382-383) 

The UI techniques for the web portal personalization framework are separate 

from the database storage and application logic by the framework's multi-level 

design. The three levels combine business logic, presentation, and data 

access. The data access layer communicates and saves data between the 

database and application. The business logic layer contains the parts needed 

to implement the application. The system's UI is the responsibility of the 

presentation layer. (Doulgeraki et al. 2007, 12-14) 

To improve the usability and accessibility of a web portal, user profiling takes 

place in the presentation layer illustrated in Figure 10. Age, interests, and 

portal usage are all listed on a user's profile. The data is essential when 

modifying the portal to suit the tastes and demands of a user. (Doulgeraki et 

al. 2007, 15-16) 
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Figure 10. Web portal components. Source: Shivakumar 2016, 10. 

 

A portal should also have content aggregation, search engines and tools, 

application integration, personalization, data capture, data mining, security 

and access components, and connectivity to other entities (Wojtkowski & 

Major 2005, 22).  

The environment for a web portal should contain all the components required 

to support its operation (Fulmer 2007, 165). The portal environment includes a 

repository, gadgets, categorization tools, filters, and an index. Data 

organization requires a taxonomy, classification scheme, or folder structure. 

Software, web services, and content management systems integrate the 

applications. (Abrahams 2007, 163) 

 

5.3  User Interface Architecture 

 

The architecture for a web portal must take component-oriented philosophy 

into account. The internal architecture of a software system establishes the 

logic of the application specifications. The architectural design of UI, which 

displays the logical flow of the software, supports their look, feel, and usability 
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aspects. (Qian et al. 2010, 299, 302, 312) Enhancing user interface clarity and 

appeal is a successful user attraction tactic (Agosti et al. 2010, 233). 

Many programming languages have built-in elements and layout managers for 

creating UIs, including Java, Visual Basic, and others. It is challenging to 

arrange these components into a user interface. The mapping of components 

into engineering practice, the types required, and the correct arrangement 

within the domain and with goals must all be understood. (Qian et al. 2010, 

302) 

 

5.4  Web Portal Technologies 

 

The UI of the web portal was created on the front-end using the React 

application and the open-source access management software Keycloak. With 

the integration of Express.js the functionality of the web portal was made 

possible in the back-end by an API, and MongoDB to store the data shown in 

Figure 11. 

 

Figure 11. The back-end application of the web portal running on local host: 8080 

 

Several components were required using the React application illustrated in 

Figure12 to fulfil user requirements for the web portal mentioned in this study. 
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Figure 12. Components of the web portal application 
 

HTML and CSS were employed to develop the web portal (see Appendix 2) 

before dividing the UI into hierarchy components in React. The home 

component illustrated in Figure 13 imports the primary UI components of the 

web portal.  
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Figure 13. The home component of the web portal application 

The header component displays the company logo and the login and 

subscribe to updates buttons. The login component prevents unauthorized 

access. Only users who subscribe through e-mail will receive notifications and 

updates on the status of the servers. 

Announcements are published using the current status component. The past 

incident component allows users to view the history of occurrences. A 

separate incident detail component enabled the viewing of past events. The 

main traffic light component shows whether the servers are working or if there 

are any issues. The server light component reflects the metrics of the server. 

The tracking colors component monitors the servers to determine whether 

they are operational or experiencing degraded performance, outage, or under 
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maintenance. The react-router-dom was imported and installed to enable 

views and navigation of the web portal seen in Figure 14. 

 

Figure 14. The App.js web portal component 
 

In implementing the DevOps practices for this study, a GitLab repository 

enabled version control for developers to add or modify the business 

requirements for the web portal seen in Figure 15. GitLab is a platform for joint 

software development and an open-source code repository for significant 

DevOps initiatives, providing a space for code management and tools for 

issue tracking and CI/CD. GitLab enables teams to produce more secure and 

compliant apps while reducing development costs, accelerating time to 

market, and improving cycle times from idea to production. (GitLab 2022; The 

One DevOps Platform 2022; GitLab n.d.) The GitLab repository supported the 

Agile approach and provided a platform for developers to track changes made 

to the web portal until all requirements were satisfied. The code for the web 

portal was committed regularly into the GitLab repository as part of the CI 

process. Through the automatic CD procedure, the code modifications were 

made available.  
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Figure 15. The web portal components pushed to the GitLab repository 
 

Clients can access the status page of Datalounges Oy services through the 

web portal illustrated in Figure 16.  
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Figure 16. The status page of the web portal application 

After clicking the login button, clients must enter their e-mail address and 

password to view the status page. Clients can choose to subscribe to alerts 

anytime an incident occurs.  

The services of Datalounges Oy are conditionally monitored by a color-coded 

traffic light, with green denoting that all services are operational, red indicating 

a power outage, orange signifies performance degradation, and gray showing 

maintenance services. Clients can view the metrics showing the status, 

uptime, API, and response time of Datalounges Oy services. 

Administrators with assigned roles can post unexpected incidents involving 

service interruptions using the current status link. The past incident link allows 

clients to view a history of service occurrences seen in Figure 17. The sixth 

chapter discusses the deployment process of the web portal. 
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  Figure 17. The incident page of the web portal application 
 

6 DEPLOYMENT PROCESS 
 

6.1  Deployment Planning 
 

The success or failure of the web portal's release depends on a well-defined 

deployment process and its implementation. The planning, development, 

testing, staging, and production phases all play a part in the deployment 

process, which differs from project to project. Stages are chosen based on the 

unique requirements of the project. (Block et al. 2003, 429-430)  

The implementation phases and timeline must be complied with to meet the 

requirements. A thorough planning procedure is also essential for a successful 

deployment. Careful planning ensures a seamless transition and timely 

troubleshooting if problems develop throughout the deployment process. The 

goals, scope, requirements, roles, and responsibilities outlined by developers 

should be the focus of the deployment plan. It is encouraged to implement a 

pilot program before starting the deployment. Before end users may access 

the system, deployment testing is also crucial. Finally, the deployment plan 

must include a schedule for employee training. (Deployment Planning Guide 

2022) 

Block et al. (2003, 429–430) emphasized the need for source control during 

the deployment procedure. The integrity of the source code and other 

resources should be examined and evaluated by the source control.  
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6.2  Container Orchestration and Management 

 

A feasible method for creating edge computing infrastructures is 

containerization technology (Hwang et al. 2021; Pan & McElhannon 2017; 

Menouer 2021, 4268). With the help of container orchestration, it is easy to 

automate most of the work, enabling DevOps to manage operational 

complexity. The agile and quick-moving nature of DevOps teams makes it 

appropriate and suitable. (Parikh & Johri 2022)  

Kubernetes, sometimes known as K8s has numerous capabilities to facilitate 

container deployment and dynamic resource management and also offers 

several deployment choices (Nguyen et al. 2022, 1) The multiple 

characteristics of Kubernetes enable the quick deployment of applications 

without the need for time-consuming configuration and installation procedures 

(Nguyen et al. 2022, 1; Felter et al. 2015; Xu et al. 2021; Bonomi et al. 2012). 

Containerization makes it possible to distribute and upgrade software without 

experiencing any downtime, which helps achieve these objectives (Learn 

Kubernetes Basics 2022). Figure 18 shows the client-server architecture of 

Kubernetes. 

 

 

Figure 18. The architecture of Kubernetes. Source: Krief 2019, 248. 
 

Master and worker nodes make up the Kubernetes cluster (Bentaleb et al. 

2022, 1159). The master component of the cluster consists of nodes that 
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stand in for the slave servers. To host containers and volumes, each node 

stores virtual component pods. (Krief 2019, 248) The master node serves as 

the foundation of the orchestration system, and the worker nodes run pods by 

providing specific services. Compared to virtual machines (VMs), containers 

are lighter, more portable, and use fewer resources. 

The first step in the web portal deployment process was the installation of 

Docker software. The creation of a Dockerfile seen in Figure 19 was 

necessary to run each of the commands needed to build the image.  

 

         Figure 19. The Dockerfile created 

 

The FROM command specified the use of the base image to launch a new 

build process. The WORKDIR command defined the type of app to be built 

and the working directory for the following commands. The COPY command 

duplicated the package.json file to the /app working directory. The RUN 

command indicated that the application required the installation of the node 

package manager (npm) to execute. The COPY . . command instructed for the 

copying of all files to the working directory of /app. The CMD command 

specified that npm start was required to view the web portal application. 

The Dockerignore file prevented node_modules, .git, and the Dockerfile from 

copying to the /app directory during the building process of the container 

illustrated in Figure 20.  

 

                                 Figure 20. The Dockerignore created 

 

The command docker build -t frontend-portal . started the building process of 

the container. The command docker run --name thesisportal -d -p 3000:3000 
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frontend:latest specified the port to run the Docker container seen in Figure 

21. 

 

Figure 21. The web portal container running on 3000 
 

The command docker tag frontend-portal demo-

h.datalounges.fi/portal/frontend tagged and pushed the image to the internal 

Harbor repository of Datalounges Oy shown in Figure 22. Authorization was 

required to complete the process. 

 

Figure 22. The image pushed to the Harbor repository of Datalounges Oy  

 

The creation of a portal-service.yaml file was necessary listing the app, 

service type, name, protocol (Transmission Control Protocol), and targeted 

port seen in Figure 23. 
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                                  Figure 23. The portal-service.yaml file created 
 

The portal-deployment.yaml file specified the type of Kubernetes object, the 

number of required pods, the name and image of the application, and the 

particular port shown in Figure 24. 

 

Figure 24. The portal-deployment.yaml file created 
 

The LENS/Kubernetes open-source platform enabled the service and 

deployment of the pod. The web portal application is active and operational, 

with the front-end listening on port 3000 and the back-end listening on port 

8080 illustrated in Figure 25. The upcoming final chapter evaluates the results 

and summarizes the study's findings. 
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Figure 25. The active web portal application 
 

7 RESULTS AND CONCLUSION 
 

Secondary data provided the theoretical framework to build the web portal to 

achieve this study's objective. Before the development of the web portal, 26 

peer-reviewed journals and 26 academic literature books served as a source 

of secondary data on the study subject to answer the research questions 

outlined in the introduction. Other electronic secondary sources provided 

knowledge for the practical implementation of the study. 

A significant limitation of this study's secondary data acquisition was the 

scarcity of up-to-date information on the design and development of a modern 

web portal. Due to the limited availability of current secondary data, a 

comparative and critical analysis of web portal design and development was 

not probable. Overall the study's results revealed the steps required to build a 

functional, user-friendly web portal.  

The study objectives provided the foundation to answer the first research 

question: What are the design principles of a web portal? The secondary 

research sources examined in this study demonstrated the importance of user 

experience and satisfaction as critical components of web portal design. 

Modern technologies, programming languages, and business requirements all 

play a role in creating an effective UI. 

Based on the given business requirements, HTML, CSS, and React.js created 

the client-side of the web portal application in this study. The web portal 

design includes an expanded view of the system metrics of Datalounges Oy to 

meet the user requirements. To improve brand recognition and visual 

experience, the brand colors of Datalounges Oy were incorporated into the 

web design. Integrated into the web portal design are user preferences 

allowing clients to request e-mail alerts via the subscribe to updates button. 
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The web portal design also prioritized usability, allowing users to navigate and 

access information effectively.  

Portal elements and infrastructure was the subject of the second research 

question: What are the components and architecture of the web portal?  The 

designed web portal is responsive and built to work on all devices to meet 

adaptability and flexibility. The self-service capabilities of the web portal 

enable users to view Datalounges Oy incidents and system metrics without 

contacting the company directly. Open-source Keycloak software secures the 

web portal's authentication and login credentials.  

This study used a three-tier architectural framework to develop the 

functionality of the web portal application on the front-end (client), back-end 

(application), and database (data). In the front-end of the web portal 

application, React.js components created dynamic user interactivity. The 

Express.js server-side framework runs inside a Node.js server in the 

application tier, where the front-end makes HTTP requests to the back-end of 

the web portal application based on the user request. In the database tier, 

MongoDB is used to fetch and post data in the web portal application via an 

API in Node.js and Express.js running on port 8080. 

The third research question addressed the implementation stages: What are 

the deployment methods for a web portal? A containerized environment 

enabled the deployment of the web portal application. The deployment was 

quick and successful, requiring the installation of Docker software and building 

an image to spin the web portal container. It is justifiable to conclude that 

Docker and containers are critical tools to manage web deployment in a 

DevOps pipeline. 

The fourth research question analyzed: What testing methods does a web 

portal employ? Before being launched to clients, the web portal application is 

subjected to continuous and iterative testing internally. Continuous 

functionality, usability, and security tests are ongoing.  

Overall, the study's result is a functional and user-oriented web portal 

designed and deployed to meet Datalounges Oy's specific business 

requirements. The concept of the web portal application also integrated the 

need to meet additional business requirements in the future. 
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