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Abstract

On 24th of February, 2022, the Russian Federation launched an invasion of Ukraine. This is the first-time
cyber warfare capabilities are used as part of modern warfare. During this war around 800 cyber-attacks
have been witnessed targeting to Ukraine alone. This created a possibility to research cyber warfare and its
different methods used along-side with traditional warfare in armed conflict.

The research’s focus was in finding what kind of data regarding the monitored cyber-attacks and cyber op-
erations can be discovered and what kind of impacts those attacks can be analyzed to have while depend-
ing solely on public sources. To achieve this, qualitative research methods were used to analyze multiple
different sources ranging from online news articles to government reports. To create a summarized base-
line for understanding the events witnessed, an extensive literature review was made to collect infor-
mation. These data were used to achieve understanding of what is counted as cyber warfare in different
nations interpretations.

The concepts and terminology of cyber warfare are analyzed and presented as a part of the literature re-
view. These also include analyses of subjects identified to cause bias to the different studied topics of the
Russo-Ukrainian cyber war.

The main finding of the research was cyber warfare being limited warfare during the Russo-Ukrainian war.
No strategically meaningful outcomes for the Russian war effort have not been conducted by the means of
cyber warfare. The finding was in-line with recently published reports by private security vendors and gov-
ernment organizations and research institutes. With known bias created by dependency to public sources,
the longer analysis period is required for a more in-depth analysis for the root causes. While the war is still
ongoing it allows the possibility to continue monitoring of the situation for the more detailed observations.
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1 Introduction

“After land, sea, air and space, warfare has entered the fifth domain: cyberspace” (Murphy, 2010).

On February 24th, 2022, armed forces of the Russian Federation launched invasion of Ukraine.
One day earlier massive cyber-attacks began targeting different organizations of the Ukrainian
government, financial sector, energy sector, and several others. This is not the first cyber war we
are witnessing as cyber warfare operations have also been continuously targeting Ukraine over the
past decade, but this is the very first time when we can observe cyber warfare being used to sup-

port traditional and modern warfare.

The Ukrainian cyber theatre is academically intriguing as we see two strong cyberspace actors go-
ing head-to-head. Russian hacker units have traditionally been recognized to be among the best in
the world. Ukrainian cyber defence is one of the strongest if not even the strongest in the Europe
(Connell &Vogler, 2016; Voo et al., 2020). This creates a unique opportunity to monitor how these
cyber capabilities are used during an armed conflict and how well suitable cyber warfare is for sup-
porting traditional warfare. Also, this allows us to understand how efficiently a strong cyber resili-

ence and cyber defence can help to counter these cyber-attacks.

During the first days of Russo-Ukrainian war we also witnessed a huge increase of hacktivism.
Ukraine called for international mobilization of volunteers for “IT Army of Ukraine” (Burgess,
2022a). Soon after, hacktivist collective Anonymous “declared war” against Russia and many more
new hacktivist groups were born to both sides of the conflict (Pitrelli, 2022). This is also the first
time when we are seeing volunteering civilians from other countries participating in offensive ac-
tions in this scale without actually joining to the armed forces (Delcker, 2022). This creates new

challenges for the interpreting of international laws and treaties of armed conflict.

A short history review of the evolution of cyber warfare is made to understand the nature of these
cyber-attacks. The review includes what kind of international laws and treaties are setting the
rules for armed conflicts and how those are currently interpreted for acts done in cyberspace. The

characteristics of cyberspace are discussed as there is no consensus of what actually is this digital



realm called cyberspace. So, for this it is necessary to understand how different nations are treat-
ing it as a warfare capability. This is followed by introducing what kind of military cyber operations

are executed in cyberspace.

2 Research methodology

2.1 Research Question

The main research question for this thesis was defined as what kind of cyber operations (CO) have
been observed during the Russo-Ukrainian war and how does the cyber warfare (CW) aspect of
the war reflect to the academic concept of use of cyber capabilities as part of conventional war-

fare?

Secondary research question was defined to analyze effectivity of impact of these observed cyber

operations for military and civilian targets.

This thesis is delineated to include only cyber operations where cyber weapons, hacking tools or
similar technical methods are being utilized. Even when some of the military doctrines include in-
formation operations performed in the cyber domain as cyber operations, those are covered only

superficially as a part of this thesis and their effects are not studied in detail.

2.2 Research Methodology and Data Collection

This thesis is aiming to provide a baseline for understanding what kind of cyber operations have
been monitored in Ukraine during the Russo-Ukrainian war in 2022. To achieve this object, this
thesis relays on qualitative research methods. As such, data collection for this thesis is done only
from the public sources. The data regarding cyber-attacks has been collected from January to end
of July. These sources include public websites, reports published by different organizations and
companies, military doctrines, technical analyses published by security researchers, white papers,
books/ebooks, news articles from the media, Facebook posts, Twitter posts, and Telegram chan-
nels. The data were collected on daily basis from CERT-UA and from various websites utilizing dif-
ferent search engines. Articles translated from Ukrainian or Russian were compared with different

sources to be reasonably confident of the correctness of the translation. The collected data from



these sources were summarized and used as a dataset for the research. The dataset is included in

the appendixes.

Usually only one source is cited for the observed cyber-attacks, but their content has been verified
by the author from multiple sources or they have been cross-referenced with other sources for
verification of translation. In those rare occasions, when the contents have not been possible to
verify from multiple sources, it is mentioned in the text. The cyber-attacks listed by some of the

used sources that the author was not able to verify have been left out from this thesis.

2.3 Research Ethics

On writing this thesis, including its data collection, the author has followed Jyvaskyla University of
Applied Science’s ethical principles (JAMK, 2018) as well the ethical recommendations for thesis

writing at universities of applied sciences (Arene, 2019) during this thesis project.

The author has not participated in any of the illegal or malicious acts presented in this thesis. Also,
leaked data dumps published by the hacktivists groups or any other actors mentioned on this the-
sis were not collected nor analyzed during the research by the author. In all information and anal-
yses of their content the author is dependent from the third parties cited as their sources instead

of the primary sources typically used in the academic research.

It is also important to note that the author did not have perfect visibility into all the relevant
events and cyber-attacks done in Ukraine during the research period. Reasons for these are e.g.,
different languages and information sharing strategies. The author is not seeking to take sides on
the monitored cyber operations, but to research them as technical observations to understand

current state of the cyber warfare and its legality in the eyes of the international law and treaties.

3 Cyber Warfare

3.1 Evolution of Battlefield

The roots of cyber warfare can be placed, as suggested by Bosquet (2009), roughly in the begin-

ning of the twentieth century (Figure 1). The communication warfare started to make its way to



the battlefield as the troop movements started to become much faster with the development of
steam engines and later of combustion engines. This led to the need for developing better and

faster communication methods to create a more accurate situational awareness.

After the Second World War, militaries started to adopt electronic warfare (EW) as a part of their
activities. Electronic signals were used for communications and encryption algorithms were used
to prevent intelligence activities. Bosquet (2009) proposes, that this created a need to be able to
affect transfer of electronic signals. Modification, or prevention, of them all together was used to
reduce the reliability of command-and-control and fire control. Need for the computers and their
calculation power became much more critical to battle with the increasing information needs, the

uncertainty on the battlefield and to support the decision-making process, according Bosquet.

Cyber
Network \warfare
Information  Centric

Warfare Warfare

1940

Electronic
Warfare

1900

Communication
Warfare

Figure 1. Evolution from Communication Warfare to Cyber Warfare (Lehto, 2014, modified)

Information demands of the battlefield kept growing and it made armed forces dependent from
the information, electronic data transfer and energy distribution. To clarify these newly introduced
needs Libicki (1995) presented a concept of information warfare (IW) as the main category with

sub-categories:

e Command-and-control warfare
e Intelligence-based warfare

e Electronic warfare

e Psychological operations
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e Hackerwar
e |[nformation economic warfare
o Cyberwar

This new information warfare definition must not be confused with “war of minds,” (Toffler & Tof-
fler, 1993) the modern definition of IW, where information operations are used to affect the psy-
chological aspect of the target. Information warfare has a part in a today’s CW, at least according

to some doctrines, and this will be discussed in the next chapter.

The US Naval Institute introduced in 1998 a concept of network to parallel with information. As
introduced by Alberts et al. (2000), this created a concept of network centric warfare where the
idea was to move from the calculation intensive model to network intensive model. It began to
create joint situational-awareness from the battlefield for the first time for the military command-
ers which made it possible to have an advance in military operations with new kind of tactics and

methods.

This evolution led to the birth of current concept of CW as the role of critical infrastructure was
increased with the role of command-and-control as centric part of this new warfare method. One
of the main new reasons to differentiate the CW from its predecessors was the new concept of To-
tal War where the participants of the warfare were not only the military forces, but the society as
a whole. The effects to society will be studied in more detail in later chapter. Another reason to
differentiate the CW from the IW was because cyber threats were considered to be the continu-
ous new normal, when IW was considered to be a part of crisis and war-time (Lehto, 2014). The
term “Cyber” as a new method of warfare was introduced around the same time period with the
concept of network centric warfare, but the term started to reach more popularity during the

early 2000’s.

Electronic warfare, information warfare and cyber warfare as modern concepts still share several
similarities and their definitions are somewhat overlapping. These will be analyzed in a more detail

later.
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3.2 The Birth of Cyberspace

To understand what cyber warfare actually is and how it is interpreted by different nations, we
must examine how the cyberspace itself is understood. The definition of cyberspace has evolved
during the last three decades and still is constantly changing as technological progress proceeds.
Limnéll et al. (2014) discusses how complexity of defining the nature of cyberspace can be seen in
the inability to form a consensus for its exact definition. The definition of cyberspace differs in mil-
itary doctrines and national strategies created by different nations. It is usually also a bit different

from cyberspace definition in non-military context as stated by Limnéll et al.

The word “cyber” originates from the Greek word “kybereo”, which means “to steer, to guide, to
control”. The word began to appear in military publications at the end of the 1990’s when it
started to replace terms information warfare and information operations in context of network
security, computer security and information security as introduced in the previous chapter

(Limnéll et al., 2014).

Origins of the interconnected networked computers and current internet can be backtracked to
the era of Cold War, when the United States build the advanced research projects agency net-
work, or more commonly known by its acronym, the ARPANET (Bolt, Beranek & Newman Inc.,
1981). It took a few years before militaries started to wake up to networked computers as a new
threat vector. Kaplan (2016) claims that this began in 1983 when the United States’ President
Ronald Reagan saw the movie WarGames. The movie is about a young teenage hacker getting ac-
cess to the North American Aerospace Defense Command’s main computer leading eventually to a
nuclear war. Questions raised by the movie resulted about a year later in a directive of National
Policy on Telecommunications and Automated Information Systems Security (NSDD-145) which
descripted means of unauthorized electronics access being already widely done by foreign intelli-

gence services. According to Kaplan, this would be the starting point of cyber warfare.

To understand cyberspace in a military context, and what kind of attributes are commonly at-

tached to its description, we can look for definitions used in military doctrines.
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Military doctrine

A military doctrine and its purpose could be shortly generalized as it being a document that pre-
sents the best practices to operate armed forces capabilities to accomplish different national mili-
tary objectives and goals (U.S. Air Force, 2020). It should not be confused with national or military
policies and strategies. A policy is a document to give national or military directive of what must
be accomplished. It may include rules of the engagement (ROE) of what can or can not be retali-
ated with kinetic and non-kinetic actions. A strategy explains how military operations are used to
achieve objectives set by the national policy (U.S. Air Force, 2020). Sometimes these three docu-
ment types can be merged as a single document where a nation describes, how it is going to de-
fend its own existence by retaliating by different means during different circumstances (Colarik &
Janczewski, 2012). One example of this kind of doctrine is from the Russian Federation (Sinovets &

Renz, 2015).

The author suggests that noticing cyber threats and own cyber capabilities in a military doctrine is
important as we are speaking from such a new and different kind of threat vector for a nation. It is
important to specify how cyber-attacks will be retaliated and what kind of military cyber opera-

tions can be performed. Then the doctrine will also provide a clear guide line for the decision mak-

ers when these tasks need to be performed.

3.3 Cyberspace and Cyber Domain

As stated before, there is no consensus of what is considered to be cyberspace because complex-
ity of the whole concept and its definitions vary by source and used context. Laari (2019) suggests
that in the Finnish Defence Forces’ context cyberspace is commonly understood as a domain
formed by digital information systems, which also includes physical communications infrastructure
and all the end users or entities. Typical characterization is the use of electronics and the electro-

magnetic spectrum (EMS) for transferring, modifying and storing data (Laari, 2019).

Military doctrines of the United States used to define cyberspace similarly to be an environment
where “electronics and the electromagnetic spectrum are used to store, modify, and exchange

data via networked systems” (Joint Chiefs of Staff, 2010, p. 60), but the definition was later on
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modified by JCS to “a global domain within the information environment consisting of the interde-
pendent network of information technology infrastructures and resident data, including the Inter-
net, telecommunications networks, computer systems, and embedded processors and controllers”

(Joint Chiefs of Staff, 2014, p. 100).

The United Kingdom’s doctrine broadens the definition describing it as “an operating environment
consisting of the interdependent network of digital technology infrastructures (including plat-
forms, the Internet, telecommunications networks, computer systems, as well as embedded pro-
cessors and controllers), and the data therein spanning the physical, virtual and cognitive do-
mains” (Ministry of Defence, 2016, p. 1). From this we can gather that the United Kingdom
includes information operations, or at least, those done in or through cyberspace as a part of

cyber warfare.

The Russian Federation does not acknowledge cyberspace as a part of their doctrine since they use
a broader definition of information warfare. The Russian Federation’s 2010 military doctrine
stated “the prior implementation of measures of information warfare in order to achieve political
objectives without the utilization of military force and, subsequently, in the interest of shaping a
favourable response from the world community to the utilization of military force” (Russian Feder-
ation presidential edict, 2010, p. 6). As claimed by Connell and Vogler (2016), this allows Russia to
use cyber capabilities during peacetime. It is notable that Russia does not acknowledge using
these kind of methods as use of military force, as the Western World do. The part specifying the
use of information warfare for achieving political goals was removed from the Russian doctrine in
2014 (The Embassy of the Russian Federation to United Kingdom of Great Britain and Northern
Ireland, 2015).

Characteristics of Cyberspace

Cyberspace has some special and unique characteristics that distinguish it from the other battle-
fields. As Collier (2017) states, the deniability is one of the most typical characteristics of cyber
warfare and the amount of deniability can be increased by using proxy warfare. In a proxy warfare
the use of violence is outsourced from the armed forces to the technologies or other human par-

ticipants. In cyber warfare a common example of using proxies along-side with the nation-state
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groups, are multiple organized-crime groups, known to be at least partially controlled and fi-
nanced by the nation-state actors. These are the cyber counterparts of terrorist satellites and “lit-
tle green men” used in the kinetic warfare (Collier, 2017). Using this kind of plausible deniability
has become a crucial part of Russia’s cyber warfare actions, as claimed by Connell and Vogler
(2016), even when the Russian Federation officially denies such allegations. Using proxies in cyber-
space is not unique for the Russia and other nation-state actors are known to do the same (China,

North Korea, Iran, etc.) as noted by Connell and Vogler.

The second unique characteristic for cyberspace is its global reach. In the other battlespaces (land,
sea, air, space) physical troop movements are required and military operations can be predicted
from military build-ups. In cyberspace a cyber-attack can be launched instantly to the other side of

the globe without advance warning (Welch, 2011).

Another often raised suggestion regarding to cyberspace, as claimed by Springer (2015), is it being
a battlefield where cyber warrior doesn’t require similar physical strength and other physical qual-
ities as soldiers fighting traditional wars do. This remark is usually raised with concern of difficul-
ties to get technically oriented and skilled persons for armed services and not to push these “key-
board warriors” away. While this might be true for casual hacking, we probably need to separate it
from military service and could compare military cyber operations to be more similar to e-sports.
Both of these are stressful and demanding environments causing a strain to the body and mind. To
help counterbalance these effects good physical fitness is a must as suggested by studies (Ketelhut
et al., 2021). The stressful and cognitive demanding environment of cyber operations was also
studied by the U.S. Department of Defense which found that even five hours long cyber operations

caused a significant frustration and fatigue to the cyber operators (Dykstra & Paul, 2018).

A Warfare Domain or Not?

Domains are used in military terms to define where the action and operations occurs. The term
“domain” was firstly introduced in US Joint Chiefs of Staff’s publication, Joint Vision 2020, where
domains replaced earlier concept of dimensions (Kreuzer, 2021). A principal difference between
cyber domain and other four domains is that cyberspace is fully man-made while the rest are
physical and natural domains. Warfare began from the land, extended to the sea, extended again

three millennia later to the air and finally is reaching into the space (Springer, 2015). This shows
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how good humans have been to adapt any new inventions for their use in warfare and cyberspace

is no different.

Classically there are own specialized armed forces branches of service for the different domains
(army, navy, air force and in some countries separate space force), but usually there is no cyber
force. Cyber units have been merged inside of the organizational structures of each branch which
could indicate how interconnected and inseparable cyber domain is from these other domains
(Welch, 2011). Though there has been calls for founding own service branch for the cyber force,

for example in the United States (Barno & Bensahel, 2021).

To understand the properties of this man-made domain, Springer (2015) remarks cyberspace to be
relied upon the hardware devices where the protocols and code are run which makes it possible to
affect operationality of the domain through architectural and/or software changes while we can-

not affect the same way the unchangeable laws of physical domains, like gravity.

For the last decade, as Kreuzer (2021) comments, there has been ongoing discussion if cyberspace
really should be classified as a separate domain or something else. Kreuzer suggests that in a mod-
ern warfare context thinking cyberspace as a domain is too restrictive definition and not fitting to
the definitions of other four domains. Problem with cyberspace as a domain is its lack of fixed
boundaries and its rapidly evolving nature. As claimed by Patella-Rey (2012), cyberspace does not
exist. It is an analogy or metaphor to simplify this complex network of interconnected devices and
users. For this Kreuzer (2021) proposes that cyberspace should be considered as “a multi-domain
operational construct” rather than a single domain. This would make it more similar to special op-

erations or intelligence operations which are also multi-domain operations.

According to Connell and Vogler (2016), Russia has its own approach to the subject and it has not
separated cyberspace as the fifth domain. In Russian military theory there are no cyber warfare or
cyber operations at all. Instead, they have classified, as claimed by Connell and Vogler, the infor-
mation landscape as a separate warfighting domain. For the Russian military, what the Western
World call as cyber operations, are computer network operations subcategory of information war-

fare along with information operations, psychological operations (PSYOPS) and electronic warfare.



16

Cyberspace as a domain

Even though the discussion about cyberspace’s combability to domain model is ongoing, it is cur-
rently understood as a domain. Cyberspace’s relationship to other traditional warfare domains
(land, sea, air and space) is complex. Cyberspace is part of the information environment which is
relied to all the other physical domains, but also the physical domains are depended from cyber-
space. This makes all the modern warfare domains interconnected (U.S. Air Force, 2011). The

cross-referencing nature of cyberspace is shown in Figure 2.
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Land Sea
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Cyber
N

Electromagnetic
Spectrum

Figure 2. Cyber As the 5th Warfare Domain (U.S. Air Force, 2011, modified)

Joint Chiefs of Staff (2018) notes that infrastructure of cyber domain is located in all four physical
domains. Actions done in physical world affects electromagnetic spectrum which may create
events to happen in and through cyberspace. To explain this further, JCS presents cyberspace layer
model (Figure 3) to clarify what kind of actions and events occur in different layers and how they

can be utilized in the planning of cyber operations.
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Physical Network Components

Distinct, Yet Interrelated

Figure 3. The Three Interrelated Layers of Cyberspace (Joint Chiefs of Staff, 2018)

The first layer, by Joint Chiefs of Staff (2018) is the physical network layer. This is the part that con-
tains all the hardware used to create networked computing and other infrastructural aspects of
cyberspace: “e.g., computing devices, storage devices, network devices, and wired and wireless
links” (Joint Chiefs of Staff, 2018, p. 23). Each of these devices have a physical geolocation, ruling
them under that states’ legislation. As these are physical devices, they can be affected with kinetic

and non-kinetic actions.

The second layer in Joint Chiefs of Staff (2018) model is the logical network layer. This layer is con-
sisted mostly of an ability to process data and to exchange data with protocols. In other words,
this layer is based on logic programming and is not depended on physical locations. This opens
them up for the possibility to be individual physical links and nodes or distributed ones which still
can be presented as single entity. JCS’s publication uses a website that is distributed to multiple
geographic locations, but is having only one URL address as an example of this concept. Affecting

this layer, according JCS, can be done only with cyberspace tools.
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The third layer of Joint Chiefs of Staff’s (2018) model is the cyber-persona layer. This doesn’t refer-
ence to the end-users of cyberspace, but to network and user accounts located in cyberspace. A
cyber-persona can or cannot be linked to a persona in the physical world because same account or
credentials can be shared by several persons. Similarly, an actual persona can have several cyber-
personae, as presented by JCS. This increases the complexity of cyberspace and creates more deni-

ability when linking the cyber-persona to a real person.

Cyber Warfare and Electronic Warfare

As stated in previous chapter cyber warfare evolved from the electronic warfare, but their current
descriptions still share a lot of similarities. Common features for CW and EW are that they are both
considered being non-kinetic forms of warfare and both are operating in electromagnetic spec-
trum. Figure 4 illustrates shared EMS environment with different types of missions for each war-

fare classification (Lehto & Henselmann, 2019).

Electronic Warfare:

Any military action involving the
use of electromagnetic and
direct energy to control the
electromagnetic spectrum or to
attack against enemy
electromagnetic systems.

Cyber Warfare:

The use or targeting in a
battlespace or warfare context
of computers, online control
systems and networks.

CW missions: EW missions:

» Offensive Cyber Operations + Electronic attack

* Defensive Cyber Operations * Electronic protection

* Exploitation Cyber Operations + Electronic Warfare support

Figure 4. The Electronic Warfare and Cyber Warfare in EMS Environment (Lehto & Henselmann,

2019, modified)

In Finland CW and EW are still considered as their own independent warfare methods, but in some
countries, like in the United States, military has seen benefits to start to merge these as a single
warfare method. This change is loosely based on interpreting CW as a domain, but EW not being a

domain. Traditionally EW has been defined by being modifying or controlling the EMS environ-
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ment. In the past separating these two has made more sense as they both clearly were used in dif-
ferent methods to different targets. An example of this could be an analog radar - A classic target
for EW to jam the signal or disturb its signal to point to the wrong location. Nowadays radar sys-
tems have become much more digital and this opens new attack vectors for combined CW and EW
capabilities both operating in EMS. This could result as an attack where software (CW) is moved

through the EMS (EW) to the target system (Pomerleau, 2021).

Kinetic or Non-kinetic?

One common classification or characteristic today is CW being non-kinetic use of the force, when
the traditional warfare has always been the use of the kinetic force (rocks, arrows, bombs, missiles
and all other ammunition). Non-kinetic definition is true for the most of the military operations
executed on cyberspace, but we cannot rule out the kinetic effect of the some of the observed

cyber-attacks (Colarik & Janczewski, 2012; Applegate, 2013).

While it is true that when cyber-attacks are executed the execution method itself is non-kinetic
and, in many cases, the planed end-result of the attack is also non-kinetic (Nye, 2017). For exam-
ple, hacking to the server to dump its databases is from the start to the end non-kinetic operation.
The difficulty with this classification comes when we start to think embedded systems or similar
cyber-physical-systems (Applegate, 2013). Targeting these has an end result that usually can have

an actual kinetic effect.

We can divide kinetic nature of CW to two kinds of actions. One with physical actions affecting cy-
berspace and one with cyberspace having effects to the physical world. Examples of physical ac-
tions affecting cyber-realm are simply breaking the connectivity (e.g., data cables) or physically de-
stroying a device to deny access to it or from it (Tarabay, 2022). For affecting the physical world
from cyberspace, the first major event could be considered to be March 4, 2007, when the famous
Operation Aurora (the Aurora generator test) was performed on Idaho National Laboratory by the
U.S. Department of Energy. The test was done to demonstrate cyber-related vulnerabilities on
power grids. During the test a 2.5 MW generator was made to run out-of-sync by opening and

closing its control and protection relay with about 30 lines of malicious code resulting with running
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the generator inoperable (Department of Homeland Security, 2014). Department of Homeland Se-
curity’s documents regarding the Operation Aurora suggests that during operation it was finally

realised how significant cyber attacks against critical infrastructure can be.

Two years later, the first true kinetic cyber weapon, the STUXNET-worm was discovered. The
worm was used against the Iranian nuclear program. As summarization its payload targeted the
industrial control systems (ICS) and programmable logic controllers (PLC) affecting the set operat-

ing values and slowly rendering the gas centrifuges non-operable (Falliere et al., 2010).

Another new attack surface has been created by digitalization and Internet of Things (IoT) which
has also started to gain a foot-hold in industrial systems with Industrial Internet of Things (lloT)
and Internet of Medical Things (loMT) (Figliola, 2020). Simplified principle for loT devices is to have
networked devices or sensors. The data produced by these devices or sensors are usually pro-
cessed in a cloud service provided by a third-party with machine learning or artificial intelligence-
based tools to create more sophisticated analysis of the input data. In industrial environments this
could be used for example to improve pre-emptive maintenance to decrease number of produc-
tion disruptions caused by malfunctions (Padmalaya et al., 2022). Weaponization of these net-
worked devices could possibly result with severe kinetic effects, especially when talking about
“smart cities” or in case of loMT even to assassinations. As we are still in an early phase of digitali-
zation and loT, it is hard to predict what the trend for these kinds of cyber-attacks will be, but it is
relevant to note as a part of CW’s kinetic or non-kinetic definition as suggested by Colarik and

Janczewski (2012).

In Figure 5 is presented the three warfare methods sharing the non-kinetic battlefield. As we can
see from the figure these warfare methods are overlaying each other while sharing the common
battlefield. Each of these can be used for supporting another or through the another’s medium.
This is probably the reason why different nations classify these warfare types and their missions so

differently.
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IW missions:

* Psychological Operations (PSYOPS)
* Operations Security (OPSEC)
« Military Deception (MILDEC)

« Strategic Communication (StratCom)

. EW missions:
CW missions:

* Elect ic attack
« Offensive Cyber Operations RERRRREE

; : * Electronic protection
+ Defensive Cyber Operations ®

I . * Electronic Warfare support
* Exploitation Cyber Operations PP

Figure 5. Non-kinetic Warfare Spectrum (Lehto & Henselman, 2020, modified)

For the classification of kinetic or non-kinetic characteristics of these warfare methods is also how
the end results of missions are interpreted. If we compare the EW and CW both of these can have
kinetic end-results. Using EW capabilities to modify radar output that causes a fighter jet to crash
certainly has a kinetic end-result, but it is more indirect end-result. But when CW is used to modify
set values of PLC to get a centrifuge to malfunction, the end-result is direct result and the actual

goal why the CW capabilities were utilized.

As stated by Connell and Vogler (2016), we also must take in consideration the cyber-attacks exe-
cuted against the critical infrastructure, as seen in the Russian cyber operations in the Ukraine. In
one operation, as claimed by Connell and Vogler, attackers were able to remotely connect to a
power company’s system and operate circuit breakers to cause a power outage. The effects of this
kind of cyber-attack could be interpreted as a kinetic effect. The attack known as BlackEnergy will
be discussed more in the chapter focusing on the major cyber events witnessed in Ukraine before

the war.
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3.4 Cyber Warfare Versus Conventional Warfare

Chen and Dinerman (2016) compare differences of conventional warfare and cyber warfare. Typi-
cal reasons for their use have different kind of objectives. When a state decides to use conven-
tional warfare against another state, we have a reasonable cause to believe that there will be cas-
ualties, just by looking at historical events. But when a state decides to use cyber warfare against
other state some damage to devices and equipment may occur, but commonly there are no lethal
or even injuring events to the people, at least not directly. Indirect consequences of for example
information operations still may cause such as seen in the United States’ Capitol Hill riot (Peters et
al., 2021). This less violent nature of cyber warfare makes it today the grey-zone between peace

and war and leave more room to operate without too much fear for retaliation (Nye, 2017). Differ-

ences between these warfare methods are compared in Table 1.

Table 1. Conventional Warfare versus Cyber Warfare (Chen & Dinerman, 2016, modified)

CONVENTIONAL WARFARE CYBER WARFARE
Purpose of To gain dominance (political, eco- To assist gaining dominance (political,
Warfare nomic, religious, ideological etc.)  economic, religious, ideological etc.)
of specified geolocation for a pe-  for a period of time or permanently.
riod of time or permanently. To gain information advantage or su-
periority.
Strategy Use of covert and/or overt opera- Use of covert and/or overt opera-
tions. Show of strength. tions. Easy to deny involvement.
Actors Typically, militaries or paramili- Anyone with a device and connectiv-
taries. ity to network.
Targets Targeting humans and human Targeting information and infor-
life. mation systems. Indirectly may target
to human life in cyber-physical world.
Operational Limited geo-locational space. Global environment.
Environment
Duration A limited period of time. Continuously ongoing with short ac-
tive attack periods.
Preparation Time | Takes a long time to prepare. Takes a short time to prepare.
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Cost Expensive to accomplish. Inexpensive to accomplish.
Characteristics Transparent. Opaque.

Identification of Easy to identify. Difficult to identify.

Actors

Rules of Clear (Laws of War and Interna- Unclear.

tional Humanitarian Laws).
Engagement

Impact for Target | Human casualties. Major destruc- Minor destruction of equipment. Sig-

tion of property and infrastruc- nificant data breaches. Crippling criti-

ture. cal infrastructure, possible indirect
human casualties.

Deterrence Forceful and apparent. Uncertain.

Dominance Possible to achieve. Difficult to achieve.

End-Results Apparent. Obscure.

Winner Easy to identify. Difficult to specify.

Time for Requires long time period and Requires short time period and few
. major resources. resources.

Recovering

Like Chen and Dinerman (2016) suggest, reasons for conventional warfare are usually gaining
more resources or dominance. For resources, this usually means occupying more land areas while
in cyber warfare it is less likely that a state would want to occupy adversary’s data center or net-
work just to gain more presence and resources in cyberspace. But there might also be other politi-
cal, economic or religious purposes why the means of conventional warfare is used against other
state as noted by Chen and Dinerman. Cyber warfare itself can not solely be used to gain those,
but it can be used to assist gaining them for example by modifying peoples’ opinions and gaining

information for leverage.

Also, cyber warfare is not depended from geography as conventional warfare is as stated by Chen
and Dinerman (2016). While conventional warfare needs to move military (or paramilitary) troops
with some means to the targeted state and logistic routes must be build and this makes conven-

tional warfare expensive. Cyberspace does not share similar restrictions. Attacks and operations
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can be executed instantly to anywhere in the world and can be done with significantly less man-

power and equipment, making it relatively cheap. From this Chen and Dinerman identified differ-
ence in nature and duration of these two warfare methods. Cyber warfare is constantly ongoing,
but its operations are typically short-lived when warfighting in a real world takes from days to

years.

Another aspect discussed by Chen and Dinerman (2016) is the time needed for recovering when
the hostilities have ended. In cyber warfare recovery time is usually short, but in aftermath of con-

ventional warfare re-building infrastructures and sometimes whole cities can take several years.

3.5 International Laws and Treaties

The regulation of lawful and just war is done by international laws and treaties. The two main rule
collections are: The international law of war, or more commonly known as laws of armed conflict
(LOAC) (Jus in Bello), and the definition of criteria when the war can be engaged (Jus ad Bellum).
These are often incorrectly considered to be created from the viewpoint of traditional use of ki-
netic force and military troops. They apply also to cyber warfare and other modern warfare meth-
ods as well, when those are used as part of armed conflict (Springer, 2020). These international
humanitarian laws (IHL) are based on the Charter of the United Nations and Statute of the Interna-
tional Court of Justice as well on the treaties of the Geneva Conventions. In summarization these
laws of armed war for a just war can be defined to three basic principles (a) every nation has a
right for self-defense; (b) use of force must not create unnecessary suffering for the civilians; (c)

and use of force must be proportional to the caused threat (United Nations, 1977; Hasu, 2014).

Cyberspace as a battlefield has created a grey-zone between war and peace that is also bending
the definition of a just war. In conventional warfare subjects for use of force must be military tar-
gets and causing suffering for civilians is forbidden unless it is necessary and related to the military
target (United Nations, 1977). Problem arises from the nature of cyberspace. As stated by Interna-
tional Committee of the Red Cross (2013), we have only one single cyberspace which is shared by
both, militaries and civilians and both are using same technologies and sometimes even same plat-
forms. This makes separating non-military targets from military targets difficult. This raises a ques-
tion of what makes a military target in cyberspace? For example, if armed forces are outsourcing

some of its data center infrastructure to the multinational vendor’s cloud service, would that
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make the cloud service a legitimate military target? What about if the same cloud service is offer-
ing services for a hospital or a power company? In cyberspace targets often can be part of critical
national infrastructure which has a potential to cause harm for civilians (Cybersecurity & Infra-

structure Security Agency, 2022). These are discussed more deeply in the chapter focusing to the

Total War aspect of CW.

The situation from stand point of IHL is complicated when the military cyber operations are exe-
cuted outside of armed conflict. Those operations are not usually falling under obligations of IHL
(International Committee of the Red Cross, 2013). This does not of course mean that every military
cyber operation is an acceptable act when it is done outside of armed conflict. We need to sepa-
rate cyber-attacks and their effects to violent and non-violent actions, as suggested by Sander

(2019).

Operations aiming to have violent and destructive actions could be interpreted as armed conflicts
or possibly even as acts of war. Even when it is not established in targeted nation’s military doc-
trine, national policy or national strategy as a such. NATO’s first attempt to create a rule set for
cyber warfare, the Tallinn Manual, defines these violent actions as "a cyber operation, whether
offensive or defensive, that is reasonably expected to cause injury or death to persons or damage
or destruction to objects" (Schmidt, 2017, p. 415). Sander (2019) raises a valid question of regard-
ing what can be interpreted as a damage in cyberspace? More problematic this comes when these
acts are targeting critical infrastructure. Some of the experts are suggesting that these should be
considered more as cyber sabotage than cyber warfare when they are done outside of an armed

conflict (Smith, 2013; Morag, 2014).

Non-violent operations are more grey-zone and in current LOAC and IHL frameworks can not be
considered as acts of war and causes for war (casus belli) (Smith, 2013). Some examples of these
would be targeting other nation’s election system, using IW operations in a social media to affect
people’s attitudes or participating in cyber espionage (Springer, 2020; Bigelow, 2019). Doctrine of
the United States known as “Military operations other than war” defined purpose of non-violent
acts affecting to other state’s affairs as “deterring war, resolving conflict, promoting peace, and
supporting civil authorities in response to domestic crises” (Joint Chiefs of Staff, 1995, p. 13), but

the definition and the whole doctrine has been revoked.
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Another problematic part of IHL is cyberspace’s nature as a field where everyone can participate,
even to the cyber warfare. Different actors in civil/military field and how their positioning as par-
ticipants to warlike activities are commonly understood are presented in Figure 6. The IHL protects
civilians during the armed conflict, but the Russo-Ukrainian war has introduced a new situation
where civilian hackers are participating directly warfare hostilities. International Committee of the
Red Cross (2013) has stated such actions would revoke the legal protection and make the hackers
legitimate target for a retaliation. In any case, participating would basically render civilian hackers
as unlawful cyber combatants. Same is considered also from stand-point of cyber operations re-
sulting in violent actions in the Tallinn Manual: "Civilians are not prohibited from directly partici-
pating in cyber operations amounting to hostilities, but forfeit their protection from attacks for

such time as they so participate" (Schmidt, 2017, p. 413).

Peace-Keeping
Operations

LEVEL OF
FORCE

Violent

N\ GREY-ZONE
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Figure 6. Peace/War and Civil/Military Paradigm (Dobbs et al., 2020)

Yet another problem is created by unpredictable nature of cyber weapons and cyber-attacks. Even
when the attack would be planned and executed against some specified target complying with ob-
ligations of IHL, the consequences can still be unknown. A recent example would be the NotPetya
ransomware, which was targeted against Ukraine, but ended up creating destruction all over the

world (Schmidt, 2017).
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3.6 Concept of Total War and Functions Vital to Society

The concept of Total War was pitched in the twentieth century, to present warfare against the
whole society while using mass-bombings, starvation and similar methods for mass destruction
and causing unnecessary suffering for the civilians (Sambaluk, 2020). Acts like these are forbidden
by IHL, but when considering typical targets of cyber warfare, we see them constantly targeting
critical infrastructure which has a potentially to cause unnecessary harm for civilian population
(Nye, 2017). Effects to civilian population and to a person are different from how CW affects mili-
tary targets. Today’s society is similarly depended from data networks and information communi-
cation technologies as military is. As stated before, separating the two can sometimes be difficult

from cyberspace perspective.

To understand how missing or non-available parts of the functions vital to society affects a person,
we need to understand the five basic needs humans have, as proposed by Maslow (1943; 1954).
According to Maslow, the most basic and the most important level of person’s needs are the ones
that makes survival possible. These physiological needs are air, water, food, warmth, rest, etc. The
Maslow’s second level is person’s safety needs. To feel safe and in control of their lives people
need things provided by family and society. Examples from these are security (emotional and fi-
nancial), social stability, health and wellbeing. The Maslow’s third level of needs are related to love
and belongingness. A human is a social creature which is depended from social interactions. To
satisfy these needs, Maslow suggests need to have feelings (e.g., feelings of intimacy, trust, love,
acceptance, etc.) that are related to interpersonal relationships and belonging to a group. The
Maslow’s fourth level is one’s needs for self-esteem. To satisfy these needs one can feel dignity
(because some achievement or mastering a skill) or we can desire reputation (or respect) from
others. The fifth, and the highest level of person’s needs, as claimed by Maslow, is the self-actual-
ization needs. These are related to person’s own self-growth that is usually referred as person’s

self-fulfillment and peak experiences.
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Figure 7. Digitalization and Energy As a Part of Hierarchy of Needs (Hartikainen, 2022, modified)

These five basic needs presented by Maslow (1943; 1954) are still the same today, but as our
world has been coming increasingly more depended from information and communications tech-
nologies (ICT) as a result of digitalization. In Figure 7, Hartikainen (2022) introduced how fulfill-

ment of Maslow’s hierarchy of needs are depended in today’s world from digitalization and en-

ergy.

At least the first three levels of Maslow’s hierarchy of needs are depended from energy and digi-
talization as stated by Hartikainen (2022). Attacks, cyberspace related or not, against the first level
of hierarchy of need could start become life-threatening in three days if clean drinking water is not
available. In winter disruptions on heating would become also lethal in a couple of days

(Puolustusministerio, 2010).

If the attacks are targeted to second level, situation is a much less acute for civilians. The biggest
problems starts if the affected sector is finance related and prevents the use of credit and debit
cards. The number and per centage of digital financial transactions are constantly increasing as
cash is used less frequently. Another problem comes from digital point-of-sale systems in retail if
the data networks are not working, then the store’s servers are out of service. Situation like this
was witnessed in Sweden when ransomware attack in a supply chain of store’s point-of-sale sys-

tem rendered over 800 store locations non-operational (Mukherjee & Fulton, 2021). Even if the
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customers would have cash to pay their purchases the stores cannot log those transactions and
their inventory runs out-of-sync very soon. In a nation-wide emergency situation this probably
would not be a such a big problem and inventory and sales could depend on other methods (e.g.,
pen and paper). Similar problem and solution were seen in Ukraine’s border control when it was

hit by wiper malware in February 2022 (Alspach, 2022).

As we move to higher tier in a need hierarchy, the less life threatening the effects come. In a third
level communication disruptions would make people worried, sometimes critically so, from well-
being of their loved-ones and friends. This certainly would be a source of increased stress and be a
partial cause for other problems derived from it. For companies on the other hand communication
disruptions can be quite critical. Communication would include social media platforms to some de-
gree at least. When the disruptions are affecting working of entertainment services, like streaming
services of videos and music it will start to be a more annoyance than serious condition for per-

son’s survival.
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Figure 8. Relation of ICT to Critical Infrastructure and Other Functions and Services (Lanto et al.,

2019, modified)

In Figure 8 is shown how ICT is related to critical infrastructure and its related functions and ser-
vices. To satisfy primal basic need to survive, as stated earlier, a person needs food to eat and
clean water to drink. Both of these also have to be transported for the consumer and money is re-

quired to purchase them. All of these are depended from energy production and transmission.
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Even the ICT itself is depended from the energy. This could indicate that the energy production is

the most critical sector for todays digital and networked world.

To examine this more, we can take a look at Finland’s National Emergency Supply Agency’s re-

search of how different lines of business are depended on each other in Figure 9.
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modified)
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As we can see from the figure, Finland’s National Emergency Supply Agency’s study confirms that
most of the different lines of businesses have today a full or major dependency from telecommu-
nication business. This is of course because everything is interconnected by internet and the sys-

tems used by businesses are based on software. Digitalization of the world has created a huge de-

pendency of reliability of telecommunication networks and energy production.

This is also supported by recent study of Finnish Chamber of Commerce (2022), done in co-opera-
tion with National Emergency Supply Agency, where 49 % of studied companies stated being una-
ble to operate during power outage. While 17 % of companies were told to be able to manage a
day long power outage, meaning power outage continuing longer than a day would render 66 % of
companies unable to continue their business. The study finds the situation being a little better re-
garding digital services. Only 22 % of companies could not manage a day without digital services

while only 17 % told being able to fully manage a single day (Chamber of Commerce, 2022).

3.7 Military Cyber Operations

Military cyber operations, as the name states, are military operations conducted in the cyberspace
by a nation-state actor or its proxy. Reason to conduct operations in cyberspace is same than it is
for any other military operation conducted in the physical world. This is to have strategic, opera-

tional or tactical gain to fulfil some national interest (Brantly & Smeets, 2020).

As established earlier, there is no consensus on what is regarded as cyberspace and the situation is
same for definition of cyber operations (CO). Different nations have different definitions for what
is counted as CO, but there are common shared similarities in national doctrines. Depending on
the nation, military cyber operations can be divided usually to sub-categories, their number rang-
ing from three to five. These typically are defensive cyber operations (DCO), offensive cyber opera-
tions (OCO), cyber espionage, and Department of Defence internal network (DODIN) operations
(Joint Chief of Staff, 2018). The fifth and more debatable category is information operations (10)
which is more often regarded as a part of information warfare even when the information influ-
encing is done in or through the cyberspace. In any case 10 executed through cyberspace are too
significant part of ongoing cyber warfare to rule out in this context even if they wouldn’t be classi-

fied as actual CO by most countries.
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Usually, the lines between CO and IO are the part which has the greyest zones in the interpreta-
tion. In Figure 10 Laari (2019) presents one possible concept for how cyber operations and cyber
actions (CA) could be categorized and is currently understood in Finnish Defence Forces. The
model is refining the principal concept based on the idea of the United States’ Joint Cyber Doctrine
for how to separate different kind of missions done in and through cyberspace (Joint Chiefs of

Staff, 2018).

Offensive Cyber Defensive Cyber Operations (DCO) DODIN

Operations Operations

(OCO) Responsive Actions Defensive Actions A
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Unknown Network
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Figure 10. Cyber Operations and Actions (Laari, 2019, modified)

As we can interpret from Figure 10, the common part for every kind of CO is to have comprehen-
sive situational awareness from organization’s own internal networks and external networks, in-
cluding possible adversary’s networks. As Laari (2019) proposes, these activities can be divided
into two main categories, cyber threat intelligence (CTI) and intelligence, surveillance and recon-
naissance (ISR). CTl is a type of intelligence that is commonly used to improve self-protection by
gaining information from different types of threats and threat actors. This can also be used for of-
fensive purposes by gathering similar information from advisories networks and systems (Laari,
2019). ISR includes collecting and analysing more common information, monitoring of different
type of activities or be targeted reconnaissance of some specific system. Another common feature
for all CO is operational preparation of environment (OPE). This can be targeted to own internal

networks or external networks, depending if it is part of DCO or OCO.
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Cyber units in a military are usually not any different from any other kind of military units. Military
personnel are divided same way to brigades, companies, platoons, and squads, depending of
course from the size of the nation’s armed forces and number of cyber warriors. It is also common
that each cyber unit is oriented for one of the operation types (defence, offense, etc.) depending

the skill set of its members (Brantly & Smeets, 2020).

One notable feature is that many nations’ defensive cyber capabilities might not totally rely on
military personnel only, but may also include civilian operators and outsourced vendors. This of
course is not too distant from using private security companies fighting in physical battlefields, as
seen on some of the latest wars (Swed & Crosbie, 2019). Especially the role of private vendors and

civilians has increased in DODIN operations and defensive operations (Ministry of Defence, 2016).

3.7.1 Defensive Operations

The main reason for military or any other organization to have defensive cyber operations is to en-
sure the freedom of manoeuvring in cyberspace. This can be done through active or passive de-
fence measures where the idea is to increase cyber resilience of the organization to decrease the

risk level of cyber threats to accepted level (Ministry of Defence, 2016).

Typical way to classify DCO is to separate them to three different categories as presented earlier in
Figure 10. These include technical capabilities as well administrative tasks such as creating and
maintaining frameworks for cyber security. One note worthy aspect of defensive operations is de-
terrence. The United States, the United Kingdom and Russia for example state in their doctrines
that cyber-attack can be retaliated with use of deadly kinetic force (Join Chiefs of Staff, 2018; Min-
istry of Defence, 2016). Russia takes this even further and permits use of nuclear weapons to retal-
iate military actions (Limnéll et al., 2014). This is affirmed in Russian research where cyber weap-
ons and their use is commonly compared to strategic nuclear weapons (Dylevsky et al., 2015;

Kukkola, 2021, p. 157).

As already shown in Figure 10, DCO are depended from situational awareness created by CTl and

ISR capabilities to improve own OPE to correspond and mitigate current threats.
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DODIN operations

This is the most common type of military operations done in cyberspace and it "includes opera-
tional actions taken to secure, configure, operate, extend, maintain, and sustain DOD cyberspace
and to create and preserve the confidentiality, availability, and integrity of the DODIN” (Joint
Chiefs of Staff, 2018, p. 36). DODIN is an acronym used by the United States (Department of De-

fence information networks) to represent nation’s operated military networks.

These are ongoing daily routine activities to ensure cyber security and cyber resilience of own or-
ganization as a whole. This includes cyber and information security management systems, harden-
ing of software and hardware, having antivirus software or other end-point protection software,
using honeypots etc. One part of the DODIN operations is also to monitor own networks, which
could include anything from data flow monitoring to fingerprinting known indicators of compro-

mise (I0OC) data (Joint Chiefs of Staff, (2018).

DODIN operations are run against everyday malicious actions and not necessarily against specified
threat. They could be presented as a baseline of organization’s cyber resilience and support func-

tion for other types of CO (Joint Chiefs of Staff, 2018).

Defensive Cyber Operations — Internal Defensive Measures (DCO-IDM)

Definition for internal defensive measures is “where authorized defense actions occur within the
defended network or portion of cyberspace” (Joint Chiefs of Staff, 2018, p. 38). This means they
can be executed in own internal networks or some other networks like related to critical infra-
structure depending on the legislation of a state. The main thing is that these are authorized ac-
tions by the owner of the defended network. One of the main aspects of the DCO-IDM is to have
good situational awareness of the environment by means of intelligence, surveillance and recon-

naissance (ISR).
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= Execution of DCO-RA can be initiated at any time, even pre-emptively before stage 1.

External or
unknown network

Resources

®= Minimal recourses in use = Additional resources allocated = Denying adversary’s freedom ® Minimizing losses
®= Actions focused to ISR = Preventing adversary’s freedom of of manoeuvring ® Enhancing security controls
= Prevention of adversary’s ISR manoeuvring = Challenging adversary and = Building of confidentiality
®  Minimizing risks to self and removal from the systems
partners

Figure 11. Defensive Cyber Operations (Laari, 2019, modified)

As presented by Laari (2019) these DCO-IDM can be divided to four operational stages as shown in
Figure 11. DCO-IDM operation is different from constantly ongoing DODIN operations as it has de-
fined start and end points. It could be compered to be more like an incident handling situation in
cyber security frameworks. As a process, it usually goes through the four stages (screen, contain,
clear and secure), but as presented in the figure it can also initiate response actions which are
more offensive by nature. Need for resources increases as process proceeds through the different
stages. Handling operations like these are usually coordinated between different kind of cyber
protection teams (CPT) like computer emergency response teams (CERT) and mission rapid re-
sponse teams (MRRT) depending the number of needed resources and type of the operation (Min-
istry of Defence, 2016). Especially on the clearing and securing stages tasks can outsourced for the

vendors.

Defensive Cyber Operations — Response Actions (DCO-RA)

Response actions are cyber operations “where actions are taken external to the defended network

or portion of cyberspace without the permission of the owner of the affected system” (Joint Chiefs
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of Staff, 2018, p. 38). Operations like these are executed to unknown networks or identified net-
works used by adversary. Nature of these operations follows closely offensive cyber operations,
but usually their execution time is shorter and operation is less pre-planned. One classic example
of response actions is hackback as stated by Laari (2019). When the source of the attack is identi-
fied, sometimes the quickest solution to stop the cyber-attack is use of the deadly kinetic force

(Vavra, 2019).

3.7.2 Offensive Operations
Offensive Cyber Operations (OCO)

Offensive cyber operations “are CO missions intended to project power in and through foreign cy-
berspace through actions taken in support of CCDR [combatant commander] or national objec-

tives” (Joint Chiefs of Staff, 2018, p. 39). OCO could also be called as cyberspace attacks.

Typical OCO, according to Laari (2019), are missions to deny, manipulate or exploit the operational
environment of adversaries. Denial missions can be split to three different effect levels: degrade,

disrupt and destroy. These are presented in Table 2.

Table 2. Types of Denial Missions (Laari, 201)

ACTION DESCRIPTION
Degrade ‘ Deny access to partial operation of function in target for specified time.

Disrupt ‘ Deny complete access for specified time.

Destroy ‘ Deny access permanently until resource is replaced.

Manipulation missions are used when information or controls are wanted to be changed for de-
ception or other reasons. An example of manipulation mission is Operation Orchard, where Israel
allegedly manipulated Syrian’s air-defence radars with feeding them false targets (Katz, 2010). Ex-
ploitation missions are military intelligence missions for information collecting. This kind of mis-
sions can be executed to support current missions or to prepare future missions (Joint Chiefs of

Staff, 2018).
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OCO are, like DCO, heavily depended from CTI’s and ISR’s capability to produce reliable infor-
mation about adversaries’ target systems. Information produced by ISR capabilities are used on

tactical and operational level of planning and decision making (Joint Chiefs of Staff, 2018).

Planning and executing of offensive cyber operations follow stages presented in the Lockheed
Martin’s Cyber Kill Chain (Figure 12) or at least is refined form of it (Brantly & Smeets, 2020). In a
military context moving from Cyber Kill Chain’s stage to another is a decision point where continu-
ation and direction of the operation is depending from the legislation of a state, especially if the
guestion is about offensive actions. OCO are usually under oversight of the chain of command or
other bureaucratic dependencies, as noted by Brantly and Smeets. This is because of their hostile
and even possible destructive nature which calls for strict consideration of rules of engagement

(Joint Chiefs of Staff, 2018).

RECONNAISSANCE

Harvesting information from target systems (identifying systems, exploring vulnerabilities, etc.)

WEAPONIZATION

Creating attack vector (payload with remote access malware, ransomware, virus or worm & possible backdoor)}

~

DELIVERY

Delivering weaponized bundle (via email, web, USB, etc.)

EXPLOITATION

Exploiting a vulnerability to execute code on victim’s system

INSTALLATION

Installing malware or other attack vectors (creating persistence to victim’s system)

COMMAND & CONTROL (C2)

Command channel for remote manipulation of victim

ACTIONS ON OBJECTIVES

Access to victim’s system to accomplish set goals (data theft, destruction, encryption, etc.)

Figure 12. Lockheed Martin's Cyber Kill Chain (Lockheed Martin, 2011, modified)
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Steps presented in the Cyber Kill Chain are usually divided to three separate activities in military
operations: Digital network intelligence (DNI) provides information of specific target system. Oper-
ational preparation of environment (OPE) improves own defenses or creates attack vectors and
needed cyber weapons for launching an attack. Computer network attack (CNA) launches the of-

fensive actions against the targeted network or system (Laari, 2019).

Cyber Weapons

Prunckun (2018) describes weapon as an object that is meant to cause harm. This is true also for
digital weapons even when they are meant to be less lethal than their real-world counterparts.
Cyber weapons, as stated by Prunckun, can be software or hardware based. Software based are
typically more complex malicious programs (malware, worm, virus, etc.) utilizing vulnerabilities in
different kind of systems. Hardware based cyber weapons use some electronic device as an attack
platform. Prunckun mentions one example of these to be a keylogger used to monitor input be-

tween keyboard and computer.

It is reasonable to assume that every capable nation is building their own cyber weapon arsenal as
a part of their offensive capabilities. As stated by James McGhee (2016) nations may have these
cyber weapons “on the self”, but using them is not so straight forward. This is because the situa-
tional awareness and knowledge from target systems increases to critical role. Timeline needed
for planning and executing OCO depends from the end goals of the operation. A long-term unde-
tectable espionage operation is much more difficult to plan and execute than for example a de-

structive operation (Hayden, 2016).

Cyber Weapons are not solely created by nation-state actors, as claimed by Prunckun (2018), even
civilians and criminals build cyber weaponry to be sold in malware marketplaces. This makes it
easier for both criminal and warfare actors when a complete cyber weapon can simply be pur-
chased to be used against a targeted system without the need for know-how or long timespan to

research and build one.

Often discussed question regarding a cyber weapon arsenal is its nature as a deterrence. But as we
have not yet seen cyber weapon so horrendous, that it could be the digital nuclear weapon of cy-

berspace the deterrence created by cyber weapons is unclear at best, like noted by Chen and
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Dinerman (2016). This, of course does not mean one could not be built in the future, so updating
international laws to meet today’s challenges and pre-emptive regulation of cyber weapons

should be taken more seriously.

3.7.3 Information Operations

One of the currently used concepts of information warfare is presented in Figure 13. As stated be-
fore, different nations have different definitions for information warfare and information opera-

tions executed in cyberspace so the definition and different types of operations is broad.

Information Warfare

Application Domain Enabling Domain

Command and Control Warfare
Intelligence Based Warfare
Information Infrastructure Warfare
Psychological Operations
Electronic Warfare

Network Warfare

Figure 13. Application and Enabling Domains of Information Warfare (van Niekerk & Maharaj,

2010, modified)

Probably currently the most spoken part of information warfare in public discussion is information
influencing operations. These are operations which, like the name suggest, are targeting influence
to people’s opinions and attitudes towards some specified agenda. For this Kari (2018) discusses
the three often wrongly used terms of information influencing; propaganda, disinformation, and
misinformation. Propaganda is spreading of some specific agenda. The term is usually understood
as a negative thing, but it does not necessarily have to be done in malicious purposes, as proposed
by Kari, it is just meant to affect opinions. Disinformation is knowingly and intentionally created

false information. Misinformation is intentional or unintentional spreading of false information.
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Cyberspace and its global presence have opened up new more effective and cheaper ways for a
state to interfere to another state’s internal politics and affairs. Examples of these are presented
by Aro (2019) in her book regarding recent influence operations run by Russia and pro-Russian ac-
tors. Among other things, Aro discusses about “troll factories” where the name refers to internet
trolling. Trolling is a slang word for internet phenomenon of “the act of leaving an insulting mes-
sage on the internet in order to annoy someone” (Cambridge University Press, n.d., Definition 1),
but the term is used more widely regarding information influencing. These so-called troll factories
are nation-state sponsored and controlled internet companies where employees create disinfor-
mation campaigns targeted to other states as presented by Aro. Russia has been alleged to using
these troll factories as a part of its influence operation of interfering with the United States Presi-
dential elections in 2016 (Mueller, 2019; Bowen, 2021). Mueller (2019) states in the report how
this offensive influence operation was also supported with other offensive cyber operations

(mainly hacking) by Russian Main Intelligence Directorate (GRU) and Federal Security Service (FSB).

Revealing of attack as a strategy

One important aspect of information operations, which also affects the reliability of data collec-
tion of this thesis, is the national strategy of information sharing when it has been a victim to an
offensive cyber operation. Why the victim chooses to share or not to share information and how
much information it chooses to share? Baram and Sommer (2019) discuss this in their article about
different information strategies for a nation when it has been targeted by a detected cyber-attack.

The process chart of decision making is presented in Figure 14.

Attribute
Public
Attack strategy <
detected Non-
Cyber attack Covert attribute
strategy
Attack

not detected

Figure 14. Victim’s Strategies During a Cyber Attack (Baram & Sommer, 2019, modified)
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The process chart is pretty straight forward. If the attack is not detected, there is nothing to de-
cide. When the attack is detected, the first decision must be made if the covert strategy is chosen

or if the occurred attack will be made public.

In this decision-making step, Baram and Sommer (2019) proposes four different strategies for vic-

tim to choose:

e Pointing finger, the victim reveals that attack occurred and names the suspected attacker.

e Admitting injury, the victim discloses that an incident occurred, but no-one is blamed for
the attack.

e Revealing damage, the victim discloses incident which caused a damage, but denies it be-
ing result of hostile actions.

e Maintaining ambiguity, the victim denies any damage or attack has occurred.

For choosing the covert strategy Baram and Sommer (2019) identified two possible reasons: safety
of intelligence sources and preventing escalation. Both of these assumptions are reasonable. If the
victim does not have the technical capabilities for detecting the intrusion, the tip could come from
an intelligence asset or from a friendly intelligence service as happened in 2013 when severe intru-
sion by the Russian nation-state actor was discovered from the Finnish Foreign Ministry’s data net-
work. The tip from the ongoing intrusion was given by an undisclosed outside actor. (YLE, 2014;
YLE, 2017) Preventing escalation of ongoing conflict could come to question if there is a large dif-
ference in victim’s and attacker’s capabilities. As a third option, not identified by Baram and Som-
mer, the author suggests the interest of not to reveal one’s own technical detection capabilities

and to let the attack continue as it is being monitored in a more controlled environment.

According to Baram and Sommer (2019), when the occurred attack is decided to made public, the
victim usually has one of the three motivations; name and shame, avoid humiliation, and show of
strength. In name and shame the main challenge is the anonymous characteristic of cyberspace,
so a decision could be done without full confidence and technical evidence. By Baram and Som-
mer, a classical explanation for this could be shaming the aggressor in the eyes of the international
community. Depending from the severeness of the occurred incident, one reason to reveal the at-
tack is proactive damage control. Not disclosing an attack could be a humiliation if it is revealed by
a third party or by the attacker. The third suggested motivation could be victim’s will to show its

technical capabilities or issue a warning of retaliation to the attacker.
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From the viewpoint of the aggressor, the situation is a bit different as stated by Baram and Som-
mer (2019). Usually, a nation executing an offensive cyber operation wants it to be a covert or
clandestine operation, at least the technical part of the attack. The sole reason for the attacker to
reveal OCO afterwards would be humiliation of its target if the attacker is not worried about any

retaliation actions. In many cases, any detected ongoing OCO are failed operations.

3.7.4 Cyber Intelligence

Cyber intelligence is done by any available intelligence methods to support cyber operations as
stated by Laari (2019). Cyber intelligence differs from traditional intelligence as it is done solely in
cyberspace. It utilizes different information collection methods of traditional intelligence from
overt and covert sources while enriching the products of traditional intelligence (Seedyk, 2018).
The methods can be classified for several ways dividing those to even more specific data types.
One common main classification is presented in Table 3. Classifications have been evolving during

the years and also different actors use different kinds of classifications.

Table 3. Classification of Intelligence Collection Methods (Clark, 2014; Seedyk, 2018)
ACRONYM DESCRIPTION

HUMINT Human Intelligence

SIGINT Signals Intelligence

IMINT Imagery Intelligence

GEOINT Geospatial Intelligence

OSINT Open Sources Intelligence

MASINT Measurement and Signature Intelligence
ACINT Acoustic Intelligence

TECHINT Technical Intelligence

MEDINT Medical Intelligence

While cyber intelligence usually is mostly consisted from signals intelligence, but also open sources
intelligence is a huge information source in today’s digitalized society. Omand (2016) claims, that
over 40 % of worlds population has nowadays access to the internet. This has introduced pressure
to increase mass surveillance in the digital realm. Omand makes a valid concern of how the vast

amounts of collected data could be kept out of reach of misuse and exploiting.
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While mass surveillance is the one probably most talked topic of intelligence collection, it has lim-
ited use in military perspective. To support and protect cyber operations military commanders
needs near real-time analysed intelligence data for the base of decision making. The data are also
needed to locate and identify targets as well to protect one’s own communication methods and
weapons systems (Omand, 2016). Recent example of cyber intelligence’s produced data usage is
from Ukraine where dating app’s (e.g., Tinder or Grindr) location data has been used to geo-locate

Russian troops (Fabiani, 2022; Elgueta, 2022).

3.7.5 Cyber Espionage

Cyber espionage is a sub-category of intelligence operations performed in cyberspace. Cyber espi-
onage or cyber exploitation operations are clandestine form of intelligence and offensive cyber
operations. As pointed out by Clark (2014), clandestine operations must not be confused with cov-
ert operations. Covert operations leave a room for deniability, so the target can not specify the
source even when it knows about the operation. In a clandestine operation the target is not sup-
pose to be aware that any operation was executed. These type operations are usually run by for-

eign intelligence agencies and military intelligence units or their proxies (Maurer, 2018).

World’s rapid digitalization has brought security and intelligence agencies to critical period of
adapting new tactics for cyberspace (Omand, 2016). Cyberspace, and its anonymizing nature cre-
ates new kind of challenges and possibilities, depending whose (own counter-intelligence or for-

eign intelligence) espionage operations are being examined.

Traditionally, according to Weissbrodt (2013), espionage operations have relied on spies or agents
operating in foreign nations. These operations have been run under diplomatic covers as well infil-
trating with non-official cover. This has set some natural boundaries for the states. Too keen for-
eign agents can be revoked from their diplomatic status and sent back home, even possibly as per-
sona non-grata. The bolder ones operating with non-official cover can be tried in the court of law
from espionage. Essence of cyberspace has removed these restrictions with plausible deniability

and sanctions being less harsh if the digital spy ever gets caught (Weissbrodt, 2013).
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Cyberspace and especially social media have made identifying suitable targets to be used in espio-
nage easier. Traditionally recruitment of spies as part of human intelligence can today begin in cy-
berspace. Estonian Foreign Intelligence Service (2022) has released steps for agent recruitment

known to be used by the Russian military intelligence service (GRU), Figure 15.

Even when cyberspace has made finding candidates easier, cyber espionage operations are not
depended from agent networks like in traditional espionage. Cyber espionage operation can be
fully performed by hacking, resulting in a data breach of the information system (Estonian Foreign
Intelligence Service, 2022). Operations like these usually follow the same methods introduced in
chapter regarding offensive cyber operations. This kind of perpetrators are typically called as ad-
vanced persistent threat (APT) actors when operating in cyberspace (Stech & Heckman, 2018). The
APT actors and how they are identified will be discussed in a more detail in the chapter focusing to

different actors monitored in the Ukrainian cyber-theatre.

~
TARGETING
Intelligence officer identifies suitable target who cold be suitable asset. Information about target is
collected for assessment of potentiality (motivation and suitability). )
~
CULTIVATION
Building a trusting relationship with the target or setting trap to compromise the target to be “saved” from
difficult situation and feel indebted for person “saving” them. )
~
RECRUITMENT
When the relationship is successfully established, intelligence officer suggests collaboration. If the target
agrees, intelligence asset (agent) is formed. )
~
HANDLING
Handler (case officer) provides training and instructions for the agent. This could include communication
equipment and tools for information gathering. Collected information is delivered to the case officer. )
~
CONSERVING OR TERMINATING
The agent relationship can be conserved (halted) or terminated if for example, access to the information is
lost or security situation changes.

J

Figure 15. Recruitment of an Agent (Estonian Foreign Intelligence Service, 2022, modified)
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The APT actors can be targeting everything from single individuals to companies, organizations
and other nation-state actors. Cyber espionage is one of those actions known to be outsourced for
organized-crime groups to add more deniability for the nation-state actors ordering the operations
(Akoto, 2022). It is also important to note, that cyber espionage is not done only by the nation-
state actors with their proxies, but also by private companies. Cyber espionage is a modern-day

tool used as well in a corporate espionage (Morag, 2014).

While cyberspace has opened ways for more intrusive intelligence and espionage methods, Quin-
lan (2007) proposes the need for regulating intelligence community with similar treaties than laws
of war. Proposed treaties by Quinlan are jus ad intelligentiam (rules for intrusive capabilities) and

jus in intelligentia (circumstances when use of specific capabilities could be authorized).

4 Different Actors in the Ukrainian Theater

As stated before, connecting the cyber-personae to real world person or persons is challenging.
This is because of the nature of cyberspace of which anonymity and deniability is a crucial part. It
makes identifying different actors on cyberspace difficult and resource consuming (Romanosky &
Boudreaux, 2019). Identifications are done by both, intelligence agencies and private security ven-
dors as part of the cyber threat intelligence. While not reaching total certainty of actor’s true iden-
tity, usually a reasonable confidence is enough, especially if different independent organizations

make same conclusions in their own investigations (Romanosky & Boudreaux, 2019).

There are multiple organizations that are investigating APT actors and there is no common naming
scheme for these groups. This makes it a bit challenging to follow which APT group was responsi-
ble of an attack since all organizations are using their own names for each APT actor, as stated by
Romanosky and Boudreaux (2019). Sometimes it can be hard to follow which APT was behind of
which attack. This thesis uses mainly APT names given by the CrowdStrike, but if one is not availa-
ble, some other vendor’s (e.g., Mandiant, Microsoft, ESET, FireEye, Kaspersky, Cisco Talos, Dell Se-
cure Works, Symantec, U.S. National Security Agency, U.S. Department of Homeland Security, or a
national CERT, to name a few to clarify the complexity of naming scheme) given name will be used
instead. Appendixes one to three presents tables of APT actors whose operations have been moni-

tored in Ukraine and aliases (if any) linked to those actors.
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Sometimes separating nation-state sponsored the proxy organization from nation-state actor is
difficult and not even meaningful. In such cases, this thesis links proxy organization to the nation-
state actor as for this study’s purposes it is not as much relevant to be certain of who did some-

thing, but what was done.

Identifying who was behind the cyber-attack is a challenge requiring a lot of intelligence work. In-
formation is collected from multiple sources, and when these are connected and analyzed, the pic-
ture of the perpetrator starts to take shape. To help CTI, there are some public frameworks availa-
ble, like MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK®) framework
(MITRE, 2021). When CTI of APT actors was taking it first steps, Bianco (2014) came up with model
of challenge level for different kind of technical I0Cs as the part of identification of the threat ac-

tors. Bianco’s model is presented in Figure 16.

A rouen!

Tools Challenging
Network/ Annoying
Host Artifacts
Domain Names Simple

Figure 16. The Pyramid of Pain (Bianco, 2014, modified)

Sometimes these can be a really obvious and simple things like ones related to the actor’s behav-
iour. If the attacks are constantly done only during the office hours of a nation’s agencies
(McWhorter, 2014) it might be the first clue, but of course in clues like this possibility of deception
and framing of another actor should not be ruled out. Or if an actor is constantly witnessed taking
part in some specific political motivation (or propaganda), it can give clues of affiliation of the ac-

tor (Romanosky & Boudreaux, 2019).
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Another way is to investigate the technical side of the cyber-attacks and the cyber weapons used
in them. Linking the attacks can be done with a reasonable doubt when the tactics, techniques,
and procedures (TTPs) are identified to match with some other investigated incident (Cybersecu-
rity and Infrastructure Security Agency, 2021; MITRE, 2021). This is because humans have a ten-
dency to do things with a familiar way with familiar tools. Another example of possible identifica-
tion source is to look the base code of the cyber weapons. Sometimes cyber weapons use the
same parts of the code or refined from some older version. This can sometimes to be used to iden-
tify and to create links between different actors when a nation-state has shared tools for their
proxies (Mercer & Ventura, 2021). Even simple methods like collecting IP addresses, domain
names or other indicators of compromised data of known APT actors, and command-and-control
channels used by them, can help linking the actors (Romanosky & Boudreaux, 2019). Successful
identification of APT actors is usually a combination of OSINT, SIGINT, and HUMINT, as stated by

Romanosky and Boudreaux (2019).Figure 1

4.1 Russian State-Sponsored Actors and Pro-Russian Actors

When discussing about Russian state-sponsored actors, the cyber operations are usually attributed
to four different agencies, the Russian Federal Security Service (FSB), Russian Foreign Intelligence
Service (SVR), two branches of Russian General Staff Main Intelligence Directorate (GU) and Cen-
tral Scientific Institute of Chemistry and Mechanics (TsNIIKhM). These agencies are known to be
targeting different sectors and lines of businesses with their attacks, and also their TTPs are a bit

different from each other (Cybersecurity & Infrastructure Security Agency, 2022).

It is unclear how much joint directorship and information sharing Russia’s nation-state actors are
internally having, but sometimes joint operations are detected. Joint operation group of Cozy Bear
(SVR) and Fancy Bear (GRU) is usually called as GRIZZLY STEPPE (National Cybersecurity and Com-
munications Integration Center, 2016; 2017). The APT groups introduced here are the “hacker
teams”, but they are supported by multiple specialized units (e.g., in PSYOPS), as stated by Bowen
(2021).

Organization chart of the Russian cyber units is presented in appendix 4. Information for creating
the chart and present dependencies between different Russian nation-state actors is collected

from multiple sources (Digital Security Unit, 2022; Muller, 2019; Office of Information Security,
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2022; National Cybersecurity and Communications Integration Center, 2016; Estonian Foreign In-
telligence Service, 2022; Bowen, 2021; United States district court western district of Pennsylva-

nia, 2020; Security Service of Ukraine, 2021; Bowen, 2022).

4.1.1 Russian Federal Security Service (FSB)

Berserk Bear

The main APT team of the FSB is known as Berserk Bear. The group is typically targeting its cyber
operations to Western energy companies. Typical aliases for Berserk Bear are Energetic Bear,
Dragonfly and Crouching Yeti (Cybersecurity & Infrastructure Security Agency, 2022). Full list of

known aliases is presented in appendix 1.

There are also other APT groups attributed to the FSB, but it is somewhat unclear if those are

proxy organizations or another hacker teams inside the FSB.

Primitive Bear

Primitive Bear originally got its name in 2013 from displaying rudimentary techniques and the use

of off-the-shelf tools. Since then, the group has evolved to be highly adaptive with the use of com-
plex custom-made malware and has become a prominent actor on the field (Telsy, 2020). Primitive
Bear is better known by one of its aliases, Gamaredon. Primitive Bear is allegedly attributed to the

FSB as claimed by the Security Service of Ukraine (SSU) (2021).

Nowadays, Primitive Bear is believed to support other Russian APT groups by offering them ser-
vices, and is questionable if it even is an actual group. The TTPs of Primitive Bear are different

from other APT actors as it is not especially stealthy in its actions (Mercer & Ventura, 2021).

Venomous Bear

Venomous Bear is an APT group known to use sophisticated techniques and is notably good at op-

erations security (OPSEC). The Venomous Bear is probably better known from its alias Turla, refer-



49

ring to Turla malware used in cyber espionage campaigns targeting often NATO, defence contrac-
tors and other similar sources for intelligence (Cybersecurity & Infrastructure Security Agency,

2022).

Venomous Bear is believed to be related to some Russian signals-intelligence organization (cur-
rently speculated to the FSB) and its TTPs are known to use hijacked satellite internet communica-

tions as command-and-control channels.

4.1.2 Russian Foreign Intelligence Service (SVR)

The SVR’s highly sophisticated APT group is commonly known as Cozy Bear, with typical aliases
APT29, Nobelium, Dark Halo and CozyDuke. The group is known from good OPSEC and limiting its
digital footprint (Mandiant, 2022; Cybersecurity & Infrastructure Security Agency, 2022). Full list of
known aliases is presented in appendix 1. Cozy Bear is known to be targeting critical infrastructure

organizations.

A recent famous OCO executed by Cozy Bear was the SolarWinds case where the group was able
to infiltrate to several organizations of the United States with supply-chain attack (Cybersecurity

and Infrastructure Security Agency, 2021).

4.1.3 Main Directorate of the General Staff of the Armed Forces (GU)

The Russian military intelligence organization was formerly known as the Intelligence Main Direc-
torate, whose GRU acronym is still commonly used while referencing the organization (BBC News,

2021).

85th Main Special Service Centre’s (GTsSS)

The GRU’s 85th Main Special Service Centre’s military unit 26165 is called Fancy Bear (Bowen,
2021). Other typical aliases are APT28, Group 74, Sednit and Strontium. Full list of known aliases is
presented in appendix 1. Usual targets of Fancy Bear are governmental organizations, militaries,
NATO, critical infrastructure organizations, universities and other research institutes (McWhorter,

2014; Cybersecurity & Infrastructure Security Agency, 2022).
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Main Centre for Special Technologies (GTsST)

The GRU’s Main Centre for Special Technologies’ military unit 74455 is usually called as Voodoo
Bear, along with aliases Sandworm, BlackEnergy and Iron Viking (Bowen, 2021). Full list of known
aliases is presented in appendix 1. Voodoo Bear is also known from targeting the critical infrastruc-
ture organizations, especially energy sector, but other known attacks have included financial sec-
tor organizations as well transportation systems (Cybersecurity & Infrastructure Security Agency,

2022).

Voodo Bear’s TTPs are noticeably different from most of the other Russian nation-state actors. The
group relies commonly to attacks with disruptive and destructive nature. These include distributed
denial of service (DDoS) attacks and use of destructive wiper malware (Cybersecurity & Infrastruc-
ture Security Agency, 2022). NotPetya is one of the attacks with global effects attributed to Voo-

doo Bear (United States district court western district of Pennsylvania, 2020).

Ember Bear

Ember Bear is an APT group linked to WhisperGate wiper and tracked by Microsoft as DEV-0586
(Digital Security Unit, 2022), but it is a somewhat unclear if it is sub-group inside GRU’s organiza-
tion or nation-sponsored proxy. Several other APT actors have also been linked to Ember Bear, but
it is still unknown if they are actually the same group or sub-groups controlled by Ember Bear.

CrowdStrike (2022) suggests groups TTPs being similar with GRU’s Voodoo Bear and Fancy Bear.

4.1.4 Central Scientific Institute of Chemistry and Mechanics (TsNIIKhM)

Central Scientific Institute of Chemistry and Mechanics is a research institute under Russian Minis-
try of Defence which is known for destructive Triton malware attacks. The group is commonly

known as XENOTIME (Cybersecurity & Infrastructure Security Agency, 2022).

4.1.5 Organized-Crime Groups & Other

There are several organized-crime groups working in as nation-sponsored actors or have publicly

stated their support for the Russian war effort. In appendix 1 is a current list of pro-Russian actors
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monitored to run cyber-attacks in Ukraine during this year. A few of the more active and visible

actors are introduced here.

Wizard Spider

Wizard Spider is an organized-crime group known for its malware and ransomware attacks and of-
ten known as Conti or TrickBot. The group is believed to operate with a sophisticated business-like
organization structure with several dedicated subgroups from Saint Petersburg, Russia (SOCRadar,

2021).

According to SOCRadar (2021), the Federal Bureau of Investigation (FBI) has claimed the group
having over 400 successful attacks all over the world, 290 of those in the United States. Typical tar-
gets for the group were government organizations, health care and various law enforcement agen-

cies.

Wizard Spider’s infrastructure was taken down 19th of May, 2022, according to SOCRadar (2022).
Members of the ransomware group are believed to have join to other criminal groups. Before its
takedown the group had own alleged data breach (Conti Leaks) by Ukrainian security researcher
(Kovacs, 2022a). The leak revealed that the group was working on new version of the ransomware,
now with firmware exploits (Kovacs, 2022c). The leak also suggested that the group could have

connections to the FSB (Kovacs, 2022a).

InvisiMole

InvisiMole is an APT actor linked loosely to FSB’s Primitive Bear and it possibly is a state-sponsored
proxy. The group is usually engaging in cyber espionage activities with sophisticated and complex
cyber weapons. According to llascu (2020), the security research has been able to link these cyber
weapons used by the group back to the FSB’s Primitive Bear. Though their targets and TTPs are no-
ticeably different which leads to the assumption of them being two different actors. In some at-
tacks, as claimed by llascu, InvisiMole has infiltrated the target network by using access gotten

from Primitive Bear.
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4.2 Ukrainian Cyber Defense Actors and IT Army of Ukraine
4.2.1 State Service of Special Communication and Information Protection of Ukraine (SSSCIP)

According to the website of the State Service of Special Communication and Information Protec-
tion of Ukraine is a defense and security agency whose main priority is to improve the cyber secu-
rity of the nation. SSSCIP provides several different services to other government agencies as well

to the armed forces (SSSCIP, n.d.-c).

One of the tasks of the SSSCIP is to run the national CERT as part of investigating and analyzing
cyber threats. CERT-UA (n.d.) is working in co-operation with other national authorities and law
enforcement agencies. They also issue warnings and releases loC data to help public and private

organizations to counter discovered cyber-attacks.

4.2.2 Security Service of Ukraine (SSU/SBU)

Security Service of Ukraine, as stated on their website, is an organization whose priorities are in
protecting the statehood of the nation, counterintelligence, and counterterrorism activities. The
agency is one of the many Ukrainian organizations responsible for countering the cyber security
threats. The agency notes it is having a long time focus on countering hybrid warfare (Security Ser-

vice of Ukraine, n.d.-a).

The SSU is also running 24/7 its own Cyber Security Situation Centre whose mission is to counter
cyber threats from cyber intelligence to cyber terrorism. The center is also mentioned to run oper-
ational investigations for cyber threats and to conduct counterintelligence operations (Security

Service of Ukraine, n.d.-b).

4.2.3 Cyber Police of Ukraine

The cyber police of Ukraine states being a part of the National Police of Ukraine, governed by the
Ministry of Internal Affairs of Ukraine. On the webpage of the cyber police some of the law en-
forcement agency’s tasks are introduced to be combating cybercrime and informing citizens from

emerging cyber threats caused by the criminals (Cyber Police of Ukraine, n.d.-a).
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4.2.4 Defence Intelligence of Ukraine (GUR)

Defence Intelligence of the Ministry of Defence of Ukraine is one of the Ukrainian intelligence
agencies whose responsibility is to collect and analyze information regarding “the defence, devel-
opment of military capability, military and military-technical as well as cybersecurity areas” (De-

fence Intelligence of Ukraine, 2022).

Ukraine's Defense Intelligence Service (GURMO) Cyber Operations Unit

Offensive cyber operations of Ukraine’s military intelligence are run by a cyber operation unit,
commonly referred as cyber unit or cyber team. By being an intelligence unit, its mission is intelli-
gence gathering done by computer network exploitation (Lapienyté, 2022). Because of the clan-
destine nature of the organization, not much information is available regarding the unit though
some of the OCOs claimed to be executed by the unit have been reported on the public websites.
For example, cyber-attacks targeting the Russian gas company Gazprom on April 2022 have been
attributed to the cyber unit by Carr (2022). Carr claims that the attacks were suggested to have ki-
netic results as the gas pipe ruptured and caught on fire. Though it is important to note that these
claims have not been verified by any other sources. Jeffrey Carr is a known cyber security consult-
ant, but his reliability as a source for this matter is severely questionable at best. These allegations
could be fog of war by being Russian or Ukrainian propaganda as supporting a narrative seemingly

benefitting both parties.

4.2.5 IT Army of Ukraine

Hacktivism as a phenomenon related to the Russo-Ukrainian war is discussed in this chapter’s sub-
chapter 4.3, but IT Army of Ukraine is something we cannot ignore while introducing Ukrainian
cyber actors. The IT army is a totally new concept and it is a bit difficult to classify it by any existing

definition of cyber warfare participants.

The formation of IT Army of Ukraine takes place somewhere between February 24 and 26 of 2002
when co-founder of several cyber security companies, Yegor Aushev, presented the idea of using
volunteers as a base for creating a cyber army to Minister of Digital Transformation, Mykhailo Fed-

erov (Burgess, 2022a). Aushev was already assembling volunteer cyber army by the request of
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Ukrainian Defense Ministy official according the interview Aushew gave to the Reuters on Febru-
ary 24 (Schectman & Bing, 2022). The idea was to form a cyber military force that would divide to
defensive unit and offensive unit. The interview claims that the offensive unit was planned to help
Ukrainian intelligence community by executing offensive cyber espionage operations. Ukrainian

Ministry of Defense did not want to comment on the matter (Schectman & Bing, 2022).

On February 26 the recruiting of volunteers began at Fedorov’s Telegram channel as a call for in-
ternational mobilization of IT specialists. Just on a single day over 175,000 volunteers had sub-
scripted to the channel (Burgess, 2022a). According to Burgess, also the tasks and targets for the IT
army are given via multiple Telegram channels. The number of volunteers has been fluctuating,
but typical guess is around 300 000 which is loosely based on the number of the subscriptions to

the Telegram channels (Stokel-Walker & Milmo, 2022).

The IT Army has been participating in several offensive cyber operations targeting Russia. These
attacks include DDoS attacks and more exploitative and sophisticated cyber-attacks (Stokel-Walker
& Milmo, 2022; Burgess, 2022a). Soesanto (2022) who has investigated IT Army in more detail
raises an interesting remark of IT Army’s structure; Soesanto suggests IT Army being two different
offensive units. The first one is the global volunteer collective where any one can participate and
TTPs are mainly consisted from DDoS attacks targeting critical infrastructure affecting civilians. The
second part is suggested to be a more in-house unit where more sophisticated attacks are coordi-
nated and executed by Ukrainian intelligence and defense personnel alongside with some of the

volunteers. As Soesanto explains, these both units conduct offensive operations.

This alone, as also suggested by Soesanto (2022), brings up a severe concern for the ethicality of
recruiting civilians to a para-militaristic IT Army performing hostile acts. Because of its unclear na-
ture, how should it be considered when IHL and LOAC are interpreted in cyberspace? Especially
when the group is, in addition to military targets, intentionally targeting critical infrastructure as
well and that way potentially causing unnecessary harm for civilians. This kind of actions are un-
guestionably contradicting the IHL and the LOAC and should be condemned by the international
community. Though the author suggests that international community is most likely currently fo-
cusing on ending the humanitarian crisis caused by the war instead of strictly monitoring violations

of IHL and LOAC that are not directly affecting the number of casualties.
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Another question is how these volunteers should be interpreted as it is difficult to assess them as
civilians, but clearly, they are also not military personnel. Status of this kind unlawful combatants
is discussed a bit earlier in the chapter focusing the international laws. In any case, this will likely

to have some impact to how these laws and treaties are interpreted and amended in the future.

4.3 Private Companies
Microsoft, ESET Security, Starlink, etc.

The Russo-Ukrainian war has been a good example and really underlines the importance of co-op-
eration between government agencies and private vendors regarding the cyber defence. Even
when the nation-states have their own agencies and armed forces with cyber security specialists,
their resources are still limited and tasked to defend their own critical networks. When there is a
sudden increase of resource needs for experts and specialists to defend civilian agencies and criti-

cal infrastructure it is natural to turn to the private companies (Garson & Furlong, 2022).

During the war we have been witnessing several companies operating as part of the Ukraine’s
cyber defence, helping to mitigate constant cyber-attacks. One noteworthy example of this is Mi-
crosoft which has contributed publicly and released information regarding at least some of the at-
tacks and cyber weapons used by the Russian forces (Microsoft Security, 2022; Microsoft, 2022).
Sole example of these efforts is when Microsoft used a court order to take down 7th of May 2022
seven domain addresses allegedly belonging to Fancy Bear (Kovacs, 2022b). The domains were al-

legedly used to target Ukrainian organizations, including media companies.

Another source is cyber security company ESET which has released several technical analyses of
the witnessed new cyber weapons. ESET has been in a frontline to detect and analyse new cyber
weapons used by the Russian APT actors and helped to publish I0C data regarding them. This
helps to counter and detect these attack attempts (ESET, 2022a; 2022b; 2022c).

When Russian forces started to disrupt and destroy land-line based communications infrastructure
with kinetic strikes and cyber-attacks, private company, SpaceX volunteered to provide its satellite

communications network and started to ship thousands of needed ground-station equipment to
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Ukraine (Zhadan, 2022a). This has helped both civilians and armed forces to have working commu-
nications on the battlefield and other targeted areas where all land-based and mobile-based com-
munication networks are down. SpaceX is told to also counter cyber-attacks on Ukraine’s networks

as claimed by Zhadan.

The list presented here is not meant to be comprehensive; there are many other private compa-
nies providing support to Ukraine. The companies presented here were selected due to their visi-

bility on the media.

4.4 Hacktivists

Anonymous, Network Battalion 65, Belarusian Cyber Partisans, Cyber Defence, etc.

Probably one of the most interesting aspects of Russo-Ukrainian war is the rapid increase of the
ideological hacktivism. Several hacktivism groups with speculated numbers of over 400,000 partic-
ipants have entered the cyber battlefield (Shore, 2022). This is the first time when we have wit-
nessed civilians from all over the world taking part in a war with two conflicting nations (Horejsi &
Pernet, 2022; Delcker, 2022). It has been speculated that it could be the result of people finding
reactions of their own nations to be too slow and in people’s mind the ongoing war is not consid-
ered to be a just war as the conflicting sides are an attacking military super power and a small Eu-

ropean country being invaded (Delcker, 2022).

Even though nations are recommending their citizens to abstain from taking part to the hacktivism
against Russia, there still seems to be at least some level of silent acceptation for the hacktivism
efforts. The only country to actively support and to call new hacktivists to participate is currently
Ukraine (Peterson & Cimpanu, 2022). These volunteer hackers are coordinated in a group known

as IT Army of Ukraine like stated earlier on this chapter. (Burgess. 2022).

Hacktivists, known as Anonymous, have been able to steal gigabytes of information from the Rus-

sian government agencies, several companies and military research institutes (Pitrelli, 2022; Lee,

III

2022). Also, Russian State’s “propaganda wall” has been breached for several times to show West-

ern news of the war to Russian people, or sometimes just to try to enlist some solidarity for
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Ukraine (Pitrelli, 2022). To prevent military troop movements also attacks against railroad net-
works have been somewhat successful causing at least some delays for the troop movements (Sly,
2022). Several DDoS attacks has also been seen to affect and to try to disturb the everyday life in

Russia (Pitrelli, 2022; Burgess, 2022b).

5 Summary of Russo-Ukrainian Cyber Warfare during 2010-2021

The Russo-Ukrainian war or at least hostilities began with the illegal annexation of Crimea on 2014
when Russian forces occupied the Crimean Peninsula from Ukraine and escalated when war in

Donbas broke out a few months later. Russian cyber operations targeting Ukraine started long be-
fore the occupation and increased in late 2013. This could loosely be used as a reference point for
when the of cyber warfare between the Russian Federation and Ukraine began. Most of the major

cyber-attacks targeting Ukraine have happened since then (Przetacznik & Tarpova, 2022).
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Figure 17. Timeline of Major Cyber Warfare Events 2010-2021 (Cherepanov & Lipovsky, 2018b;
Przetacznik & Tarpova, 2022; F-Secure Labs, 2019)

Some sources have calculated over 900 cyber-attacks happening after the cyber warfare between
these two countries broke out a decade ago (Rousku et al., 2022). To summarize the events before
the 2022’s invasion began some of the most noteworthy cyber-attacks have been chosen as exam-
ples. Some of these are presented on a timeline in Figure 17. These chosen incidents were se-
lected because of their global scale effects and some because they raise a legitimate concern of
ethics and tactics used in cyber warfare. As suggested in the chapter discussing international hu-
manitarian laws, these attacks, done during the time between the occupation and the current in-

vasion, are falling outside of the laws of armed conflict and probably should be considered as
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cyber sabotage. The current invasion on the other hand is an act of war and any offensive cyber

operation should be considered under the LOAC as well the IHL.

The cyber-attacks discussed in this chapter are nowadays attributed to GRU’s Voodoo Bear, but
they are discussed here by the APT group names and malware names (BlackEnergy, TeleBots,

GreyEnergy) used at the time of the cyber-attacks.

5.1 Cyber-Attacks Against Energy Sector
BlackEnergy & GreyEnergy

The first variant of BlackEnergy trojan malware surfaced somewhere around 2007 and was actively
sold among the Russian criminal underground (F-Secure Labs, 2019). Mid-2014 a third variant of
the malware surfaced and according to F-Secure Labs’ (2019) analytics was customized for target-
ing Ukrainian government agencies. Most likely it was spread by phishing emails which is used as a
method in today’s attacks as well. BlackEnergy malware was used as an intrusion vector and a
command-and-control channel. The attacks themself were utilizing other more destructive mal-
ware like KillDisk and later on with GreyEnergy malware accompanied by Moonraker Petya

(Cherepanov, 2018).

The BlackEnergy attacks in Ukraine were mainly targeting companies in the energy industry. Ac-
cording to Cherepanov and Lipovsky (2018b) BlackEnergy’s attack on December 2015 was a first
ever cyber-attack to cause blackout, rendering almost 230,000 customers without energy. During
the same time period the same group, but now with GreyEnergy alias, was conducting similar at-
tacks in Europe and later on continued in Ukraine. During GreyEnergy’s attacks on Ukraine a new
attack-vector was introduced to side with spear phishing. The target of the group was also to com-
promise web-facing servers as a way in. (Cherepanov & Lipovsky, 2018b). Also, the malware was
developed to be more sophisticated and it was deployed in two stages: A lightweight GreyEnergy
Mini working as a backdoor and the actual main module. The malware itself was made modular,

so it was possible to add new functions to it after installation (Cherepanov, 2018).
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Industroyer and Exaramel

On December 2016 another de-energization of electrical substation occured as result of a cyber-
attack. This is the first known time when malware was specifically designed to attack ICS used in
electrical substations, especially to operate circuit breakers and protection relays of a substation
(Cherepanov, 2017). The malware utilizing itself was constructed from several modules including
main backdoor (core component of the malware) with additional backdoor, additional tools (De-
nial of Service tool), launcher, data wiper and four different payloads (for different industrial pro-
tocols). The Industroyer was designed to take control of the electrical substation, de-energize it

and maximize the blackout time by executing a destructive data wiper (Cherepanov, 2017).

The attack was never directly attributed to BlackEnergy/TeleBots group, but Industroyer shared
part of the code base of BlackEnergy, NotPetya, GreyEnergy and Exaramel malware (Cherepanov &
Lipovsky, 2018a; 2018b). Exaramel backdoor discovered on April 2018 was an upgraded version of
Industroyer (Cherepanov & Lipovsky, 2018a).

5.2 Destructive Fake Ransomware Attacks

TeleBots & NotPetya

A group called TeleBots targeted multiple Ukrainian financial sector’s organizations with destruc-
tive malware attacks by using KillDisk malware similarly as they did when using BlackEnergy alias
last year. TTPs of the group continued to use spear phishing emails, but now included also mali-
cious websites to their toolset. The targeted victims were lured to an infected website (“watering

hole”) to download updates for tax and accounting software (Nakashima, 2018).

One month after North Korean WannaCry caused damage to ICT systems in over 150 countries,
TeleBots targeted Ukrainian financial sector and ICS networks with NotPetya malware. NotPetya
was made to look like ransomware, but it was lacking any functions to decrypt the systems files

(Nakashima, 2018).

NotPetya is sophisticated and complicated set of tools which are utilized to move in a network and
to infect discovered machines. One of the attack methods used in NotPetya was a modified ver-

sion of EternalBlue exploit and other zero-day vulnerabilities (Thomson, 2017). Even though the
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malware was targeted to Ukraine, it started to spread all over the world infecting networks of
large companies. Probably one of the largest victims of the malware was the shipping company
Maersk (Thomson, 2017). The financial damages made by NotPetya is difficult to estimate, but it
has been called “the most devasting cyber-attack in history” (CBS News, 2018) and has been esti-

mated to have caused damages of total cost of over $10 billion (CBS News, 2018).

Experts have been speculating past five years if NotPetya’s spread all over the world was acci-
dental or was it done intentionally by the Russian GRU. Microsoft (2022) suggests in its early re-
port analyzing the events of the ongoing war that this time Russia’s destructive cyber-weapons
have been much more carefully created to target specific networks and cannot move from com-
puter domain to another. This prevents used cyber weapons from spreading outside of the Ukrain-
ian networks (Microsoft, 2022). This might be an indication of “lessons learned” from NotPetya’s
catastrophic effects to international companies (Kaminska et al., 2022). Though these newly used
cyber weapons are, according to Microsoft, much more outspread and sophisticated than many of

the reports are letting on.

5.3 Ukrainian Cyber Operations

The Ukrainian OPSEC has been excellent regarding their cyber operations and not much is known
about them in public. Only one offensive cyber operation has been attributed to Ukraine before

2022.

According to ESET (2016) a cyber espionage operation (Operation Groundbait) was launched
against high political targets in Donbas region in May 2016. The operation was run as a classic
spear phishing campaign targeting individuals with customized email lures with malicious attach-
ment. The used malware had not been detected earlier even when ESET’s researchers claim it had
been active the past eight years. This reveals Ukraine having at least some capability and know-

how to build cyber weapons.

There have been several cyber-attacks performed by Ukrainian hacktivist groups whose affiliation
level to the Ukrainian nation-state is unknown. One of the most actively attributed has been a col-

lective of several hacktivist groups known as Ukrainian Cyber Alliance which has been claimed to
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have executed several hacks and data leaks against Russian and Eastern-Ukrainian targets (in Do-
netsk and Luhansk) (Censor.net, 2016). For example, on May 9th they launched multiple cyber-at-
tacks to deface websites of nine different Russian private military companies and propaganda sites
of self-claimed Donetsk People's Republic. Defacements included also a video message (Cen-

sor.net, 2016).

6 Cyber Operations Supporting Traditional Warfare in 2022

Details of all observed major cyber-attack launched by the Russian Federation or Pro-Russian ac-
tors are itemized and explained by the author in more detail in appendix 9. Types and number of
these cyber-attacks are presented in Figure 18. The figure shows that most of the reported cyber-
attacks have been phishing attempts for gaining initial footholds to computer systems or to launch

destructive attacks.
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Figure 18. Types of the Reported Cyber-Attacks
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6.1 Cyber Operations of the Russian Federation and Pro-Russian APTs

The number of major cyber-attacks attributed to the Russian cyber units had been increasing in
February, but a sudden increase on large scale cyber-attacks was seen on the February 23rd. Espe-
cially Voodoo Bear (the hacker unit of Russian military intelligence), became more active (Digital
Security Unit, 2022). The APT group launched multiple attacks and released new destructive wiper

malware (ESET, 2022a; Digital Security Unit, 2022).

On the next day the number of the attacks kept increasing and yet another wiper malware was
discovered (ESET, 2022b; Digital Security Unit, 2022). Probably the most complex and audacious
cyber-attack observed between January and end of July was launched against Viasat’s KA-SAT sat-
ellite internet network, just an hour before the invasion of Ukraine started (Viasat, 2022). The at-
tack destroyed more than 30,000 satellite terminals and the attack spilled over to other European

countries causing problems for several thousands of customers (Martin, 2022).

On the February 25th, the attacks kept utilizing the same wiper malware, but now targeting bor-
der control station causing difficulties for fleeing refugees (Berger, 2022). Also, disinformation
campaigns were launched on social media trying to spread image of weak and surrendering
Ukrainian soldiers (Gleicher & Agranovich, 2022). During the next days, new destructive wiper mal-
ware was discovered (Digital Security Unit, 2022), organizations of public sector and media compa-
nies were attacked with various DDoS attacks (Microsoft, 2022; Slaney, 2022), and several phishing

campaigns were launched (Censor.net, 2022).

The first half of March was continuing the theme of DDoS attacks targeting government organiza-
tions (Schwarz, 2022; Satter, 2022b), and sophisticated phishing attacks were targeting civilians
and government workers (Lakshmanan, 2022). Two major telecommunications providers were
hacked with destructive methods. It took almost 12 hours to restore network services (Brewster,
2022). Also, Ukrtelecom suffered 40 minutes of nationwide downtime as the result of a cyber-at-
tack (Moss, 2022a). New destructive wiper malware attributed to Voodoo Bear was discovered

from undisclosed Ukrainian organizations (ESET, 2022c).

In the middle of March, it started to become apparent that the Russian military intelligence (GRU)

and its hacker units were leading the Russian cyber operations and other nation-state actors like
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FSB and SVR were in supporting role (in Figure 19). Voodoo Bear and Fancy Bear seemed to be the
most active actors on the Ukraine’s cyber theater (Digital Security Unit, 2022; Huntley, 2022; Mi-
crosoft, 2022; Gatlan, 2022; Censor.net, 2022; Martin, 2022; Chirgwin, 2022).
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Figure 19. Distribution of Reported Attributed Attacks.

During the second half of the March, the number of major attacks started to decrease while their
variety stayed similar, including disinformation campaigns (Digital Forensics Lab, 2022), phishing
campaigns (Threat Intelligence Team, 2022; CERT-UA, 2022ag; 2022ai), and attacks aimed to take
down major telecommunication networks continued. The largest outage in network services was
when a massive cyber-attack took down Ukrtelecom’s nationwide services, this time for over 15

hours (Bing & Satter, 2022).

The next major event was observed on April 8th when Voodoo Bear launched cyber-attack against
the energy sector with new and more malicious version of its Industroyer malware, now known as
Industroyer2 (ESET, 2022d; CERT-UA, 2022aj). The attack itself was thwarted quickly with the help
of the Microsoft and ESET (CERT-UA, 2022aj). The rest of the month followed similar path as the

previous month and number of the major attacks decreased.
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In May, several phishing campaigns were launched targeting public sector and civilians (CERT-UA,
2022an; 2022a0; 2022ap; 2022agq; Trellix, 2022). These attacks were mainly utilizing old malware,

sometimes with some modifications (CERT-UA; 2022ap).

A new zero-day remote code execution vulnerability known as Follina was adapted by Russian
hackers in early June and several attacks utilizing the vulnerability were made (CERT-UA, 2022ar;
2022as; 2022at; 2022au). Also, campaigns spreading disinformation continued with hijacking a

Ukrainian online broadcasting platform during a soccer game (OLL.TV, 2022).

On July decreasing the trend of major cyber-attacks attributed to Russian nation-state actors con-
tinued, but overall trend was increasing due to attacks performed by unknown actors. The most
interesting campaign was launched by Venomous Bear targeting volunteering civilian hacktivists
by releasing a fake Denial of Service Android application. The application was similar to the appli-

cation used by the IT Army of Ukraine for their volunteers.

6.2 Cyber Operations of Ukraine and Pro-Ukrainian Hacktivists

In the beginning of the war the hacktivists allegedly breached Russian Ministry of Defence and
were able to leak personal data of its employees. These included names, email addresses and
hashed passwords of the accounts (Metro, 2022). The leak was followed by an alleged leak of per-
sonal information of over 120,000 Russian military personnel. This included full names, dates of

birth, passport numbers and assigned military unit (Stanton, 2022).

Soon after hacktivists started to breach Russian military broadcast UVB-76, known as the Buzzer.
The short-wave broadcast has been claimed to send coded Russian military signals for several dec-
ades. Now the hackers were able to include broadcasts of their own with flooding the broadcast
with memes and music. Ultimately these hacks forced Russian troops to switch to encrypted com-

munications (Williams, 2022).

The hacktivists have been targeting also Russian media to promote Pro-Ukrainian propaganda by

playing Ukrainian national anthem with other war opposing songs on Russian radio stations and
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defacing Russian TV broadcasts with messages promoting peace and claiming Russian people hav-
ing blood on their hands. Russian media has been compromised with similar attacks for several

times since February 2022 (Pannett & Shammas, 2022).

On March the Security Service of Ukraine (2022) claims it has taken down five different botnets
since the beginning of the war in February. Allegedly the botnets were operating over 100,000

fake accounts spreading misinformation used in Russia’s influence operations.

Early on March also Belarusian hacktivists began targeting their own critical infrastructure, espe-
cially railways, to prevent Russian logistics and troop movement to assault Ukrainian capitol, Kyiv
(Sly, 2022). The railway networks were shutdown for days and as suggested by Lee, this resulted in
a formation of the infamous 40-mile-long military column. This is one of the actions of hacktivists

that could have had some sort of impact on Russia’s war efforts.

Other cyber-attacks performed by multiple hacktivist groups includes DDoS attacks against Russian
companies and organizations. Targets have been including financial sector and at some point,
most of the Russian government websites were alleged to have been inaccessible because of on-

going attacks (Pitrelli, 2022; Burgess, 2022b).

We must note that Ukraine has had high OPSEC regarding its own cyber operations. As suggested
by Kaminska et al. (2022) the U.S. Cyber Command and other nations of the Five Eyes have been
conducting defensive and offensive cyber operations during the war, but the contents or impact of
these operations have not been published. As speculation, it would be reasonable to assume that
some of the more sophisticated cyber-attacks attributed to the hacktivist groups might actually be

conducted by the Western or Ukrainian nation-state actors.

Hacktivists Targeting Companies and Organizations with Data Leaks

Between 26 February and 1 May the hacktivists have targeted several private companies and or-
ganizations in Russia and Belarus leaking at least 7.28 Terabytes of emails and documents. Major
data leaks done during that time period are presented in Table 4. Most of the stolen and published
content, as suggested by Lee (2022) is written in Russian and this makes it a bit difficult for West-

ern researchers and journalists to investigate them if they are not fluent in Russian language. The
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published data are mainly emails of the companies, but some leaks are suggested by Lee to in-
clude also company documents. These companies and organizations seem to be uninteresting and
unrelated to any war efforts with the exception of Tetraedr, which is a Belarussian weapons manu-

facturer.

Table 4. Leaked Data by the Hacktivists (Lee, 2022)

TARGET PUBLISHED
DATA (GB)

Tetraedr A Belarussian weapons manufacturer 200
Data: Emails

Roskomnadzor The Russian federal agency of mass censoring and con- 817
trolling of media
Data: Documents

Omega Co. Research and development subsidiary of Transneft 79
Data: Emails

Central Bank of Data: Documents 22.5

Russia

Rosatom A Russian state-owned nuclear company 15.3
Data: Photographs, documents, SQL databases

Rostproekt A Russian construction company 24
Data: Documents

Mashoil A drilling and mining equipment manufacture 110
Data: Emails

Thozis Corp. An investment firm 5.9
Data: Emails

Marathon Group An investment firm 51.9
Data: Emails

Russian Orthodox Charitable wing of the Church 15

Church Data: Emails

Mosekspertiza A Russian state-owned business services provider 483
Data: Documents, databases

VGTRK A Russian state-owned television and radio broadcasting 786
company
Data: Emails, documents




Petrofort

Aerogas

Forest

Capital Legal Services

The Ministry of
Culture of The Russian
Federation

The City
Administration of
Blagoveshchensk

The Governor’s Office
of Tver Oblast

Technotec

Gazprom Linde
Engineering

The Education
Department of The
Russian City of

Strezhevoy
Continent Express

Gazregion

Neocom Geoservice

Synesis Surveillance

System

GUOV i GS

An office space and business centers company
Data: Emails

An engineering company
Data: Emails

A logging and wood company
Data: Emails

A law firm
Data: Emails

Data: Emails

Data: Emails

Data: Emails

An oil and gas field services provider
Data: Emails

An engineering company for refineries etc.
Data: Emails

Data: Emails

A travel agency
Data: Documents, databases

A construction company
Data: Emails, documents

An engineering company
Data: Emails

A Belarussian surveillance systems developer
Data: Videos, documents, software

A construction company working for projects of Russian
Ministry of Defence
Data: Emails

67

244

145

37.5

65

446

150

116

440

728

221

399

222

107

1.2

9.5



68

Tendertech A company specialized to processing financial and bank- 160
ing documents
Data: Emails

Worldwide Invest An investment firm 130
Data: Emails

Sawatzky A property management company 432
Data: Emails

Enerpred A hydraulic tools manufacturing company 432
Data: Emails

Accent Capital A commercial real-estate investment company 211
Data: Emails
TOTAL OF 7.28Tb

7 Analysing the Observations

Russia has launched a massive number of cyber-attacks against Ukraine. The tactics used by Russia
have been ranging between denying access to the basic services to cyber espionage operations re-
sulting to data thefts. Russia has deployed multiple new wiper malware and quickly adapted the

Follina zero-day as part of its toolset when the vulnerability was discovered (CERT-UA, 2022ar).

Especially Microsoft has been tracking Russia’s cyber-attacks’ relations to kinetic strikes (Digital
Security Unit, 2022). According to Microsoft’s observations, cyber-attacks have been launched on
multiple occasions to disable the systems and networks of the target before assaulted with mili-

tary troops or targeted with missile strikes or shelling.

According to Microsoft’s Digital Security Unit (2022), 40 percent of the attacks has been targeting
the critical infrastructure. The nature of these attacks has been destructive by utilizing different
wiper malware. The probable purpose of these destructive attacks can be divided to at least four
different objectives. The first objective being the attempt to blind Ukraine’s military command by
disrupting its ability to have near real time situational awareness from the frontlines. The second
one is to disrupt telecommunications for preventing the spread of real information in and from
Ukraine. By controlling the information environment, it is much easier to disrupt troop and war

effort coordination of Ukraine, and also to spread uncertainty and propaganda among the civilian
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population. The third objective would be the attempt to shutdown the critical infrastructure and
use that to affect the minds of Ukrainians and especially their will to fight. It is worth mentioning
that targeting critical infrastructure is a violation against IHL and LOAC. The fourth objective would
be economic warfare done through cyberspace. Russia’s attacks against Ukrainian companies
could be an attempt to increase the pressure to weaken political will. This was seen with attacks to

agriculture companies.

In end of June, SSSCIP (2022c) published statistics of cyber-attacks collected from observations of
Ukrainian authorities and partnering private vendors. The total number of incidents was suggested
be 796 for the first four months of the war. These monitored incidents published by SSSCIP are
presented in Table 5 by lines of business they have been targeting and number of different identi-
fied attack-techniques are shown in

Table 6.

Table 5. The Number of Monitored Cyber-Attacks by End of June (SSSCIP, 2022c, modified)

SECTOR NUMBER OF INCIDENTS
Public Sector 179

Military 104

Financial 55

Commercial 54

Energy 54

Other 350

Table 6. Monitored Techniques for Cyber-Attacks by End of June (SSSCIP, 2022¢, modified)

TECHNIQUE NUMBER OF INCIDENTS
Information Gathering 242

Malicious Code 192

Intrusion 92

Intrusion Attempts 82
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Availability 56

Other 132

The numbers published by SSSCIP (2022c) in Table 5 are a bit difficult to correlate with the ones
published by Microsoft (Digital Security Unit, 2022) since the category “other” most likely includes
some of the services of critical infrastructure. However, SSSCIP’s data supports Microsoft’s obser-
vations since by combining the numbers of cyber-attacks targeting public sector, financial sector,

and energy sector we get 36.2 percent.

In July SSSCIP (2022e) released more statistics regarding observed cyber-attacks targeting Ukraine
during the first two quarters of 2022. The total number of observed attacks was claimed to be
1,350, which contained 802 attacks on the first quarter and 548 attacks on the second quarter.
This would suggest over 30 percent decrease during the second quarter. These numbers seem to
be inline with decreasing number of major cyber-attacks, suggesting that the Russian hacker units’
capabilities to carry out operations have been exhausted. 525 of the attacks were monitored be-
fore the war began and 825 of the attacks happened during the war. Though while the number of
attacks has been decreasing their nature has been also chancing as suggested by SSSCIP (2022d).
In the second quarter of 2022 the spread of malware was increased by 38 percent compared to

the previous quarter.

Strategical and even operational success of these attacks has been staying on a level of annoyance
(especially when compared to damage caused by kinetic strikes) than anything that would actually
be helpful for the Russian war plans. Most of the internet service disruptions have been reported
to last for a few hours or less than a day. While the traditional kinetic warfare has been more dev-
astating for the telecommunications networks, Ukraine has been supported with providing satel-

lite telecommunications to counter these loses.

7.1 Destructive Wiper Malware and Critical Infrastructure

According to Fortinet’s Revay (2022) there has been only 15 notable destructive wiper malware in

the last decade. What makes the situation in Ukraine interesting is that eight of those wipers have
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been deployed against Ukrainian organizations and companies. Seven of those in the current year.

Timeline of these wiper malware is presented in Figure 20.

WhisperGate
HermeticWiper

IsaacWiper
CaddyWipper
DoubleZero
NotPetya AcidRain
Olympic
Shamoon Dark Seoul Shamoon Destroyer  Ordinypt  ZeroClear
2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

Figure 20. Timeline of Wiper Malware (Revay, 2022, modified)

The use of these destructive malware and targeting them against public sector, telecommunica-
tions, electrical power grids etc. parts of critical infrastructure seem to be similar than Russia’s ir-
responsible conventional warfare tactics where they use kinetic force, such as massive missile

strikes and shelling, against similar targets.

Probably the most interesting of these attacks is AcidRain malware used in Viasat’'s KA-SAT cyber-
attack (Martin, 2022; Viasat, 2022). The AcidRain was successfully deployed to satellite modems in
a supply-chain attack. This is a sophisticated tactic, and has most likely needed a very long time for
planning and executing pre-war. This is also the only cyber-attack performed by Russia that has
shown in the current war Russia’s typical high tolerance for taking operational risk (Przetacznik &

Tarpova, 2022) with the attack spilling over to other European countries.

The other wipers used against Ukraine have been more or less effective. According the reports
they have managed to destroy hundreds if not even thousands of computers, but it seems that the
effects of these attacks have stayed relatively low and the attacks have not been able to cripple

their targets.

Another example is the attempt to overthrow Ukrainian electrical power grid with a new variant of

the Industroyer malware which also seemed to have only a limited effect.
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Most likely the quick reaction to the new emerging malware threats has been thanks to the multi-
ple private vendors participating in cyber defence. For example, in one case Microsoft was re-
ported to have been able to enable some features on their Windows Defender product to stop
spreading of the new malware. These actions usually require network administrator level permis-

sions (Microsoft, 2022).

7.2 Phishing Campaigns and Disinformation

Russian cyber units seem to be relaying heavily on the usage of phishing campaigns while targeting
different Ukrainian organizations. These phishing campaigns include really sophisticated spear
phishing attempts to lure their victims to open malicious attachments (CERT-UA, 2022ah; 2022ak;
2022ar; 2022aw). In some cases, classical watering-hole attacks have been used, too (Nakashima,

2018).

The lures used in the campaigns are cleverly utilizing current topics regarding the war and have
been specifically targeted to personnel whose responsibility those topics are. In some campaigns
fear and urgency are used to trick the victim, for example in the messages about chemical attack

and evacuation plans (CERT-UA, 2022a0).

The need to relay to these tactics in so massive scale is most likely because of Ukraine’s improved
and heightened cyber resiliency and detection capabilities. Ukrainian systems are most likely up-

to-date and finding working vulnerabilities to exploit them is difficult. To gain access to these sys-
tems without getting the initial access by tricking an end user would require discoveries of severe
zero-day vulnerabilities. While it is impossible to estimate if Russia’s cyber weapon arsenal in-

cludes such vulnerabilities, at least those have not been used in recent attacks.

As noted earlier, the Russia’s armed forces does not acknowledge cyber warfare as part of their
doctrine or military terminology, but instead they are focusing on information warfare. Part of the
dominance in information environment is also the capability to control and affect the narrative of
war by spreading disinformation. Russia has been able to display a vast toolset of different meth-
ods for spreading disinformation in Ukraine. These methods have been ranging from defacements

of websites (Slovo i Dilo, 2022) to hijacking TV broadcasts (Digital Forensics Lab, 2022; OLL.TV,
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2022). Also using of SMS text messages to specified targeted areas have been observed (Cyber po-
lice of Ukraine, 2022b; Digital Security Uni, 2022). One of the more sophisticated methods has

been the use of so called deepfake videos of President Zelensky (Digital Forensics Lab, 2022).

7.3 Actions of Hacktivists

Cyber-attacks performed by the Pro-Ukrainian and the Pro-Russian hacktivist collectives have not
really had an effect on the war efforts of either side. Most of the attacks have been DDoS attacks
targeting government websites and finance sector to make every day life of citizens on both sides
more difficult. Some data leaks have been certainly embarrassing for the Russian Federation (e.g.,
leak of personal data of 120,000 Russian soldiers) (Stanton, 2022) and with identifying Russian per-
sonnel affiliated to the military unit responsible for the massacre of Bucha (Halpert, 2022). Other
typical examples of hacktivists’ operations are influence operations promoting peace or blaming

the other side for brutalities.

Attacks targeting Belarussian railways are probably the only cyber-attack that could have had
some limited effects on the outcome of the Russia’s assault targeting Kyiv. But on the other hand,
acts like disrupting Russia’s unencrypted military communications forced Russian troops to quickly
adapt encrypted communications. This has had negative effects by preventing easy monitoring of

Russian armed forces’ actions and presence.

Typically, data leaks such as those published by the hacktivists are less useful for intelligence com-
munity than their own access to those hacked systems. Sometimes they can even be counterpro-
ductive in long term intelligence gathering since they expose vulnerabilities of Russia’s security

system.

7.4 Influence Operations and Propaganda

Even when the influence and other PSYOPS done in or through cyberspace are not counted as
cyber operations in the West’s military doctrines, one cannot ignore their presence and signifi-
cance during this war. As noted by Kaminska et al. (2022) influence operations have been in crucial
role in building of a narrative for the war. These operations began when the West’s intelligence

community published a pre-warning of the incoming invasion of Ukraine.
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On the Russian side Kaminska et al. (2022) suggests the two major PSYOPS being the Viasat’s KA-
SAT hack and attacking to the Ukrainian power grid with Industroyer2 malware. Russia has
launched several smaller influence operations during the war targeting civilians and military per-
sonnel. Mostly these operations have been used to encourage Ukrainians to stop fighting. Also,
Russia’s statements with talking big and idle threats are also part of their PSYOPS. These are most

likely targeted more to domestic than to international audience, though.

Ukraine on the other hand has played their propaganda game well. In the early days of the war
hero stories were built around e.g., mysterious fighter pilot “the Ghost of Kyiv” (Bubola, 2022), sol-
diers of the Snake Islands (BBC News, 2022a) and President Volodymyr Zelensky. The last two have
clearly formed as the symbols of this war. The hearts of western audience were won with flood of
images of Ukrainian soldiers with cute animals on the front lines (Tucker, 2022b) and later on with
a hero dog, Patron (Treisman, 2022). Several internet phenomena have also been surfaced in sup-
port of Ukraine. Some examples of these would be St. Javelin — The protector of Ukraine meme
(referencing to Javelin anti-tank weapons system) (Debusmann, 2022) and the hit song, the Bay-
raktar drone song, which was later on revealed to be made by a Ukrainian soldier at the request of

Ukrainian armed forces (Weichert, 2022).

7.5 Russia’s Lack of Successful Cyber Offensive?

The cyber-attacks executed by the Russian cyber units have not yet been able to cripple Ukraine’s
telecommunications or introduce mass scale destruction to the critical infrastructure. This could
be interpreted as lack of success for Russia’s offensive cyber operations. If we make the assump-
tion that Russia’s cyber warfare capabilities really are appearing weak in this war, as suggested by
several specialists, then we must speculate, why that is? We know from historical cyber-attacks
attributed to the Russian APT actors that they certainly are among the best in the world so why
they seem to be lacking now? One reason could be that they were not really prepared for long
conflict. This could be a plausible hypothesis if we accept that the western intelligence commu-
nity’s analysis was correct when claiming that (Corera, 2022) the Russia was believing that the war
would be won in a few days to maximumly few weeks. We saw the war starting with massive
cyber-attacks trying to overcome telecommunications and other mission critical infrastructure.
End of February and some weeks in to March were full of cyber-attacks dropping a new wiper mal-

ware once a week. Russia certainly was supporting their traditional warfare with cyber-attacks by
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trying to overpower the information domain (including communications). While the cyber-attacks
have continued, the number of the major attacks trying to achieve nation level effects has been
decreasing (e.g., see appendix 6) since the first month of the war, but as suggested by SSSCIP

(2022c) the number of smaller attacks has been staying steady.

Secondly, we must keep in mind how unorganized, especially with the lack of logistics, the tradi-
tional warfare was on Russia’s side. Do we have any reason to assume that the situation was not
the same regarding the cyber capabilities, or were they noted and coordinated any better by the
chain of command? It is plausible to assume that war planning between different warfare meth-
ods was lacking similarly. Though from Microsoft’s (Digital Security Unit, 2022) report we know
that is not entirely true. Microsoft presents how cyber capabilities were supporting kinetic war-
fare. First disruptive and destructive cyber-attacks against some specific target start and soon after
the same target is affected with use of kinetic force or assault troops. This of course does not
prove if those cyber-attacks were successful or accomplishing their set goals, but it proves there

was some coordination between cyber units and traditional warfare units.

Another reason could be speculated to be that Russia is simply holding back. In favour of this, it is
not reasonably to believe that couple of new wiper malware are the full cyber weapon arsenal of
the Russian cyber units. Russia’s failure in traditional warfare efforts and lacking effects of previ-
ous cyber-attacks could be the reason to not to spend any more cyber weapons than really is
needed. We must remember that effective use of a cyber weapon is for single time only and when
its I0C are known, it is easier to detect and counter. Holding back could also be because of fear of
escalation. Russia has almost its full military potential tied to Ukraine, so escalation of the conflict
with the Western World or NATO could be a serious strategical error. Yet some experts are specu-

lating that Russia is just waiting for the right moment to hit second massive cyber-attack.

A fourth option could be that we have been overestimating Russia’s capability in offensive cyber
operations. The assessment of one’s capability to successfully manoeuvre in cyberspace is a diffi-
cult task. But by looking the historical data of Russia’s sophisticated cyber operations this option

seems unlikely.
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While it is true that Russia’s cyber warfare has been limited warfare with limited success rate, but
with relaying in this matter only to currently available information on public sources it is not possi-
ble to make determination of root cause for it. This is certainly an area that needs more detailed
research when more information from the events of war will be available. Making the definitive
conclusion for the reasons behind the Russia’s limited success in their cyber operations requires a

longer monitoring period of Russia’s cyber capabilities.

7.6 Strategical Meaningfulness and Ukraine’s Strong Cyber Defence

We cannot disregard the note of Maschmeyer and Cevelty (2022) that not a single cyber-attack
witnessed to date on Ukraine has had any meaningful strategical impact to the outcomes of war
and their strategical meaningfulness has probably been overestimated for current operations. But
we do not know, as also suggested by Maschmeyer and Cevelty, how much Ukraine’s strong capa-
bilities in cyber defence operations distorts the estimation of success of cyber-attacks. Ukraine’s
cyber defence has been referred to be among strongest ones in the Europe and it is boosted up
with specialist teams from abroad and private security vendors. What the results of Russia’s cyber-
attacks would have been without Ukraine’s over decade long learning curve for successful cyber
defence? How different would the results be, if Russia was facing an adversary with less defensive

capability?

8 Conclusions

Determining the effectivity of Russia’s cyber warfare is difficult when relying solely on public
sources. When Microsoft released their early lessons report (Microsoft, 2022) they stated that
they had witnessed more than 230 cyber-attacks against Ukraine since the beginning of the war.
On the same day than the Microsoft’s report was published, the number of cyber-attacks reported
in public sources was 83. Some of those were left out from this thesis as their occurrence could
not be verified trustworthily. It is a worth of noting, that Microsoft is only one organization that is
participating in the cyber defence of Ukraine and that there are other major companies engaged in
similar activities, for example Google, Amazon, ESET, TrendMicro and many other. For this reason,
the total number of detected attacks must be much higher than the 230 announced by Microsoft.
This observation is supported by SSSCIP (2022c), whose statistics count 1,350 cyber-attacks during

the first six months of 2022. From analysis point of view, the fact that less than 10 % of the cyber-
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attacks gets published, it is hard to draw conclusions on Russia's cyber capabilities. This is also a
probable reason why we keep currently hearing so contrary statements from cyber warfare ex-

perts regarding importance (or lack of it) of cyber operations during an armed conflict.

Part of this bias is created by Ukraine’s national publishing policy and propaganda regarding the
cyber-attacks. As discussed in the chapter 3.7.3 regarding information warfare and a nation’s strat-
egy to publish or not publish information of cyber-attacks. We do know that Russian cyber weap-
ons, for example destructive wiper malware, has destroyed hundreds or even thousands of com-
puters. We do not know what data were lost and what has been recovered from backups. Nor do
we know strategical value of that information if any. However, as stated earlier, these attacks have
had only a minor effect on the Russia's war effort. As noted by Kaminska et al. (2022) Ukraine has

not been forthcoming regarding cyber-attacks targeting the military targets or military hardware.

Regarding the type of the attacks, attacks trying to exploit human factor are the most common.
However, there are also attacks whose intrusion vector remains unknown. In any case, the end us-

ers seem to be remaining as the weakest link of cyber security.

Suitability of Cyber Operations for Armed Conflicts

As suggested by Smith (2013) the nature of the cyber-attacks might be the reason why they are
not so suitable during an active conflict or war. It takes a long time to plan and prepare sophisti-
cated cyber-attacks and to create a needed initial access vector to the targeted systems. These
things need covertness, which is harder to achieve when the adversary's defence capabilities are
already in heightened state. Cyber weapons are inherently more unpredictable than conventional
ones; for example, an update in the targeted system might render a cyber weapon ineffective,
whereas a missile would still be effective against that target. These challenges can be overcome to
some degree with pre-war operations like supply-chain attacks to create the much-needed foot-
hold to different systems (e.g., the Viasat KA-SAT attack). Since the experts' opinions on cyber war-
fare's suitability for armed conflict are divided, more research is needed when more data of this

conflict becomes available.

It is safe to assume that cyber espionage and other cyber intelligence activities are currently the

capabilities getting the most benefit out of cyber operations. We must not underestimate their
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value for producing near-real time situational awareness needed for successful planning and man-
aging operations of war. However, as traditional espionage is not usually counted as a warfare

why should cyber espionage be categorized any different?

The Role of Hacktivism in Conflicts

Hacktivism as a part of war is problematic and its end-results are still unknown and difficult to pre-
dict. From western legislation’s viewpoint, the actions of the hacktivists are illegal, but they are
actionable offences, meaning meaning that Russia should report such offences to the officials in
Western countries as being the victim (Gaffney, 2022). The other problem arises from the civilian
hacktivists acting in a field of military cyber units, creating more fog of war and obscuring the roles
of different cyber actors, especially the ones used in proxy warfare (Collier, 2017; Akoto, 2022).
From the perspective of military cyber operations, and especially from the viewpoint of cyber espi-
onage operations, the unawareness of the hacktivists could disturb planned cyber operations, for

example revealing breach vectors which could cause harm for long-term success (Lyngaas, 2022).

Another valid concern for the acts of the hacktivists is the fear of escalation of the crisis (Lyngaas,
2022). Actions of the hacktivists could be taken advantage of in the Russian propaganda and Rus-
sia could interpret them as hostile and offensive actions by the Western World (Peterson & Cim-
panu, 2022). This could give Russia a self-claimed mandate to start exploiting its own cyberspace

capabilities against the West and the supporters of the Ukraine (Shore, 2022).

Hacktivists can also cause risk of escalation on a national level. One may feel a hacktivist’s partici-
pation in war efforts is a personal matter and that he/she is putting only himself/herself in harm’s
way. This is not entirely true. After all, citizens represent their state with their actions and those
actions could be violating international treaties. An example of this is brought up by Gaffney
(2022) as U.S. citizens could be violating the Neutrality Act from 1794 when participating in a mili-
tary expedition or enterprise. Though in this case, the activities performed solely in cyberspace

might not be enough to be considered as a military expedition.

Probably the most overlooked part of the hacktivism is the significance of skilled individuals. Most

likely nations were not prepared how quickly this kind of new capability could form and to become
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an actual noteworthy force. This will most likely lead to several agencies to re-valuate the hack-
tivism’s significance in their risk management. Another possible outcome is that the hacktivism

gains more socially accepted status.

The Future of Cyber Warfare

Both parties of this armed conflict are practicing unethical selection of targets for cyber-attacks
which can be seen conflicting with IHL and LOAC. Russia’s nation-state actors and their criminal
nation-sponsored proxy groups have been conducting these malicious acts of cyber sabotage for
over a decade. Ukraine on the other hand is fighting for its very survival, but does it make use of
unethical but non-lethal tactics more acceptable? The author thinks yes, but in any case, acts of
the hacktivists and the formation of civilian IT Army could have long-lasting affects to the future

direction of IHL and LOC regarding cyber warfare.

Regardless how cyber war and its meaningfulness in Russo-Ukrainian war is interpreted, our lives
grow a daily basis more depended on the security of information systems as the world constantly
becomes more digital. It is almost certain that we have not yet seen the truly devasting effects of
cyber war. To counter this, we need to develop more secure technologies for our everyday life and

to have the rules of just war to include actions performed in cyberspace.
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Name

Organization

Aliases

Fancy Bear

GRU, 85th Main Special
Service Centre, military

unit 26165

APT28, Pawn Storm, STRONTIUM, Threat Group-
4127, TG-4127, SNAKEMACKEREL, Swallowtail,
IRON TWILIGHT, Sofacy, SIG40, Tsar Team,
Group 74, Unit 26165, UAC-0028, Frozen Lake,
Zebrocy, Sednit, AKT 5, T-APT-12, TAG-0700

Voodoo Bear

GRU, Main Centre of
Special Technologies,
military unit 74455

Sandworm, BlackEnergy, Unit 74455, GTsST,
Telebots, Iron Viking, Quedagh, ELECTRUM,
UAC-0082, IRIDIUM, TEMP.Noble, ATK 14, DEV-
0665

Ember Bear

[Suspected GRU]

Lorec53, LoriBear, UAC-0056, TA471, SaintBear,
BleedingBear, UNC-2589, DEV-0586

Cozy Bear

SVR

APT29, CozyCar, CozyDuke, Dark Halo, The
Dukes, NOBELIUM, Office Monkeys, StellarParti-
cle, UNC2452, YTTRIUM, UAC-0029, IRON
HEMLOCK, IRON RITUAL, NobleBaron

Primitive Bear

FSB

Gamaredon, Shuckworm, ACTINIUM, UAC-0010,
Armageddon, IRON TILDEN, DEV-0157, Winter-
flouder, BlueAlpha, BlueOtso, SectorC08,
Calisto, APT-C-53, COLDRIVER

Venomous Bear

FSB

Turla, KRYPTON, Uroboros, Snake, Waterbug,
IRON HUNTER, Group 88, WRAITH, Hippo Team,
Popeye, SIG23, MAKERSMARK, WhiteBear, Belu-
gasturgeon, Popeye, TAG_0530, Pfinet

Berserk Bear

FSB

Energetic Bear, DragonFly, Crouching Yeti,
TEMP.Isotope, BROMINE IRON LIBERTY,
DYMALLOY, TG-4192

GRIZZLY STEPPE

GRU & SVR

[Joint operations of Fancy Bear & Cozy Bear]

XENOTIME

TsNIIKhM

Temp.Veles

Wizard Spider

Organized crime

Conti, Trickbot, UNC1878, TEMP.MixMaster,
Grim Spider, UAC-0098, Gold Ulrick, Gold Black-
burn, ITG23

InvisiMole

Organized crime

UAC-0035, LoadEdge, TunnelMole [Linked to
Gamaredon]




113

The Red Bandits

Organized crime

TheRedBanditsRU

CyberGhost

Organized crime

Mummy Spider

Organized crime

TA542, TEMP.Mixmaster, UNC3443, Gold Crest-
wood

Salty Spider Organized crime Sality
Scully Spider Organized crime Gold Opera
Smokey Spider | Organized crime

Wizard Spider

Organized crime

Gold Ulrick, UNC2727

The Xaknet Organized crime [Linked to Killnet group]
Team
The Organized crime

CoomingProject

Vermin “Security Agency for SPECTR, UAC-0020
Luhansk People’s Re-
public”
NEARMISS Unknown SunFlowerSeed, UAC-3715
AcidRain Unknown [Linked to Voodoo Bear]
SunSeed Unknown Asylum Ambuscade, UAC-0064 [Similar to Bela-
rusian Ghostwriter]
KillNet Unknown UAC-0108 [Linked to The XakNet Team]
TA416 Unknown UAC-0086
Stormous Ran- Unknown
somware
Hydra Unknown
RaHDit Unknown
404 Cyber De- Unknown
fence
WereTheGoons | Unknown
punisher 346 Unknown
DDoS Hacktivist | Unknown
Team
cyberwar_world | Unknown
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Zsecnhet NEW

Unknown

Texts written in [ ] are editorial notes.
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Name

Organization

Aliases

Ghostwriter

Ministry of Defence

TA445, UNC-1151, UNC1151




Appendix 3. APT Actors and Hacktivists Affiliated to be Pro-Ukraine
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Name

Aliases

IT Army of Ukraine

[Volunteer hackers for Ukraine Ministry of Defence]

Anonymous

Anon

Network Battalion 65

NB65, National Battalion 65, Battalion-65, Battalion65

AgainstTheWest

Anonymous Liberland & PWN-
Bar Hack Team

Bandera Hackers

barbby

BeeHive Security

Belarusian Cyber Partisans

Cpartisans, Cyber-Partisans

BlackHawk

BlueHornetAPT 49

BrazenEagle

Burkeluke

ContilLeaks

Cyber Defence

Cyber_legion_hackers

ECO

Eye of the Storm

GhostClan

GhostSec

GNG

GNG

HackenClub

Hackers-Arise

Hydra UG

KelvinSecurity Hacking Team
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LevelCrew

Monarch Turkish Hacktivists

NetSec

Rabbit Two

Raidforum Admins

Raidforums2

Ring3API

SecDet

Secluice

Spot

Squad303

Squad3o3

StandForUkraine

The Connections

Texts written in [ ] are editorial notes.
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: January - February 2022

Appendix 5. Timeline
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May - June 2022

Appendix 7. Timeline
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July 2022

Appendix 8. Timeline
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Appendix 9. Observed Major Attacks on Ukraine (From January to July)
JANUARY 13, 2022

WhisperGate and WhisperKill Wiper Malware

Targets: Public Sector, NonProfit, ICT

Attribution: Ember Bear (GRU)

Destructive wiper malware known as WhisperGate was used to attack against several organiza-
tions. WhisperGate was made to look like ransomware, but according to Microsoft Security’s
(2022) examination of malware revealed it was lacking any recovery mechanisms, making it a
wiper malware. WhisperGate malware overwrites master boot record of the system and creates a
fake ransom note. Additionally, it downloads from a Discord server another malware known as
WhisperKill to corrupt local files. Digital Security Unit (2022) of Microsoft suggests Ember Bear be-

ing linked possibly to GRU.

Defacing Government Websites

Targets: Public Sector

Attribution: Ghostwriter (Belarusian MoD)

Between January 13th and 14th more than 70 websites of the Ukrainian government were de-
faced with political propaganda. The attack affected government’s public-facing services, but the
effects of the attack were reversed in a couple of hours. Defacement messages included threats

like “Fear...” and “Wait for the worst” (Ukraine Center for Strategic Communications, 2022).

FEBRUARY 1, 2022

Spear Phishing Campaign

Targets: Energy Sector

Attribution: Ember Bear (GRU)

According Palo Alto Networks’ Unit 42 (2022), a Ukrainian energy company was targeted with
email spear phishing attack with social engineering aspect claiming the receiver from committing a
criminal activity. The emailed attachment Microsoft Word file pretending to be the National Police
of Ukraine’s investigation report included JavaScript used to download and install two payloads
known as SaintBot and OutSteel. OutSteel is a primitive document stealer malware which searches

for various types of documents and database files to be uploaded to a remote server. SaintBot is
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malware loader with ability to execute downloaded payloads with different ways (e.g., load to lo-

cal memory or inject to a process) and remove itself (Unit 42, 2022).

FEBRUARY 11, 2022

Fake Dictionary-Translator Software

Targets: Multiple

Attribution: Ember Bear (GRU)

SentinelOne’s Ehrlich (2022) examined phishing campaign disguised as messages from Ukrainian
government agencies. Receivers were tricked to use fake Ukrainian dictionary-translator that
downloaded two different malware, GrimPlant and GraphSteel. GraphSteel is malware used for
stealing and harvesting user credentials. According to Ehrlich’s analysis, building the attack infra-

structure was started in early December 2021.

Phishing Campaign

Targets: Public Sector

Attribution: Ember Bear (GRU)

Another attack was launched with email. At least two different messages are reported. One con-
taining Microsoft Excel file with a VisualBasic script. The script was used to download Cobalt Strike
Beacon from Discord server along with GrimPlant and GraphSteel malware. Another reported lure-
message was an advice to improve information security by installing suggested critical updates

(CERT-UA, 2022ab).

FEBRUARY 12, 2022:

DDoS attacks

Targets: Public Sector

Attribution: Unknown

On February 12th, a small-scale DDoS attack was launched against the websites of Ukrainian gov-

ernment, at least five different ministries were targeted (360 Netlab, 2022).
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FEBRUARY 14, 2022

Critical Infrastructure Compromised

Targets: Unknown

Attribution: GRU

On 14th of February critical infrastructure in Odessa was compromised by a cyber-attack (Mi-
crosoft, 2022). This has not been able to be verified from other sources, but because of Mi-

crosoft’s reputation as a cyber security vendor the claim has been included here.

FEBRUARY 15, 2022

SMS Disinformation Campaign

Targets: Civilians

Attribution: Unknown

Text message disinformation campaign started claiming ATM machines of Ukrainian state-owned
bank being out-of-order because of technical malfunctions. The Cyber police of Ukraine did not

find reasons to believe that this was a phishing campaign (Cyber police of Ukraine, 2022b).

FEBRUARY 16, 2022

DDoS Attacks Peaking

Targets: Public Sector, Financial

Attribution: GRU

DDoS attacks started on 12th of February kept intensifying and peaked on 16th of February. The
attacks used different kind of OVH, STD and UDP floods and NTP amplification (360 Netlab, 2022).
These attacks were confirmed by Ukraine’s State Service of Special Communications and Infor-
mation Protection of Ukraine and targeted websites were Ukraine’s Ministry of Defence, armed
forces and two Ukrainian banks (PBS, 2022). The United States’ government has publicly attributed
these DDoS attacks to Russian GRU (Psaki et al., 2022).

FEBRUARY 23, 2022

Websites of Government and Institutions Attacked with Exploits

Targets: Military, Financial, Healthcare, Energy, Education, Transportation
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Attribution: China

The attack using at least 20 different vulnerabilities targeted more than 600 websites, including
Ministry of Defence, border protection and control, the National Bank and railway authority. The
attacks were possibly a part of cyber espionage campaign designed to steal information and seek

attack-methods against critical infrastructure (Tucker, 2022a).

DDosS Attacks

Targets: Public Sector, Financial

Attribution: Russia

A large scale DDoS attack shutdown access to the websites of Ukrainian government and several
banks. At least websites of Cabinet of Ministers, Ministry of Internal Affairs, Security Service of
Ukraine and Ministry of Defence were run inaccessible among other services of Ukrainian govern-

ment (Volz, 2022).

HermeticWiper Malware

Targets: Public Sector, Financial, Energy, ICT

Attribution: Voodoo Bear (GRU)

Hundreds of computers in at least five different organizations were infected by a new destructive
wiper malware, known as HermeticWiper or FoxBlade, only a few hours after the DDoS attacks
were launched against the websites of the Ukrainian government. According to ESET’s (20223;
2022b) examination of malware, the malicious wiper misuses drivers of EaseUS Partition Master
software. Another interesting feature pointed out by ESET (2022a) is the use of genuine code-sign-
ing certificate from Hermetica Digital Ltd. located in Cyprus. The malware is made from three dif-
ferent components (HermeticWiper used to corrupt data, HermeticWizard worm used to spread
wiper with lateral movement via WMI and SMB and HermeticRansom used as ransomware). The
evidence reviewed by ESET (2022b) suggests the attacker already had a foothold on the infected
systems Active Directory. Malware’s attribution to the GRU’s APT actor Voodoo Bear was claimed

by Microsoft (Digital Security Unit, 2022).

Destructive Malware Attack to the Ukrainian Agriculture Company
Targets: Agriculture

Attribution: Voodoo Bear (GRU)
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A file encryptor malware attributed to Voodoo Bear was found from the network of a Ukrainian
agricultural firm, suggested by Microsoft to be a major exporter of Ukrainian grain (Digital Security

Unit, 2022).

CyclopsBlink Malware

Targets: Civilians

Attribution: Voodoo Bear (GRU)

Some models of consumer routers of ASUS were hit by Voodoo Bear attributed CyclopsBlink mal-
ware. The infected routers are used as part of a botnet to attack different organizations (Chirgwin,
2022). This kind compromised devices can also be used as proxies to hide the attacker’s identity or

even as attack vectors if located inside targeted organizations.

FEBRUARY 24, 2022 - The War Begins

IsaacWiper Malware

Targets: Public Sector

Attribution: Unknown

New destructive wiper malware, known as IsaacWiper or Lasainraw was found in Ukraine. The
malware is less sophisticated than previous wiper malware, HermeticWiper (Microsoft, 2022). The
malware deployed as a Windows executable wipes infected systems disks and partitions by over-
writing them using Mersenne Twister pseudo-random number generator. Interestingly, ESET
(2022b), found on following day an IsaacWiper variant with debug logs enabled, suggesting that
attack did not work in all intended targets and the attacker was trying to solve the issue. Some of
the detected variants also tried to reboot the infected machines after the attack. According to
Dwyer and Henson (2022) of IBM’s Security Intelligence, if malware was not able to overwrite data

on the disk, it created a temporary file with generated random data to fill disk out of space.

DDoS Attack Against the Kyiv Post

Targets: Media

Attribution: Russia

One of the leading media’s The Kyiv Post was targeted with a DDoS attack to prevent information

coverage of the start of the Russian invasion (Darcy, 2022).
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SunSeed Malware

Targets: Public Sector, Military

Attribution: Ghostwriter (Belarus)

A mass phishing email campaign targeting Ukrainian military personnel and European governmen-
tal entities was detected luring victims with subject "IN ACCORDANCE WITH THE DECISION OF THE
EMERGENCY MEETING OF THE SECURITY COUNCIL OF UKRAINE DATED 24.02.2022" (Raggi & Cass,
2022) and including a Microsoft Excel file “list of persons.xlsx”. The attached file contained a sim-
ple malicious VisualBasic macro used to create a Windows installer. The created installer sets Ul-
Level as “2” which allows the program to do a silent install feature indented to be used with MSI
install packages. This MSI package is used to install Lua-based SunSeed malware from the at-
tacker’s determined IP address (Raggi & Cass, 2022). The phishing campaign is attributed to Ghost-
writer as its TTPs resembles the Asylum Ambuscade campaign, even matching to WiX 3.11.0.1528

version used to create the MSl installer (Raggi & Cass, 2022).

AcidRain Malware Attacks Viasat’s KA-SAT

Targets: Communications

Attribution: Fancy Bear (GRU)

A cyber-attack impacting to tens of thousands of customers across the Europe and thousands of
customers in Ukraine was launched one hour before the military invasion. The attack supposedly
was targeting the internet communications used by the Ukrainian military with destroying over
thirty thousand of satellite terminals. Among the affected customers were multiple European

companies including 5,800 wind turbines in Germany (Martin, 2022; Viasat, 2022).

The attack started with massive volume of malicious traffic created by some satellite modem mod-
els physically located in the Ukraine. The malicious traffic caused DDoS affecting to other satellite
modems’ ability to stay on the network. About one hour later satellite modems all over the Europe

started to exit from the network without re-entering (Viasat, 2022).

According to Viasat’s (2022) investigation, the intruder was able to gain access to the management
segment of the KA-SAT’s network by exploiting misconfigured VPN appliance. From the trusted
management segment, the intruder was able to move laterally to another management segment

where the attacker could legitimately operate private customers’ satellite modems. This access
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was used to overwrite data on the modems’ flash memory with destructive commands (Viasat,

2022).

Sentinel Lab’s Guerrero-Saade and van Amerongen (2022) suggests that modem targeting Acid-
Rain wiper malware used in the attack share similarities with VPNFilter campaign attributed to
Fancy Bear. According to Sentinel Lab’s examination the malware itself is pretty simple and basi-

cally brute-forces different options and file identifiers to be overwritten or erased.

Spear Phishing Attacks with XFILES Malware

Targets: Media

Attribution: UNC3691, linked to Ember Bear (GRU)

Spear phishing attack targeting Ukrainian journalists was discovered by Mandiant Threat Intelli-
cence (2022). The phishing campaign used a Microsoft Word document with malicious macro. The
macro downloads XFILES stealer malware from a Discord channel used previously by Ember Bear

and UNC3691 with GOOSECHASE malware.

FEBRUARY 25, 2022

Border Control Station Attacked with HermeticWiper

Targets: Public Sector

Attribution: Russia

While the Ukrainian refugees were trying to flee the country, the border control station locating
between Ukraine and Romania was hit with a wiper malware, most likely HermeticWiper. Accord-
ing to a cyber security expert interviewed by The Washington Post, the damage caused by the mal-
ware was massive. As the cyber-attack took down computer systems of the State Border Guard
Service of Ukraine, slow but working solution was to start to keep notes of crossing refugees with

a pen and paper (Berger, 2022; Alspach, 2022).

Universities’ Websites Defaced

Targets: Education

Attribution: theMx0nday (Brazil)

A pro-Russian APT actor, theMx0Onday, from Brazil attacked and successfully compromised with

defacements at least 30 websites of Ukrainian universities. The attack peaked on 26th of February
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and stopped just after three days, according the company Wordfence who is the cyber security
provider of those websites. WordFence recognized 209624 sophisticated exploit attempts against

376 university websites during those three days (Maunder, 2022).

Disinformation Campaign Launched on Social Media Platforms

Targets: Media, Civilians, Military

Attribution: Ghostwriter (Belarus)

A small disinformation campaign against Ukrainian citizens, military personnel and public figures
was launched on Facebook, Instagram, Twitter and a few other social media platforms. According
to Meta’s Gleicher and Agranovich (2022) the company removed approximately 40 accounts from
Facebook and Instagram that were part of the network spreading disinformation on multiple plat-
forms. The disinformation campaign tried to spread images and videos portraying Ukrainian sol-

diers to be appearing weak and surrendering to Russian troops.

FEBRUARY 28, 2022

DDoS Attacks Continues with Zhadnost Botnet

Targets: Public Sector, Financial

Attribution: Unknown

SecurityScorecard’s Slaney (2022) revealed Zhadnost botnet, mainly created from infected
MikroTik’s router devices, were discovered with more than 3,000 IP addresses launching DDoS at-
tack against websites of Ukrainian government (e.g., Ministry of Foreign Affairs, Ministry of De-
fence, Security Service of Ukraine etc.) and financial websites (at least Oschadbank and Privat-
bank). The attack used mainly HTTP floods and DNS amplification methods. According to Slaney’s

research, the same botnet was behind the DDoS attacks witnessed on the 23th of February.

Phishing Campaign

Targets: Industrial Production

Attribution: Ember Bear (GRU)

A new phishing campaign was launched sending emails portraying coming from the SSU and luring
victims with topic of SSU approved evacuation plans. The email allegedly contained malicious RAR

file which used RemoteUrtils to download stealer malware (Censor.net, 2022).
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A Media Company Attacked

Targets: Media

Attribution: Unknown

An unnamed media company located in Kyiv was compromised in cyber-attack according to
Micosoft (2022). This has not been able to be verified from other sources though because of Mi-

crosoft’s reputation as a cyber security vendor the claim has been included here.

MARCH 1, 2022

DesertBlade Malware

Targets: Media

Attribution: Russia

Microsoft’s Digital Security Unit (2022) detected an attack launched with a new wiper malware
known as DesertBlade against an unnamed media company on Ukraine. Later on, Russian missiles
targeted a TV tower located in Kyiv. According to Microsoft’s Digital Security Unit this was part of
Russia’s agenda to control information environment by using destructive cyber operations and ki-

netic strikes.

Disinformation Campaign on Telegram

Targets: Media

Attribution: GRU

The SSU issued a warning of disinformation messages spread on Telegram channels linked to GRU

(Gatlan, 2022).

MARCH 2, 2022

APT Advances in Network of Ukrainian Nuclear Power Company

Targets: Energy

Attribution: Russia

Russian based APT group was able to advance laterally on Ukrainian nuclear power company’s net-
work (Micosoft, 2022). Ukraine claimed two days later the attacks against nuclear power systems

were under control (Nakashima, 2022).
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DDoS Attack Against Ministry of Defence

Targets: Military

Attribution: SCULLY SPIDER

A DDoS attack against Ukraine’s Ministry of Defence’s webmail server was launched with SCULLY
SPIDER criminal group operated DanaBot botnet. The attack was classified as HTTP-based type of
DDoS attacks. The DDoS was actually used as a delivery mechanism for malware payload (Schwarz,

2022).

MARCH 3, 2022

Disinformation Campaign

Targets: Public Sector

Attribution: Ghostwriter (Belarus)

Ukraine's SSSCIP warned about new disinformation campaign targeting Ukrainian citizens. Multi-
ple websites belonging to the local governments and regional authorities had been compromised
and defaced with disinformation. The spread message claimed that Ukraine had surrendered and
signed a peace treaty with Moscow. The attack is attributed to Ghostwriter APT group (Satter,
2022a).

MARCH 4, 2022

Malware Attacks Targeting Charities

Targets: Non-profit

Attribution: Russia

Amazon has released statement regarding witnessing Russian nation-state linked actors targeting
several different non-government organizations, including charities helping Ukrainian refugees.
These cyber-attacks have used different malware specifically targeting aid organizations. This in-

cludes disrupting food, medical supplies and other similar essential supplies (Amazon, 2022).

Phishing Campaign Targeting Government
Targets: Public Sector

Attribution: Fancy Bear (GRU)
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An undisclosed Ukrainian government’s network in Vinnytsia was attacked by Fancy Bear (Mi-

crosoft, 2022).

Phishing Campaign Against UkrNet’s Users

Targets: Civilians

Attribution: Unknown

CERT-UA issued a warning regarding an ongoing phishing campaign using compromised Indian
email addresses for sending messages made to look like sent by the ukr.net. At least 20 different
compromised email addresses were detected sending messages with topic “YBara” [Attention]
(Lakshmanan, 2022). The message itself was a classical phishing attempt with warning users from
unauthorized access attempts to their account and requesting to change their password immedi-

ately (Lakshmanan, 2022).

MARCH 5, 2022

DDoS Attacks Against Government websites

Targets: Public Sector

Attribution: Russia

SSSCIP issued information regarding ongoing DDoS attacks against websites of Ukrainian govern-
ment, including Ministry of Defence, Internal Affairs Ministry, Cabinet of Ministers, etc. The attack

was not attributed to any specific actor (Satter, 2022b).

Phishing Campaign Against UkrNet’s Users

Targets: Media

Attribution: Fancy Bear (GRU)

According to Google’s Threat Analysis Group (Huntley, 2022) Fancy Bear has launched a phishing
campaign targeting UkrNet’s users. The email contained link to the websites used in previous

Fancy Bear’s phishing campaigns and newly created Blogspot domains.

MARCH 7, 2022

MicroBackDoor Malware

Targets: Military, Public Sector
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Attribution: GhostWriter (Belarus)

CERT-UA (2022aa) released warning of MicroBackDoor malware spread by Ghostwriter. According
to CERT-UA the email contained “help.zip” file containing “dovidka.chm” a Microsoft HTML help
document. The help document contained a malicious file with VBScript used to decode .NET
loader which was used to decode and execute the actual MicroBackDoor malware. According to
Cluster25’s (2022) examination of the malware, the DLL file used in .NET code was compiled on

31st of January, 2022.

MARCH 9, 2022

Cyber-Attacks Against Two Major Telecommunications Providers

Targets: Communications

Attribution: Unknown

A major Ukrainian telecommunications provider, Triolan was hacked. According to Triolan, the at-

tack vector is still unknown while its network’s several key nodes were compromised and run inop-
erable. Besides this, some of the company’s internal computers were reset to default settings. Tri-
olan’s network was down over 12 hours. The company was told to be hacked also on 24th of

February when the Russian invasion began (Brewster, 2022).

Ukrtelecom’s network was down for approximately 40 minutes nationwide. Ukrtelecom is the larg-

est internet service provider in Ukraine (Moss, 2022a).

FormBook Malware Spam Campaign

Targets: Civilians

Attribution: Unknown

Malwarebytes Labs’ Threat Intelligence Team (2022) reported witnessing FormBook stealer mal-
ware targeting Ukrainian citizens. The lure in the attack was attached to a message promising
funds from the Ukrainian government. Attached malicious Microsoft Excel file was used to down-

load FormBook malware from attacker’s remote server.
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MARCH 13, 2022

Attacks to the Telecommunications

Targets: Communications

Attribution: Unknown

In two different regions of Ukraine cyber-attacks against internet service providers were launched.
Network disruptions were affecting the city of Summy and the Vinnytsia Oblast. No further infor-

mation regarding the attacks have been shared (Moss, 2022b).

Data Theft from A Nuclear Safety Organization

Targets: Energy

Attribution: Berserk Bear (FSB)

According to Microsoft (Digital Security Unit, 2022) Berserk Bear was able to again compromise a
nuclear safety organization and stole data. As claimed by Digital Security Unit the organization was

initially compromised in December 2021.

MARCH 14, 2022

CaddyWipper Malware

Targets: Unknown

Attribution: Voodoo Bear (GRU)

ESET’s (2022c) researchers found CaddyWiper malware from a limited number of undisclosed
Ukrainian organizations. Even though CaddyWiper does not have much code similarities with ear-
lier wipers, it suggests similar TTPs of attacker. For Caddywiper, just like HermeticWiper, it is rea-
sonable to assume that attacker had already gained a foothold on the attacked networks. The mal-
ware’s destructive nature renders compromised systems unbootable after overwriting the files

and the disks.

MARCH 16, 2022

Hacked TV-Station Spreads Disinformation
Targets: Media
Attribution: The XakNet Team

According to the Atlantic Council’s Digital Forensics Lab (2022) a national news channel Ukraine 24
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was hacked allegedly by the hacktivist group known as The XakNet Team. The news broadcast’s
banner was defaced to show disinformation messages looking like they would be coming from the
President of Ukraine. The messages were similar to earlier disinformation campaigns telling

Ukrainians to stop fighting and to lay down their weapons.

Deepfake video of Ukrainian President

Targets: Civilians

Attribution: Unknown

Later on, a Pro-Russian Telegram channel started to distribute a deepfake video of the President of

Ukraine repeating similar false messages (Digital Forensics Lab, 2022).

The Website of Ukrainian Red Cross Defaced

Targets: Non-Profit

Attribution: Unknown

The Ukrainian Red Cross tweeted to inform cyber-attack targeted their website resulting with de-

facing of the site. It was restored a few hours later (Ukrainian Red Cross, 2022).

MARCH 17, 2022

SPECTR Malware

Targets: Military, Public Sector

Attribution: VERMIN

CERT-UA (2022ac) states Ukrainian government and Ministry of Defence being targeted by emails
containing SPECTR malware. The emails included “OABTMNPOBT.rar” [DVTPPROVT.rar] (CERT-UA,
2022ac) named RAR archive containing two files as an attachment. The attack was using same in-

frastructure as witnessed before on the cyber-attacks carried out by VERMIN.

Popular Online Publications Defaced

Targets: Media

Attribution: Unknown

The SSU released statement regarding a cyber-attack targeting several popular online publications.
At least Slovo i Dilo’s website was compromised and defaced with symbols banned in Ukraine

(Slovo i Dilo, 2022).
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DoubleZero Wiper Malware

Targets: Unknown

Attribution: UAC-0088

Discovery of a new destructive wiper malware was announced by CERT-UA (2022ae). The malware
is known as DoubleZero or FiberLake. DoubleZero is a bit different kind of wiper when compared
to earlier discoveries done from Ukraine. It uses a .NET capability for destroying files in compro-
mised systems (Microsoft, 2022). Another distinguishing feature was discovered by Cisco Talos.
DoubleZero has a hardcoded list of system folders that it preserves to be deleted after all the
other files on the system have been destroyed and overwritten. This way it can maximise the de-

struction without danger of crashing the system (Malhotra, 2022).

MARCH 18, 2022

Phishing Campaigns Launched Using LoadEdge Backdoor

Targets: Public Sector

Attribution: InvisiMole

Warning of government targeting phishing email campaign was issued by CERT-UA (2022ad). The
campaign was attributed to InvisiMole group, linked to FSB’s Primitive Bear. The emails contained
a ZIP archive “501_25_103.zip” which included LNK shortcut file with the same name pointing to
an HTA file. When opened, the file used VBScript for downloading and decoding LoadEdge Back-

door.

MARCH 22, 2022

Scarab Targets Ukraine with Russian War Crimes Lure

Targets: Unknown

Attribution: Scarab (China)

CERT-UA (2022af) released information regarding phishing emails containing malicious RAR ar-
chive. The email’s attachment “Mpo 36epekeHHA BigeomaTepianis 3 pikcaLieto 3N10YNHHUX Al
apmii pocilicbKkoi deaepadii.rar” [On the preservation of video recordings with the recording of
criminal actions of the army of the Russian Federation.rar] (CERT-UA, 2022af) includes an EXE file
with the same filename. Executing the file generates a decoy document and drops malicious DLL

file now known as HeaderTip.
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MARCH 28, 2022

UkrTelecom Targeted with a Major Cyber-Attack

Targets: Communications

Attribution: Unknown

IT-infrastructure of Ukrtelecom was targeted with a major cyber-attack causing nationwide disrup-
tion to the communications services. The affected services were down for over 15 hours until Ukr-

telecom was able to restore them (Bing & Satter, 2022).

WordPress Websites Used in DDoS Attacks

Targets: Financial, Public Sector, Non-Profit

Attribution: Unknown

Hackers targeted multiple WordPress websites infecting them with malicious JavaScript code.
When the code is executed in a visiting web browser, the browser performs multiple HTTP GET re-
guests to the sites targeted in a DDoS attack. This makes the visitors of compromised sites non-

volunteering participants of a cyber-attack (Abrams, 2022).

MARCH 30, 2022

MarsStealer Malware

Targets: Civilians

Attribution: UAC-0041

Information from a new APT group’s phishing attack was reported by CERT-UA (2022ag). Threat
actor currently known as UAC-0041 was detected mass sending emails with topic “HoBa nporpama
Ana 3anucy B XypHani.” [New program for journal entry.] (CERT-UA, 2022ag). It was pretending to
be a message from Ministry of Education and Science of Ukraine. The email included a malicious
password protected archive as an attachment and password to open it. The EXE file inside the ar-

chive infected system with MarsStealer malware.

APRIL 2, 2022

Phishing Campaign Targeting Telegram Accounts
Targets: Civilians

Attribution: UAC-0094
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Ukrainian CERT-UA (2022ai) issued a warning regarding ongoing phishing campaign targeting Tele-
gram accounts. The phishing was done by sending a malicious link where the victim was asked to
provide their phone number and one-time-password sent via SMS. The attacker then used these

to obtain access to the victims Telegram account.

APRIL 4, 2022

Spear Phishing Campaign Targeting Government Agencies

Targets: Public Sector

Attribution: Primitive Bear (FSB)

According to CERT-UA (2022ah) FSB’s Primitive Bear was targeting Ukrainian government agencies
using theme of Russian war criminals as a lure. The email contained an attached HTML file
“BiicbKoBi 3104MHUiI PD.htm” [War criminals of the Russian Federation.htm] (CERT-UA, 2022ah).
When the HTML file was opened, it created RAR archive to the system with filename
“Viyskovi_zlochinci_RU.rar” (CERT-UA, 2022ah). The archive had only one LNK shortcut file inside
“BiliCbKOBI-3/T0MMHL WO 3HULLYIOTL YKpaiHy (AomalHi agpecu, ¢oto, Homepa TenedoHis,
CTOPiHKK y couianbHux ceTax).Ink” [War criminals destroying Ukraine (home addresses, photos,
phone numbers, pages in social networks).Ink] (CERT-UA, 2022ah) which was used to download
HTA file from attacker’s remote server. The downloaded HTA file used VBScript to download and
execute malicious PowerShell script on victims’ machine. The script sent unique identifier of the
compromised system to the attacker’s management server which was then used to control ex-

ploiting of the payload.

Influence Operation Targeting Mariupol

Targets: Civilians

Attribution: Ember Bear (GRU)

Microsoft’s Digital Security Unit (2022) suggested Russian influence operation targeting Mariupol.
The messages were sent by using the name of Ukrainian government official and asking to stop

fighting and start to resist Ukrainian government.
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APRIL 8, 2022

Industroyer2 Malware Used to Attack Critical Infrastructure

Targets: Energy

Attribution: Voodoo Bear (GRU)

According to CERT-UA (2022aj) Voodoo Bear launched a cyber-attack against Ukrainian high-volt-
age electrical substations with a new variant of Industroyer malware, named as Industroyer2 along
side with several other destructive malware. The Industroyer2’s destructive data-wiping features
were notably improved from the last variant. The CERT-UA claims that each malicious executable
was uniquely created to target a specific substation. The incident was investigated in co-operation
with Ukrainian authorities and private vendors ESET and Microsoft. ESET (2022d) clarifies used
malware by suggesting that Industroyer2 and a new version of CaddyWiper was used against net-
work partition of ICS based on Windows operation system used to control the targeted substa-
tions. The other destructive malware used against the network containing machines with Linux

and Solaris operation systems were AWFULSHRED, SOLOSHRED and ORCSHRED.

CERT-UA (2022aj) suggests that targeted the energy company was prefatory compromised on Feb-
ruary to create a foothold for launching the actual destructive cyber-attack against critical infra-
structure. As claimed by the CERT-UA the attack was successfully thwarted with the help of the

private vendors mentioned earlier.

APRIL 14, 2022

Phishing Campaign with IcelD Trojan

Targets: Civilians, Public Sector

Attribution: Wizard Spider

Another phishing email campaign was launched as suggested by CERT-UA (2022ak) warning. The
email included a Microsoft Excel file “MobiniszauiiHnii peectp.xls” [Mobilization Register.xls]
(CERT-UA, 2022ak) with malicious macro. When opened, the macro was used to download and ex-
ecute GzipLoader malware which was used to download and execute IcelD trojan used in the at-
tack. Even when the IcelD is classified as banking trojan it includes multiple features for data theft

and loading further malware.
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APRIL 19, 2022

Phishing Campaign on Facebook with Financial Aid Lure

Targets: Civilians

Attribution: Unknown

An unknown threat actor, as claimed by CERT-UA (2022al) was using a page on Facebook pretend-
ing to be page of Ukrainian TV channel Ukraine 24 for its phishing campaign. The malicious fake
page lured victims with providing a link to an external survey. Participants were promised to re-

ceive financial aid from EU countries.

Logistics Provider Targeted with Destructive Attack

Targets: Logistics

Attribution: Voodoo Bear (GRU)

A logistics provider on Kyiv was targeted with destructive cyber-attack according to Microsoft

(2022). No further details were released.

APRIL 22, 2022

DDoS Attack Against Ukrposhta

Targets: Postal Services

Attribution: Unknown

According to Reuters (Polityuk, 2022) Ukrainian Postal Service Ukrposhta was hit by a DDoS attack
that took down Postal Service’s systems and online store. The attack was launched when sales of
the famous Ukrainian propaganda postage stamp started. The stamp was referencing to the inci-

dent between Ukrainian soldiers and the warship Moskva on Snake Islands.

APRIL 26, 2022

Phishing Campaign Using Compromised Email Account

Targets: Public Sector

Attribution: Ember Bear (GRU)

A compromised email account of the Ukrainian government employee was used in a phishing cam-
paign, according to CERT-UA (2022am). The lure used in this campaign was COVID-19 theme with a
Microsoft Excel file “Aid request COVID-19-04_5_ 22.xls” (CERT-UA, 2022am) as an attachment.
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The malicious XLS file contained a macro which is used to create a Cobalt Strike Beacon and drop-
per malware to the host. Then the dropper downloaded and ran GraphSteel and GrimPlant back-

doors on infected system.

APRIL 29, 2022

Identified Cyber Reconnaissance to Transportation Sector’s Company

Targets: Transportation

Attribution: Voodoo Bear (GRU)

Cyber reconnaissance of Voodoo Bear was identified to target a Lviv based transportation com-

pany (Microsoft, 2022).

MAY 6, 2022

Possible Phishing Campaign Using CredoMap_V2 Malware

Targets: Unknown

Attribution: Fancy Bear (GRU)

Ukrainian CERT-UA (2022an) states it was provided malware sample for further examination. Pro-
vided file was a RAR archive “UkrScanner.rar” containing similarly named a SFX file. The file con-
tained a CredoMap_v2 malware’s new variant. The New variant sent stolen data back to the at-

tacker with HTTP POST requests.

MAY 7, 2022

Massive Phishing Campaign Using JesterStealer Malware

Targets: Unknown

Attribution: UAC-0104

A massive phishing campaign spreading JesterStealer malware was detected according to CERT-UA
(2022a0). The campaign used a war related lure since the topic of emails was “ximiuHoi atakn”
[Chemical attack]. The message had a Microsoft Excel file attached with a malicious macro. The
macro downloads and executes an EXE file used for downloading and running JesterStealer mal-
ware on the host. Jester Stealer was used steal information from internet browsers and other web
related clients (e.g., mail clients, FTP-clients, password managers, crypto wallets, etc.). Stolen data

was transmitted to the attacker’s Telegram channel through proxy and TOR network. CERT-UA
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also noted that the malware contained anti-forensics features and removed itself after the data

theft.

MAY 9, 2022

Spear Phishing Targeting a Government Employee

Targets: Public Sector

Attribution: Unknown

According Trellix (2022) a Ukrainian government employee was targeted in a spear phishing cam-
paign. The attack followed familiar path by having a password protected ZIP archive “HeobxiaHi
yactmHu.zip" [Required parts.zip] (Trellix, 2022) as an attachment and the email message’s body
included the password. The LNK shortcut file inside the archive executed PowerShell script to cre-
ate a webclient used to download malicious “helper.exe” executable file. The malicious file was a
stealer malware and it transmited stolen information back to the attacker with HTTP POST re-

quests.

Websites of Teleoperators Targeted with DDoS

Targets: Communications

Attribution: Unknown

The SSSCIP (2022a) released information regarding a massive DDoS attack as claimed by SSSCIP.
The attack was told to be targeting websites of Ukrainian telecommunications companies. Accord-

ing to the statement, the targeted websites were only partially affected.

MAY 12, 2022

Phishing Campaign Using Gammaload.PS1_v2 Malware

Targets: Unknown

Attribution: Primitive Bear (FSB)

CERT-UA (2022ap) released information from Primitive Bear’s phishing campaign. Topics of the
emails continued to follow current occasions of the war as the used lure was “lLloao nposeaeHHs
akKuii nomctn y XepcoHi!” [On revenge in Kherson!] (CERT-UA, 2022ap). The attached RAR archive
“Herson.rar” included a LNK shortcut file “NMnaH nigxoay Ta 3aknagaHHA BUOYXiBKM Ha 06'eKTax

KpUTUYHOI iHbpocTypKTypu XepcoHa.lnk” [Plan of approach and laying of explosives on objects of
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critical infrastructure of Kherson.Ink] (CERT-UA, 2022ap) used to load and execute an HTA file
which created two malicious files to the host and ran them. This led to downloading of Gam-

malLoad.PS1_v2 malware.

MAY 13, 2022

Cyber-Attack Targeting Lviv City Council

Targets: Public Sector

Attribution: Unknown

The city of Lviv’'s online services went down for less than a day as a result of cyber-attack. Also,
some of the city council employees’ computers were compromised during the attack. The un-
known attacker was claimed to have released at least part of the city’s stolen data on Telegram

(LMR press service, 2022; Shchepanskaya, 2022).

MAY 14, 2022

Phishing Campaign on Facebook

Targets: Civilians

Attribution: Unknown

Similar phishing campaign on Facebook was found when compared to the one discovered on 19th
of April. This time the phishing page on Facebook imitated Ukrainian TC channel TSN. The lure con-
tinued same financial theme providing a link to a survey and with a promise of "rpowosy
AOMoOMOry B pamMKax couianbHoi nporpamm OOH" [financial assistance under the UN social pro-

gram] (CERT-UA, 2022aq).

JUNE 2, 2022

Government Agencies Attacked with Cobalt Strike Beacon and Follina Zero-Day Vulnerability
Targets: Public Sector

Attribution: Unknown

CERT-UA (2022ar) published cyber-attack targeting Ukrainian government agencies with a mali-
cious email. The organizations were targeted with messages with an attached Microsoft Word
document “3miHn onnata npaui 3 HapaxyBaHHAMK.docx” [changes in payroll with accruals.docx]

(CERT-UA, 2022ar). The document contained a link to a malicious HTML where JavaScript was used
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to exploit two different remote code execution vulnerabilities (CVE-2021-40444 and zero-day vul-
nerability CVE-2022-30190, now known as Follina). These vulnerabilities were used to execute

PowerShell script used to download an EXE file containing Cobalt Strike Beacon.

JUNE 5, 2022

Soccer Broadcast Hijacked with Cyber-Attack

Targets: Media

Attribution: Unknown

According to OLL.TV (2022), and later on confirmed by SSSCIP (2022b), the TV broadcasts of quali-
fier game of the Football World Cup 2022 were interrupted on Ukraine when OLL.TV (the Ukrain-
ian platform for online broadcasting) was compromised in a cyber-attack (State Service of Special
Communications and Information Protection of Ukraine. According the SSSCIP the game broadcast
between Wales and Ukraine was replaced with a Russian propaganda channel Izvestia. At least five

different TV channels were mentioned affected to spread disinformation on Ukraine.

JUNE 10, 2022

Massive Cyber-Attack Targeting Media Organizations with Crestentimp Malware

Targets: Media

Attribution: Voodoo Bear (GRU)

Over 500 email addresses of media organizations were targeted with malicious emails according to
CERT-UA (2022as). The attack was very similar with attack occurred on June 2, 2022, only the lure
was changed to “CMCOK_nocmnaHb_Ha_iHTepaKTUBHI_KapTu.docx”

[LIST of interactive_maps.docx] (CERT-UA, 2022as) and different malware payload was used. The
attack continued to exploit same CVE-2022-30190 (Follina) vulnerability.

JUNE 20, 2022

Targets: Unknown
Attribution: Fancy Bear (GRU)
Fancy Bear launched its own cyber-attack campaign using Follina (CVE-2022-30190) vulnerability,

according to CERT-UA (2022at). The lure used in the attack was “Nuclear Terrorism A Very Real
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Threat.rtf” (CERT-UA, 2022at) and the chosen malware used to exploit victim’s host was Cre-
doMap malware. CERT-UA notes that the document used in the attack was modified on June 9,
2022 according the metadata. This opens up the possibility that the document file was the same

one used by Voodoo Bear on June 10, 2022.

Targets: Critical Infrastructure

Attribution: Wizard Spider

Wizard Spider was discovered launching own campaign using the same Follina (CVE-2022-30190)
vulnerability, according to CERT-UA (2022au). The difference to the GRU’s hacker units’ methods
was attach emails with a password protected ZIP archive “HaknageHHallltpadpHuxCanHKuin.zip”
[Imposition of Penalty Sanctions.zip] (CERT-UA, 2022au) containing a malicious Microsoft Word file
“HaknageHHs wrpadHux caHkuin.docx” [Imposition of penalties.docx] (CERT-UA, 2022au). The

messages were sent pretending to be coming from the State Tax Service of Ukraine.

JUNE 25, 2022

Spear Phishing Campaign Targeting Teleoperators

Targets: Communications

Attribution: Voodoo Bear (GRU)

The CERT-UA (2022av) released information of Voodoo Bear’s spear phishing campaign targeting
Ukrainian telecommunication operators. Email messages were discovered with topic “be3sonnaTtHa
nepBMHHa nNpaBoBa gonomora” [Free primary legal assistance] (CERT-UA, 2022av) and it contained
a password protected RAR archive “Anroputm giit uneHis cim’i 6e3BicTn BigCyTHbOIO
BiicbkoBocny»k60BUA LegalAid.rar” [Algorithm of actions of family members of a missing service-
man LegalAid.rar] (CERT-UA, 2022av). The archive included a single Microsoft Excel file
“Anroputm_LegalAid.xIsm” [Algorithm_LegalAid.xlsm] (CERT-UA, 2022av). Malicious macro on the
excel file run a PowerShell script to load an EXE file which was used to download and execute a

DarkCrystal remote access trojan.

JULY 5, 2022

Phishing Campaign Targeting Government Agencies

Targets: Public Sector
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Attribution: Ember Bear (GRU)

A new phishing campaign was targeting Ukraine’s government agencies with Cobalt Strike Beacon,
according to CERT-UA (2022aw). The lure used in the campaign was open vacancies on defense
sector, “CneuianizoBaHoi NpoKypaTypu yBiNCbKOBIlA Ta 060poHHIl chepi. IHpopmauis woao
HaABHOCTI BaKaHCil Ta ix ykomnnekTyBaHHA” [Specialized prosecutor's office in the military and de-
fense sphere. Information regarding the availability of vacancies and their staffing] (CERT-UA,
2022aw). The attack followed the same basic path with having a malicious Microsoft Excel file as
attachment “IHdopmauia Woa0 HAABHOCTI BaKaHCIM Ta ix ykomnnekTyBaHHA.xIs” [Information re-
garding availability of vacancies and their staffing.xls] (CERT-UA, 2022aw). The file contains macro
that was used to create and execute an executable file named as “write.exe”. As a next step, it
checked if a specific file was successfully written and then launched a PowerShell script. The script
disabled PowerShell’s logging and bypassed Microsoft’s antimalware scan interface, also known as
AMSI. If successful, the script decoded and decompressed its contents as a new PowerShell script

used to run Cobalt Strike Beacon.

JULY 11, 2022

Phishing Campaign Targeting Government Agencies

Targets: Public Sector

Attribution: Ember Bear (GRU)

Ember Bear’s phishing campaign using Cobalt Strike Beacon continued with a new lure as sug-
gested by CERT-UA (2022ax). “O6'egHaHunin odiLiliHWI 3BIT NPO rymaHiTapHy cuTyauito. YKpaiHa”
[Joint official report on the humanitarian situation. Ukraine] (CERT-UA, 2022ax). The email con-
tained, like in previous campaign on July 5, a malicious Microsoft Excel file “l'ymaHritapHa
KaTactpoda YKpainum 3 24 moTtoro 2022 poky.xls” [Humanitarian catastrophe of Ukraine since Feb-
ruary 24, 2022.xls] (CERT-UA, 2022ax). The macro created this time “baseupd.exe” executable file

for dropper which led ultimately to running Cobalt Strike Beacon on victim’s machine.

JULY 14, 2022

Online Fraud on Facebook
Targets: Civilians

Attribution: UAC-0100
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CERT-UA (2022ay) issued a warning regarding new phishing campaign spreading on Facebook. The
links on social media led to website “€EgnHuit KomneHcauinHnin LeHTp MNoBepHeHHN
HesunnayeHnux Mpowosmx KowTis” [Unified Compensation Center for the Return of Unpaid Funds]
(CERT-UA, 2022ay) which looked like it would be collecting financial aid for Ukraine. The malicious
website asked the victim to provide personal information and credit card information. CERT-UA

suggested fraud being a part of series of systematic and ongoing campaigns.

JULY 19, 2022

CyberAzov - A Fake DoS Android Application

Targets: Civilians

Attribution: Venomous Bear (FSB)

According to Leonard (2022) of Google’s Threat Analysis Group, Venomous Bear launched its first
malware campaign targeting Android based devices. The malicious application named as CyberA-
zov was hosted on website tricking visitors with Azov Regiment theme and claims of being an ap-
plication used to do denial of service (DoS) attacks against Russian targets. As suggested by Leon-

ard, the fake application is inspired by similar StopWar application used by IT Army of Ukraine.

GoMet Backdoor Targeting Software Company

Targets: Software, Public Sector

Attribution: Russia

As claimed by Cisco Talos’s Schultz (2022) a large Ukrainian software company was targeted by a
cyber-attack using modified version of GoMet backdoor malware. Several Ukrainian government
agencies are known to be clients of the company. As suggested by Schultz, the attack was most
likely trying to create initial attack vectors as a supply-chain attack. GoMet backdoor is pretty
simply malware, but it contains a noteworthy feature for daisy chaining its access on a victim ma-

chine or a network, being especially effective on segmented networks.

Massive Phishing Campaign with Stealer Malware

Targets: Civilians

Attribution: UAC-0041

A large phishing campaign using several different stealer malware was launched according to

CERT-UA (2022ba). The emails used topic “Octatounuin naaTixK” [Final payment] (CERT-UA,
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2022ba) and included a similarly named TGZ archive file as an attachment. In the archive was an
executable file that was used to download and execute malicious RelicSource from the attacker’s
OneDrive. This .NET program was used as an installer and it was having several sophisticated fea-
tures. It could decrypt at least five different cyphers and it contained multiple methods for estab-
lishing persistence on the victim machine. It also contained features to detect if it is being runin a
virtual machine to protect itself from analysis. As claimed by CERT-UA, the used stealer malware

were Snake keylogger and Formbook, both using Telegram for transmitting stolen data.

JULY 20, 2022

Phishing Campaign Using AgentTesla Stealer Malware

Targets: Public Sector

Attribution: Unknown

A new phishing campaign targeting Ukraine’s government agencies was discovered by CERT-UA
(2022az). The email contained a Microsoft PowerPoint presentation “Aonosigb_050722_4.ppt”
[Report 050722 4.ppt] (CERT-UA, 2022az) with a thumbnail image referring to the South (Code
name for operational command of Ukraine’s army). According to CERT-UA, the malicious macro
executed when the document was opened. It executed a sophisticated attack utilizing multiple ob-
fuscation methods (e.g., XOR, base64, Gzip, AES, etc.) and steganography applications. The in-

stalled and executed malicious payload to the system was stealer malware known as AgentTesla.

JULY 21, 2022

TAVR Media Hacked to Spread Disinformation

Targets: Media, Civilians

Attribution: Unknown

According to Ukrainian TAVR Media (2022) its servers used as a broadcasting platform was hacked.
The platform was used by nine major Ukrainian radio channels which were now exploited to
spread Pro-Russian disinformation with false claims regarding President Zelensky’s health and him

being in a critical condition.
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JULY 25, 2022

Spear Phishing Campaign to Ukraine’s Military Academy

Targets: Military, Academic

Attribution: Primitive Bear (FSB)

The national academy of security of Ukraine was targeted with a sophisticated spear phishing cam-
paign according to CERT-UA (2022bb). A vast number of emails was sent to private email ad-
dresses of the targeted victims with topics “IHbopmauiiinuii 6oneteHb” [Information bulletin]
(CERT-UA, 2022bb) and “Boliose po3nopaarkeHHa” [Combat order] (CERT-UA, 2022bb) spoofed to
look like coming from the academy. The emails contained attached letter with a malicious HTM
dropper used to create a RAR archive to the victim machine using filenames like “22_07_2022.rar”
(CERT-UA, 2022bb). Inside the RAR archive was a LNK shortcut file named with highly targeted lure
for the victim (e.g., “IHbopmaLinHMin BoneTeHb [lenapTaMeHTy KOHTPO3BiAKM CiyK6u be3nekn
YKpainu Big 22 nunua 2022 poky.Ink” [Information bulletin of the Counterintelligence Department
of the Security Service of Ukraine dated July 22, 2022.Ink] (CERT-UA, 2022bb)). When the file was
opened it downloaded and ran an HTA file containing a VBScript. The script used PowerShell to de-
code and execute the Gammaload.PS1_v2 malware. This attack also used Cloudflare DNS services
and other similar third-party services to mask IP addresses of attacker’s command and control

servers.

JULY 27, 2022

Online Fraud Campaign

Targets: Civilians, Financial

Attribution: UAC-0100

A criminal organization continued to use war and humanitarian related lures in their online fraud
campaigns, according to CERT-UA (2022bc). The messages spread on several popular messaging
applications were using “gonomoru Big YepsoHoro Xpecta” [aid from the Red Cross] (CERT-UA,
2022bc) as their topic. The messages contained links to fraudulent websites made to look like pop-
ular Ukrainian banks. The fake banks asked the victims to provide their banking information which

led to compromising their accounts.
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