M
Byt
- Haaga-Helia

Digital Marketing: Privacy Concerns of Consumers

Aysun Yesim Ozkdse

Haaga-Helia University of Applied Sciences
Bachelor’s Thesis
2022

Bachelor of Business Administration




Abstract

Author(s) )
Aysun Yesim Ozkdse

Degree
Bachelor of Business Administration

Report/thesis title
Online Marketing: Privacy Concerns of Consumers

Number of pages and appendix pages
24 + 1

This thesis is a research-oriented report and aims to identify privacy concerns of
consumers in online marketing as its main research objective. Furthermore, it analyzes
consumer views towards personalized advertisments and consumers’ awareness of tools
available to protect their privacy online as its sub-objectives.

Businesses in today’s modern, technologically advanced world, collect huge amounts of
data from consumers online to create and implement their marketing strategies. With data
collection being conducted, companies have the responsiblilty to protect consumer’s
privacy and compile with laws and regulations. This does not come without consumer’s
concerns regarding their online privacy.

A theoretical framework is established as a basis of the research topic. The contents of
which include online marketing, with specific regards to data collection and personalization,
online privacy, specifically consumer privacy concerns and the privacy paradox and laws
and regulations that help consumers protect their data online. In detail discussed are the
European Union’s General Data Protecton Act and specific tools available to consumers to
protect their online privacy. In order to establish the theoretical framework, books and
websites were as sources.

The research in the thesis is done with qualitative research methods, mainly personal
interviewes with three chosen individuals from various age groups and gender
representations to represent a wide range of European society. The research results are
analysed, summarized and answer the research objectives.

Lastly, this thesis concludes with further research suggestions into the impact of the
European Union’s General Data Protection Regulation on its consumers and the
implications for marketers the ever growing consumer privacy concerns will have.
Furthermore the author evaulates the thesis process and their own development during it.
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1 Introduction

Businesses are increasingly collecting and using data about current and potential custom-
ers to improve the effectiveness of their customer relationship management, sales, and
service. By receiving information about their customers’ transactions and behavior, as well
as their socio-demographic profile, businesses can better understand their customers’
preferences and desires. This enables them to build customer intelligence to improve stra-
tegic marketing decisions and improve customer relationships. (Kumar & Reinartz 2018,
279.) However, while companies have been increasingly collecting data on their custom-
ers, said customers have grown to become more reluctant with disclosing their personal
information or allowing the tracking of their online behavior due to privacy concerns. Addi-
tionally, increasing legal restrictions on the collection and use of personal data are creat-

ing new obstacles for businesses (Kumar & Reinartz 2018, 279).

As consumers spend more time online, whether to play, work, shop or conduct business,
privacy has become a major issue. What kind of data is collected online? Who oversees
its collection? Who should be held accountable for safeguarding personal information?

And how do we protect our privacy online?

1.1 Research objectives and questions

The main research objective is to identify the drivers of privacy concerns of consumers in
the context of digital marketing and their respective implications for companies. Further-
more, consumers’ views towards personalized advertisements in digital marketing will be
analyzed as well as their awareness of privacy protection tools. This thesis is research-
oriented with qualitative methods to understand concepts, thoughts, and experiences to
gather in-depth insight by both conducting interviews and analysing precollected docu-

ment data, such as the General Data Protection Regulation of the European Union.

1.2 Scope and delimitations

The following thesis aims to describe, understand, and interpret the phenomenon of grow-
ing customer privacy concerns in terms of online marketing and the implications it has on
companies’ digital marketing strategies. The focus will be on customers of the European
Union, namely three selected persons representing various age groups and gender
representation. While online marketing happens throughout the entire Internet, only the

market of the European Union will be considered for this research.



The interviews conducted are structured by having all interviewees answer the same
questions, although independently from each other. In the thesis it will be explained in de-

tail how said interviews were planned and carried out.

1.3 Key concepts

Online Marketing is defined as applying the Internet and related digital technologies to
achieve marketing goals. In practice, online marketing involves managing an online busi-
ness presence in many forms, including the company’s website and social media pages of
the company related to online communication technology, including search engine mar-
keting, social media marketing, online advertising, email marketing, and partnership
agreements with other websites. These techniques are used to support the goals of at-
tracting new customers and providing existing customers with services that help build cus-

tomer relationships.

Data Privacy or information privacy, is the area of data protection that specifically con-
cerns the proper handling of sensitive data, including not only personal data but also other
sensitive data such as certain financial data and intellectual property data. (Storage Net-

working Industry Association 2022.)

Personalization is the process by which companies tailor experiences and communica-

tions based on information they learn about individuals. (Salesforce Inc. 2022.)
The General Data Protection Regulation (GDPR) is a legal framework that sets out guide-
lines for the collection and processing of personal data from individuals residing inside

and outside the European Union (EU). (Proton AG 2022.)

A consumer is a person who purchases goods and services for their personal usage.



2 Theoretical framework

2.1 Online marketing

Before we can define online marketing, we must differentiate between digital and online
marketing. Digital marketing means applying the Internet and related digital technologies
in combination with traditional communication to achieve marketing goals. While that is a
simple definition of an incredibly wide range topic, this thesis will be focusing on the

sphere of online marketing, which is a subset of digital marketing.

Furthermore, there is a distinction to be made between direct and general marketing. Di-
rect marketing is a marketing technique based on individual customer records stored in a
database. These records form the basis for marketing analysis, planning, program execu-
tion and management of all these activities. Contrary to this, general marketing revolves
around creating a brand for each product and gaining market share for that product.
(Tapp, Whitten & Housden 2014, 4.) Online marketing is therefore a subset of digital mar-

keting and direct marketing, for the most part.

2.1.1 Data collection

To tailor their marketing efforts towards their current and potential customers, companies
need to have access to a wide range of data. This is often done by using a database that
holds customer information, which is the used to help create marketing strategies (Tapp &
al. 2014, 7). A marketing database can simply be defined by the following quote: “A mar-
keting database is a list of customers’ and prospects’ records that enables strategic analy-
sis, and individual selections for communication and customer service support. The data
is organised around the customer” (Tapp & al. 2014, 34).

The following four types of data are what marketing departments of a company would

want to store in their database:

- Primary data, such as names and addresses of customers, details of products
and/or services your organisation offers, pricing details, campaign details and defi-
nitions of various channels of distribution

- Secondary data, which is data used to qualify primary data, such as de-
mographics, lifestyle information, geographical profiles, or levels of penetration into
markets

- Performance data to record how your customers have responded, what they
bought, how much they spent, and to which campaigns they responded

- External data, covering everything rented or bought in lists to data from various
agencies that can enhance your base data

(Tapp & al. 2014, 34.)

Specifically in online marketing, data collection is done by the following means.



The most straight forward way of collecting your data online is done by companies simply
asking for it. When someone subscribes to a service, registers on a website, or make first
time purchase online, they are usually required to fill out a form. In this form, the company
requests at least their name and email address, but other demographic information is also
collected. Then companies can later conduct customer surveys to ask direct questions
commonly used to build customer profiles. As well as directly asking customers for their
information, companies also have the technology online to pull customer data from a large
number of online sources. Of course, the most obvious place is their own website, most of
which are now equipped with cookies and web beacons. These technologies allow a com-
pany to track a visitor's browsing history even if the visitor leaves the company's website
and moves around the internet. The cookies allow businesses to know where their cus-
tomers are, what they browse, and where they go after visiting their website, so they can
then retarget their customers with their ads. This is the reason why after looking at specific
products on one website, consumers will find ads on the same product or product cate-
gory on different platforms.

Social media is also an important data source. This is especially true, for example, if a
customer uses their Facebook account to log into a third-party application provided by a
company (such as Spotify). That said, the data that costumers share publicly on social
media is accessible to anyone online.

Email tracking is another method. This allows businesses to know not only when a recipi-
ent has opened an email, but where and on what device. Similarly, apps embedded in
third-party “trackers” are also sources of customer data. Some of this data is analyzed to
better understand how the app is used, but much of it is also used for targeted advertising,
behavioral analysis, and location tracking. According to research by Exodus Privacy and
Yale Privacy Lab, more than three out of four of his Android apps contain at least one
third-party his tracker.

With customer data, businesses can improve customer experiences, improve marketing
strategies, drive targeted advertising, and (if enough is collected) generate new revenue
streams by selling data to data companies. Of course, there are data protection regula-
tions such as the EU General Data Protection Regulation (GDPR) that all companies that
start collecting customer data must comply with. But for organizations that want to use
customer data for business purposes, it all starts with collection. But collecting is just the
beginning. The real challenge is to analyze everything and turn the gained insights into

valuable marketing strategies and efforts.

Collecting customer data has become a key priority for businesses. As more sophisticated
technologies are developed to collect and analyze customer data, organizations will be

better able to contextualize it, extract insights from it, and monetize it. In the era of always-



on connectivity, smartphones, wearables, and the Internet of Things (loT), customer data
is collected 24/7. Computers can identify your voice through a microphone, recognize your
face through the eyes of a camera, record your biometric details through portable devices,
track your internet browsing history through cookie technology, locate your exact location
with GPS tracking. And with all that data, computers can create a more accurate profile of
a company's customers, predicting what they think, what they like, and most importantly,

what they spend their money on. (William Goddard 2019.).

2.1.2 Personalisation

After companies have collected consumer’s data throughout their online activities, they
can then take the next step in using said data to personalize their marketing efforts to-
wards the individual consumer, which is increasingly becoming a customer’s expectation

of marketing.

There are two key methods of personalization: user-defined and behavioral personaliza-
tion. Simply put user-defined personalization means letting the consumer tell you what
they want, while behavioral personalization means learning from the consumer what they
want. (Kingsnorth 2016, 204.)

User-defined personalization requires that individuals are willing to provide data to allow
marketers to tailor communications to them. This includes demographics, interests, rou-
tines, etc. which can be collected through any channel, such as an online form. This
method of personalization comes with its own challenges. If a consumer does not want to
provide their information to the marketer, their entire personalization model falls apart.
This will result in some customers receiving personalized and some generic communica-
tions, which then may require a company to run two separate communication programs.
Furthermore, this realization will have to be included into every marketing decision, which
can lead to mistakes due to its complex nature. Additionally, user-defined personalization
relies on the data being accurate. Not every user will always provide their real data, but
fake ones — data such as birth dates, interests, gender, etc. could be false which can lead
to embarrassing and brand damaging consequences if companies send for example an
old man a voucher for a teenage clothing. Lastly, this personalization model assumes that
consumers know themselves. Not always do people know what they really like, and
memory is not always reliable, meaning, a consumer might give a genuine answer, but it
might not be correct.

Summarized it can be said that while user-defined personalization comes with strong ad-
vantages, marketers will need to be completely sure of the reliability and accuracy of their

received data.



As mentioned, behavioral personalization is the area of personalization where marketers
can learn from their customer’s behavior with the power of big data. Data is one of the
greatest assets a business can have, and the sheer amount of data that can be gathered
from web analytics, buying funnels, research, finance, and many other areas opens up an
incredible number of possibilities for marketers.

Behavioral personalization obtains cues about a person's behavior from signals received
through various data collection points, such as: visiting websites, opening emails, and in-
teract with certain online content. This data can be fed into models that make real-time de-
cisions. Behavioral personalization creates the opportunity for companies to tailor their
marketing information so that the consumer only receives what is relevant to them. Things
like spam emails will not bother the consumer anymore and marketing effectiveness will
soar for businesses.

Just like with the user-defined personalization model, this one comes with its own chal-
lenges, too. As well as with the previous model, using the gathered data on consumer be-
havior correctly is key. The interpret behavioral data, marketers will need to draw certain
assumptions and conclusions, which will then have to be the correct ones. Otherwise, the
high-quality data gathered can become useless fast. Therefore, the made assumptions
must be made in a very careful manner. Lastly, data privacy is an ever-relevant challenge
in this area of personalization. Consumers are becoming more apprehensive about dis-
closing their data, and regulations continue to limit businesses' ability to obtain and use
that data.

I's important to know that these methods of personalization aren’t mutually exclusive.
Both models have their time and place and it’s up to the company which to use when and
where. It's with the possibilities of modern technology that helps companies go far beyond

simple personalization models and segmentation. (Kingsnorth 2016, 204-209.)

2.2 Online privacy

Internet privacy, also referred to as online privacy, refers to the right to personal privacy in
relation to the reuse, storage, provision to third parties, and display of user information on
the Internet. It also covers the privacy and security level of Personal Destiny posted on the
Internet and is a broad term that refers to a range of techniques, factors and technologies

used to protect personal and sensitive data, preferences, and communications.

As e-commerce continues to grow and gain popularity online, internet privacy has become
extremely important for business owners and managed IT service providers. Businesses
and users continue to be concerned about threats and privacy breaches as the risk of in-

formation ending up in the hands of cybercriminals is greater than ever.



Online privacy is a major concern for Internet users who plan to visit social networks, shop
online or participate in online games because they want to protect their privacy. A victim's
identity can be stolen or used fraudulently by cyber criminals who simply compromise the

victim's password. (Dynamix Solutions Inc. 2017.)

2.2.1 Customer privacy concerns

Customer privacy concerns have increasingly grown over the last decade which can be
attributed to a variety of internal company factors as well as external ones (Kumar &
Reinartz 2018, 280).

Internal drivers of customer privacy concerns can be defined as the following: Collection,
Control, Awareness, Errors, Improper Access, and Unauthorized Secondary Use (Kumar
& Reinartz 2018, 280).

Collection refers to the way companies collect consumer’s information. It can be defined
as the extent to which an individual is concerned about the amount of personal-specific
data held by others in relation to the value of benefits received. Collection summarizes
consumer concerns about the amount and the way in which their private data is collected
by companies.

Control of consumer’s information is done by the consumer approving of the collection of
their personal data, the modification of it and the right to opt-in or opt-out of the collection.
Awareness refers to the communication from companies of their data collection to the
consumer. Is the consumer aware of a company collecting their personal information and
are they aware to what extent this is being done?

Consumers’ privacy concerns can additionally be driven by the fear that information is not
correct, referring to the established category of Errors and Improper Access, the fear that
information is accessible to parties that the consumer didn’t consent to. Lastly, consumer
concerns also stem from the worry that their personal data will be used in a way they
didn’t agree to — referred to as Unauthorized Secondary Use. (Kumar & Reinartz 2018,
281-282.)

In addition to these internal factors that can drive consumer privacy concerns there are
several external drivers as well. The Internet, technological advances, public media cover-
age and governmental regulations, which all influence each other, foster fears and con-

cerns in consumers. (Kumar & Reinartz 2018, 283.)

Customer privacy has always been an important issue in marketing, but it has become
even more important with the advent of the Internet. The online environment also presents

new and different conditions for organizations in their data collection and data processing



efforts. Businesses can develop customer profiles, behavioral profiles, and insights to tar-
get and differentiate their customers. In the online environment, there are several methods
of collecting customer information. As such, a trade-off between the benefits of providing
personal information (name, address, credit card number, etc.) versus the fear of threats
associated with sharing such sensitive information is faced. It has even been argued that
it is nearly impossible for customers to conduct online transactions without disclosing in-
formation about themselves. But what makes customer privacy even more of a concern is
the approach companies are taking. One example is the use of behavioral advertising.
This is a personalized advertising message based on the customer's previous surfing be-
havior and online purchasing patterns. But the rise of his social media sites online, includ-
ing Facebook and Twitter, means that customers are voluntarily sharing personal infor-
mation, giving advertisers detailed insights that can be used for customer segmentation
and targeting. Additionally, there may be privacy concerns related to the potential expo-
sure of sensitive customer information. In summary, the Internet often threatens privacy
and can undermine a company's marketing performance in the long run. (Kumar &
Reinartz 2018, 283-284).

With online privacy concerns, the ever-growing advancement of technology cannot be ig-
nored. Various technological innovations have made it easier for businesses to collect,
process and use customer data to gain a competitive advantage, but they have also
raised concerns about customer privacy. The main innovations being mobile and smart
phones as well as location-based services. Location-based services for example give
companies the chance to tailor their online marketing to the consumer based on their loca-
tion. (Kumar & Reinartz 2018, 284-285). These tailored advertisements can give consum-

ers the feeling of “always being watched”, losing control over their personal information.

Furthermore, over the past decade public media has increased its coverage of privacy is-
sues in both online and print media which shaped the concerns of consumers. The media
coverage plays an important role in shaping perception of the public and can ultimately
lead to increased privacy concerns among consumers. Especially social media platforms
like Facebook and Twitter can help spread privacy issue news worldwide and in no time.
Lastly, governmental regulations, or the lack of them, also have a powerful impact in

shaping consumer privacy concerns. (Kumar & Reinartz 2018, 286).

Customer privacy concerns can in summary arise from various internal and external driv-
ers and it’s up to online marketers to respond to said fears in order not to lose their con-

sumers’ trust and willingness to purchase their goods and services.



2.2.2 Privacy paradox

The privacy paradox is a phenomenon describing the relationship between consumer’s in-
tention to disclose personal information and their actual personal information disclosure
behavior. This phenomenon is based on experiments, research, or general behavioral ob-
servations. Before it received its name, early studies revealed that there is an incon-
sistency between the privacy concerns consumers have disclosed and their actual behav-
ior. In 2007 an article called The Privacy Paradox: Personal Information Disclosure Inten-
tions Versus Behaviors gave the phenomenon its name. Many studies have been con-
ducted on the privacy paradox which reach different findings. One the one hand it has
been concluded that people fail to take easy privacy protection measures, despite ex-
pressing privacy concerns. On the other hand, it has been found that people will share
their personal data with third parties for incentives like small amounts of money even

though they have expressed that they value their privacy highly. (Solove 2020, 5.)

Professor Daniel Solove of George Washington University Law School argues that the pri-
vacy paradox can be divided into two arguments: The behavior valuation and the behavior
distortion argument. According to Professor Solove the behavior valuation argument
states that consumer’s behavior is a more accurate measurement of how they value their
privacy than their expressed attitudes towards it. Meaning, the behavior valuation argu-
ment proposes that consumer’s revealed preferences are a better indication of their views
towards their privacy than their stated preferences. This argument claims that the privacy
paradox demonstrates that consumers do not highly value their privacy and easily trade it
away for goods and services. Therefore, privacy regulations should focus on consumer’s
behavior instead of their stated preferences because consumers revealed that they aren'’t

as concerned about their privacy as they say they are.

The contrary argument Professor Solove proposes is the behavior distortion argument.
This argument claims that consumer’s behavior does not necessarily reflect their actual
preferences towards their privacy. Consumer’s behavior is distorted by several influences
such as biases and heuristics, framing effects and behavioral manipulation and skewing.
Biases and heuristics, so Solove, mean that consumers experience a certain degree of
difficulty figuring out what to din in complex situations that involve cost, benefits, and risk.
This also comes with the fact that consumers favor instant gratification, giving up their per-
sonal data without considering the long-term consequences and costs this can mean.
Framing effects refer to the timing when privacy notices are presented which, according to
Solove, significantly affect consumer’s decisions to disclose their personal data. Things

like the wording, the information they’re given, and the range of choices are drivers for
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consumer’s data privacy decisions. Behavioral manipulation refers to the fact that con-
sumer’s behavior is being manipulated by businesses and skewed by technological de-
sign. But consumers aren’t only manipulated directly but sometimes also by their environ-
ment. For example, consumers today expose their personal information on social media
openly and freely because the Internet makes it easy to do so. People say things online
that they normally wouldn’t do so when faced with other people in real life.

At the end, Whether the design is intentionally created to manipulate consumers or unin-
tentionally distorts their behavior, it leads to the same result. People share data in ways
they might not otherwise share.

Lastly, Professor Solove points to the fact that consumers generally have inertia when it
concerns the steps to be taken to protect their online privacy. Privacy notices are hardly

read, and default privacy settings are rarely changed.

According to Professor Solove, the privacy paradox does not exist because privacy is not
an all-or-nothing concept — it is about boundaries and controlling data flow. The author of
the thesis agrees with Professor Solove; concepts and phenomenon are never a black
and white issue but complex and need to be looked at from different angles and perspec-
tives. Therefore, fact that consumers share their data does not mean they do not care
about their privacy.

Additionally, it is to be mentioned, that privacy has many dimensions. Privacy laws and
regulations make sure that even when consumers provide their personal information, or-
ganizations must keep that data secure. Thus, when consumers share their data, they
aren’t giving up all their privacy. They are allowing companies to use their data in certain
ways but retain their various rights to their privacy of said data. By sharing data, consum-
ers aren’t sacrificing all their privacy but rather increasing privacy risks to certain extents.
(Solove 2020, 8-24.)

2.3 Laws and regulations

Data protection standards are increasingly high, and companies are faced with the in-
creasingly complex task of verifying the legal compliance of their data processing, espe-
cially in an international context. By its very nature, data can easily cross borders and
plays a key role in the global digital economy. Data has become a precious commaodity in
recent years and is even called the currency of the future. The processing of personal
data takes place in various spheres of economic and social activity, and advances in infor-
mation technology greatly facilitate the processing and sharing of such data. In this con-
text, the European Union has adopted the General Data Protection Regulation to further

harmonize data protection rules within EU Member States and to raise the level of data



11

protection for persons concerned. Due to its wide cross-border reach, it will also affect

many companies based outside the EU. (Voigt & von dem Bussche 2017, 1).

2.31 GDPR

The GDPR was adopted in 2016 to replace the 1995 Data Protection Directive. It is the re-
sult of a gruelling negotiation process that involved numerous changes to the legal text,
which lasted 4 years before the adoption of the final regulation. The fragmentation of data
protection in EU Member States and the resulting legal uncertainty have been seen as an
obstacle to the conduct of economic activities at the EU level and as a distortion of com-
petition. Unlike the Data Protection Directive, this regulation applies directly to recipients,
without further enforcement measures imposed by EU member states. By coordinating
data protection rules, the GDPR increases legal certainty and removes potential barriers
to the free flow of personal data. The EU aimed to restore people's trust in the responsible
processing of their personal data to revitalize the digital economy in the EU internal mar-
ket. This required companies not only to strengthen their existing obligations under the
GDPR, but also to meet the new data protection obligations. Considering the challenges
of the global economy, new technologies and new business models, legislators have cre-
ated a very broad field that affects many businesses. As data protection obligations as
well as future fines increased significantly, companies had to carefully restructure their in-
ternal data protection procedures to comply with the GDPR. (Voigt & von dem Bussche
2017, 2).

After billions of people entrusted their personal information to online companies, their per-
sonal information was compromised and misused. The GDPR is the most ambitious regu-
latory effort yet to be implemented. Businesses have quietly harvested data for profit and
influence. The Facebook Cambridge Analytica scandal is just one of the high-profile epi-
sodes that have unfolded over the years. Uber, Google, Apple, and other companies big
and small are systematically violating the privacy of millions of people. Data protection has
failed miserably, even though businesses are fair and transparent in their data manage-
ment. Almost every large enterprise has had to deal with data breaches. Massive
breaches make headlines, but small businesses are a favorite target for cybercriminals
because of their weak defences.

Through the GDPR, the EU aims to restore some of the same basic security and privacy
safeguards from the physical world to the digital world, such as door locks and liability for
negligence. Online organizations that fail to protect the personal data of EU individuals
can face fines of up to 20 million euro or 4% of global revenue, whichever is greater. The

GDPR gives certain rights to technology users, including the right to control and access
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data and request data deletion. Organizations must now use security tools such as en-
cryption to minimize harm to users in the event of a data breach. Overall, the GDPR es-
tablishes a new way of thinking about personal data. Personal data belongs to people, not
companies. The law gives millions of internet users in the EU more powers than ever to

protect themselves. In the following, some of the most important ways will be listed.

End-to-end encryption: Ad-based companies like Google and Facebook don't need to
read documents, searches, and emails, but they do anyway because it's part of their busi-
ness model. With GDPR and clear references to encryption, many companies are adopt-
ing end-to-end and zero-access encryption technologies. These security tools ensure that

no one other than the consumer, the data owner, can access their data.

Consent. The GDPR guarantees that companies will only be able to send consumers mar-
keting emails or collect their personal information if the consumer explicitly agrees. Chil-

dren under 13 cannot give consent without parental consent.

Accountability: The GDPR legislates that companies that fail to ensure their consumer’s
data privacy will be fined up to 20 million euro; one of the many reasons the GDPR is the

harshest data privacy regulation in the world.

The core rights of consumers in the GDPR are summarized in the following list:

- The right to be informed how personal data are used

- The right of access to personal data organizations are holding

- The right to correct personal data that’s inaccurate or incomplete

- The right to request the deletion of personal data under certain circumstances

- The right to restrict or pause the processing of data if there are irregularities

- The right to have an organization send personal data it holds to other companies

- The right to object to data processing

- The right to protection from harmful automated decision-making processes
(Proton AG 2022.)

2.3.2 Online privacy protection tools

As consumers use the internet in their daily lives, they’re often asked to disclose their per-
sonal information that uniquely identifies them. This includes information on name, ad-
dress, phone number, birth date, credit card and bank account numbers as well as their
age, religious faith, marital status, and shopping history. All this information can and is be-
ing then combined by marketers to develop profiles on consumers. Websites often will
also collect consumer information in the background with things like Internet cookies and

mobile phone hardware identifiers (for example device IDs).
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Sharing personal data with companies comes with many benefits, but if consumers aren’t
careful about what information they provide to which companies, unexpected or undesira-

ble consequences, like unwanted marketing and intrusive advertising can follow.

To protect their online privacy and limit the information they share, consumers have a vari-

ety of tools available to them.

Firstly, consumers can make sure they know their options when using web browsers or
signing up for online stores. The options, such as the privacy settings of browsers and
websites, often allow the limitation of certain types of tracking cookies or the opportunity to
opt-out of marketing emails after signing up in an online store. Not accepting default set-

tings unless they represent the privacy level consumers desire is important.

Additionally, the usage of strong and secure passwords is an important tool to protect con-
sumer privacy and information security online. Password managers can help to create
such strong and secure passwords and can easily store them together in one place.

Next to strong and secure passwords, the usage of two factor authentication is recom-
mended. Often, services such as online banks and social networking sites will offer their
customers an opportunity to not only login with a password but with a code that is sent to
their phone number or email to ensure only the consumer has access to their personal
data.

In addition to only sharing personal information with companies and websites consumers
trust, consumers should further only share their data with secure sites. Websites that start
their web address with https (instead of http) can be recognized as secure and safe. (Mar-
yland Attorney General’s Office. 2022.)

The most known security measure amongst consumers is the usage of a VPN. VPN
stands for Virtual Private Network and is a service that protects consumer internet con-
nection and online privacy by redirecting the network through a specifically configured re-
mote server managed by the VPN host. This means that when a VPN is used to browse
online, the VPN server becomes the data source. Internet Service Providers (ISPs) and
other third parties cannot see the websites consumers visit or the data they send or re-
ceive online. A VPN acts as a filter that turns all data into encrypted data. Meaning, even if
someone has access to the data, it's useless because they can’t read it. (AO Kaspersky
Lab 2022.)
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3 Research

3.1 Research methods

This chapter will introduce the research objectives of the thesis and the methodology used
to answer the research objectives. It will furthermore describe the background and ra-
tionale for the methodology, explaining why it was chosen over other available research
methods. In addition, this chapter will focus on the implementation of the chosen research
method and the results of data collection. The following chapter will then outline the re-

sults of the data analysis.

The main research objective of this thesis is to answer the question of what consumer
concerns are regarding their personal data in online marketing. The sub objectives that
are going to be answered are consumer’s views towards personalized advertisements in
online marketing and their awareness of tools available to protect their privacy online.
These objectives have been chosen to gain familiarity with the phenomenon of online pri-

vacy views of consumers and achieve new insights.

As this thesis is a research-oriented report, a choice between quantitative or qualitative
research methods had to be made. Both methods collect different data; quantitative re-
search is applicable to phenomena that can be expressed in numbers and graphs and to
established generalized facts by confirming or denying theories, Qualitative research is
concerned with qualitative phenomena, for example when examining human behaviour

and their causes to understand concepts, thoughts, and experiences. (Kothari 2004, 3).

This thesis will be using qualitative methods, mainly personal interviews, to collect the
data necessary to answer the research questions. Since the research objectives of this
thesis aim to understand consumers’ thought processes and their motivation for privacy
concerns online, qualitative research is best suited. A mixed approach of both quantitative
and qualitative research was also not appropriate for the nature of this thesis, because the
phenomenon of online privacy concerns cannot be expressed through generation of quan-
titative data. The research objectives represent consumers’ subjective feelings and wor-

ries, which are best investigated by personal interviews with said consumers.

Personal, structured interviews with three chosen individuals from the EU were conducted
for this thesis. Structured interviews involve a set of predetermined questions by the inter-
viewer; all interviewees were asked the same set of questions, independently from each

other. Structured interviews were chosen so that the answers from all interviewees can be

easily compared to each other to get a deeper understanding of consumers’ concerns of
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their online privacy as well as their awareness of tools to protect it. The opportunity with
this kind of interview is the fact, that more information can be gathered in depth and
there’s greater flexibility with the ability to restructure questions in case of uncertainties or

questions interviewees might have.

3.2 Implementation

To conduct successful interviews, the interviewer must plan the process in advance, such
as preparing the interview questions to get an understanding and insights into the re-
search objective. For this purpose, six well-crafted interview questions were prepared.
The questions in interviews should not be easily answered with Yes or No but give the in-
terviewees the opportunity to share all their thoughts and feelings they have regarding the
research objectives. Additionally, the interview questions should be non-leading to avoid
pushing interviewees down a certain path and therefore manipulate the answers given.

The research questions can be found in Appendix 1.

To represent a wide range of European society, three people from various age groups and
gender representations were chosen as interviewees to answer the prepared questions.
They were then asked if they would feel comfortable being part of the research process of
this thesis and invited to either in person interviews or over video chat, since not all inter-

viewees live near the thesis author.

The interviews took approximately one hour each and were recorded with the consent of

the interviewees, for later transcription and analysis of the given answers.

Lastly, the interviewees will not be mentioned by their full names but with initials, to keep

their anonymity.

The following people were interviewed: Interviewee S.S., male, 20 years old and a univer-
sity student. Interviewee 1.0., female, 26 years old and a healthcare professional. And
lastly interviewee J.S., male, 33 years old and a postal worker. In the following chapter the

results of the transcribed interviews will be presented and summarized.



16

4 Results and Discussion

4.1 Interview results

The first question that was asked of each interviewee was “What does personal/private
data mean to you in an online context?”. Interviewee S.S. answered that personal data in
an online context means his physical location that is accessible to website or app runners,
his search history on the internet and his IP address. The other two interviewees gave
more in depth answers such as 1.0. for whom personal data means sensitive personal in-
formation that can and will be collected about her person, like her IP address, her name,
birth date, address, residence, search history and so on. She summarized it as every little
detail that's somehow connected to her personally. Postal worker J.S. indicated that per-
sonal data in an online context is anything that he wouldn’t want the public at large to
know. This includes data such as his address, social security number and health status.
He also suggested that for other people, personal data might also mean their full name,
martial status, political leanings, employment status and sexual orientation, to name a full
example. On the clarifying question asked by the interviewer if J.S. does not consider his

full name his personal data, he answered that he considers that public data.

The next question interviewees were asked was why or why not would they share their
data with companies online? Interviewee 1.O. is vehemently against it, because she
doesn’t want her data to be collected or even published — even if that was done anony-
mously. Her data should, according to her, only belong to her and nobody else should
have access to anything related to her person. The internet, so the healthcare worker,
should be a safe space without companies trying to collect data from innocent people.
Contrary to 1.O., interviewee S.S. shares a completely different opinion, in which he
doesn’t mind if companies collect his data online, as long as it’s not shared publicly. He is
aware that a lot of apps and programs online are free to use because of him giving away
his data, and he appreciates paying with his data instead of real money. Similarly, inter-
viewee J.S. would and does share his data with companies online to get access to their
services; many free to use websites and apps such as Youtube, TikTok, Twitch and Twit-
ter have their business models based around advertising to you based on the information

you’ve given them with cookies and your usage habits.

The third question that was asked was “How much information and what kind of infor-
mation do you think companies have of you online?”. While S.S and I.O. shared both that
they think companies have their IP-address and location, S.S also specified that he thinks

companies know his health information since he wears smart watches. On the other hand,
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J.S. believes that companies know more about him at this point than he knows about him-
self. Especially Google has had many years to figure out who he is and what he likes,
what his habits are etc. They know where he is at all times because of his phone, they
know what he’s searching online using their search engine — by that they know what politi-
cal content he consumes and his political leanings, they know what video games he plays
and what he does in his free time. They also know, so J.S. believes, where he works be-
cause of his location data, and they know who he has saved as his contacts since he uses

a Google created Android phone.

In relation to the last question, the interviewer then asked what the interviewees views to-
wards personalized advertisements were. |.O. shared that she does not like them at all
and finds them creepy because in her believes, nobody should know what she’s looking
up online or what kind of clothes she likes or what she recently bought. She acknowl-
edges that other people might find this useful to find items like their previous purchases
but personally is not a fan. Contrary to this, S.S answered that he doesn’t mind them if
they don’t appear instantly after he’s talked about something. J.S. also has the opposite
opinion of 1.O., he enjoys personalized advertisements because he doesn't live under the
illusion that advertisements don’t influence him, so knowing that and knowing Google Ad-
Sense being the biggest ad platform in the world with some of the most sophisticated al-
gorithms working on almost infinite data points, he is fully aware that personalized adver-
tisements will show him exactly what he’d want in a product. J.S. also shared that it isn’t
always successful showing him advertisements he would be interested in, but he suspects
it is because Finland isn’t a huge ad market compared to the rest of the world and be-
cause he has relatively niche interests, making advertisements specifically tailored to him

not available.

The following question that was asked was if the interviewees are concerned regarding
their personal data that they’ve shared online or has been collected of them and if so,
what their concerns are. All interviewees gave very differing answers. University student
S.S is not concerned at all about the data he’s shared or has been collected of him online,
but he can imagine others being afraid that companies know almost everything about a
person. While S.S. isn’t concerned at all, 1.O. shared that she is concerned about compa-
nies collecting her data online even though she says she is just another small person that
companies don’t specifically care about but collect her data to improve their websites, ad-
vertisements, and work in general. She would rather prefer if they could collect data with-
out it being possible to be traced back to her person. She also shared that collecting data
isn’t always bad when speaking about the topic of online crime. Another different view-
point is the one of J.S. who has, according to him, completely given up on the concept of

online privacy. Terms of services are too hard and long to read for a normal person and
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he shared that he has agreed to many of them without knowing what they entail. His major
concern moreover is data leaks and his personal details getting into the hands of mali-
cious actors because he has seen the huge amounts of damage that people can do with
very little information. That being sad, he is at the same time not extremely paranoid be-
cause he understands that even if someone somehow got access to all his user data of
companies like Google or Twitter, he would be a very low priority largely due to being not

famous and not rich.

Lastly, all interviewees were asked if they are aware of tools that can protect their privacy
online and if they would use them or not. S.S shared that he knows about VPNs and ad
blockers that also block cookies. He sometimes uses VPNs but not for privacy reasons,
more so for availability of content, that isn’t possible to be viewed from his country. The
same applies to ad blockers, so S.S. 1.0. answered that VPNs seem like a really good
way to keep her information private. Although the more advanced one’s cost money, she
still prefers to surf the internet with one. The health worker also shared that she is aware
of being able to surf in incognito mode, but she still gets personalized advertisements
even then, so she doesn’t trust that it works its intended way. The first tools that come to
mind for J.S. is the EUs GDPR data protection act that allows any person to request their
data to be deleted by any company and that company must respond or they will get in
very large financial and legal trouble. For him, there’s also the option of using a VPN like
surfshark and NordVPN to take a more proactive approach to protecting his data. Lastly,
J.S. shared that there’s also mass deletion tools for your old messages or posts on the in-

ternet which have helped him clean up his online post history in the past.

4.2 Views towards personalized advertisements

Personalized advertisements can shortly be defined as the delivery of customized content
to consumers through data collection, its analysis and implementation. (Jen Murray 2017.)
As previously established, consumers are becoming more apprehensive about disclosing
their data, while at the same time expecting personalized marketing efforts towards them
by companies. (Kingsnorth 2016, 204-205.) This seemingly paradox thinking of consum-
ers is represented also in the results of the conducted interviews. While one person stated
that they are apprehensive and even completely against personalized advertisements,
others enjoy them and expect them to be tailored towards them. As one of the interview-
ees mentioned, sometimes consumers will get advertisements seemingly tailored towards
something they’ve only said out loud and not searched online or bought online. While this
can scare consumers into believing their phones or other electronical devices are listening
and spying on them, it is mostly likely not the case. This belief would mean that compa-

nies are recording everyone, analysing those recordings, and storing them in their data
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bases. Even though with technological advances the gathering and storing of data has be-
come cheaper, the computing power requirements to process the amount of that being
produced by billions of cell phones listening to conversations would be an unrealistically
large amount. What is more likely happening is the fact that companies can predict what
products and services consumers want to see advertised to them, through their analysis
of consented data they provided online.

The desire by consumers to see advertisements that are personalized towards them, de-
scribed by Kingsnorth, is also represented in the study findings.

It is not surprising to find both views towards personalized advertisements represented
also in the target demographic displayed by the interviewees, as views on most things can
be either positive or negative. Based on this, it is interesting to find that some consumers
will not have a distinct positive or negative view on personalized advertisements, they let
them happen and don’t think too much about them. It can be assumed that they're still in-
fluenced by those advertisements, since they improve the selling of products or services
of companies, otherwise those advertisements wouldn’t be as widespread as they are

nowadays.

4.3 Awareness of privacy protection tools

Consumers have a wide array of tools available to protect their privacy online. As previ-
ously established privacy can be protected by managing privacy settings in browsers and
apps, using two factor authentication, strong and secure passwords and only sharing per-
sonal information with companies and websites that consumers trust. (Maryland Attorney
General’s Office. 2022.)

A more hands-on-tool to privacy protection is the usage of Virtual Private Networks, or in
short, VPNs. The interview candidates were all aware of the existence of VPNs and
shared that they all have been using them. Not always was this for the purpose of privacy
but also to access content not available at their location, which is another feature VPNs
offer. Only one interviewee mentioned the European Union’s General Data Protection
Regulation, the other two were asked if they too knew of this regulation, which they de-
nied. Furthermore, the interviewee who mentioned the existence of the GDPR only knows
one function of it — the request to have your data that companies store deleted.

None of the interviewees are aware of the core rights being issued to them as consumers
by the GDPR. The author of the thesis concludes from these findings that most people are
aware of some privacy protection tools, prominently the ones being advertised to them like
VPNSs or ad blockers but aren’t aware that there are actual laws and regulations that pro-
tect their privacy as consumers online as well. Most consumers seem to care about their

online privacy when asked, some using tools such as VPNs and ad blockers to escape
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personalized advertisements, but often it appears to be the case that consumers don’t
necessarily know their rights regarding their personal information online — may that be the

collection, distribution, or usage of it.

4.4 Summary

The thesis’ main objective is the question if consumers have concerns regarding their per-
sonal data in digital marketing and if so, what those are. Established in the theoretical part
of this thesis, consumer privacy concerns have increasingly grown over the last decade
and can be attributed to a variety of internal company factors as well as external ones
(Kumar & Reinartz 2018, 280).

Through the qualitative research, the author has gathered different views on the objective
of the thesis, although most of the interviewees answered that they are concerned about
their online privacy. The fear of the data of consumers ending up in data leaks is present,
as well as the aversion of their data being collected at all by companies and their market-
ing teams in specific. Consumers are also concerned about what they agree to in compa-
nies’ Terms of Service but still take the trade off to be able to access products and ser-
vices. It is especially interesting to note that even while consumers are concerned for the
privacy of their personal data, not all are aware of many privacy protection tools, laws and

regulations.

In conclusion, consumers are concerned about their online privacy and with the advance-
ment of technology and with that the advancement of marketing strategies, it can be con-
cluded that consumers will also grow more concerned in the future. Consumers are, more-
over, most concerned about not knowing what data is being shared with companies and
what said companies are doing with their data. This outcome of the qualitative research
matches the findings of chapter 2.2.1, where consumer privacy concerns and their rea-

sons are discussed in detail.
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5 Conclusion

5.1 Future research suggestions

As the thesis dived deep into the topic of privacy protection tools, mainly the European
General Data Protection Act, further research on its impact on consumer privacy should
be conducted. As many people are not fully aware of how the GDPR works and how it af-
fects companies and businesses, the real impact of its regulations on consumers should
be studied and evaluated. It is known how the GDPR has affected companies both in the
EU itself but also worldwide. It would be interesting to gather information on its affects on
the consumers themselves. Has their day to day lives been affected by the GDPR and
how could that be measured? Why are many people not aware of the GDPR and its work-

ings and implications? These questions validate a new research approach.

Moreover, the growing privacy concerns of consumers have implications for companies
and especially their marketing departments. Further research into what those implications
are and how they will be changing as consumer privacy concerns will keep growing as
well as the advancement of modern-day technology. With the latter ever evolving, privacy
laws might and will have to adapt and with that companies will have to follow. There might
come a time where most consumers will no longer be comfortable with sharing a lot of

their data which can be cause of marketing strategies having to change and adapt.

5.2 Evaluation of thesis process

The thesis process helped the author to learn and develop various existing and non-exist-
ing skills and knowledge. The topic chosen for the report let the author dive deeper into
their major of Marketing and explore an important part of it — privacy and its protection.
The author has been passionate about the topic of privacy and was able to relate it to their
major in their degree field. Through this, the author gained a deeper understanding of the
thought processes and feelings of consumers, since often the focus is on the company
side during their studies.

Moreover, the author developed their communication skills by conducting three, one-hour
long interviews with people they weren't close to. This enabled the author to get more
confident and improve their social skills. With the interview process comes the knowledge
gained about conducting qualitative research and its evaluation. The author developed
their skills in academic writing and conducting research for the thesis through different
kind of media.

Lastly, the author learned new methods and the importance of time management as both

writing this thesis and doing the mandatory work placement have, for the majority, taken
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place at the same time. This the author would not recommend for future students writing

their thesis.
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Appendices

Appendix 1. Interview questions

1. What does personal/private data mean to you in an online context?
2.
3

Why would/wouldn’t you share your data with companies online?

How much information/what kind of information do you think companies have of
you online?

In relation, what are your views towards personalized advertisements you get
online?

Are you concerned regarding your personal data you shared/has been collected of
you online and if so, what are your concerns? (in-depth)

What are tools available to protect your privacy online — are you aware they exist?
Would you use them and why/why not?
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