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The object of this thesis was to study a single CIAM solution and test how it can
be implemented into two web applications and how it can be customized.

This thesis is handling the basics of cloud services and key elements of Identity
and Access Management as well as authentication and authorization, focusing
on most commonly used methods and protocols.

Two web applications were created for testing purposes. Azure AD B2C solution
was implemented on both applications, though they utilize the solution differently.
The first application showcases the customization opportunities that the solution
has to offer, these were made with JavaScript programming language. External
Identity Providers, such as Facebook and Google were also joined into the first
application.

The second application is significantly lighter solution, which does not require
programming, but enables minor customization fairly quickly.

After testing, implementing and customizing the solution, the results were gained,
and they will be used for the KPMG’s employees when they are familiarilizing
themselves to Azure AD B2C.
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|dentiteetin ja paasynhallinta CIAM-ratkaisulla

- Case Azure Active Directory Business to Customer

Taman opinnaytetyon tavoitteena oli perehtya yksittdiseen CIAM-jarjestelmaan
ja testata sen implementaatiota kahteen sovellukseen seka selvittaa, minkalaisia
kustomointimahdollisuuksia se tarjoaa. Tyossa kasiteltiin pilvipalveluiden
perusteita seka identiteetin ja paasynhallinnan tarkeimpia elementteja. Lisaksi
tydssa kasiteltiin todennuksen seka varmennuksen yleisimpia menetelmia ja
protokollia.

Testausta varten luotiin kaksi verkkosovellusta, joihin liitettiin Azure AD B2C -
jarjestelma. Molemmat sovellukset hyddynsivat jarjestelmaa eri tavoin.
Ensimmainen sovellus iimensi jarjestelman tarjoamia
kustomointimahdollisuuksia, jotka toteutettiin JavaScript-ohjelmointikielella.
Ensimmaiseen sovellukseen liitettiin myos ulkoisia identiteetin tarjoajia, kuten
Facebook ja Google.

Toinen sovellus edusti huomattavasti kevyempaa ratkaisua, joka ei edellyta
ohjelmointitaitoa, mutta mahdollisti pienimuotoisen kustomoinnin hyvinkin
nopeasti.

Jarjestelman huolellisella testauksella, kustomoinnilla ja sovelluksiin
integroimalla saavutettiin tuloksia, joita voidaan hyodyntaa tulevaisuudessa
toimeksiantajan yrityksessa, kun tyontekijat perehtyvat Azuren AD B2C -
jarjestelman kayttoon.

Asiasanat:

IAM, CIAM, Microsoft Azure AD B2C, digitaalinen identiteetti
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1 Introduction

This thesis was commissioned by KPMG Finland Oy Ab. KPMG Finland is part
of the KPMG International. KPMG is a global network of professional service firms

that provide audit and assurance, tax and legal, and advisory services.

The objective of this thesis is to demonstrate Azure Active Directory B2C solution
with two web applications and study its adequacy as being a finalized product

that can be sold to customers in the future.

Customers have various needs and desires, so as a company it is important to
understand the need of educating employees and keeping their knowledge

updated, regarding the new alternative solutions in the market.

In the chapters two to four, this thesis will study cloud computing services, main
elements of Identity and Access Management and most commonly used

authentication and authorization protocols.

In chapter five, this thesis will demonstrate Azure AD B2C solution, how it
operates and what are its main properties such as customization features, and
security enhancing options, such as multifactor authentication. External Identity
Providers are also integrated into the service, so that users can login to the

application with their social accounts, such as Facebook and Google.

All the images in this thesis have been created by the author or taken as
screenshots from the author’s Azure Portal or from an application that the author
has created for demonstration purposes. The demonstrated applications will not

be publicly available on the Internet and are tested only locally.

In chapter six, the conclusions of this thesis are focusing on the benefits of the
Azure AD B2C solution. The conclusions are based on the solutions’ pricing,
practicality, and what kind of customers the solution would be beneficial.

The expected result from this thesis is to provide useful information for KPMG,
that they can utilize in the future, when they are training more employees to use

Azure Active Directory B2C solution.
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2 Cloud services

Cloud services or cloud computing is a method of providing services over the
internet. When accessing an application or a file that is not located on local
computer, or at the organizations’ servers, that file or application is located at the
cloud service providers’ servers. (Vento 2021.) Many people are using cloud
services on regular basis, even they might not be aware of it and they are

accessible for everyone, individuals and organizations. (Citrix, 2023).

Cloud services were designed to be affordable and easy to implement on demand
(Citrix, 2023). Mostly cloud services are used by purchasing only those resources
that are needed and then paying for only what is being used. Cloud can provide
multiple services, including servers, databases, storage, application hosting,

analytics and even machine learning functionalities. (Vento 2021.)
Cloud can be divided into three main sections which are (Vento 2021)

- public cloud
- private cloud
- hybrid cloud.

Public cloud is a cloud computing service that is hosted by third party cloud
service provider. With this type of solution, the cloud service provider is
responsible for updating and maintaining the infrastructure for the cloud service.
(Vento 2021.)

Private cloud is designed so that only a particular company can access its
resources. Private cloud can be in the physical server room of the company or

hosted by third party cloud service provider. (Vento 2021.)

Hybrid cloud is a combination of different environments. This means that it is
possible having services running on-premises and in the cloud. This is a common
solution when a company has invested plenty of money into on-premises
infrastructure and doesn’t want to move to cloud completely. (Google Cloud,
2023.)

Turku University of Applied Sciences Thesis | Taru Perkola



There are also solutions where a company is using multiple cloud service

providers at the same time, which is known as multicloud (Vento 2021).
The most common cloud vendors at the market currently are (Vento 2021)

- Microsoft Azure

- Amazon Web Services
- IBM Cloud

- Alibaba Cloud.

2.1 Identity and Access Management in cloud

This thesis examines one cloud service provider, which is Microsoft Azure.
Microsoft Azure provides two solutions that can be used for Identity and Access
Management. They are Azure AD Business to Customer, (B2C) and Azure AD
Business to Business (B2B). B2C is more commonly used as it offers Identity and
Access Management for external users. B2B is used for providing access for
companys’ business partners’ employees, so that they can access appropriate
resources when needed. (Kosunen 2021.) This thesis will demonstrate and

provide guidance on how to use Azure AD B2C solution in Chapter 5.
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3 Identity and Access Management — |IAM

Identity and Access Management (IAM) is a collection of procedures, policies,
and tools that can be used to define and manage the roles and access rights of
an individual entity. This type of entity can be a user, application or a device and
it can have access rights to applications that are cloud based or on-premises.
When an individual entity is representing a user, that user can be a customer,
partner, or an employee. These types of individual entities can also be
represented as a device, which can be e.g., computer, smartphone, router,

server, controller, or sensor (Strom, 2021).

The main purpose of IAM solution is that one entity has their own digital identity
that belongs to only that entity. After digital identity has been created, its lifecycle
can be managed and maintained by modifying and monitoring the identity when
needed. (Strom, 2021.)

Identity and Access Management takes care of verifying the entity's identity and
then controls their access rights to different resources. IAM enables the right
individual to gain access to the right resources at the right time for the right

reason. (Gontovnikas, 2021.)

IAM solutions provide the right tools for managing the user roles, tracking user
activities, ability to create reports based on those activities and enforcing custom
policies. The idea is to provide an effective way to administer user access rights
across the organization and make certain that the compliance requirements are

met as well with the company policies and government regulations. (Strom, 2021)

3.1 Customer Identity and Access Management — CIAM

Identity and Access Management can be divided into multiple subsections. This
thesis will mainly focus on one subsection, which is CIAM, also known as
Customer Identity and Access Management. CIAM is used for controlling access
for external applications. External application means that the application is

Turku University of Applied Sciences Thesis | Taru Perkola
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directed at customers or consumers. Social login options are commonly used with
CIAM solutions, because giving the customer an opportunity to use an already
existing account, makes the login process smoother for the customer.
(Gontovnikas, 2021.)

CIAM is considered more than just a technical security solution, that can handle
customer login features. CIAM provides basic functions, such as customer sign
up, login, own profile, and consent controlling, but in advance to those, it provides
an easy to use, and uniformed experience, no matter what type of device or

platform is being used. (Hakkinen, 2023.)

CIAM solutions are widely spread, because it is common these days, that people
need to login to multiple devices and services. From a company’s perspective,
CIAM can provide valuable information about company’s customers.
(Gontovnikas, 2021.)

To provide best possible service to customers, it's important to know them.
Understanding customers will require having access and visibility to the data, of
how service is being used. One key feature of CIAM is to provide a way of
knowing customers and then use that information for company improvement.
(Hakkinen, 2023.) Although, the collected data about customers, can be used for
improving companies, it does come with a great responsibility, as data privacy

laws need to be followed (Gontovnikas, 2021).
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4 Authentication and authorization

Authentication is used for referring to a user’s identity: who is that user and has
the user’s identity been confirmed by a login process. Authorization is referring to
a user’s permissions and privileges, focusing on what type of actions is that user

allowed to do within different systems. (Cloudflare, 2023.)

Main difference between authentication and authorization can be easily
described with an example: Let us say a person is wanting to participate in a
certain event, and that person buys a ticket for e.g., a music concert. When
arriving at destination and at the gates of the event, a valid ticket needs to be
presented to the event organizer. Personal ID needs to be presented as well,
because proof of that the age and the name in Personal ID are matching the
information in the ticket. After this step is done, authentication is ready and
proceeding into the concert is allowed. Next step is the authorization.
Authenticated people are allowed to find a seat and see the artist presenting on
the stage. However, being authorized does not allow people doing whatever they
like at the concert, even though possesing a valid ticket. Climbing up to the stage
and greeting the artist is not allowed, this would require more access. By
purchasing a more expensive ticket, it could be possible to gain this type of

access and visit the backstage. (Cloudflare, 2023)

4.1 SAML

SAML is abbreviation for Security Assertion Markup Language, which is a
standardized way to inform external applications and services, if a user is who
they say they are (Kennedy, 2022). With SAML, SingleSign-On technology can
be used, because it provides a way to authenticate a user once and then forward
that authentication to various applications. At time of writing this report, SAML 2.0
is the most recent version of SAML. (Cloudflare, 2023.)

SAML authentication can be seen as a way to provide information about who

someone is, in a simple and standardized way, just like an identification card.
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SAML is considered as an interoperable standard, which means that it can work
with systems and devices that were built by different vendors and for completely
different purposes, but they still must interact with each other. SAML is using
Extensible Markup Language (XML) for standardizing communications
(OneLogin, 2023). SAML is acknowledged as a way to provide user’s identity to

cloud service providers (Cloudflare, 2023).

4.2 Single Sign-On (SSO)

Single Sign-On enables access to multiple resources at once, as long as they are
located in a single organization or domain (McKeown, 2021). This is possible
because of SAML, as it can forward authentication to various applications.
(Cloudflare, 2023.) SSO is often used without the user even noticing it, for
example with Google accounts, users are gaining direct access to Gmail and
YouTube accounts, even they are completely different services. Google account
is mentioned here to provide a simple example of how SSO works. (Gontovnikas,
2021.)

Single Sign-On makes login processes more efficient because the user does not
need to confirm who they are, every single time they need to use an application
or a service. (Cloudflare 2023). From a user’s perspective, SSO will simplify
things since people do not need to remember multiple credentials to every single
application. SSO provides valuable information for organizations, because it can
track when users are moving from one application to another. (Gontovnikas,
2021.) Single Sign-On system must be able to communicate with every external
application and let them know that the user is signed in and this is the part where
SAML is needed (Cloudflare, 2023).

Single Sign-On authentication process usually involves three main parts that are
principal, Identity Provider and service provider (Cloudflare, 2023). Principal is
usually a user who is trying to access an application that is being hosted in the

cloud. ldentity Provider or IdP, is a cloud-based software service that can store

and confirm a user’s identity. This is typically done through a login process.
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Service provider is the application or a service that is hosted in the cloud and the
user wants to use or access. Normally, if people want to use an application, they
just directly log into it, and then gain access to it. With SSO, people are logging
into the SSO, and then gain access to multiple applications through SAML.

(Cloudflare 2023.) Typical flow of requests can be seen in the Picture 1.

1. Principal makes a request

of the service provider 2.

2. The service provider then
requests authentication Service
from the identity provider Provider < |~

3. The identity provider sends
a SAML assertion to the

service provider Principal Identity 3.
Provider
4. Service provider sends a

response to the principal

Picture 1. Request flow.

In Picture 1, section 3, the Identity Provider sends a SAML assertion to the service
provider. SAML assertion is a message that lets the service provider know that a
user is signed in. This message contains all the necessary information that is
required by a service provider to confirm the user’s identity. This includes the
source of the message, the time it was issued and the conditions that make the
message valid. (Cloudflare 2023.)

4.3 Federated Identity Management (FIM)

Federated Identity Management, also known as FIM, makes it possible for people

to gain access to multiple applications and domains with single credentials

Turku University of Applied Sciences Thesis | Taru Perkola
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(OnelLogin, 2023). Federated Identity Management can also be called as
Federated SSO, however SSO and FIM are not the same thing, even they work
in a similar way. The main difference between Federated Identity Management
and SSO is the level of access, because with SSO people can gain access to
resources that are in a single domain. With Federated Identity Management
people can access multiple domains and organizations, and this can be very
useful, for e.g., employees or students who need quick access to third party

applications which are located outside their organization. (McKeown, 2021)

FIM provides a link between the user’s identity and various identity management
systems, which enables that the user can use many applications in a secure and
efficient way. Federated Identity Management solutions are common with
organizations, since they can have a lot of users that need to gain access for
multiple resources, such as applications, websites, and Active Directory, without

logging in separately to each service. (OneLogin, 2023.)

Federated identity is based on trust (Gontovnikas, 2021). This means that there
is a mutual understanding between the two parties. These two parties are usually
known as service provider (SP) and the Identity Provider (IdP). The ldentity
Provider takes care of the user’s credentials by storing them into IdP’s database
and together with the service provider they agree on authentication process. One

Identity Provider can interact with multiple service providers. (OneLogin, 2023.)

Federated identity benefits from multiple standard protocols, one of them being
SAML. SAML is used for simplifying password management and authentication
of the user in a federated system. With SAML it is possible to send the user’s
information from the ldentity Provider to the Service Provider in a secure way.
(OneLogin, 2023.)

4.4 OAuth
OAuth means “Open Authorization” (Okta, 2023). OAuth is an authorization

protocol that enables third-party services e.g., websites and applications to
exchange user information. This type of information exchange happens without
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the user’s password. The user can grant authorization for the chosen application
and after that, the application can access the user’s e.g., Facebook profile
information. OAuth does not share the user’s password to the application, but
instead it uses access tokens for verifying the user’s identity to target application.
(OnelLogin, 2023.)

Access token is used for representing the authorization to access the chosen
resources. These access tokens are often using JSON Web Token (JWT) format,

even there is no specific format required for the tokens. (Okta, 2023.)

It is important to realise that OAuth is not an authentication protocol, it is
authorization protocol, and it was designed to be used for granting access to

certain resources (Okta, 2023).

4.5 OpenlD Connect

OpenID Connect is a separate layer that focuses on identity and is built on top of
the OAuth 2.0 protocol (OpenlID, 2023). OpenID Connect is a protocol that was
designed for authentication, and it is used for securely log in users into

applications (Microsoft, 2022c).

With OpenID Connect clients can verify the identity of an end user, based on the
authentication that was performed by an authorization server. Basic information
about the end users' profile can be gained in an interoperable way. (OpenlD,
2023.)

OpenID Connect makes it possible for several types of clients, such as web-
based, mobile and JavaScript clients, to receive and request information about

authenticated sessions and end users (OpeniD, 2023).

Azure AD B2C implements OpenlD Connect and provides an outsourced way to
perform user sign up and sign in into web applications through Azure Active
Directory (Microsoft, 2022c).
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OpenID Connect is extending the OAuth 2.0 authorization protocol in a way that
it can be used for authentication but Azure AD B2C extends these use cases.
With Azure AD B2C developers can use user flows, which enable the use of
OpenID Connect to add user experiences in to application. These user
experiences can include such as sign up, sign in and profile editing. (Microsoft,
2022c).

Turku University of Applied Sciences Thesis | Taru Perkola
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5 CIAM Solution with Azure Active Directory B2C

The idea of Azure AD B2C is to create a B2C tenant for an organization and then
make an application available to the organizations’ customers. Azure AD B2C is
not same service as Azure AD, although it is based on the same technology.
(Microsoft, 2022a.)

With B2C, customers can use their favorite social media accounts, since there
are a lot of options to choose from. Some of the currently available options are
Facebook, Google, Amazon, Twitter, LinkedIn, and GitHub. If desired, it is
possible to add multiple ldentity Providers into application or leave them out

completely.

This thesis will demonstrate Facebook and Google as external Identity Providers,

and how they are connected into the application.
Multi-factor Authentication (MFA)

Azure AD B2C provides additional security measures for an application, such as
multi-factor authentication (Microsoft, 2022d). Multi-factor means that there are
multiple factors used for authentication. Additional factors can involve using
(Strom, 2021)

- verification code in mobile phone (SMS message or application)
- smart card (physical card with a chip in it)

- biometrical requirement (fingerprint).

The idea of using multiple factors for authentication is to reduce the risk of cyber-
attacks, data breaches and identity thefts. Security of an application can
strengthen by using MFA. (CyberArk, 2023.)
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Azure AD B2C makes adding MFA easy, since it can be activated from Azure

portal. Possible options, when activating MFA are shown in Picture 2.

~  Multifactor authentication

Enabling multifactor authentication (MFA) requires your users to verify their identity with a
second factor before allowing them into your application. Learn more about multifactor
authentication.

Type of method @ () Email
Q SMS or pheone call
() sms only

Q Phone call only

(®) Authenticator app - TOTP

MFA enforcement (D (®) Off
O Always on
O Conditional

Picture 2. Enable Multi-factor authentication.

Microsoft recommends using an application for authentication and they consider

email to be the most unsecure option. (Microsoft, 2022d.)

Microsoft Graph (MS Graph)

Azure AD B2C also supports Microsoft Graph, which is a service that provides
access to data, that is being stored in Microsoft 365 services, including the B2C
tenant. Scripts or an application that connects to Microsoft Graph API can be
created. Automated tasks that are relevant for the tenant can be created with MS
Graph. These types of tasks could be:

- migrating already existing users into new B2C tenant
- creating new users

- accessing audit logs

Turku University of Applied Sciences Thesis | Taru Perkola



MS Graph Explorer enables running queries on the tenant, for e.g., sending an
HTTP GET request like in Picture 3. This query is an example from Microsoft,

and they are providing guidance, on how to use MS Graph with the B2C tenant.

GET v
‘ v10 v

https://graph.microsoft.com/v1.0/users/87d349ed-

44d7-43e1-9a83-5f2406dee5bd?$select=displayName,givenName,postalCode ®

Possible error found in URL near: 87d349ed-44d7-43e1-9a83-5f2406dee5bd

Picture 3. MS Graph query.

The query in Picture 3, will return a response containing information about the
user, such as display name, given name, and postal code, as shown in Picture 4.
(Microsoft, 2022¢e.)

&) OK- 200 - 980ms

© Response preview [& Response headers £d Expand

v {
“@odata.context™: "https://graph.microsoft.com/v1.e/$metadataitusers(displayName,
givenName,postalCode) /$entity”,
"displayName": "Adele Vance",
“givenName”: “"Adele”,
"postalCode"”: "98ee4™

Picture 4. MS Graph response.

Overall, Azure AD B2C is highly customizable service, and it provides an option
for deciding if users are able to log in just with their local, enterprise, or social
media accounts. User accounts can be created by an administrator beforehand,
or if a user has the ability to create their own accounts and sign up for the

application.

Turku University of Applied Sciences Thesis | Taru Perkola



21

This thesis will demonstrate two applications that can handle user login, sign up,

profile editing and resetting user passwords through Azure AD B2C user flows.

5.1 Azure AD B2C tenant

A tenant is a describing object of an organization that needs to be represented.
Through this tenant developers can control applications that are registered into
it. Tenants can be found from Azure portal by selecting the “Directories +

Subscriptions”.

This thesis will demonstrate two applications that are connected into Azure AD
B2C tenants. To be able to connect an application into AD B2C tenant, an active
Azure subscription is needed. Free subscription is an option to start with or pay
as you go, but administrative access to the Azure environment is required. After
the subscription is active, Azure AD service needs to be activated in default
directory. This can be done by going to the subscription and then opening the link
to “Resource providers”. The picture 5. shows the status of Azure Active Directory

as “Registered”.

| Resource providers

O Refresh P? Feedback

A Filter by name...

Provider Status

Microsoft.AzureActiveDirectory @ Registered

Picture 5. Azure Resource providers.

If the status is not registered, click the status and change it to registered and then
click save. If the status doesn’t update immediately, try refreshing the page, for
the changes to appear. When the status is registered, Azure AD B2C tenant can
be created.
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These B2C tenants live inside the default tenant because that is where the Azure
AD is also activated. To make changes into the tenant, navigation between these
directories is required, because some of the functionalities are created inside of

default tenant instead of B2C tenant.

To create a B2C tenant, current location needs to be inside the “Default
Directory”. Checking current location is possible from “Directories +

Subscriptions” as shown in Picture 6.

Current directory (): testOrganization (test123CQrganizationD...

Favarites All Directories

L Search

Directory name T
37 Kallen kalakauppa
3¢ Default Directory

3¢ testOrganization

Picture 6. Directories.

Search bar can be used to find the Azure AD B2C service in Azure portal. Similar
view as in Picture 7 should be found and then choose "Create.” Next, define a
name for the organization, a domain name, pick a country or a region,
subscription, and a resource group. When all the required information is filled out,
go and click "Create and review.” This is a common way that is being used in
Azure services, it enables checking once more, if everything is as originally

planned it to be, and then finally create the chosen resource.

Azure Active Directory B2C = -

Microsoft

@ Azure Active Directory B2C < add o ravorites

Microsoft

* 5.0 (9 Marketplace ratings) * 5.0 (6 external ratings)

Plan

| Azure Active Directory B2C ~ | m
Picture 7. Creating Azure AD B2C.
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5.2 Application registration

After the B2C directory is created, Azure portal will show a notification about it,
and then it can be accessed. When the tenant has been accessed, application
registration can be added to it. Every application that will be used with the tenant,
needs to be registered separately. First the decision of what type of an application
is being used needs to made. Web applications that are built on ASP.NET Core
(C#), Maven (Java), Flask (Python) or Express (Node.js) can be used.

Azure AD B2C supports also single page applications (SPA’s) that are using
React, Vue or Angular. This thesis will focus on demonstrating two web

applications based on Express (Node.js) and Flask (Python) frameworks.

Application is registered by accessing the tenant and then clicking “App
registrations” and then choosing "New registration.” Next, definition of a display
name, what type of user accounts are used, a redirect URI, and appropriate
platform needs to be made. This thesis will demonstrate two applications that are
using "Accounts in any Identity Provider or organizational directory.” This means

we will use user flows for our user authentication.

Redirect URI is an address that can be changed later, but it needs to be specified,
because it is the route that will redirect users into the application, after they are

successfully authenticated. There are multiple platforms to choose from, such as:

- web application
- mobile and desktop application

- single page application (SPA)
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After the application has been registered, its’ information can be accessed by

clicking its name, e.g., "python_application” as shown in Picture 8.

Home > Azure AD B2C

sz Azure AD B2C | App registrations & -

kallenkala.onmicrosoft.com

‘)3 Search | « + New registration @ Endpoints ﬂ

~
% Overview 0 Welcome to the new and improved App re

maore on how it's changed.
Manage

i App registrations All applications ~ Owned applications

i Applications (Legacy) ‘ P Start typing a name or Application ID td

A Identity providers

1 applications found
3 API connectors

Display name T

M Company branding
n python_application
User attributes

Picture 8. Application registration.

Accessing this will provide information about the application such as:

- Application (client) ID

- Display name

- Object ID

- Directory (tenant) ID

- Supported account types

- Client credentials (certificates and secrets)
- Redirect URIs

- Application ID URI

To connect the application into Azure, some of these values are needed.
Application (client) ID is a unique value that is assigned to the application, when
it is registered into the tenant. Certificate or an application secret needs to be
createad for the application. This thesis will use application secrets when
demonstrating both Express and Flask application. Application secret is easy to
create from accessing the registered application, and then choosing “Certificates

and secrets”.
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Then choose "Create a new client secret” and fill out the description for the secret
and choose an expiration date as shown in Picture 9. The options for expiration
times are in months being 3, 6, 12, 18, 24, or custom amount. When application
secret is created, its value is shown only once, and after that it cannot be
accessed anymore. Keep record of the application secret in a safe place and

access it in the application code securely.

Add a client secret X

Description | |Emer a description for this client secret |

Expires | Recommended: 6 months ~ |

Picture 9. Create a client secret.

This thesis will access application secrets through environmental variables, which
is achieved by using dotenv package and .env file in application development
process. This is a more secure way to store secrets, rather than writing them in

code as plain text.

5.3 User flows

Another term used for a user flow would be policy. Policy defines how something
is or must be done. This applies to Azure AD B2C as well, but these policies are
known as user flows. User flows can be created directly from the Azure portal
and the process is straightforward. Creating a new user flow can be done by
opening the AD B2C tenant and clicking “User flows” and then “New user flow”.

Picture 10, shows three different user flows that are used in this demonstration.

—+ New user flow 27 Got feedback?

User flow name

I Fear'(h using user flow name

Name Type
B2C_1_edit_profile Profile editing (Recommended)

B2C_1_reset_password Password reset (Recommended)

B2C_1_susi Sign up and sign in (Recommended)

Picture 10. User flow list.
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Azure recommends to use certain user flows. From Picture 11, can be seen what

the view looks like when selecting new user flows.

Select a user flow type

_=| Sign up and sign in
[

Enables a user to create an account
or sign in to their account.

éCD Password reset

Enables a user to choose a new
password after verifying their
email.

p Sign in
p Enables a user to sign in to their
account.

'z

Profile editing

Enables a user to configure their
user attributes.

Sign up
Enables a user to create a new
account.

Sign in using resource owner
password credentials (ROPC)
Enables a user with a local account
to sign in directly in native
applications

Picture 11. Selecting a new user flow.

To open the user flow, click its name, so that more details about it comes

available, as in Picture 10. From this view changes to a specific user flow, for

e.g., activating additional Identity Providers or defining custom page layouts can

be made. Application claims are used can also be defined here.

5.4 Application claims

Demonstrated application is currently using City, Display Name, Given Name,

Postal Code and Surname as application claims. This means that when creating

a new user, these claims need to be filled.
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The view in Picture 12, shows how these claims can be altered, added or

removed from the user flows.

Application claims are accessible from application code, e.g., using the “Display

Name” application claim, we could show a greet message for the user that just

logged in.
[> Runuser flow u= Manage user attributes ,é\j Got feedback?
User attributes are values collected on sign up. Claims are values about the user returned to the application in the token.
Name Data Type Description

City String The city in which the user is located.

D Country/Region String The country/region in which the user is located.

Display Name String Display Name of the User.

[j Email Address String Email address of the user.

Given Name String The user's given name (also known as first name).

[j Job Title String The user’s job title.

Postal Code String The postal code of the user's address.

D State/Province String The state or province in user's address.

[j Street Address String The street address where the user is located.

Surname String The user's surname (also known as family name or last name).

Picture 12. Application claims.
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If the application needs an additional application claim, it can be created by using
custom claims, these are also called external claims. Example of an external
application claim can be seen in Picture 13, claim is called “Partner ID,” and it

has a data type of string and a description of “This is Custom.”

Job Title String The user's job title. Built-in
Legal Age Group Classification String The legal age group that a... Built-in
Partner ID String This is Custom! Custom

Picture 13. External application claims.
5.5 Identity Providers
New Identity Providers can be added by clicking “New OpenlD Connect provider”.

This B2C tenant is currently using Facebook, Google, and local accounts, as can

be seen from the Picture 14.

-+ New OpenID Connect provider &7 Got feedback?

Identity provider Configuration
ﬂ Amazon

“ Apple

B3 Facebook Facebook

O GitHub (Preview)

G Google Google
B Linkedin
R Local account Email

- Microsoft Account
% QQ (Preview)
Twitter

B WeChat (Preview)

&' \Weibo (Preview)

Picture 14. Identity Provider list.
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The Social Identity Provider can be configured by clicking its name and then filling
out the required information fields, see Picture 15. This will require the B2C tenant
domain name and a callback URL, that is used for user authentication. Identity

Provider should also have a name, Client ID, and Client secret.

Configure social IDP X

Configure your social provider. Lea

Origin URL

https://test123OrganizationDomain.b2clogin.com

https://test123OrganizationDomain.b2clogin.com/test1230rganizationDomain.onmicro

Picture 15. Social IDP configuration.

Generating these values inside the social Identity Provider’s service is required.
In Picture 16, is a screenshot from Facebook web application that was created in
Facebook Developer service. To create a Facebook web application, a Facebook
Developer account is needed and then Facebook web applications and

application secrets can be created.

Application Rate Limit

Wam webapplikaatiol

&~ all ApplD
w

0% of limit used View Details

Picture 16. Facebook web application.
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This thesis will be using Google as an Identity Provider as well, and it is registered
in a comparable way as Facebook. Access to Google Cloud dashboard is
required for being able to create a web application and client secret in their

service.

5.6 Running user flows

After deciding of what user flows and application claims the application needs,
they can be tested. User flows can be run from Azure portal, choose the user flow

that needs to be tested and click “run user flow.”

In Picture 17, can be seen what does user flow for the sign in page looks like.
This user flow was customized for B2C tenant, TestOrganization. The external
Identity Provider buttons are hidden in the dropdown menu called “Login with
Social media”, until dropdown is clicked open. On the right side of Picture 17, can
be seen how the dropdown element is open and the buttons are appearing for

each social Identity Provider.

Test Organization

FORGOT YOUR PASSWORD?

Login with Social media ‘ Login with Social media

Sign in with your email address

Login with Social media

LOG ME N1 e GOOGLE

Picture 17. User flow for sign up and sign in with dropdown menu.
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The login page for application also contains options for a password resetting and
signing up for the application. These are convenient options to have on the first

page, as user can access them directly.

Picture 18, shows how the user flow for signing up to the application and
password resetting look like. Both user flows are defined in a way that they require
a valid email address from the user. This means that when a user tries to sign up
for the application, they must verify their email address with a separate code. This
same functionality is used when logged in users are trying to reset their

passwords, or if they request a new password.

By asking the user for a valid email address during registration process, will
reduce the number of unnecessary accounts, which is important, since the B2C

pricing is based on the amount of monthly active users.

Test Organization
Test Organization

User Details

User Details

SEND VERIFICATION CODE
SEND VERIFICATION CODE

e
Picture 18. Sign up and password resetting forms.

Turku University of Applied Sciences Thesis | Taru Perkola



32

5.7 Custom page layouts

Storage account is needed for using custom styles for the user flows. Storage
account is created inside the Default Directory, so switching directories in Azure

portal is needed, if current directory is the AD B2C tenant.

This thesis will use a storage account that uses a blob storage as storage service.
All custom html templates that are used in user flow customization are uploaded
inside Azure blob storage. Microsoft currently offers three different templates that

can be used in user flows:

- Azure Blue
- Classic

- Slate Gray

These templates can be downloaded from Microsoft and then added to the blob
storage. It is recommended to start with Microsoft's templates and then trying to

customize own templates.

This thesis demonstrates custom page for login page, where html elements are
altered with JavaScript. JavaScript needs to be enabled from Azure portal, before
it can be runned in user flows, otherwise the page gets rendered without the script
running. Picture 19 shows how JavaScript can enabled from Azure portal and
that JavaScript feature is still in preview mode. Azure uses the term preview for
services that are not completely ready, and they are being evaluated, so they
might still go through some changes and evolve. Microsoft does offer support for

preview features, but normal service level agreements do not apply to preview

features.
Enable JavaScript enforcing page layout [ On '
(preview)

Picture 19. Enable JavaScript.
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Without JavaScript, the buttons for social Identity Providers would be shown on
the page as individual buttons, one below another. In Picture 20, can be seen an
example of how the buttons are being rendered to the page without custom

JavaScript.

However, the styling of the elements require knowing what elements are being
accessed. To know what elements, should be accessed, finding the appropriate
class and id names from the default page that is rendered by Azure is required.
For example, the dropdown menu is created by finding the correct element from
html file and then finding the social Identity Provider buttons from this html
element. When the buttons are found, a new list element is being created and
those buttons will be joined into the list as list elements. From Picture 21, can be
seen what the dropdown menu on the login page looks like, when using

JavaScript.

. . . L Login with Social media
Bring your own identity to sign in

[ f Facebook ]
,’. .
‘ < Google ‘

f FACEBOOK

?
‘ Forgot your password? ‘ =

(&)

Picture 21. Identity Provider buttons
without JavaScript customization. Picture 20. Dropdown menu for

buttons created with JavaScript.
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5.8 Company Branding

There is also another customization option for user flows, called “Company
Branding”. This is demonstrated with our second AD B2C tenant, Kallen
kalakauppa. Company Branding allows defining a company logo, that is also used
in email verification messages, as seen in Picture 22. Content of the email
verification message is automatically translated into Finnish, because Azure B2C
can be translated to multiple languages, based on location of the browser that is

being used.

Tilin Kallen kalakauppa sahkdpostin vahvistuskoodi

o Microsoft tahon Kallen kalakauppa puolesta <msonlineservicesteam@microsoftonline.com|
To: Perkola Taru

Vahvista sahkopostiosoitteesi

Kiitos, etta vahvistit tilisi jegag39626@necktai.com
Koodisi: 554207
Ystavallisin terveisin

Kallen kalakauppa

shigposiosokinesa. NS Kallen kalakauppa
@ PP

Picture 22. Company Branding email verification.

With Kallen kalakauppa, chosen languages are English and Finnish. It is
possible to choose from many languages and even provide own translations if
the default values are not sufficient. Azure allows editing these values, by
downloading default json file from the portal and then adding new changes into
json file. To make the changes appear into B2C tenant, the override value has
to be set equal to true, so that Azure will know some default values are being

overridden.

Main advantage in Company Branding is, that even without creating a storage
account, creating user flows that makes application to stand out is still possible.
With Company branding there is an option for choosing a logo, background

image, and background color.
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There are some limitations to image sizes, as can be seen from the Picture 23.
There is also an option for "Username hint” which means that when a user
accesses the Kallen kalakauppa login page, there is a hint provided in the
username input field. The hint can be customized based on organization’s needs.
Sign-in page text that is visible for the user, when they access to the login page
can also be defined. This text is visible to all who can access the login page, so
it should not contain any secret information, but act more like guidance to the new

users.

Edit company branding X

Sign-in page background image
Image size: 1920x1080px

File size: <300KB

File type: PNG, JPG, or JPEG ()

Remove

Select a file |E

Banner logo

Image size: 280x60px
File size: 10KB

File type: Transparent PNG, JPG, or JPEG Remove

| Select a file |E

Kallen kalakauppa

Username hint (& | someone@example.com i |

sign-in page text @

Picture 23. Edit Company Branding.

5.9 Connecting an application to B2C

This thesis demonstrates connecting two different applications into the AD B2C
tenant. First application is created with Express framework (Node.js) and
connected to our TestOrganization tenant.

The second application is created with Flask (Python) framework, and it is
connected to our tenant, Kallen kalakauppa.
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Both applications are using Microsoft Authentication Library, MSAL. MSAL is a
tool that makes it possible for developers to gain access to security token from
the Microsoft identity platform. These security tokens are used for authenticating
the users and there for accessing to secured web APIs (Application Programming
Interfaces). MSAL enables accessing Microsoft Graph and it is supported by
multiple platforms such as .NET, JavaScript, Java, Python, Android, and iOS.

5.10 Custom policies

Custom policies are used when regular user flows don’t provide enough control.
Microsoft recommends using user flows, but if the application requires more
complex user journeys, then using custom policies is a good option. (Microsoft,
2022b.) Custom policies are used for defining the behavior of the tenant. They
are completely configurable, and policy driven. (Sadasivan, 2021.) They allow
building more complicated scenarios for identities, which is key feature of custom
policies (Microsoft, 2022b). If the application e.g., needs to use only Facebook

as a login option, that can be achieved with custom policies (Sadasivan, 2021).

Custom policies consist of many XML files that are referencing each other, doing

so in a hierarchical order (Microsoft, 2022b).
XML file can contain various elements that are used for defining (Microsoft, 2021)

- building blocks
- interaction with the user
- other parties

- business logic.
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Microsoft provides an easy solution to start with custom policies, since it is
possible to download their starter pack from the internet. Their starter pack
includes multiple pre-built policies, and it provides a simple way to start practicing
with custom policies and later on adjusting them based on more demanding
needs. (Microsoft, 2021)
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6 Conclusion

The objective of this thesis was to demonstrate Azure Active Directory B2C
solution with two web applications and study its adequacy as being a finalized

product that can be sold to customers in the future.

The objective was achieved by testing, implementing and customizing Azure AD
B2C solution.

Based on all the testing that was performed on Azure AD B2C, it seems to be
providing a diverse and easy to use solution for Customer Identity and Access
Management. Customized solution that has a unified look can be achieved by
using custom html files or the readymade templates that Microsoft is currently
offering. Company branding feature is providing fast results, and it is simple to

implement, but it does not provide a unique solution that is custom made.

Using custom html pages require knowledge of creating html webpages and CSS
styling. If more customization is required, than can be achieved with CSS, and by
altering the elements directly from Azure portal, then knowledge of JavaScript is

needed as well.

By using JavaScript, visually striking results can be achieved, such as custom
styled elements. Although there are some limitations with this approach.
Microsoft recommends that if something can be edited by using custom policies,
then custom policies should be used. Using JavaScript comes with rules that
need to apply in order for the content to be rendered correctly. Microsoft provides
guidance on how to use JavaScript on custom html pages, so paying attention in

their guidance before adding any JavaScript is recommended.

JavaScript can be used for moving the elements and re-arrange them as desired,
e.g., demonstrated application for TestOrganization is using JavaScript for

creating the dropdown menu on login page.

By using JavaScript, html page content can be edited, but since it is a feature in

preview, there might appear some issues with it. At the time of writing this report,
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there is a slight problem with the custom page rendering. The content is rendered
to the page correctly when inspecting it from a browser. Although it does require
adding one line of code into the custom html file, so that the scripts and styles are
being loaded, before the page is shown to the user. This can be easily fixed, by
adding the html property data-preload="true” into the header section of the html
file. Using this property for the style and script files is recommended. After this
property is added, the page flickering should stop, although there might still be
some flickering when opening the application for the first time. When the
application is opened and the login page is accessed for the first time, that's when
the styling and script files are being loaded into the cache. After this, all pages of
the application should work without flickering, but if the cache is removed, then
that content needs to be loaded again, which will result in slight flickering. Trying
to compress the background image, might help with this issue, since larger

images can take some time to be fully loaded.

Pricing is based on amount of active unique users per month. There is a free tier
for the first 50 000 monthly active users, so if the application has less users than
that, this might be a good option. When total amount of monthly active users
exceeds the 50 000 limit, the price is 0,003061€ for each unique user. If multi-
factor authentication (MFA) is activated, it will come with extra cost, and every
login attempt using it, will cost 0,0029€. Customization comes with minor cost,
since it only requires a storage account, where images, html, styling, and script
files can be stored. Storage account will be charged based on the file structure,
redundancy, region, volume of data, and type and quantity of operations that are
perform in the storage, including data transfer. Only the files that are used for
customization will be uploaded to the storage, so there should be no worries

regarding storage expenses.

Overall, Azure AD B2C provides a decent solution for applications that are
designed to be used by customers or consumers. It is easy to implement and it
does not take a long time to learn the basics of it. Pricing for this service is
reasonable and it can work for many companies, especially if they can estimate

how many active users their application will have in the future. It provides multiple
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options for customization, which makes it possible to offer unique and one-of-a-
kind solutions. If even more control over user journeys is required, custom

policies can be used, and achieve completely customized solution that is specially
designed to fulfill the company’s needs.
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Appendix 1. Demo application for Azure AD B2C tenant, testOrganization

Front page and login form

Welcome to the TestOrganization!

_ s N

Welcome!

This a Express (NodelS) application that is used for demenstrating the Azure AD B2C service,

This application uses Microsoft Authentication Library, also known as MSAL.

Test Organization

FORGOT YOUR PASSWORD?
© Copyright 2023 TestOrganization

Login with Social media

Sign in with your email address

Email Address

Password

LOG ME IN!

7 Sign up now!
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Appendix 1. Demo application for Azure AD B2C tenant, testOrganization

Social media options for login and registration form

Test Organization

Test Organization

User Details

FORGOT YOUR PASSWORD?

Email Address

Login with Social media
SEND VERIFICATION CODE

New Password

Confirm New Passw

Country/Region

Country/Region

Display Name

Sign in with your email address

il Addre:
Email Address Postal Code

Password

LOG ME IN!

Sign up now!

Partner ID

CANCEL

Turku University of Applied Sciences Thesis | Taru Perkola



Appendix 1. Demo application for Azure AD B2C tenant, testOrganization

Password resetting and profile editing

Test Organization Test Organization

User Details User Details

Email Address Display Mame

Testi Taru
SEND VERIFICATION CODE Job Title
Trainee

CANCEL
CANCEL
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Appendix 1. Demo application for Azure AD B2C tenant, testOrganization

Application content as logged in user

Welcome to the TestOrganization! Welcome to the TestCrganization!

Congratulations! Congratulations!
You have signed in successfully! : You have reached the secret cat page!

Here's a nice picture as a thank you. 4 Here’s some cute cat pictures for you.
If you don't like cats you can go back to the front page

Front page

Very cute cat Very cute cat

This cat is always hungry, so please This cat is always hungry, so please
remember to feed it remember to feed it.

© Copyright 2023 TestOrganization

Very cute cat Very cute cat

This cat is always hungry, so please This cat is always hungry, so please
remember to feed it. remember to feed it.

© Copyright 2023 TestOrganization
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Appendix 1. Demo application for Azure AD B2C tenant, testOrganization

Google and Facebook login

facebook
Log into your Facebook account to connect to
G Sign in with Google webapplkaatio
user@gmail.com
Sign in
eensene sHoW
to continue to bZclogin.com
Email or phone
[ ‘ ] Forgot password?
Forgot email? Create Account
Not now

To continue, Google will share your name, email address, Help Cenfer
language preference, and profile picture with b2clogin.com.

English {US) Suomi

Swerska Essti
Pyccat Expaficl
Partugués (Bras i)
Neta ® 2022
English (United Slates) = Help  Privacy  Terms
4 4
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Appendix 2 Demo application for Azure AD B2C tenant, Kallen kalakauppa

Front page and application content as a logged in user for Kallen kalakauppa

Kallen kalakauppa E

The application is owned by Azure AD B2C tenant, Kallen kalakauppa.
This application uses Company branding features for customization.

Please open the menu from top left corner and sign in!

If you are a new user, you can create a new account.

Copyright Kallen kalakauppa

Powered by MSAL Python 1.20.0

Kallen kalakauppa E

Kallen kalakauppa

Welcome, Taru, you have now successfully
logged into our application!

If you want to, you can make changes to your profile,
= Edit Profile
= Logout
» Visit the secret page

Copyright Kallen kalakauppa

Powered by MSAL Python 1.20.0
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Appendix 2 Demo application for Azure AD B2C tenant, Kallen kalakauppa

Login page and user profile editing for Kallen kalakauppa

< Cancel

Kallen kalakauppa

Sign in

- Kallen kalakauppa -
4

Sign in with your email address

User Details

‘ Email Address ‘

Here you can edit your profile! l

Password ‘

Forgot your password?

Don't have an account?  Sign up now
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Appendix 2 Demo application for Azure AD B2C tenant, Kallen kalakauppa

Password resetting and registration forms for Kallen kalakauppa

< Cancel

Kallen kalakauppa

- User Details -

[ Email Address ]
Kallen kalakauppa -
Send verification code

< Cancel

User Details

New Password

Email Address ‘

| m— |
4 Send verification code

Confirm New Password

Display Name

Surname

Postal Code

|
|
|
|
|
|
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