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ABSTRACT 

It can be challenging to highlight the dangers involved with online browsing from 

an information security perspective. Following previous research which 

concluded that providing a more interactive experience aided in raising 

awareness regarding identifying phishing frauds, this thesis was conducted to 

research developing a more interactive lab that first-year students were taught 

during an information security fundamentals course. 

The lab was created using virtual machines to provide students with a sandbox 

area where they can safely learn about phishing techniques and examine the 

skills involved in some of these attacks. 

The results of this research were found by extracting data from student reports. 

The thematic analysis method was used to evaluate the given responses. The 

analysis demonstrated that the phishing lab was highly successful in the following 

areas:  Raised awareness of online browsing and potential phishing attempts. 

Gained knowledge of how these attacks are performed and how to identify them. 

The ease of these types of attacks, the simplicity involved with creating fake 

emails. 

In addition, an anonymous feedback questionnaire was also used to try and 

identify the success of the lab. The feedback received here indicated that the 

students perceived the lab well. 

Keywords: cyber security, phishing, security fundamentals, interactivity, raising 

awareness
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1 INTRODUCTION 

One of the larger issues facing the online community at large is phishing attacks. 

The practice of phishing has been going on for over 20 years now, the first 

recorded event of phishing was attributed to a group of users, posing as AOL 

(America On Line) employees, who were actively spamming other users in an 

attempt to gain credentials or financial information [1]. I think that we can safely 

assume that phishing, like the common cold, is here to stay. 

 

To understand modern methods of cyber security awareness training, I searched 

multiple different sites to see what these types of training normally involved, there 

was sometimes a breakdown of what these types of courses would attempt to 

train. The one common theme in these training courses is attempts to raise 

awareness. The emphasis tends to be on identifying phishing emails and 

demonstrating what could happen if malicious links are clicked [2-4]. 

 

Another challenge is training and campaigns are not effectively engaging with the 

people involved [5]. These types of campaigns are designed to insinuate fear, it 

does not aid in raising awareness and oftentimes may prove to be highly 

ineffective. 

 

Previous research into more interactive methods of cyber training performed by 

Z. A. Wen et al. has shown that providing a more interactive experience has 

aided participants’ awareness, “What.Hack achieved a 36.7% improvement in 

players’ correctness in identifying incoming phishing emails” [6 p.2].  

 

It is hoped that the use of a more interactive method will let students gain a 

deeper understanding of how to identify and avoid these types of attacks, and 

ensure best practices are used to secure data. The skills and practices learned 

should be transferable to working life. 

 

The challenge at hand is how to engage with students who may have little to no 

experience in IT (Information Technology) and have them examine their online 



6 
 
 

browsing behaviours. Everyone should be taught basic awareness and 

information security fundamentals as soon as possible. It does not matter how 

much you spend on securing a system from external threats, all it takes to 

compromise that security is a single employee who does not understand the 

consequences of their actions [7]. 

This thesis has the following layout covering several chapters and sub-chapters. 

The following is a brief breakdown of each chapter. 

• Introduction – Aim of the thesis 

• Phishing – Brief history and types of attacks 

• Virtualization – Description and uses 

• Implementation – The lab creation 

• Methods – Methods used to obtain the results 

• Results – Where this thesis succeeded and where to improve. 

 

2 PHISHING 

The term phishing can encompass several various attacks, all of them however 

involve a malicious actor who is attempting to fraudulently obtain 

information/credentials/funds by attempting to impersonate a legitimate point of 

contact within a firm or organization. This section will discuss phishing and the 

various forms of attacks that are commonly attempted daily. 

 

2.1 Brief history 

There are theories to be found which would point at phishing attacks being the 

evolved electronic form of the original “Spanish Prisoner” letter, a scam 

perpetrated in the late nineteenth century [8]. It could be debated if this is true or 

not, regardless, it is a widespread issue that is constantly evolving with modern-

day technology. To highlight the growth of these attacks we can examine the 

quarterly findings from the Anti-Phishing Working Group (APWG) for the first 

quarter of 2012 and the third quarter of 2022. 

 

In the summary table for Quarter 1 of 2012, the number of detected attacks is 

164,023 [9 p.3]. If we compare that to Quarter 3 of 2022 [10 p.3] which had a 
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staggering 1,025,968 detected attacks, we can see that phishing attacks are a 

serious online threat that has been steadily growing over time. 

 

2.2 Email  

While most phishing attacks are generally attempted using email when we say 

the type of phishing attack was email, we are saying that these attacks are 

arbitrarily sent, the person or people behind the email are, to coin a phrase, 

“casting out a net” in the hopes of randomly tricking someone. These types of 

attacks usually claim to be from some genuine institution such as banks or online 

retailers. They will attempt to persuade you to click on the link provided.   

Users may also be prompted to download malicious software in attempts to either 

gain access to the computer, or the data stored on it, the link may re-direct the 

user to a site which is almost identical to the real service it claims to be. The link 

may also (Figure 1) attempt to open an email to establish a dialogue with the 

hopes of convincing the target to reveal credentials.  
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Figure 1: Screen capture of a genuine phishing email from my own personal email 
. 

 

In this illustrated case, if I hover over the suggested “Report The User” button 

(Figure 2) I can see what action will be performed upon clicking this link. 

 

 

Figure 2: Create an email with auto-filled fields to a user with a Hotmail account. 

 

Clicking on this button would prompt my email client to create a new email to 

begin a dialogue with someone pretending to work for Microsoft. The email has 

already been identified as junk mail by Microsoft, but this is one of several 

hundred phishing emails I will likely receive this year, the majority are normally 

flagged as junk email, but several attempts will still make it to my inbox. 

 

Typically, this type of phishing is attempting credential harvesting, prompting the 

user to download malicious software, and advance-fee fraud. The premise of 
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advance-fee attacks [11] is that a malicious actor portrays themselves as having 

vast amounts of wealth, which is currently inaccessible. They would claim to 

require financial assistance from the recipient of the email, with the promise of 

greater returns later. 

 

The term “419”, [12] the law code used in Nigeria to cover Advance-Fee fraud, is 

now commonly used in online media to describe email phishing attempts in 

various online media. 

  

 

2.3 Spear phishing 

This type of phishing attack is a more targeted effort against organizations or 

individuals. The malicious actor/s involved in this type of campaign have to put in 

a lot more effort to create these types of attacks since it requires more knowledge 

of their intended victims. Using social engineering techniques, which will not be 

discussed here as it falls outside the thesis scope, the attacker will attempt to find 

out information of whom the company is dealing with, or research individuals 

through social media posts, they may even attempt to gain access to smaller 

companies who deal with the target in order to find out names of contacts and 

check email communications in an effort to create a more convincing campaign. 

 

The aim of this attack according to Williams’ et al. [13 p.1] is “… to persuade 

employees to click on malicious links, download malicious attachments or 

transfer organizational funds or other sensitive information”. These types of 

attacks, if successful, can generate large amounts of revenue for the fraudsters.   

A classic example of this type of attack was a campaign launched against Google 

and Facebook [14], the campaign managed to take approximately $100 million 

USD from two of the largest companies in the world. This campaign was primarily 

successful due to setting up fake firms and invoices which were sent to lower-

level staff who, perhaps, should have been trained better to check that the 

invoices were for genuine services provided. 
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2.4 Whaling 

It can be hard to differentiate the difference between spear phishing and whaling, 

they are both targeted attacks at individuals and organizations. The main 

difference to be found in whaling attacks is that they are targeting higher level 

staff such as CEOs and executive level staff. 

 

The methods are similar to spear phishing, the attackers are relying on the fact 

that higher-level staff may not know all the clients in place and most likely will 

have no idea about any systems in place for lower-level staff which would prevent 

a successful spear phishing campaign. 

 

The real threat with whaling attacks is that they are also used for other reasons 

than just immediate financial gain, higher level staff credentials would make 

corporate espionage easier, and if an attacker can gain access to the network via 

executive or CEO credentials, they could cause untold damage both to the 

network and the business reputation before being discovered. 

 

Successful whaling attacks [15] can be highly damaging to personnel within your 

company, or financially devastating if not detected in time. It however illustrates 

that all employees within a company should have mandatory training in these 

areas to prevent phishing attacks from being successful. 

 

2.5 Smishing / Vishing 

Phishing attacks are not limited to email, this section will cover the two types of 

attacks that are carried out over telecommunication systems. 

   

Smishing, the act of sending an SMS, Short Messaging Service, or as it is 

commonly known, a text message. Just like email attacks, most of these attacks 

are randomly sent to mobile phone numbers and usually re-direct the user to an 

official-looking site. In December of 2021, I almost fell for one of these schemes. I 

had ordered a gift from the UK and due to my lack of Finnish grammar skills, 
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received a text claiming that a parcel from the UK required a minor payment to 

clear customs. Without thinking, I opened the link provided in the text message 

and entered my information. After submitting my information, I quickly realized 

that the page looked odd. Checking the website address I had been directed to, I 

quickly phoned up my bank and informed them of my mistake. Fortunately, the 

bank was able to cancel my previous card before any funds had been removed, 

and promptly sent out a new card. This type of attack is currently gaining more 

traction here in Finland currently [16] [17] [18]. 

 

Vishing is the act of phoning an organization to gain credentials or funds, again, 

this is something I have previous knowledge of. At one point I was receiving at 

least one telephone call to my house phone, the callers would claim to be from 

Microsoft or some cyber security firm and they would mention I had a virus on my 

computer that had to be fixed. They would request that I download some software 

from a website in order for them to gain remote access to my computer so they 

could remove the virus. For me it was obvious that this was a scam and I usually 

ended the call with “I have Linux installed, how can Microsoft help”. The problem 

is that once the fraudsters obtain any response from a called number, they will 

persistently call in the hopes of finding another household member who will fall 

for the scam, or they will change their tactics by claiming you had won some prize 

draw and they just required some personal details from you. 

 

2.6 Angler phishing 

This type of attack is carried out over social media platforms such as Facebook 

and YouTube. On posts that attract a lot of comments, users will create fake 

accounts which claim to be linked to the original post. The malicious actor will 

then reply to comments claiming that the original poster has won some sort of 

prize, or they will target disgruntled complainants pretending to be a customer 

service representative. The end goal here is to gain credentials. 

 

For clear examples, we need only look to Twitter with services such as Dominos 

Pizza commonly being targeted by fraudsters [19]. 
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Angler phishing however seems to be on the decline as social media platforms 

implement better security checks on accounts, this makes it harder for fraudsters 

to create fake accounts to attempt fraud. The rise in Angler phishing attacks 

coincided with the Covid-19 pandemic which seen people stuck at home, 

spending a lot more time on social media platforms. Now that the situation has 

somewhat normalized, we can compare the APWG report for Q1 of 2021 [20 p.5] 

(Figure 3) vs the Q3 of 2022 report [10 p.5] (Figure 4). We can see that during 

the pandemic Angler phishing had 23.6% of the detected attacks.  

 

 

Figure 3: APWG pie chart Q1 2021 [19 p.5] 
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Figure 4: APWG pie chart Q3 2022 [9 p.5] 

 

Whereas late in 2022, Angler phishing accounted for 11% of the detected 

attacks. The charts clearly demonstrate that fraudsters are constantly evolving 

and changing their methods in efforts to create new schemes which people are 

not aware of in order to defraud more victims before their methods are broadcast 

to the general public. 

 

2.7 Pharming 

Pharming requires access to either the hosts file of a target machine or to the 

DNS (Domain Name System) server supplying services to the target network. 

Through altering the hosts file or performing a DNS poisoning attack, the 

malicious actor can redirect traffic destined for a genuine site to a fake version 

that they have control of. The danger posed by this attack is that a user may 

reveal their credentials to the attackers, who either redirect those credentials to 

the genuine site which would log the user in, or perhaps just redirect them to an 

incorrect username/password page. It is not unusual to occasionally type 

credentials incorrectly so the target may not even realise they have just exposed 

their credentials.  

 

There are some who say that Pharming is not phishing [21], the argument being 

that pharming involves gaining access to the local machine or network in order to 
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alter the DNS settings through either a DNS poison attack or by altering the hosts 

file of target machines, the hosts file is a record kept by your OS (Operating 

System) and can be altered to link a specific URL (Unique Resource Locator) to a 

pre-specified IP (Internet Protocol) address, the hosts file can then perform DNS 

functions on the local machine rather than querying a remote DNS server. 

 

I would argue however that pharming is still a phishing attack, other forms of 

phishing might involve gaining access to other networks in order to examine 

communications between people, once these communications have been 

analysed, the actor can then attempt communication with their intended target in 

an effort to convince them that they are a legitimate point of contact. To simplify 

phishing as nothing more than social engineering coupled with an attack vector is 

an over simplification. We only need to examine business email compromise 

(BEC) [22] to see that not all targeted attacks are based purely on social 

engineering techniques.  

 

The difference between spear phishing/whaling and pharming is that pharming 

requires access to the target networks DNS service, or to the target machines 

hosts file. As described here [23] [24] “Pharming is ‘phishing without a lure.’”, 

which I believe gives credence to pharming being a type of phishing attack. A key 

pointer that you are being subjected to a pharming attack would be typing the 

URL of a site that you use regularly and noticing that it has an HTTP (HyperText 

Transfer Protocol), a protocol which typically transmits data such as usernames 

and passwords unencrypted, version of a site you would normally assume to be 

secure with HTTPS (HyperText Transfer Protocol Secure), a protocol that 

supports encrypted transfer of data such as usernames and passwords. 

 

3 VIRTUALIZATION 

This section of the thesis will go into more detail regarding Virtualization and 

nested virtualization. This section will also discuss the benefits of using virtual 

environments, and the software used to create the VMs used in the lab. 
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3.1 What does the term “VM” mean? 

When this thesis refers to a VM (Virtual Machine), it refers to software-based 

emulation of hardware. In other words, using the available resources of the host 

pc, to emulate other services. While a virtual machine can be created on a host 

machine, the virtual machine must use fewer resources than the host has 

available. The host machine needs resources to run and emulate the virtual 

machine.  

 

VMs can be ran as type 1 or type 2 VMs. I will briefly describe the differences 

between the two types of virtualization. 

 

3.1.1 Hypervisor types 

Type 1 virtualization refers to VMs that are running directly on the hardware being 

used. This means that all the resources and hardware are directly available to the 

VMs implemented. Examples of type 1 hypervisors include Microsoft Hyper-V, 

XCP-ng, and ESXi [25] [26] [27]. 

 

Type 2 virtualization refers to VMs that are being run on a host OS. A typical 

Windows 11 installation, using minimum recommended requirements, should be 

run with 2 CPU (Central Processing Unit) cores and 4GB of RAM (Random 

Access Memory). This means any remaining resources available on the host can 

be allocated to a single VM or multiple VMs to run on the host machine.   

 

This also means that VMs created as type 2 need to rely on the host OS to 

communicate with hardware such as memory and the CPU. Type 2 VMs will have 

a little more latency during use, while noticeable, they will not impact too much on 

the general running of the VM. 

 

Examples of type 2 hypervisors include VMware player and Oracle VirtualBox 

[28] [29]. 
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3.2 Why use VMs? 

There are several reasons for using VMs [30] [31] [32], however our use of VMs 

in the classroom is very simple. 

 

Studies in IT often require students to demonstrate practical skills, or to 

experiment with software which could be used maliciously. Using VMs students 

can work through various scenarios presented to them safely with no risk to the 

real hardware and software they are working on.   

 

If students mistakenly or even intentionally manage to damage the OS, they can 

quickly recreate the VM using the base image that was supplied, within minutes 

they would have a working VM minus any changes they had made to the 

previous VM.   

 

If the student makes the same mistake on classroom hardware, the OS will then 

have to be re-installed along with all the required applications, this will mean 

classroom hardware that is unavailable for use until it has been restored to its 

previous working state. 

 

In security fundamentals, students are exposed to software and techniques that 

would take too much time to configure on each individual computer, then there is 

the time required to reset the computers configuration and remove any software 

that students had been working with. Placing all of this in a configurable VM, we 

can limit the use of the software and techniques being used to the virtual 

machine. This gives students the benefit of being able to revisit any previous 

exercises done if they feel that they want to increase their understanding, or if 

they simply want to refresh their memory of the steps involved. 

 

3.2.1 XCP-ng 

For hosting the web server, we are using XCP-ng to host the VM. As has been 

described above, VMs hosted on XCP-ng are of type 1, this means the VMs can 
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directly interact with the hardware and there is no need to rely on an underlying 

OS to provide intercommunication.  

 

This provides us with the benefit of only using the resources required for the VM. 

Normally if we just straight installed the OS to the server, all resources are then 

tied to the installed software. Using XCP-ng means we could create multiple 

different VMs that could better utilize the resources by sharing them amongst 

themselves rather than tying all resources to a single OS. 

 

3.2.2 VirtualBox 

For students to use VMs we need to consider that they are going to be using 

classroom hardware or their own laptops with various OS installed, such as 

Windows 10 or Windows 11, Mac OS, or some Linux variant.  

 

As well as hosting VMs, VirtualBox can be used to create them also, allowing the 

user to specify the OS, CPU cores, memory, disk space, as well as specifying if 

the disk space is fixed or dynamic. 

 

A fixed disk space means that if a VM has a total of 100 GB (Gigabytes) assigned 

to it for storage, then 100 GB of disk space will automatically be reserved from 

the host machine, making it unavailable to the host OS. If the host machine does 

not have the required storage free, the VM will be unable to run. 

 

Conversely, if a VM has a dynamic disk space of 100 GB, the host OS will only 

reserve disk space for what is used, e.g. a typical Linux desktop install with some 

additional software will use around 10 GB of space. If you only have 40 GB of 

free disk space left, the VM will run on the host machine, however users would 

then need to keep checking to ensure the VM disk does not grow beyond the 

capacity of the available resources. 
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4 IMPLEMENTATION 

This section of the thesis will give a description of how the server and client VMs 

were configured and setup. I have created a simplified topology diagram below 

(figure 5). The normal flow of events is that when a user types a URL to a web 

browser, the browser checks if a DNS server is available to translate the URL to 

an IP address it can visit. This chain of events can be changed though by editing 

the hosts file of an OS. By default, the hosts file contains no entries, if the hosts 

file is edited to link a URL to an IP address, the hosts file would be used for the 

entries listed, before checking DNS services. 

 

Figure 5: Simplified network diagram for illustrative purposes 

 

4.1 Server VM setup 

The primary objective for this server was to host a static web page for use in a 

security fundamentals course exercise regarding phishing.   

 

Since I would be installing web hosting software which would require testing as 

well as hosting static webpages, I decided to install Linux Ubuntu 22.04 desktop 

version to the VM. Depending on the version of Linux being installed, the 

installation process may differ, however there are plenty of guides available with 

a quick prompt in a search engine on how to install Ubuntu desktop [33]. As an 
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operating system, Ubuntu is less resource intensive than Windows, it is also 

open-source and free to use for everyone which removes the requirement of 

having a product key for the OS. Having created multiple VMs using various 

Linux or Windows versions I can speak from experience when I say it is a much 

faster and simpler process to install Linux vs Windows. Using the desktop version 

I can quickly test the page serving functions within the VM and would not have to 

create a configuration that would allow the host machine to access the web 

server to check that the content was being served correctly. This would also 

make it easier to just focus on the task at hand rather than swap between the VM 

and host machine just to check that any changes I was implementing were 

working as intended. 

 

With the OS chosen, I quickly went to work creating the VM in VirtualBox. I chose 

a single CPU core since the server would be doing nothing more than serving 

static web pages, in order to install Ubuntu desktop, the VM requires a minimum 

of 4 GB memory, for disk space, I used 20 GB of dynamic storage, this should be 

plenty of space to install the required OS, software, and also leave space 

available for updating the server to keep it secure. 

 

For web serving, I could have used either Apache or Nginx, (pronounced Engine 

X). I chose Nginx since it is perfect for hosting static pages and is a much lighter 

software to both install and run compared to Apache [34]. This means we can 

minimize the resources required to run the server without losing any performance 

of the services provided. 

 

With Ubuntu desktop now installed to the VM I enabled the inbuilt firewall 

provided with Linux, ufw or Uncomplicated Firewall to give it its full name, the 

main account was given an appropriately long password along with the root 

account.   

 

Once the appropriate security measures have been implemented, it is now time 

to examine how to install and configure Nginx. I had previously experimented with 
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implementing some basic web pages in Apache however I had never used Nginx, 

after searching through some results from my search engine prompt, I quickly 

found the perfect guide [35] which details the install procedure, allowing the web 

server to operate through the firewall, and how to setup server blocks. Server 

blocks allow the web server to host several different web sites if required, each 

contained within its own server block. 

 

4.1.1 Creating the phishing site 

The next step was to implement the web page. All I had to do was pick a site and 

check if I could see the source code for the page, if I was able to view the source, 

I could then check if I could see the CSS (Cascading Style Sheets) files which 

are required for styling how the content appears on the web page, the final check 

is whether I can download the images also present on the page. 

 

Since we are dealing with XAMK students who regularly use the Learn platform 

(Figure 6), I decided this might be an appropriate demonstration to use since it 

should be a familiar page. 

 

 

Figure 6: Checking if I can replicate the page with minimum effort 
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Opening a blank text document in Ubuntu, I copied over the Hypertext Markup 

Language (HTML) to blank text file, this was placed in the root directory of the 

server block that was created in the previous section. Naming the file as 

‘Index.html’ makes this file the main file that will load to a web browser when the 

server block is visited. The CSS (Cascading Style Sheet) was copied over to a 

second file and the final step was to download any images that were present in 

the page, these were then placed inside a folder of the root directory and 

appropriately referenced in the index file. 

 

Using the VM web browser I could check that all elements of the page were 

present and that there were no large differences to how the genuine learn page 

looked (figure 7). The only real difference on how the page is displaying is the 

fonts used, since this is a learning resource, I decided to leave the fonts as they 

are, there should be some visual clues other than the URL that will make 

students question the authenticity of the site. 

 

The only question was what to do with the page, as a stand-alone page, you can 

examine the differences to the genuine page, for example, the different font 

usage, that it is not the initial page you are presented with if you go to the learn 

platform, that the protocol being used is HTTP and not HTTPS.   
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Figure 7: Checking the page displays correctly 

 

Submitting any credentials will just present an error screen which is not very 

useful. I decided to create a new page to display after the login is clicked. 

Students should be able to recognise this page is not genuine, however anyone 

quickly going through the exercise should have a warning that they have fallen for 

a phishing scam. 

 

The new page I have created (Figure 8) should be sufficient to alert students that 

they should be paying more attention to detail. 

 

 

Figure 8: The page displayed after the Login button is clicked 
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With the new page created, I again had to edit the HTML of the index file. 

Previously when login was clicked, the page would attempt to post the username 

and password field values, this action was changed so that instead of attempting 

to send these values anywhere, they would just be ignored, and the new warning 

page would be displayed instead. If a student did attempt to login with a genuine 

username and password combination, those values would not be logged or sent 

anywhere which would ensure that no one would discover any genuine 

credentials. 

 

4.1.2 Demonstrating browser warnings 

In order to demonstrate web browser warnings I created and installed a self-

signed certificate [36]. Since these certificates should be issued by a trusted 

authority, creating your own self-signed certificate to authenticate the security of 

a secure site using HTTPS should prompt web browsers to generate a warning 

that the certificate in use has not been signed by a trusted authority. 

 

After the web site was tested on the VM, I then checked with the host machine 

web browsers that the web site was working from an external perspective. 

Satisfied that my web server was correctly working, my next step was to host it in 

the local domain. 

 

4.1.3 Hosting the web server 

As was previously mentioned, I want to minimize the impact the VM would have 

on the available resources we have. Since it is operating with a single CPU and 

the disk space is dynamic, the only other option I have available is RAM. Modern 

Ubuntu desktop installations require 4 GB memory in order to install, however, 

once it is installed, it is possible to run the VM with only 2 GB memory. This will 

make it run a little less efficiently though since that memory will struggle to 

provide a smooth graphical user interface (GUI) experience, and deal with any 
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other background tasks it is supposed to be performing, in my case that would be 

running a web server.   

 

The simplest method is to disable the desktop and have the OS boot straight to 

the command line. With no GUI to load and only a web server to run, the Ubuntu 

install will work great with 2 GB of memory. 

 

Another option is to uninstall and remove all the desktop elements, this will still 

boot Ubuntu to command line, but will remove the GUI from the system. Not a 

step that should be taken lightly as it may not be as simple to re-install the 

desktop. The only reason I had a GUI in the first place was to quickly check my 

web site was performing as I hoped, without having to rely on other machines. 

Having now tested my website actually works from the host machine I made the 

decision to remove the GUI and all connected packages. 

 

The final step is to host the VM on XCP-ng. Using Xen Orchestra (figure 8), 

which is the web management system for creating or importing VMs, I just need 

to import the VM, add a network interface, and ask my colleague for a static IP 

address that the classroom computers can access and assign it to the VM.  

 

The web server is now up and running over the network, I can now visit my 

replica site by simply typing in the IP address assigned to the VM (figure 9) and it 

will load the unsecure HTTP version of the site by default. 

 

4.2 Client VM setup 

The operating system I chose to use for the client VM was again Linux, as has 

previously been mentioned, it is quick to install, does not require a license or 

product key, and is free for anyone to use. Another consideration for using Linux, 

the majority of previous students have experience using Windows, due to the 

nature of this lab which will involve altering system files, it is better that we are 

not teaching students how to do this in Windows, which all the classroom 

computers have installed. 
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Since this course will involve freshman students and it is also one of the first 

courses they will have, it should be expected that the majority of the students will 

have little or no experience with using Linux or Nginx. It would take up quite a bit 

of time for students to install and configure Nginx, I asked a colleague to test out 

my Nginx guide for installing and creating a basic website, even although he is 

quite proficient in Linux he ran in to one or two issues so the decision was made 

to have Nginx pre-installed, a server block configured [35], and to add a static 

web page (Figure 9). Students would then just have to replicate a website within 

the same server block by editing the existing files and adding the required images 

and CSS, the instructions for which would be given in the exercise. 

 

 

Figure 9: Screenshot of the static page students must edit 

 

 

The client VM has other requirements such as providing students with the 

superuser account access, which will allow them to alter the hosts file in Linux, 

they VM also requires a couple of different browsers to be installed so that 

students can compare the differences in how the browser will warn the user if the 

site they are visiting is using HTTP, or if the HTTPS version of the site has a 

trusted certificate. The VM in question also requires other software installations 

and user account creation which will be utilised by other exercises in the security 

fundamentals course, however, these are outside the scope of this thesis and 

have no relevance to the subject at hand. 
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The hosts file has to also be edited at this point (Figure 10), we have to point to 

the locally hosted web site of example.fi on a local host address. The file should 

also be edited to point at the server VM. The server VM is currently hosted on the 

IP address 172.20.51.1, any term which has learn.xamk.fi entered in to the 

address bar of the browser will automatically redirect to our web servers VM.  

This included web search address, however these would redirect to the HTTPS 

version of the site which is not the desired outcome when first accessing the 

page. 

 

 

Figure 10: Editing the hosts file to redirect web browsers to the phishing page 

 

With the hosts file saved the configuration of the client VM should now be 

complete. The lab instructions for this exercise can be found later in this 

document as Appendix 1. Although a brief description of the tasks will follow 

below. 

 

Students were asked to use the VM web browsers to visit the learn site and 

attempt to login, students are also asked to examine how 2 different web 

browsers will attempt to warn the user that the site is not a secure site, the next 

task is to examine the warning page presented in all browsers when attempting to 

visit an HTTPS site that is using a self-signed certificate.  
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Students are then instructed to examine the hosts file so that they can see how 

the browser is being redirected to a specific IP address if the term learn.xamk.fi is 

used in the address bar of a web browser. They are then instructed how to 

remove this redirect and test that the web browsers are now visiting the correct 

version of the learn site. 

 

Students are then shown how simple it is to replicate a web site that could be 

used to harvest credentials. Throughout the exercise students are presented with 

questions that they will have to research online if they do not have personal 

knowledge of subjects such as HTML or how the hosts file can replace DNS, a 

service normally supplied externally which will translate a web address to the IP 

of the web page you are attempting to access. 

 

5 ANALYSIS AND FEEDBACK 

To determine how successful this lab was, 2 methods of gathering data were 

used.  

 

The first set of data gathered came from a reflection report, the task was to 

choose 3 areas they had learned about and was broken down into a four-part 

guide as to what the students should be writing about. 

• What thing did you learn? 

• Why did you choose this thing? 

• Why is this thing important?  

• How will/can you make use of this knowledge now and in the future? 

 

The second process was an optional feedback questionnaire specifically related 

to the lab in question. The questions and feedback can be found in Appendix 3 in 

this document, unfortunately, only twelve out of a potential twenty-six students 

responded to the questionnaire. 
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5.1 Data analysis methods 

When analysing data, it is important to note that there are several methods 

available. The first step to choosing a method is to define the data as either 

quantitative or qualitative. Numerical data being classed as quantitative vs 

qualitative which is non-numerical in nature. 

 

Once the data has been confirmed as qualitative there are several methods that 

can be applied to the data. This section of the thesis will examine some of the 

methods available with brief descriptors. 

 

Text Analysis: This method takes large sets of textual data and sort the text into 

smaller useful units of data. This is normally done by employing text analysis 

software which has been trained to analyse text and extract the relevant 

information. 

 

Content analysis: This method is used to quantify data, looking for specific words, 

phrases, concepts, or themes and how many times they are mentioned within the 

qualitative data. 

 

Thematic analysis: This method is used to categorise or codify words and 

phrases into keywords which can then be assigned a deeper contextual meaning 

in relation to the subject the responders are writing about. 

 

5.2 Using the thematic analysis method 

In order to effectively use the thematic method, the text was examined for any 

content which would relate to phishing and/or email spoofing, the process of 

sending fraudulent emails which appear to originate from a different email 

address. Each responder was placed in an excel sheet, if any relevant text is 

found in relation to phishing or spoofing, the appropriate text or texts found in the 

report were then placed in a corresponding cell for further analysis later.  
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Once the text extracts have been recorded, the next step is to try and codify 

these statements and group them under keywords. Once keywords have been 

identified, a clearer description can be ascribed to the keyword and the number of 

related statements proffered can then be enumerated to find how many instances 

of these keywords were mentioned (Figure 11).  

 

 

Figure 11: Thematic analysis table from co-authored article ©mipro.hr [37] 

 

There were a total of 39 responders, with 22 reports found to have statements 

relating to phishing and/or spoofing. The remaining reports were found to have 

content describing other areas of the course and have no bearing on this thesis. 

 

Of the 22 reports examined in more detail, a total of 16 responses indicated 

raised awareness, 13 responses highlighted the ease of spoofing, and a further 

12 responses showed that students had gained knowledge in this area which 

could be put to good use identifying fraudulent sites and emails. 

 

5.3 Results of questionnaire 

As stated earlier, only a small number of students responded to this voluntary 

feedback, twelve out of a potential twenty-six students. There was a total of six 

questions asked of the students, four of these questions required a mandatory 

response.  
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The results presented below are from the first four questions asked and are 

presented in excel formatting (Table 1-4), the full results as displayed in the 

original questionnaire are shown as supplementary information in appendix 3. 

 

Table 1: Feedback question 1 

 

 

Table 2: Feedback question 2 

 

 

Table 3: Feedback question 3 
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Table 4: Feedback question 4 

 

 

The following two questions were also asked of students to see if they could 

provide feedback that may help to improve the lab. 

1) Suggestions on how the material or exercise could be improved. 
2) Any other feedback they would like to give on the exercise. 

 

No new information was found with these questions with each question only 

receiving a single response. Those responses can be found in Appendix 2, page 

3. 

 

6 DISCUSSION 

From the thematic analysis the lab was indeed successful in raising awareness 

and informing students about how phishing attacks are performed. Upon 

examining the questionnaire though, students felt phishing and credential 

harvesting concepts were only “somewhat” explained. 

 

As my first real attempt at creating an exercise from the ground up, it is perhaps 

too easy to look back in hindsight and identify what could have been changed or 

done differently. This exercise provides a foundation that can be built on in later 

iterations of this course. 

 

Examining the lab instructions points to a lack of information or demonstration 

regarding credential harvesting. The previous version of the lab I had designed 
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had the students using a tool named blackeye in Linux. The software in question 

can automatically create a localhost version of multiple commonly used sites, 

e.g., Twitter, Facebook, Instagram, and Github to name a few. The problem is 

that we could be presenting students with too much information on how to 

perform phishing attacks, there is a very fine line between educating students to 

raise awareness and educating students on how to perform actual phishing 

attacks. At that point in time, it was also decided that demonstrating this software 

may increase the lab work beyond the allotted time, and the demonstration of 

such software may also fall on the wrong side of the educational line. A recent 

study has examined this very subject though, Hynninen [38 p.8] posits that 

“…even for novices in the field, there are seldom ethical issues regarding how to 

use hacking knowledge”.  

 

The exercise was performed relatively quickly by all students involved, this 

reveals that there is room to expand on the content of the lab, such content 

should probably include information, or demonstration of unencrypted 

transmissions over HTTP using the previously mentioned blackeye software.  

 

There is always the option of attempting to gamify this area of education, as was 

discussed earlier in the thesis [6].  

 

7 CONCLUSION 

Upon completion of the lab and having the opportunity to examine both the 

feedback from student written reports, and an anonymous feedback 

questionnaire, this work was found to be successful in raising awareness around 

the area of phishing.  

 

Through a less conventional approach of educating people how these attacks are 

performed, we can engage with students at a fundamental level. This method, 

along with other labs done throughout the security fundamentals course, tasks 

students with making connections between the threats and how they could be 

used together to perpetrate attacks. 
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There is no single approach that can be taken that will suddenly eradicate 

phishing as an attack method. By continuing to evaluate how educators can 

communicate more effectively with students on the subject matter, this should 

reduce the risk of the student becoming a victim of this attack either in their 

personal or work life. 

 

I believe that this is a field which would be detrimental to ignore and requires 

ongoing research and evaluation. The methods used by cyber criminals 

constantly evolves, and as such, the material and methods used need to be re-

examined on a regular basis to ensure students are presented with relevant 

information, and that the level of engagement continues at the highest levels 

possible. 
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Appendix 1/1 

 

IT00CO77 Security Fundamentals / OT00EK08 Ohjelmistojen tietoturva 

You may complete the exercises in groups of 1-3 people. All group members should 

contribute equally 

 

Week 9 exercise: A phishing expedition  

 

 

 

Introduction and preparation 

 

These exercises will be performed using the 

classroom PCs, they can be done in groups of 1-3. 

If you are not on campus you may try the first part of 

it in the Virtual Lab as well but we currently we have 

no proper support for this. Remember that the whole 

group should answer the questions personally to 

ensure that everyone understands the concepts 

being discussed. 

 

If any of the commands fail to work, try adding sudo 

in front of them (do this with caution, though. Not  
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Appendix 1/2 

everything is meant to be done with administrator 

privileges). 

 

Open VirtualBox and import the latest version of the 

Security fundamentals VM from “\Public\Security 

Fundamentals VM folder”.  Before you start the VM, 

click on settings, go to the network tab, in adapter 1 

Name: Click on the dropdown menu and select the 

first available adapter, this will vary depending on 

your location. 

 

 

Once the VM reaches the login screen, select user 

“cisco” and the password is just “password”. 

 

Browsing the internet 
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Inside the VM, open the terminal and issue the 

command “ip address” and take a note of your IP. It 

should be in the format: 172.20.x.x since we have a 

bridged connection, the VM will have its own IP. 

 

Open up google chrome 

Try navigating to some sites like www.youtube.com 

or facebook.com to ensure that chrome and the 

internet are working correctly, if you browse to 

YouTube, you should be able to play video with 

sound in MB316. 

 

Navigate to web2.com, a web form should be 

displayed. This is currently hosted on a web 

server we have running on campus. 

Type learn.xamk.fi to the address bar and try logging 

in. If there are any problems, be sure to let either 

Alex/Jevgeni or Timo know. 

 

Minimize google chrome and from the top left menu 

select the internet tab and choose Firefox this time. 
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Now navigate back to learn by typing learn.xamk.fi in 

the address bar.   

Open chrome back up and navigate back to 

learn.xamk.fi.   

 

 

 

Are there any differences in what information the 

browser is presenting to you?  If so, what are the 

differences? 

 

Try typing https://learn.xamk.fi into the address bar 

for both browsers.  Click on the advance section and 

read the information provided. 

What is the warning provided by the browsers?   

 

What does the warning actually mean? 

 

Use the classroom pc web browser (outside the VM) 

and type learn.xamk.fi into the address bar. Does the 

classroom PC connect to the correct site? Obviously 

there is an issue in our VM somewhere. 

 

Google for “what is the hosts file used for in 

Linux”, what service is being provided by the 

hosts file? 

 

From the information you have so far gathered, 

what is happening when we try to navigate to 

learn.xamk.fi in the Linux VM? 

 

With a little better understanding of what the hosts 

file is, we can now remedy the current situation that 

the VM is redirecting traffic destined for 

learn.xamk.fi. 

 

Open terminal, type the following command: 

sudo nano /etc/hosts 
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Arrow down to the line that includes learn.xamk.fi 

and www.learn.xamk.fi.  Delete only those 2 

references from the line, press ctrl and x to exit, 

press y to save the modified buffer, then press enter 

to save the file with its current name.  

 

 

 

Once you have removed the offending text from the 

hosts file, open up Chrome or Firefox and try 

navigating back to learn.xamk.fi, the correct page 

should now load. 

 

A targeted phishing expedition 

As was just briefly mentioned, it is possible to quickly 

set up a credential harvesting site in minutes, what if 

we wanted to target something more specific instead 

of a social media platform? Let’s quickly throw up our 

own website in our VM, this just demonstrates the 

site creation process, it will not cover how to harvest 

credentials. 
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Inside the VM, open a web browser and type 

example.fi into the address bar.   

 

The page is being hosted on your VM using Nginx.  

Nginx functions as a load balancer/web 

server/reverse proxy.  The page you just visited in 

chrome is located at 

/var/www/example.fi/html/index.html 

The first step would be to target a specific site…. 

perhaps peppi.xamk.fi for example.  

Some pages (like linkedin.com) can be downloaded 

directly using the wget command from terminal, 

Peppi is not one of these pages. 

Take a look at this link 

https://blog.hubspot.com/marketing/web-design-html-

css-javascript  

 

Can you give a brief definition of the following 

elements of a website?  HTML/JavaScript/CSS 

 

Phishing for beginners 

First double click on mousepad to open a blank text 

file, then open a web browser in the VM and 

navigate to peppi.xamk.fi. Right click somewhere in 

the black space on the page and select view source. 

 

 

 

 

 

 

 

 

 

 

 

https://blog.hubspot.com/marketing/web-design-html-css-javascript
https://blog.hubspot.com/marketing/web-design-html-css-javascript
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In the new tab that has opened, press ctrl + a, select 

all, then press ctrl + c to copy it.  

 

Go back to your open blank text file and press ctrl + 

v to paste the html code.  Save the file as index.html 

in the default location and close the file. 

 

Open terminal and navigate to 

/var/www/example.fi/html/ and type the following 

command: 

cp ~/index.html 

/var/www/example.fi/html/index.html 

 

This will copy your html file to the root directory of 

example.fi. 

Try opening a web browser and go to example.fi 

now. 

 

 

 

 



45 
 
 

Appendix 1/8 

 

 

Not quite what we are looking for.  Right now we only 

have HTML, We have no images or styles linked in 

to our web page.  We need at least 2 more things to 

get something resembling the peppi login page.  The 

first thing we need is the Xamk logo image, the 

second thing we need is the css styling.   

 

Open up mousepad again. 

Open peppi.xamk.fi in the web browser, right click 

the image above the yellow XAMK LOGIN bar and 

then select save image as... 

 

 

Rename the file logo.jpg and save it in the default 

location. 
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View page source again (right click in black space). 

Near the top of the code, we can see a link to the css 

file 

 

Left click on the link to the css file.  Again in the new 

tab, press ctrl + a then ctrl + c.  Paste the code to our 

empty mousepad file and save the file as 

example.css in the default location. 

 

Open terminal and navigate to 

/var/www/example.fi/html 

See what is inside this directory.  

 

 

We are now going to copy the logo.jpg file to the 

images folder and then copy the example.css to the 

css folder with  

cp ~/Downloads/logo.jpg ./images/logo.jpg 

&& cp ~/example.css ./css/example.css 

 

From the /var/www/example.fi/html folder, change 

directory to images and type ls to ensure we have 

the logo.jpg in the correct folder. 

cd images 

ls 

 

Then navigate back to the html folder and again 

change directory to the css and type ls to ensure we 

have the example.css in the current folder. 

cd .. && cd css 

ls 
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You should now have both these files in the proper 

place.  Now we just need to link them to our 

index.html page. 

 

Use the following command to change directory to 

/var/www/example.fi/html and edit the index.html 

page: 

cd .. && sudo nano index.html 

 

Edit the highlighted sections so they match the 

above text.  Once you are done, press ctrl + x to exit, 

press y to save changes, and press enter to 

overwrite the index.html file. 

 

If you now browse to example.fi we should see a 

decent copy of the page in place.  If we managed to 

get traffic to visit our site, we could add some code 

that would log any credentials typed to a file. 

 

What line would we add to the targets hosts file 

to redirect them to our fake website?   

 

Currently we can only connect via http, what 

would we need to enable https connection?   

 

At the end, consider the following:  

 

1. There are lots of applications available which will 

quickly build common social media login pages in an  
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attempt to harvest credentials. Think about how 

many of these you are registered to, examples like 

YouTube, Facebook, LinkedIn, Twitter and so on.  

How many of these use your email as the user, do  

 

you have the same password for more than one of 

these sites?   

2. If a malicious actor was to get a combination of 

your email and password for one site, would they 

then be able to login to multiple other places?  

 

Optional: Only HTTP?  

We can only connect to our site via http.  If you 

attempt to connect via https the connection will 

automatically be refused.  If you have finished the 

previous exercises fairly quickly, you can attempt this 

part so that we can enable an https connection but is 

entirely optional. 

Ensure nginx openssl is installed: 

sudo apt update && sudo apt install nginx 

openssl 

 

Create the required directory: 

sudo mkdir /etc/nginx/certificates 

 

Change to the new directory: 

cd /etc/nginx/certificates 

 

Create the self-signed web certificate and the private 

key: 

openssl req -new -newkey rsa:4096 -x509 -

sha256 -days 365 -nodes -out nginx-

certificate.crt -keyout nginx.key 

 

The only important field here is the “Common 

Name”, you should assign the IP address of your VM 

to this field. 
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We need to link our certificate/key to our site by 

editing our sites-available configuration file.   

sudo nano /etc/nginx/sites-

available/example.fi 

 

Edit the file so it resembles the screenshot below: 

 

 

Save and exit, test the syntax with “sudo nginx –t” 

and then restart nginx: 

sudo systemctl restart nginx 

Test your browser is accessing the site by typing 

“example.fi” into the browser and then test 

“https://example.fi”.  This should show a security 

issue as the certificate is self-signed. 

 

These warnings can be suppressed, and if we have 

access to alter the targets hosts files, we should also 

be able to suppress these warnings in their 

browsers. 
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Figure 12: Question 1 for feedback 

 

 

Figure 13: Question 2 for feedback 

 

 

 

 

 

 

 

 



51 
 
 

 

Appendix 2/2 

 

 

Figure 14: Question 3 for feedback 

 

 

Figure 15: Question 4 for feedback 
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Figure 16: 2 general questions for feedback 

 


