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Abstract

The purpose of this thesis was to highlight the importance and performance aspects of Embedded System de-
vices, focusing on the RuuviTag system in Industrial Automation environments. The RuuviTag is a wireless
sensor beacon developed by Ruuvi Ltd (RuuviTag Technical Specifications 2023). The study was aimed to ex-
plore the benefits and potential disadvantages of using standardized and open-source Embedded Systems in
technical environments, and to evaluate the future developments of these systems based on the RuuviTag.

The research methodology involved both theoretical and practical applications. Providing a comprehensive lit-
erature review that was conducted to establish a theoretical foundation. This was followed by the practical im-
plementation of the RuuviTag system within an industrial setting, specifically focusing on its implementation
with a Raspberry Pi 3B+ to function as an Edge Gateway. The data collected from the RuuviTag was then
transmitted and visualized using ThingsBoard, an open-source Internet of Things (IoT) platform for device
management. The stages of the study included system setup, hardware and software configuration, data col-
lection, and analysis of the system's performance in real-time environments.

The study found that the RuuviTag system, when implemented with a Raspberry Pi 3B+, effectively collected
and transmitted environmental data with high accuracy and reliability. The implementation demonstrated sig-
nificant improvements in data acquisition and real-time monitoring capabilities. Additionally, the use of Things-
Board allowed for efficient data visualization and analysis, providing valuable insights into the system's perfor-
mance and potential areas for optimization.

The findings highlight the potential of open-source sensor devices like the RuuviTag to enhance industrial au-
tomation processes. The study concludes that such systems offer considerable benefits in terms of cost effi-
ciency, flexibility, and scalability. The successful integration of the RuuviTag with existing industrial systems
suggests promising applications for larger implementations in various technical environments. This research
contributes to the understanding of how Embedded Systems can be utilized to improve operational efficiency
and supports the case for further development and deployment of these technologies in industrial settings.

Keywords

Embedded Systems, RuuviTag, Industrial Automation, Raspberry Pi 3B+, ThingsBoard, Bluetooth Low Energy,
BLE, Internet of Things, IoT, Edge Gateway, Real-time data.
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1 INTRODUCTION

In this chapter context will be given for the background information and research questions leading
up to the thesis. It will also discuss the scope of the thesis and give a greater understanding to the

thesis topic.

1.1  Background and Motivation

This thesis project will focus on the RuuviTag System (Ruuvi) and discuss the importance and
significance of the effect of Embedded Systems (Ganguly 2014). It will be discussing their
importance and their affect on Industrial working environments. Discussing their possibilities of

automation and opportunity to be able to streamline processes for efficiency and simplicity.

In the lead up to this thesis project, previous work and developmemt had been done with HMI
Supervisory Control and Data Acquisition (SCADA) (SCADA International) system in Savonia’s Water
Lab facility (Kuopio Water Cluster) to restucture their User Interface and Monitoring practices within
the Water Lab.

The project had started during the summer of 2023, development and integration of the foundation
of their pre-existing interface. To modernize the harmonisation of the devices and systems to func-
tion in cooperation the HMI Supervisory Control and Data Acquisition (SCADA) (SCADA
International) system. During the course of the thesis project the development will be focused on
the hardware applications, developing the connectivity side to be able to integrate it for future
operations and for future systems to be developed upon it. The goal is to be able to contribute to a

large scale project such as Savonia WaterLab (Kuopio Water Cluster).

1.2  Literature Review

The existing literature on Embedded Systems within an Industrial Technical environments provides a
foundation to understand their advancements and benefits. However, while the current literature
establishes the significance of the systems, there remains a gap in understanding their replicability
across diverse theoretical and practical applications. This thesis aims to bridge this gap of
information by demonstrating the adaptability and functionality of Embedded Systems in Industrial
scenarios, contributing to a more comprehensive understanding of their versatility in applications.
The framework of this research draws on key concepts of research related to Embedded Systems,
the Internet of Things (IoT), and control devices. Additionally, the framework will integrate findings
on the practical applications of Embedded Systems in industries. This will provide a robust structure
for understanding the advancements and benefits of Embedded Systems. Providing a

comprehensive structure of their capabilities across various theoretical and practical applications.

In previous academic research done “An Approach to Industrial Automation Based on Low-Cost
Embedded Platforms and Open Software” highlights the importance and benefits of an Open-Source
software Embedded Systems for the adaptability and possible integration in processes available for
the purpose of monitoring and controlling significant elements within Industrial Automation

processes (Minchala 2020).
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Another research study done by “LEGIoT: A Lightweight Edge Gateway for the Internet of Things,”
the authors highlight the significance and benefits of a lightweight, modular Edge Gateway designed
for Internet of Things (IoT) systems. This research covers the efficiency, scalability, and security
advantages of Lightweight Edge Gateway for Internet of Things (LEGIoT), making it an ideal
solution for managing data traffic and processing in resource-constrained environments. The study
demonstrates how a Lightweight Edge Gateway for Internet of Things (LEGIoT) allow for suport to
multiple communication protocols and how it enhances the exchange of data among diverse
Internet of Things (IoT) devices (Morabito 2020).

In previous academic research done by "INDUSTRIAL GATEWAY FOR DATA ACQUISITION AND
REMOTE CONTROL" the authors highlight the significance and advantages of an industrial gateway
designed for efficient data acquisition and remote control. This study emphasizes the importance of
such gateways in enhancing data collection and control processes within industrial settings. The
gateway's design ensures reliable performance and connectivity, allowing for better monitoring and
management practices witin industrial operations. The research highlights the practical benefits of
implementing these gateways in various industrial automation scenarios, contributing to improved

efficiency and operational effectiveness (Lojka 2020).

1.3 Research Objectives

The research objectives during the course of the thesis will be to bring attention to the importance
of Embedded System devices in technical environments. Concentrating on the performance aspects
and their impactful role in technical enviroments for long term applications. If applicable, what
would be the benefits to a standardised and open-source embedded system device in technical envi-
ronments and the possible disadvantages? How would the future improvements of the performance

evolve with the current development of the RuuviTag System?

1.4 Scope and Limitations

This thesis focuses on the RuuviTag system by Ruuvi Limited Ltd (Ruuvi). The study is specific to

Industrial Automation environments, limiting the topics and instruments discussed. Due to ongoing
technological developments, the results and implementations are based on the resources available
during the thesis's publication. The theoretical background and practical applications are supported
by established literature. The thesis aims to demonstrate the process and applications but may not

cover all technical facilities.
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2 TECHNOLOGIES DEFINITION

In this chapter the technologies and definitions will be explained to be able to describe and to
provide a base level of understanding into the systems, processes and technical information used.

These definitions are essential in understanding the implementation of the systems of this thesis.

2.1 Industrial Automation

The use of robotics, machinery, and control systems to carry out tasks that were previously com-
pleted by humans is known as Industrial Automation (IndustLabs 2023). Industrial Automation is
the process of mechanising a system that is capable of operating by itself. A process is defined as a
set of stages of tasks that are carried out in a specific order to provide a set result (Dey 2020).
Through the use of devices and systems using a set of technologies that result in a system requiring
only a little amount of human input, to achieve the necessary results for the process it was designed
for (Dey 2020). Making it greater than manual operation systems as they require less attention and
less input. There are three main stages that are in a hierarchy structure to an Industrial Automation
system, the Supervisor Level, the Control Level and the Field level. The levels of Industrial Automa-

tion system are Illustrated in Figure 1.

The supervisor level typically consists of an Industrial personal computer at the top of the hierarchy.
These types of computers can be desktop, panel, or rack mounted systems. These computers are
equipped with specialised software for industrial process control, typically supplied by the supplier,
and run standard operating systems (Teja 2024). These computers are equipped with a specific
software package from the supplier that gives them the ability to control industrial processes. They
are powered by standard operating systems. The process benchmarking and providing visualisation
are the main goals (IndustLabs 2023).

All automation-related programmes are carried out at the Control Level, which is the mid-level of the
hierarchy. PLCs, or programmable logic controllers, are used for this purpose due to providing real-
time computing capabilities. To meet the real-time requirements, PLCs are typically implemented
using 16 or 32-bit microcontrollers running a proprietary operating system (Teja 2024). Because
they offer real-time computing capabilities and are able manage processes. A PLC can interface with

various input/output devices, including lights, motors, and sensors(IndustLabs 2023).

The Field level is located at the bottom of the hierarchy (Teja 2024). Devices like sensors (tempera-
ture, optical, pressure, etc.) and actuators (motors, valves, switches, etc.) at the Field level are con-
nected to a PLC via a field bus (IndustLabs 2023). These devices and the matching PLCs can com-
municate via point-to-point connections. The use of wired or wireless networks are used here to en-
able diagnostics of the humerous components connected throughout machine installation (In-
dustLabs2023).
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Supervisor Level
(Industrial PC)

Office Network (Gigabit
Ethernet)

Control Level
(PLC)
Field Bus

Field Level

(Sensors and Actuators)

Point-to-Point Connection

Figure 1. Industrial Automation Hierarchy (Teja 2024)

2.2 Embedded Systems

An Embedded System is a computer hardware system that combines a microprocessor with software
to carry out a specific task. It can operate alone or as a component of a larger system (Heavy.ai).
Embedded means an integrated object within another object. “One processor block handles all in-
put, output, calculations, and control in a microprocessor system or microcontroller” (Bates 2006).
An integrated circuit built to perform computation for real-time operations is at the heart of an em-
bedded system (Heavy.ai). In order to retrieve data from its environment, a real-time system inter-
acts with it continuously and promptly, which enables embedded systems to carry out tasks effec-
tively (Jiacun 2017). Microcontrollers or digital signal processors (DSP), field-programmable gate
arrays (FPGA), application-specific integrated circuits (ASIC), graphics processing unit (GPU) tech-
nology, and gate arrays are the components that control embedded systems (Heavy.ai). These pro-
cessing systems are equipped with integrated components that manage mechanical and/or electric
interface (Heavy.ai). Four main components comprise an embedded system: processors, digital-to-
analog (D-A) converters, actuators, sensors, and analog-to-digital (A-D) converters. The fundamen-
tal components and operation of an embedded system are Illustrated in Figure 2. An embedded sys-
tems engineer or any other electronic device can read the electrical signal that the sensor produces
after measuring the physical quantity and converting it to that form. The measured quantity is
stored in memory by a sensor (Heavy.ai). The sensor's analogue signal is converted into a digital
signal by an analog-to-digital (A-D) converter (Heavy.ai). In order to quantify the result and store it
in memory, processors evaluate the data (Heavy.ai). The digital data given by the processor is con-
verted to analogue data via a digital-to-analog (D-A) converter (Heav.ai). An actuator stores the au-
thorised output after comparing the output provided by the digital-to-analog (D-A) converter with

the actual output that was recorded (Heavy.ai).
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Figure 2. Example structure of a Embedded System (Pramanik 2021)

2.3  Bluetooth Low Energy (BLE)

The technology known as Bluetooth Low Energy, or Bluetooth LE, or simply BLE, was developed in
parallel with Bluetooth 4.0 with the goal of achieving extremely low power consumption and short-
range communication. Bluetooth LE is a communication protocol that supports different topologies,
enabling point-to-point setup, mesh, and broadcast modes of communication between devices.
Bluetooth technology enables the establishment of dependable, extensive device networks. (Blue-
tooth 2024). The lightweight Link Layer, which enables ultra-low power idle mode operations, single
device discovery, and other efficiency-focused features, is what makes BLE operate at minimal
power consumption. Devices consume significantly less energy than Bluetooth Classic when they are
mostly in idle mode (Cargopoulos 2022). In order to communicate with other devices and systems,
Bluetooth Low Energy (BLE) uses data over 40 channels in the 2.4GHz unlicensed ISM frequency
band (Bluetooth 2024). Depending on the workload placed on the device, Bluetooth Low Energy en-
ables systems and devices to remain operational for several months or even years. This enables sys-
tems and devices to operate without the need for constant battery replacement or charging over an
extended period of time (Gupta 2013). As a result, Bluetooth Low Energy has a wide range of appli-
cations that make it suitable, including automation systems, Internet of Things applications, medical
devices, and many other systems. These systems allow for consistent streams of data output that
are dependable and efficient due to the longer-lasting connections, which also make the devices and

systems easier and less expensive to implement.
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Figure 3. Bluetooth Low Energy Overview (Bluetooth 2024)

Figure 3 Shows the differences between Bluetooth Classic and Bluetooth Low Energy (BLE). Both
systems having common features between them but Bluetooth Low Energy being more focused and
providing more features.

2.4 Internet of Things (IoT)

The term Internet of Things (IoT) refers to the collective network of linked devices that allows for
communication between the devices and cloud services (Amazon 2024). Human-to-human or hu-
man-to-computer interactions are not necessary for data transfer via a network within Internet of
Things (IoT) (Gillis 2023). Systems for the Internet of Things (IoT) are made up of web-enabled
smart devices with components such embedded processors, sensors, and communication hardware
that send data to be gathered and to then be transferred (Gillis 2023). The data that has been gath-
ered to be examined and used by the system to carry out the required operations, as Illustrated Fig-

ure 4.
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Example of an IoT system

Collect data A

10T device User interface

PREEEEEN o + (e.g., smartphone,
(EfE)y SETSED) human-machine)
Analytics of
10T device . N 1oT hub or . N business application
(e.g., antenna) loT gateway (e.g., customer relationship
management, ERP)
10T device (e.g., . ) . R Back-end
microcontroller) systems

Figure 4. The stages of an IoT system (Gillis 2023)

2.4.1 Edge Gateway

An Edge gateway, sometimes referred to as an Internet of Things (IoT) gateway, is a networking
hardware or software device that allows the transfer of data between distinct network signals. The
interface between the cloud and Internet of Things (IoT) devices, including controllers, sensors, and
smart devices, is a hardware or software system (Gillis 2023). An intermediary system that operates
between the Internet of Things (IoT) devices and the edge or cloud is called an edge gateway. Edge
gateways address issues with data processing, latency, security, and protocol translation from vari-
ous devices and systems (STL Partners). The architecture of Edge Gateways is separated into four
layers. The cloud analysis or application layer, the sensor layer, the network or data acquisition
layer, and the data pre-processing layer. Figure 5 Illustrates the layers and gives examples of de-
vices that can communicate with an edge gateway to enable data transmission to the cloud. Devices
connected to the Internet operate at the sensor layer. Through the network layer, data is transmit-
ted to processing systems. Reducing the amount of data transmitted, basic data analytics are car-
ried out in the data pre-processing layer. At the cloud analysis layer, more thorough data analysis is
performed. (Gillis, 2023)
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Figure 5. Hardware Components of an Edge Gateway (STL Partners)

2.5 Real-time data

Data that is made usable as soon as it is generated is referred to real-time data. In principle, data
travels quickly from the source to the application that uses it, however delays might be caused by
bandwidth or data infrastructure restrictions. Real-time data supports real-time analytics, which pro-
vides instant feedback and enables responsive action to changing circumstances. Real-time data is
utilised in time-sensitive applications (Qlik 2024). Four stages comprise real-time data architecture:
data capture from streaming sources, data processing in real-time, data visualisation after pro-
cessing, from the dashboard in real time to the visualisation (Spotfire 2024). The four stages of the

real-time data architecture are Illustrated in Figure 6.

Figure 6. Real-time data Architecture (Qlik)
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3 SYSTEM ARCHITECTURE

In this chapter, the aim is to provide a comprehensive understanding of the key system structure by
examining the detailed aspects of the components and systems implemented in this thesis project.
This section discusses the hardware components used, covering their technical specifications, func-
tionalities, and the reasoning behind their selection to provide a clear understanding of their pur-
pose. Additionally, this section will discuss the software systems used, with each software compo-
nent chosen and gaining a greater understanding behind the reasoning of their implementation into
the thesis project.

3.1 RuuviTag

The RuuviTag is a wireless Bluetooth sensor beacon developed by Ruuvi Ltd (Ruuvi). and is Illus-
trated in Figure 7 with its individual layered components visible. The RuuviTag is designed to trans-
mit sensor data to other devices and systems using Bluetooth Low Energy (BLE) communication
protocols (RuuviTag Technical Specifications 2023). Temperature, air humidity, air pressure, and
acceleration are all measured by the open-source RuuviTag sensor device (RuuviTag Technical
Specifications 2023). The RuuviTag focuses on functionality, energy efficiency and versatility. The
RuuviTag is optimized for a variety of implementations, including environmental monitoring, indus-

trial automation and smart home setups.

Figure 7. RuuviTag (RuuviTag)

3.1.1 Architecture of the RuuviTag

The RuuviTags architecture process begins with initialization of its internal peripherals, including the
microcontroller, sensors and the Bluetooth Low Energy (BLE) module. This initialization process
involves configuring communication interfaces, setting up sensor parameters, and preparing the

microcontroller to handle data processing and communication tasks.

The RuuviTag establishes a Bluetooth Low Energy (BLE) connection with a compatible device, such

as a smartphone or Edge gateway. This involves advertising its presence, scanning for nearby
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Bluetooth Low Energy (BLE) enabled devices, and establishes a connection using the Generic
Attribute Profile (GATT) protocol. The establishment of the Bluetooth Low Energy (BLE) connection

enables two way communication between the RuuviTag and the connected device.

The RuuviTag begins reading data from its embedded sensors when the Bluetooth Low Energy
(BLE) connection is established. The RuuviTags embedded sensors measure the temperature,
humidity, air pressure, and acceleration. These sensors readings provide valuable environmental
data that can be transmitted with Bluetooth Low Energy (BLE) to the connected device for further

analysis or monitoring.

The RuuviTag may require calibration to be able to ensure its accuracy and reliability of sensor
readings. Calibration involves adjusting the sensor outputs based on known reference values or
compensating for environmental factors that may affect sensor performance. This calibration step

helps to improve the overall accuracy of the data reported by the RuuviTag.

The RuuviTag then constructs a data packets according to a the predefined communication protocol.
This protocol defines the structure of the data packets, including headers, payloads, and any
necessary metadata. Sensor readings are formatted into these packets, ready to be transmitted over

Bluetooth Low Energy (BLE) to the connected device.

Once the data packets are ready, the RuuviTag sends Bluetooth Low Energy (BLE) notifications to
the connected device. These notifications contain the formatted sensor data and any additional
information required by the receiving device to interpret the data. By following this architecture, the
RuuviTag efficiently collects sensor data, processes it, and transmits it over Bluetooth Low Energy
(BLE) to connected devices for further analysis or visualization. The architecture of the RuuviTag is
Tllustrated in Figure 8 It showcases the steps and process of the RuuviTag when sending sensor
data to other devices.

RuuviTag
Protocol
Initiate Peripherals
and External IC » Read Sensor Data >» Make Data Packet
Y y Y
. Calibration Notification
BLE Connection

Figure 8. The RuuviTag Process flowchart
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The RuuviTag consists of a variety of components from different companies. The information re-

garding their components is display below in Table 1.

Table 1. Hardware Specifications of RuuviTag System (RuuviTag Technical Specifications 2023)

RuuviTag Components

Specification

Processor Nordic Semiconductor nRF52832, ARM Cortex-
M4 @ 64MHz.

Memory 64KB RAM, 512KB Flash.

Connectivity Bluetooth 5.0, NFC.

Power Supply CR2477 coin cell battery.

Accelerometer

STMicroelectronics LIS2DH12

e 3-axis, ¥2g/+t4g/+8g/xl6g@
1...5300 Hz

Temperature and Humidity Sensor

Sensirion SHTC3

e Operating range -40...125 °C, 0...95 %
relative humidity (non-condensing
only!)

e Relative humidity Typical absolute accu-
racy tolerance £2 % (20...80 % relative
humidity, 25 °C, including hysteresis)

e Temperature, Typical absolute accuracy
0,2 °C @ 5...60 °C

e Output resolution 0,01 °C

Pressure Sensor

Infineon DPS310

Operating range 300...1200 hPa (limited to
500...1155 hPa on Ruuvi firmware).

e Typical absolute accuracy: £1 hPa (or
+8 m)

e Relative accuracy: £0,06 hPa (or £0.5
m)

e Output resolution: £0,002 hPa (or

£0.02 m) in high precision mode.
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The RuuviTag uses the Nordic Semiconductor nRF52832 System-on-Chip (SoC) as its central compo-
nent (RuuviTag Technical Specifications 2023). This System-on-Chip (SoC) integrates a powerful
processor, Bluetooth Low Energy (BLE) connectivity, and low-energy consumption capabilities, for

seamless wireless communication and long battery life.

The RuuviTag uses a highly accurate temperature and humidity sensor sourced from Sensirion the
SHTC3 (RuuviTag Technical Specifications 2023). These sensors utilize advanced technology to pro-
vide accurate measurements, ensuring reliability in monitoring environmental conditions for various

applications.

The RuuviTag is equipped with an accelerometer from STMicroelectronics the LIS2DH12 (RuuviTag
Technical Specifications 2023). This component detects changes in acceleration, enabling the
RuuviTag to detect movement, orientation shifts, or vibrations, which can trigger specific actions or

provide contextual insights, expanding its versatility.

The RuuviTag uses a compact coin cell battery a CR2477, for efficiency to function with the low-
power attributes of the System-on-Chip (SoC), sensors, and Bluetooth Low Energy (BLE) protocols
(RuuviTag Technical Specifications 2023). The battery allows the RuuviTag to maintain a small form
factor. Due to its low power consumption, it allows for prolonged battery life and allows for ex-
tended deployments without frequent replacements. With a theoretical 10-year battery life depend-

ing on the software used with the RuuviTag (RuuviTag Technical Specifications 2023).

The RuuviTag uses Bluetooth Low Energy (BLE) technology for efficient wireless data exchange with
external devices (RuuviTag Technical Specifications 2023). Bluetooth Low Energy (BLE) enables flex-
ible connections with smartphones, gateways, or other devices, enabling remote access and moni-

toring of data from the RuuviTag.

The RuuviTag uses a Printed Circuit Board (PCB) to connect its components. The Printed Circuit
Board (PCB) provides a solid base that helps the RuuviTag to work well and stay functional in differ-

ent environments.

The enclosure of the RuuviTag is rated at ingress protection level of 67 (IP67) (RuuviTag Technical
Specifications 2023). The 6 in the ingress protection level (IP) refers to total protection against dust
for an extended period of time as well as protection against contact with items larger than 1 mm in
diameter. The 7 in the ingress protection level (IP) (Trenton Systems), allows the RuuviTag to pro-
tect the against brief submersion in water when under pressure between 15 cm and 1 m. The
RuuviTag also has an additional external durable rubber casing (RuuviTag Technical Specifications
2023). The rubber casing is designed for easy attachment to surfaces or objects, enhancing usability

and adaptability across different applications and environments.

3.2 Raspberry Pi 3B+

Developed by the Raspberry Pi Foundation, the Raspberry Pi 3 Model B+ is a single-board computer
Tllustrated in Figure 9. In addition to the Raspberry Pi 3 Model B+, it was introduced in March 2018

as an improved version of the Raspberry Pi 3.
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Figure 9. Raspberry Pi 3B+ (Raspberry Pi)

3.2.1 Raspberry Pi 3B+ Hardware

This section will discuss the hardware and components of the Raspberry Pi 3B+. Illustrated in Table

2 shows the components of the Raspberry Pi 3B+.

Table 2. Raspberry Pi 3B+ Hardware Specifications (Raspberry Pi 2023)

Raspberry Pi 3B+ Component Specification

Processor Broadcom BCM2837B0, Cortex-A53 (ARMv8) 64-
bit SoC @ 1.4GHz

Memory 1GB LPDDR2 SDRAM

Connectivity 2.4GHz and 5GHz IEEE 802.11.b/g/n/ac wireless
LAN, Bluetooth 4.2, BLE, Gigabit Ethernet port
over USB 2.0 (maximum throughput 300 Mbps)

Ports 4 USB 2.0 ports

1 HDMI port

3.5mm analog audio-video jack

4-pole stereo output and composite video port.

CSI camera port for connecting a Raspberry Pi

camera.
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DSI display port for connecting a Raspberry Pi
touchscreen display.
GPIO 40-pin GPIO header
Storage microSD slot
Power Supply 5V/2.5A DC via micro-USB connector
Video Output HDMI and composite video (via 3.5mm port)
Audio Output 3.5mm port, HDMI

The central processing unit (CPU) of the Raspberry Pi 3B+ is the Broadcom BCM2837B0, Cortex-A53
(ARMv8) 64-bit SoC @ 1.4GHz (Raspberry Pi 2023). It performs all the calculations and processing
for tasks. The ARM Cortex-A53 is a quad-core 64-bit processor that provides the necessary compu-

ting power for running various applications and operating systems.

The Random Access Memory (RAM) used by the Raspberry Pi is 1GB LPDDR2 SDRAM (Raspberry Pi
2023). It stores data temporarily while the system is running, allowing for quick access to data and
helping in multitasking by storing active data and instructions that the central processing unit (CPU)

needs.

The Raspberry Pi 3b+ is capable of connecting to wireless networks via IEEE 802.11.b/g/n/ac wire-
less LAN at both 2.4GHz and 5GHz, which offers Wi-Fi connection (Raspberry Pi 2023). Wireless
connectivity between Bluetooth devices, such as keyboards, mouse and other devices are made pos-
sible by Bluetooth 4.2 and Bluetooth Low Energy (BLE). For quicker and more reliable internet con-
nections than Wi-Fi, a wired network connecting is available through the use of a Gigabit Ethernet

port over USB 2.0 (maximum through-put 300 Mbps).

The Raspberry Pi 3B+ features four USB 2.0 ports that can connect a variety of USB peripherals,
including keyboards and mouse. The Raspberry Pi can transmit audio and video to a display, such as
a TV or monitor, via the High-Definition Multimedia Interface (HDMI) connector. Connecting to TVs
or audio systems is made convenient by the 3.5mm analogue audio-video port, which offers both
composite and analogue video outputs. Connecting a suitable camera module to capture pictures
and videos is made possible using the Camera Serial Interface (CSI). Connecting to a compatible

display module is accomplished via the Display Serial Interface (DSI).

The General-Purpose Input/Output (GPIO) pins are programmable and can interact with various
electronic components and sensors (Raspberry Pi). This is useful for projects, robotics, and other

electronic tests.

The microSD (Secure Digital) slot is used to insert a microSD (Secure Digital) card which acts as

storage for the operating system and other files and programs (Raspberry Pi 2023).
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The power supply for the Raspberry Pi 3B+ is a 5-volt power source with a rating of 2.5 amps, deliv-
ered through a micro-USB connector (Raspberry Pi 2023). This powers the entire board and con-

nected peripherals.

3.3 ThingsBoard

ThingsBoard is a free and open-source Internet of Things (IoT) platform that makes it possible to
manage, develop, and scale Internet of Things (IoT) applications. With ThingsBoard users can moni-
tor and control their IoT devices remotely, analyse data streams, set up alarms and notifications
based on predefined rules, and create custom Internet of Things (IoT) applications developed for
their specific needs. ThingsBoard is designed to be scalable, flexible, and easy to deploy, making it
suitable for a variety of small-scale and large-scale Internet of Things (IoT) implementations. I had
chosen ThingsBoard as it provides functionalities such as remote device monitoring and control,
data analysis, alarms, and notifications. Its high scalability and flexibility make it suitable for both
small-scale and large-scale applications, further development of the system is possible and having
the possibility of multiple devices or systems to monitor is possible within ThingsBoard due to its
high scalability and flexibility.

3.4 Raspberry Pi OS

The operating system for Raspberry Pi systems, also referred to as Raspbian or Raspberry Pi OS. Is
based on a Debian Linux distribution and tailored for the Raspberry Pi single-board computers.
Raspberry Pi OS is a free operating system (OS) (Raspberry Pi Documentation). It is also the official
operating system designed for the Raspberry Pi. Its primarily designed to be functional with a vari-
ety of systems and applications and being highly modular for a variety of packages and systems to
be functional. “"Raspberry Pi OS supports over 35,000 Debian packages” (Raspberry Pi Documenta-
tion). I had chosen Raspberry Pi OS as its optimized for Raspberry Pi single-board computers,
providing a lightweight and efficient operating system environment and it’s the official operating sys-
tem that supports the Raspberry Pi. It offers access to a vast amount of repository of software pack-
ages, facilitating easy installation of additional tools and libraries required for Internet of Things

(IoT) development.

3.5 Python 3.9.2

Python is a programming language. Python version 3.9.2, released in February 2021 (Python). Py-
thon version 3.9.2 has enhancements that improves developer productivity and code readability. It
includes dictionary merge operators for merging dictionaries efficiently, flexible function annotations,
and type hinting improvements for clearer code. The release focuses on improving error messages
and diagnostics for easier debugging. I had chosen Python version 3.9.2 as the coding language for
this project as it's a versatile and user-friendly programming language commonly used in Internet of

Things (IoT) development due to its simplicity and readability.
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Other Packages

The ruuvitag_sensor package is for handling sensor data from the RuuviTag (TTU). This package
functions seamlessly with Python, allowing developers to easily interface with RuuviTag sensors and

receive relevant data for transmission to storage platforms such as ThingsBoard.

The use of HTTP POST requests and threading in conjunction with Python allows for constant data
transmission to ThingsBoard, enhancing efficiency and reducing latency. Threading allows for the
execution of multiple tasks simultaneously, while HTTP POST requests allow for the transmission of

data over the internet to the ThingsBoard server.

The time module introduces delays between data transmissions, ensuring that data is sent at regu-
lar intervals and preventing overwhelming the ThingsBoard server with too many requests. This
helps in optimizing data transmission and ensuring the stability and reliability of the Internet of
Things (IoT) system. The sys package is imported, it is not used in the script but is used in the

setup to ensure efficient data collection and transmission.

IMPLEMENTATION AND SETUP

This section provides a detailed guide showcasing the practical steps necessary for the implementa-
tion of the RuuviTag to a Raspberry Pi 3B+. The Raspberry Pi 3B+ serves as an Edge Gateway, used
for the transmission of gathered data from the RuuviTag to ThingsBoard for efficient visualization
and data analysis. By following the outlined processes, readers will gain an understanding into the
configuration of the Raspberry Pi 3B+ as an intermediary device, ensuring smooth data transmission
from the RuuviTag to the cloud-based Internet of Things (IoT) platform Things-Board. This struc-
tured approach includes setup instructions, configuration guidelines, allowing users of integrating a

system like this for their own Internet of Things (IoT) applications.

System architecture

The system functions as the RuuviTag initiated and is ready to send Bluetooth Low Energy (BLE)
packets. The Raspberry Pi 3B+ is setup as an Edge gateway which allows for the RuuviTag to send
data to the Raspberry Pi 3B+ to be able to interpret and then sends the data using the address
https link within the code to ThingsBoard. Within the Code is the Media Access Control address
(MAC) of the RuuviTag to secure the connection between the Raspberry Pi 3B+ and the RuuviTag. A
Media Access Control address (MAC) is a 12-digit hexadecimal number that is assigned to a device
that allows it to be connected to a network (Yazar). When using ThingsBoard and creating a new
device it generates a new device identification token (ID). The generated token identification (ID)
which is put into the Code for the Raspberry Pi 3B+, which then runs in the terminal to get the con-
nection from the Raspberry Pi 3B+ to ThingsBoard. Illustrated in Figure 10 is the System architec-
ture flow and how the RuuviTag is able to communicate with devices and transmit data within the

system.
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Figure 10. The System architecture flow diagram

4.2 RuuviTag Setup

Setting up the RuuviTag device by first removing the protective layer that came prepacked to inter-
rupt the connect between the CR2477 coin cell battery and its terminal to active the RuuviTag. The
RuuviTag flashed its 2 indicator lights showing indicating its active status. Which displays the inner
layer of the RuuviTag and the protective strip separating the battery from the positive terminal al-
lowing for the battery to be active. Illustrated in Figure 11 displays the RuuviTag in its protective

rubber casing.

Figure 11. RuuviTag (Rubber Protective Casing)

4.2.1 Configuration of The RuuviTag

The RuuviTag is running on the most up to date software version “Ruuvi FW v3.31.1+default”.
"Ruuvi FW v3.31.1+default" is a software updated version for RuuviTag wireless sensor beacons,
enhancing their functionality and performance for environmental monitoring. This version supports
various sensor data types temperature, humidity, pressure, and acceleration and uses Bluetooth
Low Energy (BLE) to transmit data formatted according to Data Format 5 (RAWv2). The "+default"
indicates standard settings for optimal performance and battery life. Key features include improved

power management, bug fixes, performance improvements, over-the-air (OTA) updates, enhanced
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sensor accuracy, better motion detection, and updated security measures. This firmware ensures
reliable sensor data transmission and efficient power management.

The RuuviTag can only use Data format 5, as earlier data formats for the RuuviTag had been depre-
cated from Ruuvi Ltd (Ruuvi). The internal name for data format 5 is data format 5 (RAWv2), which
was last updated on 25 July 2021 (Ruuvi). Data Format 5 raw version 2 (RAWv2) (Ruuvi) is a struc-
tured data format used to decode and represent sensor data transmitted via Bluetooth Low Energy
(BLE ) advertisements.

4.3 Raspberry Pi 3B+ Setup

The Raspberry Pi 3B+ in this thesis project will act as a gateway due its Bluetooth 4.2 capabilities

due to the integrated 4.2 chip. Powering up the Raspberry Pi 3B+ and connecting an external moni-
tor, keyboard and mouse. I had also connected an ethernet cable to the Raspberry Pi 3B+ ensuring
constant internet connection ensuring the system would be functional for reliable and constant data

transmission. Illustrated below in Figure 12. 5V/2.5A DC via micro-USB connector, Gigabit Ethernet

cable, HDMI to monitor, 2 USB ports for mouse and keyboard).

.

Figure 12. Raspberry Pi 3B+ Connections

4.3.1 Raspberry Pi OS Environment

To begin, open the bash terminal on your Raspberry Pi 3B+. The first step is updating the package
list to ensure the latest packages are available. This can be done by running the command sudo apt
update. Once the package list is updated, you can proceed to install Python 3.9.2 along with pip, the
Python package installer. This is done by executing the command sudo apt install python3 python3-
pip. This process is Illustrated in Figure 13.



25 (45)

Figure 13. Python Version

With Python 3.9.2 successfully installed, the next step is to use pip3, the version of pip for Python 3,
to install the necessary Python packages. Specifically, you need to install the ruuvitag_sensor pack-
ages. This can be done by running the command pip3 install ruuvitag_sensor. These packages are
crucial for interacting with the RuuviTag sensor and making HTTP requests. The installation process

is Illustrated in Figure 14.

Figure 14. Installing ruuvitag_sensor package

Additionally enabling Bluetooth on your Raspberry Pi 3B+. This may involve using a graphical user
interface tool or running specific commands, depending on your setup. Enabling Bluetooth is a nec-
essary step for the Raspberry Pi 3B+ to communicate with the RuuviTag. This process is Illustrated

in Figure 15.

Figure 15. Enabling Bluetooth on The Raspberry Pi 3B+

4.4 Code Overview

The code is designed to manage data collection from RuuviTag and send the data to ThingsBoard.
This is crucial for environments where real-time monitoring of various parameters such as tempera-
ture, humidity, pressure, battery level, and signal strength are required. The system can automati-
cally and periodically collect and transmit data ensures timely updates and reduces the need for
manual data collection, which can be labour-intensive and error prone. Illustrated in Figure 16 is the

entire code of the system.
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Figure 16. Code Overview

4.4.1 Packages

The script begins by importing necessary modules and packages, Illustrated in Figure 17. The
ruuvitag_sensor.ruuvi package includes the RuuviTagSensor class, which provides functionalities for
interacting with RuuviTag sensors, and the RunFlag class, which manages the program's execution
flow. The requests library is used to send HTTP POST requests to ThingsBoard, while threading al-
lows the script to perform concurrent operations. The time module is used to control the sleep inter-

vals between sending data, and the sys module provides system-specific parameters and functions.

ffrom ruuvitag_sensor.ruuvi import RuuviTagSensor, RunFlag
import reguests

import threading

import time

import sys

s I TR I L ]

Figure 17. Code Packages

4.4.2 Sensor Configuration

The script initializes a list of sensors, each represented by a dictionary containing the sensor's media
access control (MAC) address, access token, name, and a placeholder for the latest payload data,
Illustrated in Figure 18. The access token is essential for authenticating with ThingsBoard. The
counter variable is set to (1,000,000) to control the loop execution, and an instance of the RunFlag
class named run_flag is created to manage the program's running state. The OnSendMeasure-

mentThread function is defined to periodically send sensor measurements to ThingsBoard every 30
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seconds because it ensures the system remains responsive and efficient, avoiding excessive load
while maintaining the necessary update frequency. This function operates in a loop as long as

run_flag.running is True.

7 sensors = [{“nac”:" (N -, . - :None}, ]
8

9 counter = 1000000

10 # RunFlag for stopping execution at desired time

11 run_flag = RunFlag()

13 def OnSendMeasurementThread(runflag):

14 global Sensors

15 while(run_flag.running):

16 time.sleep(30)

17 SendMeasurements(Sensors)

18 print( )

Figure 18. Sensor configuration, Counter and RunFlag

4.4.3 Sensor Payload

The SendMeasurements function constructs telemetry data from the latest payload of each sensor
and sends it to a specified ThingsBoard URL using HTTP POST requests, Illustrated in Figure 19. The
telemetry data includes parameters such as temperature, humidity, pressure, battery level, and re-
ceived signal strength indicator (RSSI). If the HTTP response indicates success (status code 200),

the latest payload for the sensor is cleared, ensuring that only new data is sent in continuously.

21 @Edef SendMeasurements(data):

22 thingsboard url = ' [
23 © for datum in data:

24 @ if datum[ ] == None:

25 continue

26 © telemetry_data = {

27 : datum[ 10 i 7

28 : datum[ 1T 1

29 : datum[ 1t ] 8

30 : datum[ 10 j A

31 : datum[ 1

32 response = requests.post(thingsboard_url.format(datum[ 1), json=telemetry_data, verify=False)
33 [ if response.status_code == 200:

34 None

35 [ else:

36 None

37 datum[ ] = None

Figure 19. Telemetry sensor data payload layout

4.4.4 Data Handling

The handle_data function processes data received from the RuuviTag sensor, Illustrated in Figure
20. It updates the latest-payload of each sensor in the Sensors list by matching the media access
control (MAC) address from the received data with the corresponding sensor. Additionally, the coun-
ter variable is reduced with each call to this function. If the counter reaches zero, the function prints
the current sensor data and sets run_flag.running to False, stopping the execution of the data col-

lection and transmission process.
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Bdef handle_data(found_data):

print(found_data[@])
for sensor i1n Sensors:

1f(sensor]| ] == found_data[0]):

sensor| ] = found_data[1l]
else:

None

global counter

counter = counter - 1

if counter < B:
print(Sensors)
run_flag.running = False

Figure 20. The System data handling

4.4.5 MAC Initialization

The script initializes a list of media access control (MAC) addresses from the sensors list, which is

used for a callback functions, Illustrated in Figure 21. This list, named macs, is printed for verifica-

tion. This step ensures that only the specified sensors are involved in the data collection process.

54
55
56
57
538

fd

List of MACs of sensors which will execute callback function
macs
for sensor in Sensors:

macs.append(sensor| 1)
print(macs)

[]

Figure 21. The System MAC initialization

4.4.6 uploadThread

To handle data sending continuously with data collection, the script creates a new thread targeting

the OnSendMeasurementThread function with run_flag as an argument Illustrated in Figure 22. This

thread, named uploadThread, is then started, allowing the OnSendMeasurementThread function to

run in parallel with the main program.

=

60
61

uploadThread = threading.Thread(target=0nSendMeasurementThread, args=(run_flag, ))
uploadThread.start()

Figure 22. The System code uploadThread

4.4,7 Data Collection.

Finally, the script initiates data collection from the RuuviTag sensor by calling the RuuviTagSen-

sor.get_data function, Illustrated in Figure 23. This function takes the handle_data function, the me-

dia access control (MAC) list, and run_flag as arguments, effectively starting the continuous process

of collecting sensor data, updating the latest payloads, and sending measurements to ThingsBoard.
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62
63 RuuviTagSensor.get_data(handle_data, macs, run_flag)

Figure 23. The System data collection

Illustrated in Figure 24 is the code running on the raspberry Pi 3B+ and sending measurements

from the RuuviTag and printing the media access control (MAC) address into the bash console.

File Edit Tabs Help

Figure 24. The Code running

4.5 Overall setup

The Code is actively running in the bash console of the Raspberry Pi 3B+ and is receiving data pack-
ets from the RuuviTag through Bluetooth Low Energy (BLE). The Raspberry Pi 3B+ is sending the
sensor data through HTTP Post request to the ThingsBoard and the data is being received to
Thingsboard dashboard and is being displayed. Illustrated in Figure 25, demonstrates the active pro-

cess of the system and the devices used to visualize the system.
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Figure 25. The Overall System process

4.6 Thingsboard

In configuring ThingsBoard alongside a Raspberry Pi 3B+ and RuuviTag sensors, generating an ac-
cess token from ThingsBoard. Setting the data values and limits according to the RuuviTag technical
limits within the RuuviTag specifications datasheet (the RuuviTag Technical Specifications 2023).
The Dashboard created using the included widgets within the ThingsBoard system, Timeseries Line
Charts to display the status of the RuuviTag during the course of 2 hours. Horizontal bar used to

display the latest current value of RuuviTag.

4.6.1 ThingsBoard Device Setup

Setting up Thingsboard required creating an account to be able to use the ThingsBoard home Dash-
board. The Home dashboard allows you to navigate between options and different options available

within Thingsboard, Illustrated in Figure 26.
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Figure 26. The ThingsBoard Home Dashboard

Navigating through ThingsBoard Devices section you are able to add devices and able to assign at-

tributes to them, Illustrated in Figure 27.

%ThingsBoard [e0 Devices

A Home

<+ Rule chains

Device profile

Devices 5 x + Cc Q

.
aa Customers 0O ime Name Device profile Label Customer Public

B Assets

G O 2024052211:28:51 RuuviTag 46CF default RuwiTag (] O < A (%, 0 |
o0 Devices

B Profiles

{8 OTA updates

IR Entity Views

o Edge instances

A Edgemanagement v

¢ Widgets Library
S5 Dashboards
£ Version control
@ AuditLogs

M8 Apiusage tems perpage: 10 v

Figure 27. The ThingsBoard Device Dashboard

When clicking the “+” icon on the corner of the devices page, opens a section allowing you to add a

new device to the list, Illustrated in Figure 28.

Device profile

Devices x + C Q

B Add new device

[0 createdtime 4 Name Device profile Label Customer Public Is gateway

4 Import device
[0  2024-05-2211:28:51 RuuviTag 46CF default RuuviTag O O <

Figure 28. Adding new devices to ThingsBoard
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Adding new devices within ThingsBoard enables you to assign a hame, label, device profiles and

state its purpose for the device being added within ThingsBoard, Illustrated in Figure 29.

Add new device QO X

o Device details

Name
RuuviTag 46CF

Label

(® select existing device profile defauitix

O Create new device profile

O Is gateway

Description

Next: Credentials

Coneel m

Figure 29. New Device Configuration

Within ThingsBoard in the device section, when creating a new device and assigning the base attrib-
utes there are additional device details which enable the management of the credentials of the de-

vice, Illustrated in Figure 30.

RuuviTag 46CF

Device details

< Details Attributes Latest telemetry Alarms Events Relations Audit Log >
Open details page Make device public Assign to customer Manage credentials Delete device
a Copy device Id n Copy access token

Nan

default

Assigned firmware
Assigned software

Is gateway

Figure 30. Additional Device Details
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Within ThingsBoard and the Device menu page, assigning credentials to a new created device. The
credential type for the RuuviTag using the access token will be automatically generate an access
token which can be inputted into the code when configuring the sensor configuration Illustrated in
Figure 18. Illustrated in Figure 31 is the Device Credentials. When saving the information within the

ThingsBoard Device menu page, the device is added to the list of available devices.

Device Credentials

Credentia

Access token v

Access token *

NTOCPLW8N9xCTHsOtTb5

Cancel

Figure 31. Device Credentials

4.6.2 ThingsBoard Dashboard Setup

Configuring the ThingsBoard Dashboard for the RuuviTag. When navigating through the options
within the navigation menu page in ThingsBoard, there is an option called Dashboards. When on the
Dashboards section click the “+" icon to add a new dashboard, Illustrated in Figure 32 is the Things-

Board Dashboards page.

@ThingsBoard 23 Dashboards =4
A Home
<-> Rule chains DaShboards i C O\
&4 Customers O crsidtined
B Assets
O  2024052413:3305 RuuviTag < V|

Gl e

I«
=
N\,

L]

B Profiles O 2024052211:34:03
{8 OTAupdates
I Entity Views

& Edgeinstances

A Edgemanagement v

B Widgets Library
B3 Dashboards
£ Version control
@ AuditLogs

[ Apiusage

Figure 32. The ThingsBoard Dashboards Main page
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Adding a new dashboard to ThingsBoard assigning a title, description, mobile application settings,

dashboard image are Illustrated in Figure 33.

Add Dashboard O X

Title *

Description

Mobile application settings

Dashboard image

No image

selectad X € Drag and drop animage or Browse file

Maximum upload file size: 512.0 KB

[J Hide dashboard in mobile application

Cancel

Figure 33. ThingsBoard dashboard configuration

When creating a new dashboard, it is empty and you have to edit it and add new widgets within
ThingsBoard to have visual screens. Or importing your own widgets are possible within ThingsBoard,
Illustrated in Figure 34.

- o Mmoo
Ruuvi Ruuvi Ga © Realtime - lastminute & 03 13

No widgets configured

Powered by Thingsboard v.3.4.4

Figure 34. The ThingsBoard Empty dashboard
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Within the ThingsBoard dashboard when adding or importing new widgets the dashboard will ap-
pear empty and any changes or implementations made into the dashboard have to be confirmed to

apply the changes to the dashboard, Illustrated in Figure 35.

Ruuvi

Powered by Thingsboard v.3.4.4

Figure 35. Adding New Widgets to ThingsBoard

ThingsBoard has its own bundle of Widgets that come with ThingsBoard as standard and are able to

be used within the Dashboard, Illustrated in Figure 36.

Select widgets bundle Q X
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N Alarm widgets S Analogue gauges
T — System 7"y System
0, e Visualization of alarms for o 4 Display temperature, humidity,
O rompenu Cleare devices, assets and other entities. speed, and other latest values on
o . [ J= messsmmm  Various analog gauge widgets.
o e i 7 E—
Tmeserestave  Cards “ Charts
Tne wmans System System
v 7N
" Tables and cards to display latest . Display timeseries data using
wi and historical values for multiple customizable line and bar charts.

Your HTML code here

Use various pie charts to display
latest values.

Round switch
Knob control

Control widgets
System

Send commands to devices.

Figure 36. The ThingsBoard Widget bundle page

Date
System

Contains widgets to change the
data range for other widgets on

From the Charts section of ThingsBoard the Timeseries Line Chart, Illustrated in Figure 37. Allows
for the configuration of historical data to be visible and allows for the data from the RuuviTag to be

represented within a chart as soon as the system is initialized.
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Timeseries Line Chart
Time series

A ,//\/ J\V/ . . :
\/ Displays changes to timeseries

data over time. For example,
temperature or humidity readings.

Figure 37. Timeseries Line Chart Card

Using the Digital gauges included within Thingsboard allow the visualization of sensor data values in
real-time allowing me to monitor their values and configure them with the relative information for

their purpose, Illustrated in Figure 38.

MP Horizontal bar

Latest values
38 1

Preconfigured gauge to display

any value reading as a horizontal
- bar. Allows to configure value

range, gradient colors and other
0 100 settings.

Figure 38. Horizontal Bar Card

4.6.3 ThingsBoard Dashboard Widget setup

Here is the setup for the data values sets for the RuuviTag within ThingsBoard according to the
RuuviTag Technical Specifications (RuuviTag Technical Specifications 2023). The data is organised
due to the program ran within the Raspberry Pi 3B+ organising them as individual payloads packets

making it easier in this stage to organise and implement the data.

When inputting a data type to Timeseries Line Chart, adding the Type as an Entity due to the
RuuviTag being a device. Alias refers to the device name when you have created one within the

ThingsBoard Device page. Then adding a Timeseries data key is Illustrated in Figure 39.
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Temperature
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Filter
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Figure 39. Timeseries Line Chart Temperature

When inputting a data type to Horizontal Bar adding the Type as an Entity due the RuuviTag being a
device. Alias refers to the device name when you have create done within the ThingsBoard Device

page. Then adding a Timeseries data key Illustrated in Figure 40.

New Horizontal bar

Horizontal bar

Data Settings Advanced Actions

Datasources A
Type Parameters
| RuuviTag 46CF X = @ ~ temperature: temperature /' X
| = 1. Entity g x
Data settings B

*c Number of digits after floating poir

Figure 40. Horizontal Bar Temperature

Navigating to the advanced section of the Horizontal bar settings, inputting the minimum and maxi-
mum values for each sensor data type listed with the RuuviTag Technical Specifications document,
Illustrated in Figure 41. An example is for temperature the operating range is from -40 to 85+ Cel-
sius due to the battery being unstable over the temperature of 85 for long periods of time
(RuuviTag Technical Specifications 2023).
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New Horizontal bar
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Common gauge settings

-40 85
Horizontal bar

2. Default colo x

Figure 41. Horizontal Bar Temperature operating range

4.6.4 ThingsBoard Dashboard Overview

Illustrated in Figure 42, displays the Temperature and Humidity levels of the RuuviTag during the
course of 2 hours using Thingsboard. It displays them using a Timeseries Line Chart to visualize the
data coming from the RuuviTag. I had used horizontal Bar from digital gauges. All the widgets sued
are already available within Thingsboard.

RuuviTag RuuwviTag~  [gg Entities @© Realtime - last minute &

Temperature
© Realtime - last 2 hours
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//—AMV—// ‘ -40 85
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Humidity
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b ‘ HUMIDITY
3 ; 42.63%
.

‘ | ||o 95
sl I 1

z10 220 = 250 pon w01 B 530 w0 350

g

Figure 42. ThingsBoard Dashboard 1

Illustrated in Figure 43, displays the Pressure and Received Signal Strength (RSSI) levels of the
RuuviTag. It displays them using a Timeseries Line Chart to visualize the data coming from the
RuuviTag over the course of 2 hours. Using horizontal Bar from digital gauges. All the widgets sued

are already available within Thingsboard.
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Figure 43. ThingsBoard Dashboard 2

5 ANALYSIS OF THE RESULTS

5.1 Hardware performance of the system

The analysis of the RuuviTag system reveals both its strengths and limitations. While the device
demonstrates consistent functionality and reliability when used within a range of 30 meters from the
cellular device, connectivity issues arise when operating beyond this range. This constraint, inherent
to the use of Bluetooth Low Energy (BLE) technology, poses challenges, particularly in environments
requiring extensive coverage. Despite occasional anomalies in data readings, attributed to environ-
mental factors or casing obstructions, the RuuviTag performance remains flexible overall. However,
the limited range of connectivity hinders the device's scalability and applicability in larger or outdoor
environments. Addressing this issue would require exploring alternative connectivity options or im-
plementing signal boosting mechanisms to extend the range of communication, enhancing the

RuuviTag usability and effectiveness across diverse operational settings.

5.2 Quality of the performance

In assessing the performance quality of the RuuviTag, several areas of concern have been identi-
fied. An analysis of the data reveals occasional unexpected drops and sudden spikes within a con-
trolled environment, which may impact the reliability and accuracy of the system's measurements.
These fluctuations could be attributed to various environmental factors, such as wind or other exter-
nal elements, influencing the RuuviTag results. Additionally, the material composition of the
RuuviTag casing, made of rubber plastic, may contribute to connectivity issues, particularly when
the front panel is obstructed. This obstruction can lead to sudden shifts in connectivity and conse-
quently affect the recorded data. While these anomalies occur not frequent enough, but it's essen-
tial to consider their potential impact on the system's overall variability and reliability. Evaluating the

frequency of occurrence and understanding the trade-offs associated with these anomalies is crucial
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for determining the system's suitability for different operational environments. Despite these con-
cerns, the RuuviTag remains effective in providing real-time data and supporting proactive decision-
making. However, addressing these issues through potential modifications or optimizations would
enhance the system's performance and consistency, ensuring its reliability across diverse operating

conditions.

6 FUNCTIONALITIES AND USE CASES

This chapter of the thesis will discuss the data and the process of setting up the RuuviTag and the

results of the process of setting up the RuuviTag.

6.1 Results From the Process

The implementation of RuuviTag system has led to a significant improvement in environmental mon-
itoring. The RuuviTag provides highly accurate and precise data on various parameters such as tem-
perature, humidity, air pressure and received signal strenth ensuring that optimal conditions are
maintained for critical processes and equipment. Additionally, the historical data collected by the
RuuviTag allows for trend analysis, allowing for proactive decision making and continuous improve-

ment efforts in environmental management.

6.2  Practical Applications

This chapter explores the functionalities and practical applications of RuuviTag systems within
technical facilities. The RuuviTag provides a vital role in monitoring environmental conditions,
including temperature, humidity, air quality, and other parameters, ensuring optimal conditions for

various processes and equipment.

Data collection from the RuuviTag systems helps identify inefficiencies in processes, allowing for
proactive measures to optimize them. For example, in food processing facilities, temperature
fluctuations during storage or transportation can lead to spoilage. With the RuuviTag installed
throughout the supply chain, temperature variations can be tracked, and corrective actions can be

implemented to minimize product loss and ensure quality.

The implementation of RuuviTag system contributes to overall operational efficiency by streamlining
workflows and reducing downtime. In data center environments, maintaining optimal temperature
and humidity levels is essential for equipment performance and longevity. With the RuuviTag
continuously monitoring environmental conditions, maintenance teams can preemptively address

issues, minimizing the risk of equipment failure and costly downtime.

Product quality is cruical across various industries, and RuuviTag system can provide insight in
rigorous quality control measurements. For instance, in laboratory settings, where sensitive
experiments are conducted, maintaining precise temperature and humidity levels is crucial. The
RuuviTag provide accurate and reliable data, enabling researchers to monitor conditions closely and

ensure consistent results.
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Regulatory compliance is a top priority for many organizations, and RuuviTag system simplify
compliance efforts by providing comprehensive data logging and reporting capabilities. Whether it's
FDA regulations in the pharmaceutical industry or ISO standards in manufacturing, the ability to
track and document environmental conditions are essential for meeting compliance requirements.
The RuuviTags have the possibility to automate this process, reducing the burden on staff and

ensuring adherence to regulatory guidelines.

6.3 Theoretical Applications

The RuuviTag has a large potential across theoretical applications within industrial automation and
technical facilities. For instance, consider its role in enviromental monitoring. The RuuviTag can
continuously track essential parameters such as temperature, humidity, pressure, and vibration
levels in real-time. In a manufacturing setting, RuuviTags affixed to machinery can detect subtle
changes in vibration patterns, alerting maintenance teams to potential mechanical issues before

they escalate, providing in proactive maintenance measures and minimizing costly downtimes.

RuuviTags excel in asset tracking within expansive industrial environments. Having larger
warehouse spaces, the RuuviTag can be attached to pallets or equipment provide precise location
data, streamlining inventory management and minimizing the time spent searching for misplaced

items.

6.4 Limitations Of Applications

The RuuviTag system, while offering valuable environmental measuring capabilities, presents sev-
eral technical limitations. Operating over Bluetooth Low Energy (BLE), the system's range is limited

to approximately 30 meters in open spaces, subject to further reduction by obstacles.

Data storage relies on continuous connectivity to a gateway or smartphone, potentially leading to
data loss if the connection is disrupted. Scalability challenges may arise when managing a large

number of tags, necessitating additional infrastructure and management systems.

The RuuviTag systems security risks such as unauthorized access and data interception highlight the
importance of flexible security measures. Compatibility issues may also surface, requiring users to
verify compatibility with existing devices and platforms. Finally, ongoing maintenance, including soft-

ware updates is necessary to sustain optimal performance over time.

7 SUMMARY

7.1  Discussion

The discussion surrounding the implementation of RuuviTag systems highlights the transformative
impact this technology has on technical facilities. Through enhanced environmental monitoring, pro-
cess optimization, and operational efficiency, the RuuviTag is viable tool to monitor various environ-

ments. The detailed analysis revealed the effectiveness of RuuviTag in providing real-time data.
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Moreover, the discussion emphasized the benefits of RuuviTag in improving quality control measure-
ments, ensuring compliance with regulatory standards, and simplifying reporting processes. Overall,
the discussion of the importance of RuuviTag system is due to the continuous improvements and

maintaining its competitiveness in modern dynamic environments.

7.2  Conclusion

In conclusion, the implementation of the RuuviTag system represents a significant advancement in
environmental monitoring and operational efficiency within technical facilities. The comprehensive
project has highlighted the variety of benefits of RuuviTag such as the constant stream of real-time
data. By enhancing quality control measures, ensuring regulatory compliance, and simplifying
reporting processes, the RuuviTag is an indispensable tools for driving continuous improvement and
maintaining its competitiveness in dynamic environments. Moving forward, continued investment in
the RuuviTag technology promises to further elevate the capabilities, enabling the RuuviTag to meet

evolving challenges and seize new opportunities in the pursuit of progress.
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