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Due to the ever-growing highlight on environmental factors, the conservation of energy is receiving
focus. Data centers can be a huge consumer of electricity in companies. Electricity use in cooling
these data centers reflects straight to the used company resources, remarkably monetary savings
can be found. The project was done for Nokia, who is currently building a new site to Linnanmaa,
Oulu. The energy efficiency at the new site will be state of the art — an element coming into effect
will be the harvesting of heat generated by the many devices in the data centers.

The implementation of hot/cold aisle functions can save over a third of the energy that would
normally be used. To make functional aisles, the air must be truly separated. This is done with
modular ceiling panels and automatically functioning laboratory doors. Open doors or ceilings lead
to loss of heat and therefore loss of energy. This project took focus on monitoring the ceiling panels.
They are placed on rails on top of the rack bodies many data centers consist of. Some devices are
located above the panels. Also, power outlets and cabling are done outside the aisle formation.
Human errors lead to forgetting to put the panels back into place after modifications, even being
left open for multiple days. In small spaces this can cause the temperature to rise which creates its
own risks for the environment, such as negatively impacting the longevity of device parts.

The data center ceiling panel monitoring in this minor proof-of-concept project was completed using
microcontrollers and creating a circuit with copper tape. Despite the copper tape not being a durable
solution, it was the easiest and most time and cost-effective solution. The circuit was formed to the
top of the data centers, consisting of pieces of tape on both the ceiling panels and the rails in a
specific formation. The layout of the tape defines how the microcontroller will react. The
microcontroller connected to the circuit sends the circuit's current status to its superior
microcontroller. The superior microcontroller in turn alerts users of the data center’s situation.

The goal of the monitoring software was to notify users after a specific period of the ceiling panels
being open. This enabled the faculty to go and confirm the laboratory status and fix the faults caus-
ing the failed status. The concept worked and based off the research, a solution such as this one
could generate electricity savings. However, some flaws were discovered in the physical imple-
mentation side — the tape degraded under long-term stress and abrasion. This could be prevented
in progressed models using harder metal embeds or microswitches instead of copper tape.
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1 INTRODUCTION

With an ever-growing need to save energy and live within the boundaries of the Earth, energy
saving, and frugal use of components has become a priority for many enterprises and a factor that
consumers are looking for in a company. This makes air monitoring critical in corporate data cen-
ters. Excess heat can do significant damage to electronic devices, which is why most devices have
standard levels of heat they can tolerate. So: hot air is not a good solution but cooling the air too
much is not energy efficient either. Keeping the input air of the devices at an optimal temperature

can lengthen their life span, saving components and energy in the process.

As devices in data centers are laid out in average room-height rows, to optimize data center energy
efficiency in terms of electricity consumption, hot and cold aisles have been developed to optimize
device performance and efficiency. In the human world, mistakes are possible and not rare. By
adding mechanical monitoring to the mix, human errors — such as forgetting the ceiling panel of an
aisle accidentally open — can be erased from the equation. Normal procedures such as opening
the panels can lead to wasting energy if they are not taken care of. The goal of this project is to
monitor whether the aisles are closed off properly — an idea that can later be automated even
further, for example, even to close the panels. This project will aim at recognizing a gap in energy

efficiency and alert users.

Saving energy and thus caring about the environment is a huge selling point and the reason for
this project — by making sure to be energy efficient the project can bring fiscal savings to Nokia and
be implemented around the world resulting in an array of savings. This thesis ponders the imple-
mentation of an loT (Internet of Things) system to data center aisles that monitors temperature
status as well as panel placement, a critical factor to sustain stable data center conditions. The
documentation begins with assessing and evaluating optimal materials and ways of working and

conducting small PoC (Proof of Concept) experiments to weigh different options.

Energy saving remains a core aspect throughout all the elements of the project from selecting low-
powered microcontrollers to combining the monitoring GUI (graphical user interface) to an existing
server and website. The documentation continues to system design, exploring solutions to the basic
criteria of the project: how to convey the monitoring results and how the metaphysical virtual side



of the project will be implemented. The documentation ends with the results of a larger scale PoC

implementation.



2 THEORETICS: MATERIAL AND SOLUTION SELECTION

Planning this project to be modular and with a possibility to easily expand and modify elements, it
is important to compare and weigh in on the benefits and limitations of solutions. The documenta-
tion contains an implementation to one to two lab aisles. The aisles are rows of cool/warm air,
surrounded by electronic devices such as radios and switches on both sides as shown in FIGURE
1. This implementation of a hot/cold aisle system can lead to relatively big savings in cooling ex-
penses — even up to 35% (2). The devices are placed in rack cabinets, a few meters high. These
HVAC (Heating, ventilation, air conditioning) control systems are implemented in data centers
around the world (3). As some of the electrical laboratories are ESD-protected, electrostatically

approved materials must be selected or available for future implementations.

Hot Aisle/ Cold Aisle Approach

FIGURE 1. Hot/Cold aisle functionality (1.)

The physical part of the project begins with creating a circuit by applying conductive material around
the plates or by ensuring their placement with an alternative method. With any conductive material
or switch alternative, the method is very similar with same physics standards at the foundation:
creating a circuit. When all the plates are down and correctly placed, according to electric physics,
a circuit should be formed here (4). Other ways of creating a circuit will be weighed within the next

few chapters.

Many modern microcomputers and microcontrollers have GPIO (General Purpose Input Output)
pins. If one pin is set to “1” (HIGH) and another pin receives its digital input. If the pins are con-
nected, the second one should also produce an output of “1” — HIGH - receiving the input from the
first pin (5). Applying this to the project: if the pins are connected via circuit (the panes in the ceiling

of the data center) if all the plates are in position, the second pin will confirm it. (6.)



21 Comparing microcontrollers

The microcontrollers allocated for this project do not need to be high performance, as they theoret-
ically only have one task. They monitor the status of the second pin, sending the results to a data-
base. Two good producer alternatives are Arduino and Raspberry Pi. Arduino has many microcon-
trollers, some considerable examples being Uno, Tiny and ESP32. Raspberry has models such as
Nano and Pico, both available with multiple models with a selection of features such as Wi-Fi (Wire-
less Fidelity) connection and either sockets or pins (7.). The overall price of the device and the
electricity consumption are critical factors to consider in comparing producers. The model selection
is varied to provide a wide range of alternatives for different purposes (8). Things to consider when
selecting a microcontroller are for example: how many and how challenging (CPU-heavy and com-
plex) tasks will it be required to complete? How many devices will the implementation require, and
with what kind of budget? Does it require network access — Ethernet or Wi-fi? How easy is the

development environment; are there many libraries, tools, and pre-existing assets?

Alternatives are considered in a blog article titled Exploring ESP32 Alternatives: A Comprehensive
Guide for Newbies. Many of the aforementioned devices are considered and their feature lists are
compared. ESP32, a rather “overkill” microcontroller is a great alternative for projects and tasks
requiring an efficient and highly interoperable device. However, the learning curve may be rather
steep as the Arduino-based device has very advanced functionalities and is written in C alterna-
tively to for example, Raspberry Pi Pico, which supports both C/C++ toolchain and Micropython. In

addition, the ESP32 is not nearly as energy efficient as the compared devices. (9.)

A top contender mentioned in the article listing ESP32 alternatives is the Raspberry Pi Pico (FIG-
URE 2). Pico has many models, with possibilities of sockets, pins, Wi-Fi and more. The Pico is
comparatively budget friendly. A key point in the project is modularity, which is Raspberry Pi's sell-
ing point for their Pico. This makes Pico an ideal competitor and option/alternative for the final
execution/implementation. As already mentioned, Pico reads Micropython scripts, which are sim-
pler to write than C-based languages, especially for a use-case like this where functionality and
simplicity are key elements. As Python is a widely known, fast and renowned language, the Rasp-

berry options are easier and more time efficient.
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FIGURE 2. Raspberry Pi Pico W pinout

Arduino’s Nano 33 loT, like the Raspberry Pi Pico, is an efficient small device with low-power op-
erating skills in addition to modularity and computational power. It is also beginner-friendly com-
pared to the ESP32 with lots of quick guides that can be found online. (10.) Another competitor is
the Particle Argon. The Particle Argon relies on Nordic Semiconductor’s chipset, making it a more
European option especially compared to the ESP32, from Espressif, a China-based corporation. In
addition to being a more local alternative, the Particle Argon offers many of the advantages of the
previous devices. (11;12;13). The only issue: it is designed to work in Particle’s ecosystem, which
could complicate future modularity matters. Nordic Semiconductor’s other microcontrollers, i.e.,
from the nRF52-series would also be considerable options, however they were opted out of the list

due to budget constraints in a corporate project.

As the project is to take place in a corporate environment, and the project may possibly be scaled
up in the future, the budget is a vital part. That is why, comparing all the alternatives for microcon-
trollers, the Raspberry Pi Pico W was finally selected for use. The Pico W is cost effective, small,
easily implemented, and adaptable. The main “hub” — an action controlling intermediary unit —is a
Raspberry Pi 4, with great compatibility to the Pico.
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211 Communication protocol and server compatibility

Many recognize HTTP and HTTPS from web-URLSs. They are communication protocols widely used
in transferring data. Communication protocol is required to send data between two or more devices
(14). HTTP (Hypertext Transfer Protocol) and HTTPS (HTTP Secure) are just a few of the possi-
bilities for communication protocol alternatives. CoAP (Constrained Application Protocol) and
MQTT (Message Queuing Telemetry Transport) are also considerable options — MQTT is the in-

dustry standard for many loT implementations (15).

The communication protocols must accommodate both the needs of the microcontroller and the
server. LibreNMS, a device monitoring software can only get data by SNMP polls. The Raspberry
Pi Pico cannot handle SNMP (Simple Network Management Protocol), but usually uses MQTT.
Therefore, a middleman is required and all the pieces in the communication must be well thought

through.

MQTT is lightweight and efficient, making it a perfect match for the Raspberry Pi Pico with limited
resources (16). MQTT implements a pub/sub (publish/subscribe) model, which allows for efficient
communication architecture and a flexible and scalable approach to server contacting, making it
the ideal solution for communication from the small Raspberry Pi Pico units to the more central
Raspberry Pi 4 units. (15;16.)

As the data still needs to be transferred to a server for analysis and storage, an addition to MQTT
is required. A considerable option is to use a preexistent monitoring solution, such as LibreNMS. It
uses SNMP (Simple Network Management Protocol) to fetch data to its server where it can be
processed more (17). SNMP is a protocol used for network management and monitoring. It allows
devices on a network to be monitored and controlled from a central location. SNMP sends mes-
sages to different parts of a network. An open-source network monitoring and management system
like LibreNMS that uses SNMP to gather and organize data from network devices can fulfill the rest

of the communication needs. (17;18.)
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LibreNMS supports a wide range of devices and can be particularly useful for monitoring large and
diverse networks, making it eligible also for harvesting the data from the central Raspberry Pi 4 —
units. Raspberry Pi Pico and its limited resources do not inherently support SNMP (19). SNMP is
more commonly used with network devices like routers, switches, and servers that run full-fledged
operating systems. SNMP messages can be used to retrieve information from network devices, set
configurations, and receive notifications about specific events; in this case the messages can be

used to collect sensor/circuit data. (18.)

2.2 Panel status from circuit integrity

In a massive data center environment with busy engineers focusing only on their own issues, ease
of maintenance and low failure rates are critical points of focus. With a small project such as this
one, it will be hard to find a successor with time and energy to maintain the work and upkeep after
a few years. This has been seen in many siloed projects at larger companies — a task is just in the
upkeep of one person and as that person is unable to continue it, the project gets cut-off, discon-
tinued or worse (20; 21). Analyzing the reliability of different parts of this project, the circuit-forming

steps seem the least reliable and most vulnerable to problems, incidents, and wear over time.

The documentation and physical part of the process revolve around tracking the exclusion of the
hot/cold aisle from outside air. This can be done in multiple ways, but a common theme is the
creation and following of a circuit. If the circuit is cut, a message is sent. The ceiling panels must

form a circuit, as mentioned in the previous chapters.

The first alternative to circuit measurement considered was copper tape. Affordable, easy to
source, easy to install and relatively easy to upkeep in laboratory conditions. Consisting of a thin
copper layer on adhesive, the tape is easily applied to necessary parts shown in FIGURE 3, where

it is depicted on a 3D (3 Dimensional) model of the data center ceiling. (22.)
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FIGURE 3. A rough draft of the project configuration with a 3D-printed lab model and a Raspberry
Pi 4

The physical part of the project begins with applying conductive material to the bottom of the top
plates. The conductive material will be placed also along the meeting points of the plates, but on
the rack side. With the low moisture levels in professional device spaces, copper tape has a low
oxidization rate which eases maintenance. The tape must, however, be cleaned and inspected at
intervals. According to preliminary tests concerning conductive material durability tests, broken/af-
fected parts can easily be spotted and replaced. However, with multiple panels and only minor
contact loss, finding the issue may prove more difficult. This can however be solved by dividing
aisles into smaller sections. Copper is very conductive, which in addition to the ease-of-use —
especially compared to more mechanical circuit-forming alternatives — is why copper tape is often

found in electronics prototyping and temporary circuit setups. (22.)

Considerable alternatives to copper foil tape are conductive fabric tape and adhesive strips. They
unfortunately do not offer such high levels of reliability and durability as copper tape does. Other
types of tape may exhibit higher resistance compared to copper tape. As demonstrated in experi-
ments, copper tape has very low resistance. However, tapes with higher resistance can lead to the
voltage dropping so much that the pin at the other end would fail to receive the high input. (22; 24.)

14



In lieu of conductive tape conductive paint can be regarded. The paint is applied in a thin layer to
the places where the tape would also be placed (23). As also the tape alternatives, conductive paint

does not do well in high-stress environments. Reapplication could also be required due to wear.

The paint and tape act as switches informing the Raspberry Pi Pico that the circuit is formed. Alter-
nately, a physical switch or spring-loaded contact can be used. Switches add a more interactive
element: when the plates are connected to the racks, the switch is closed, signaling continuity of
the circuit. Switches — especially high-quality ones — are very reliable and can last for years even
with heavier use (25.). However, the maintenance cleaning process of switches is a bit more com-
plex than wiping smooth copper-taped surfaces. The switches also require replacement time-to-
time, which requires knowledgeable staff. Microswitches, displayed in FIGURE 4, could be the best
solution for an accurate result in this kind of environment and situation, albeit requiring a more
thought-through installation. The small pins on the side of the microswitch would be pinned down

by the weight of the panels, and this would be signaled to the current.

FIGURE 4: Microswitches (SparkFun Electronics/CC-BY-SA-2.0)

Spring-loaded contacts/connectors can be used to track the connection between the plates and
racks. Physically, they work in a similar way to the microswitches in Figure 4. When the plates are
pressed against the racks, the spring-loaded contacts ensure a continuous circuit. Spring-loaded
contacts and pogo pins are used commonly in testing purposes to alert devices of proximity to
another object and to ensure reliable electrical contact to a DUT (Device Under Test). As with the

switches, reliability can be counted on if the contacts are well-designed and maintained (26; 27).
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Maintenance is also parallel to switches: a bit more intricate cleaning is required, and personnel

require education on the topics — again, making the project harder to maintain as a legacy.

Also, non-circuit alternatives to laboratory measuring exist in the form of sensors and can be im-
plemented for nearly as low prices as circuit alternatives however requiring more work — a tedious

task in a big physical data center location.

As the goal is to make sure that the top of the rack center area is closed, the area should be
hotter/colder than normal (due to the hot/cold aisle formation), radical temperature change could
implicate that a ceiling plate has been left open. However, this system is also vulnerable to other

changes: i.e., in case a device has been shut down the aisle cools down.

Other options include measuring changes between the plates and the ceiling. This can be done via
ultrasonic distance sensors, light sensors, capacitive sensors, or force sensors. Ultrasonic distance
sensors, little boombox-looking electric devices, can detect the distance between plates from
around 20mm up to a few meters (if the sensor result is over 50mm, most likely the plate is out of

position). Overall, changes in distance may indicate misalignment or movement of the plates. (28.)

These — switches and electrical components in general — require more effort in installation. Espe-
cially in a small-scale project such as this one, it is simply too much work. With the amount neces-
sary for larger scale implementation, the price will get very high, ultimately not making these sen-

sors the best possible option.

2.21 ESD concerns

In laboratories with sensitive testing equipment, ESD (electrostatic discharge) is a matter of con-
cern. ESD can mean either electrostatic discharge or electrostatic-sensitive device. The Oulu prem-
ises of Nokia have both non-EL and ESD-sensitive laboratories ranging from EL1 to EL3 (environ-
mental level 1 and 3, respectively). ELA ratings are defined by ESD-sensitivity, EL1 being the most
ESD-sensitive area. EL refers to a classification of environments based on their sensitivity to elec-
trostatic discharge (ESD). This classification is part of a broader set of standards that helps ensure

the safety and integrity of electronic components in various working spaces.
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The ESD concerns of the project can later be assessed as they are not of high criticality in the PoC
phase and preliminary data shows that in current laboratory conditions they do not pose a high
ESD risk. Electrostatic Level 3 (the ELA-level in the test lab, home of the PoC), means an environ-
ment where electronic components and assemblies are not highly sensitive to electrostatic dis-
charge. The requirements for grounding and protective measures are less strict compared to higher
EL levels. Normal protocol in place in EL3 areas are basic ESD control measures like anti-static
mats, wrist straps, and grounding points. ESD shoes are a good commonly used grounding point
for persons working in EL areas. ESD-sensitive devices must be marked with signs. FIGURE 5
shows the symbol that is visible in both ESD shoes and ESDS. A Similar yellow-black sign with a
hand symbol an EPA.

A

FIGURE 5: The ESD susceptibility symbol, used on devices with a sensitivity to ESD

Despite being less sensitive, EL2 and EL3 environments can still face issues if basic ESD control
measures are not maintained. For example, with improper grounding (i.e., not using ESD shoes)

problems can arise and equipment can be damaged.

The main ranking component when deciding the environmental level in a laboratory is component
sensitivity. An EL3 environment may be suitable for components with a higher threshold for elec-
trostatic discharge. For example, components that can withstand 2000V ESD without damage can

be safely handled in an EL3 space. Regular audits are held to ensure the correct ELs are in place.

Laboratories with open devices are much more susceptible to damage from ESD, resulting in higher

environmental levels. Highly sensitive components like advanced microprocessors, semiconductor

17



devices, and other intricate electronics are highly sensitive to even small ESD events. These com-
ponents might be damaged by voltages as low as 100V or less, necessitating very strict ESD con-

trols.

FIGURE 6: Cling caused by static electricity (Sean McGrath / CC-BY-SA-2.0)

Static electricity is automatically produced with the contact of surfaces. The charge of static elec-
tricity is held until release, bringing a threat to electricity sensitive devices (ESDs). The shock of
charge neutralization is an electrostatic discharge and can be even up to tens of kilovolts in normal
conditions. Typical voltage from friction and contact between clothes and varying items can range
from 7 to 21 kilovolts. The cat in FIGURE 6 is carrying a lot of static electricity — a charge that
attracts the elements with the opposite charge, the packing peanuts in the photo. With proper
grounding the static electricity can be released. Most likely the wooden floor in the figure is too
insulating that the static charge cannot be released. If the floor was conductive and grounded, the

electricity would be released, and the packing peanuts would fall off. (29.)
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2.2.2 Durability testing

The durability and performance of components, i.e., copper tape and alternatives, within the data
center environment can be assessed through tests covering factors ranging from temperature-re-

lated durability, abrasion resistance, to environmental conditions such as moisture and heat levels.

Temperature-related tests evaluate the ability of components to endure thermal stress without com-
promising conductivity or structural integrity. As previously mentioned, copper tape has a lower
resistance making it good for preliminary and testing use. High frequency switching tests can be
conducted on switches to simulate repeated use, however, for the PoC, switches were discarded
as an idea. Also, abrasion resistance tests can be performed on copper tape and switches to get

information on their performance over time and their resistance to wear and potential damage.

Despite not doing formal stress testing, wear in the copper tape was noticed over time, as illustrated
in FIGURE 7. While wear in the copper tape may be noted, it is important to acknowledge that this
is not a currently a concern, because the copper tape is utilized only in the Proof of Concept (PoC)
phase and will be replaced with full metal plates or something stronger than copper tape in the final
version. Overall, this wear is not a real issue as the copper tape will be replaced with a better
solution later if the project goes into mass production.

FIGURE 7. Copper tape tearing in PoC data center
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There are many other topics that could later be considered, including the copper oxidation due to
humidity and temperature levels in the laboratory. Also, tests could be conducted to determine the
level of impact of those factors (humidity and temperature) to the functioning of copper tape alter-
natives, such as switches. More information on the overall lifespan of switches and other compo-
nents could also be gathered from hardware installation/maintenance teams and analyzing data

from the manufacturers.
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3 SYSTEM DESIGN AND IMPLEMENTATION

3.1 Core functionalities

The core functionalities of the project have three main aspects: monitoring ceiling panel status,
timely alerting of any issues, and making the locating of open panels easy. Regarding the first
aspect, the status of ceiling panels, concisely: the status will be visible in real-time in an internal
tool, showing the open ceiling area on a map of the premises, enabling efficient monitoring and
management. This topic will also be comprehensively addressed in Chapter 4, titled Web Interface

and Virtual Monitoring.

The second core functionality involves alerting to ensure prompt response and reaction to any
deviations in panel status, achieved through the utilization of LibreNMS, a network monitoring sys-
tem already integrated into the data center environment. By configuring LibreNMS to send email
alerts in response to predefined triggers, relevant lab personnel will be promptly notified of any

issues requiring attention. This is discussed more in Chapter 5, Monitoring

The third core functionality focuses on helping to locate open panels within the facility by imple-
menting lights outside laboratory aisles and the laboratories themselves. These lights will change
color in accordance with the status of each panel, providing a clear visual cue to the status of rooms
and aisles and assisting personnel in locating open panels quickly and efficiently. A more detailed
cross-section of these core functionalities, including their implementation and integration into the

overall system architecture, will be covered more thoroughly in Chapter 5.

3.2 Communication design

A script running on the Raspberry Pi Pico W collects data from GPIO pins and publishes it to an
MQTT broker as shown in FIGURE 8.This PoC utilized Mosquitto as the MQTT broker. A Raspberry
Pi 4 serves as an intermediary, running the Mosquitto broker and subscribing to the MQTT topics
and translating the received data into a format compatible with SNMP. The Raspberry Pi 4 has
additional libraries added for dealing with LibreNMS polling, such as WiringPI and rpigpiomonitor
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(30). The Raspberry Pi 4 ensures that the further links of the chain receive the correct data in
correct form, removing erroneous messages and sending out only appropriate data. As it is normal
for the panel to be open for several minutes, the Pi ensures that alerts are only put out on the web

interface at a delay — after the panels have been open for over 60 minutes.

CLIENT_ID = "pico"

MQTT BROKER = "192.168.1.15"
MQTT_PORT = 1883

MQTT_TOPIC = "test"

def init_mqgtt():
client = MQTTClient(CLIENT_ID, MQTT_BROKER, port=MQTT_PORT)
return client

def publish_status(client, status):
try:
client.connect()
client.publish(MQTT_TOPIC, status)
print("Status published:", status)
except Exception as e:
print(f"Failed to publish status: {e}")
finally:
client.disconnect()

FIGURE 8: The configuration for sending MQTT messages from the Raspberry Pi Pico W

LibreNMS is configured to poll the Raspberry Pi 4. The SNMP polling from LibreNMS retrieves the
translated data from the Raspberry Pi 4 and adds it to the database. Finally, the status data from
the Raspberry Pi 4 is accessed by ILM (Interactive Lab Maps), an interactive map service for the

data centers where the data is visually displayed.

These steps of the process required additional attention due to the nature of the environment: con-
firming proxies and DNS (Domain Name System) addresses prolonged the process and brought
challenges which were eventually solved. To download MQTT and SNMP (and SNMPD —an SNMP

daemon) handlers, external sites had to be accessible to the Raspberry Pis.
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3.3 Network design

As shown in FIGURE 9, the Raspberry Pi 4 must have access to both the lab network and the
Raspberry WLAN at the same time. This is so it can be reachable for the SNMP queries from
LibreNMS and able to receive MQTT messages from the Pico. However, for the Raspberry Pi Pi-

cos, it is enough that they are only in the WLAN.

In this project, the router providing the WLAN managed to supply an entry into the Raspberry Pi 4

from the normal lab network. This way, by contacting the router, the Raspberry would answer.

Copper tape (PoC
implementation) circuit

Raspberry Pi
Pico

Microcontroller

Personal WLAN W

-~
Raspberry Pi

Pico =
Microcontroller

Copper tape (PoC SNMP
implementation) circuit

~

Server

Lab network

(ethernet)
AN ,/

FIGURE 9: The simplified PoC laboratory setup: devices, networks, communication
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A router was setup in a small data center area functioning as a base for the PoC, providing a way
for the Raspberry Pi family to communicate via MQTT - also visible in FIGURE 9 and with more
information found in chapter 3.2. The SNMP polls and contact to the ILM software require the
Raspberry Pi 4 to have access to the laboratory network. The lab network is only available with an
Ethernet cable, and Pico Ws do not have the capability for non-Wi-Fi (ethernet) network connec-
tions. The project was modified to accommodate the WLAN for the Picos and FIGURE 10 shows
the process of how the Raspberry Pi Pico W connects to the lab WLAN network.

SSID = "xxxx'
PASSWORD = "xxxx'

def connect_wifi():
wlan = network.WLAN(network.STA_IF)
wlan.active(True)
wlan.connect(SSID, PASSWORD)

while not wlan.isconnected():
print('Connecting to WiFi...")
time.sleep(1)

print('Connected to WiFi')
print(wlan.ifconfig())

FIGURE 10: Forming a network connection on the Pico

After connecting the Raspberry Pi 4 to both networks it should have IP addresses assigned from

each network, allowing it to communicate with devices on both networks simultaneously.

Without wireless local area network (WLAN) functionality in a possible future iteration of the prod-
uct, the utilization of Raspberry Pi devices equipped solely with Ethernet ports is important. Of
course, other alternative microcontroller brands could also be reconsidered at this point. Relying
on only Ethernet connectivity obsoletes the need for dual-homed configurations.

The absence of WLAN functionality eliminates potential security vulnerabilities associated with
wireless communication protocols, strengthening the integrity and therefore safety of the network

infrastructure.
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3.4 Database design

As previously mentioned, the database is stored in the LibreNMS server, which takes care of the
polling. The standard polling rate is once every five minutes. This can however be adjusted. For
data storage and lab use monitoring reasons it is important the ceiling panel data is stored, not just
shown on demand. Long-term data storage allows to identify trends and patterns over time, such
as the frequency of panel misplacements or recurring issues in specific areas. This information can
be relayed to laboratory users, emphasizing the weak points in data centers and extra-attention-

needing zones for optimal energy efficiency.

Database data storage allows for the creation of visualizations that make it easier to understand
and communicate data insights to users and highlight key areas requiring attention. Some lab ceil-
ings panels do not sit straight, and other data centers are in more remote locations, so with the
information of the frequency of panel issues, active ‘hot zones’ can be spotted, and actions can be

taken to minimize the mistakes.

3.5 System implementation

Copper tape makes the most affordable solution and is the simplest to implement in the PoC
phases, as stated in Chapter 2, Theoretics: Material and Solution Selection. The ceiling panels
were taped according to the design displayed in the miniature model of FIGURE 3. Tape was also
applied to pieces on top of the ceiling frame. Already a few days after the application, weaknesses
could be spotted. FIGURE 7 shows the copper tape ripping from the conjoining point of two ceiling
panels due to abrasion and the sharp ends of the panels.

The life-size model of FIGURE 3 was implemented with a Raspberry Pi Pico W in the place of the
Raspberry Pi 4. A slight modification also had to be made to the copper tape pieces at the joining
points of panels. As the panels were not perfectly flat, some failed to contact the tape, leading to
discontinuity in the circuit. Due to this, multiple pieces of tape had to be layered to create higher

towers for the panels to touch and ensure continuity.
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4 WEB INTERFACE AND VIRTUAL MONITORING

There are many options for displaying the status of the ceiling panels. Overall, integration to a web
interface allows to streamline virtual monitoring and enhance the management of various systems
within a data center environment. While many projects typically use their own standalone websites
for monitoring purposes, a pre-existing platform such as LibreNMS which is already being used at
Nokia is a great option from the already numerous tools. Integrating this aspect of lab management
via LibreNMS supports efficiency and centralization which are key points. Another software already

in use is an in-house tool, ILM, for the displaying of an interactive lab map structure.

ILM is a comprehensive device monitoring system already in use for overseeing device tempera-
ture, locations, and overall laboratory status, and with the code available to customize it, there are
possibilities for customizations such as ceiling panel status displaying. The LibreNMS database
would most likely be where the microcontroller data would be sent, as it is easier and more logical
to use a pre-existent database instead of creating a new one for each project. This database and
all the information displayed on the GUI provides a centralized hub, where laboratory users can
view real-time insights into the status and performance of the electronic systems and soon, the

status of the ceiling panels.

The Pico sends MQTT updates to a topic every 10 seconds, which the Raspberry Pi 4 subscribes
to. The process for this is shown in FIGURE 11. The Raspberry Pi 4 further analyses this and relays
the information to ILM and LibreNMS (as explained more in Chapter 5, Monitoring ). A script on the
ILM server gets a file containing the status of the panels in csv-formal (comma-separated value)
every 5 minutes. The csv-file is written by the Raspberry Pi 4 with a script shown in FIGURE 12,
and updates every time the Raspberry Pi 4 receives a new MQTT post from the Pico. LibreNMS
polls the Raspberry Pi 4 by SNMP at 5-minute intervals and gets the data that way.
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def main():
connect_wifi()
client = init_mqtt()

output_pin.value(1)
while True:
input_state = input_pin.value()
if input_state:
status = f"Current in circuit, green!"
else:

status = f"No current detected on input pin, red!"

print(status)

publish_status(client, status)

utime.sleep(10)

if name. . == ' ‘main. . ':
main()

FIGURE 11: Pico's script for detecting and reporting status of the current

FIGURE 12: Writing roof status to file for ILM to analyze

If the panels are closed, the ILM visual interface shows green, as shown in FIGURE 13. If the

panels are open, but for less than 30 minutes, it shows orange, with a state of ‘pending’. If the

panels have been open for more than that, they turn red.
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Roof C1410 panell is closed.
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FIGURE 13. Laboratory monitoring visual implementation displaying ceiling status

Considering monitoring solutions, a widely known challenge is in the fragmentation. Bigger corpo-
rations struggle with a multitude of different applications, often with overlapping functions. This
fragmentation not only complicates the monitoring process but also adds additional burdens on

users, who must navigate multiple interfaces to perform their daily work.

As mentioned in Chapter 3, System Design and Implementation, LioreNMS polls the Raspberry Pi

4 at steady intervals. This data is then held in LibreNMS for data analysis and storage purposes.
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5 MONITORING DATABASE AND LEDS

5.1 Color changing lights

As previously displayed in FIGURE 11, the Raspberry Pi Pico W publishes MQTT messages con-
taining a color code, either ‘red’ or ‘green’. The messages are received by another Raspberry Pi,
which in turn responds by changing color of LEDs (light emitting diodes) to indicate the roof status.
The goal of the lights was to have LEDs at the doors of each laboratory, so that users could walk
along corridors and easily see if something was wrong. Another position where the lights were
supposed to be set up was at each data center aisle. Ideally, the LEDs would have been in repre-
sentable-looking wooden boxes or something of the type. Nonetheless, only a barebones model of
the LED structure was implemented. It can be seen in FIGURE 14. Two green lights turn on at the

signal of ‘green’ and two red lights turn on at the signal of ‘red’.

With long enough cables, a Pico could be connected to two LED groups, for example for neighbor-
ing aisles. This rendition of the data center ceiling panel monitoring project failed to implement the

room-centric LEDs due to material constraints.

with either green LEDs or red
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The LED color management was conducted by the Raspberry Pi 4 due to simplicity in the PoC
stage. FIGURE 15 shows how the GPIO pins are set up for the wires leading to the red pins and
the green ones. There is also a wire going from the LED set to a grounding pin on the Raspberry.
The two bottom lines on the figure show that the pins are set to GPIO.OUT. The Raspberry Pi 4 is
a pin-model (there are both pin and port Raspberry Pis). With the lines of code, the pins were set

to 3.3V. The Raspberry Pi 4 also has 3.3V output pins but those cannot be turned off.

t RP1i.GPI0O as GPIO
time
paho.mgtt.

FIGURE 15: GPIO imports and pin setup on the Raspberry Pi 4

With the GPIO pins set up, the code progressed to change the LED colors according to messages
on the topic the Pico was publishing to. FIGURE 16 shows how for each scenario (panels open or

closed), the pins attached to both LED colors have to be edited to change to appropriate colors.
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The lights turn red as soon as a panel is open, whereas the ILM panels first turn orange and after

a long enough break, red.

FIGURE 16: Continuation of FIGURE 15, responding to the MQTT posts by the Pico by changing
LED color

5.2 LibreNMS database and email alerts

To be able to poll the Raspberry Pi 4 from LibreNMS via SNMP and get necessary data, some
extensions had to be downloaded onto the Raspberry. The extensions ‘rpigpiomonitor’ and ‘rasp-
berry’ are visible in FIGURE 17. They are provided by LibreNMS, and the documentation and ex-

amples helped implement them (30).
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nmp/rpigpiomonitor.php!

=1

FIGURE 17: Extension libraries provided by LibreNMS for more advanced functionality

LibreNMS comes with a readiness to send alerts to predetermined groups — such as one with the
contacts of whole teams or just to individuals. For the PoC, an alert transport was created to send

an email to the appropriate personnel, visible in FIGURE 18.

Alert Transport :: Docs B

Transport name: Alert email Selina
Transport type: Mail v
Default Alert: OFF
Contact Type: Specified Email v
Email: selina.kallio@nokia.com
Role: None v
BCC: OFF

Include Graphs: u

FIGURE 18: Creating a LibreNMS alert transport to alert the appropriate personnel via chosen
method (email)

The previously mentioned rpigpiomonitor package had .ini and .php files that could be edited to
meet the needs of each use case. FIGURE 19 shows how rpigpiomonitor.ini was configured. The
configuration included the type of data/monitor (for example, temperature, humidity, voltage, or
state), names of the values, a description, and a name in addition to where the rpigpiomonitor.php
was to get the actual data from — a GPIO pin or a file. State was chosen as the data type since the
panels were either open or closed (0 or 1). The file check_panel_status_from_file.sh checked the
file going to ILM, and if it said open or pending, printed 1 (to indicate open panels) and if the file
said closed, it printed 2.
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FIGURE 19: Configuration of the rpigpiomonitor.ini, setting up a sensor for the status of the pan-
els

The data extracted from the rpigpiomonitor extension is visible alongside other data from the Rasp-
berry Pi 4, as is visible in FIGURE 20. If the panels are open, the alternative status is seen as in
FIGURE 21.

[ﬂ Temperature

Imsensors

templ

4 Voltage

Core v

I~ Frequency

ARM D

State

Ceiling panels

FIGURE 20: Raspberry Pi 4 statistics displayed in LibreNMS

State
Ceiling panels B

FIGURE 21: Alternate status of panels in LibreNMS
LibreNMS also provides a visual interface for tracking data over time. Values such as temperature,
traffic and CPU use can be inspected in graphs and alarms can be set to notify users of situations.

A graph of the status of the panels is visible in FIGURE 22. Alerts can be made from a device’s

page, or from the main ‘Alerts’ control. FIGURE 23 shows the popup window for creating an alert
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if the Raspberry Pi 4 sensor data claims that the panels have been open for 60 minutes. After the

initial alert email, emails are sent every three hours two more times unless the issue is fixed.

fioulselina :: Sensor Ceil p Stati
6 Hours 24 Hours 48 Hours One Week Two Weeks
A
024-0

.

7

.

3

s

il

2}

x ——r ‘Lr """""

,,,,,,,,,,,,,,,,,, E=|

frET) 440 15 T 15 I
Min  Max  Last

mc ng panel 0.0 1.0 0.0

FIGURE 22: Graph with ceiling panel data
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The alerts can be configured to send SMS messages for even more urgent situations. An alert
rule can be created to poll the SQL database and in case of a specific event, use a preexistent

alert transport rule.

Alert Rule :: B Docs
Main  Advanced

Rule name Panels open for over 60min v2

Import from ~ 4+ Add rule @ Add group

state_translations.state_generic_value ~ not equal 4
0
Severity Warning hd
Max alerts 3 Delay | 60m Interval  3h
Mute alerts OFF Invert rule match OFF
Recovery alerts m Acknowledgement alerts m
Match devices, x fioulselina All devices OFF
groups and except in list
locations list
Transports % Mail: Alert email Selina

FIGURE 23: Creating the alert for when panel has been open for over sixty minutes

35



6 REFLECTION, RESULTS AND FUTURE

| think that energy efficiency is growing increasingly critical. We should be constantly developing
towards a better future and not getting comfortable in the now. This thesis provided a good base
for data center monitoring to build from: it showed that panel monitoring can be done and listed the
alternatives to copper tape. If this goes to further development as | hope, most likely full-metal bars
will be used to replace it as a more durable option. In any case, it would be best to implement the
conductive elements/switches/whatever already in their production phase, as that would be most
time and cost efficient. Also, a similar solution could be implemented onto doors, to ensure they

are also being closed.

In future iterations it would best to choose ethermnet-capable microcontrollers because of the extra
safety they bring. They are also simpler to implement, as they do not require extra elements such
as routers. If the data center aisles are long, the aisles can also be split into sections for easier
identification of misplaced panels. | would like to see more experimentation and research done on

the ESD side, since that was only very slightly covered in this thesis.

The LED light implementation was cut a bit short by restrictions in time, and | wish | could have
made them look prettier by laser cutting wooden boxes for them or using more sophisticated-look-
ing lights. They, however, worked and, in the end, a PoC does not have to be pretty — or even

working, as long as something is learned. However, | am happy that it did work.

To optimize further use, it would also be good to implement some sort of remote access on the
Raspberry Pi Pico W. | did some research on WebREPL and similar solutions, but finally decided
not to implement it in the PoC phase. With OTA (Over The Air) updates or something similar, the

devices could easily be updated in the future.

With the new Nokia campus being built and planned, | still have strong hopes that some sort of
panel monitoring will be implemented. | hope the research | have done and the experience | have
on the matter will be useful and help inspire others to identify problems and create solutions for
them.
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