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The project included configuring support for seamless software updates in the controller PC, developing a 
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needed to manage the update process in the controller unit. 
 
The controller unit was successfully updated, only downtime being the reboot phase of the device. The re-
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ment. In a more refined model, the update process could be more error-proof, more structured and rely 
more on system level processes. 
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Tiivistelmä  

Tämä opinnäytetyö dokumentoi laboratorioautomaatiojärjestelmän konfigurointityökalun (SRA) ensimmäi-
set kehitysvaiheet. Opinnäytetyön toimeksiantajana toimii Thermo Fisher Scientic, jonka Vantaan toimipis-
teen erikoisalaan kuuluu kliiniset kemian analysaattorit, teollisuusratkaisut ja laboratorioautomaatio. 
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Definitions 

Bash Bourne-Again Shell, a shell program and command language 

BIOS Basic Input-Output System 

CPU Central Processing Unit 

ext4 Fourth Extended filesystem, a native Linux filesystem type 

fstab File System Table, a configuration file that defines how disk partitions are mounted 

GUI Graphical User Interface 

JSON JavaScript Object Notation, a lightweight data-transfer format 

LAC Laboratory Automation Controller 

RAM Random-Access Memory 

SRA System Remote Access, a configuration tool for laboratory automation system 

UEFI Unified Extensible Firmware Interface 

UUID Universally Unique Identifier 
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1 Introduction 

1.1 Thermo Fisher Scientific 

The thesis assignment was commissioned by Thermo Fisher Scientific, which is an American sup-

plier of analytical instruments, life science solutions, and specialty diagnostics. In Vantaa, Finland 

the company employs approximately 600 employees and specializes in clinical chemistry analyz-

ers, industrial solutions and laboratory automation. (Thermo Fisher Scientific, 2023). 

1.2 Thesis assignment 

In laboratory operations, minimizing downtime during maintenance is essential. According to sur-

vey by Agilent Technologies (2017), downtime during laboratory maintenance, whether planned 

or unplanned, is seen as major operational challenge among laboratory employees. Therefore, 

ability to install software updates without interrupting laboratory functionality is crucial in envi-

ronments that require high availability. 

The project assignment involves launching the development of the System Remote Access (SRA), 

which is a multi-purpose tool to monitor and configure laboratory automation system, as well as 

uploading software updates to the system. Updating software is the first feature of SRA and the 

subject of this thesis. In later phases SRA can be used to multiple administrative tasks, such as 

downloading log files, editing system configuration, and requesting system diagnostics. 

The first objective is to implement the software foundation of SRA, in such way that it is scalable, 

as more features will be implemented in the future. The second objective of the project is to im-

plement a feature that enables seamless software update process in the automation system. The 

project will be carried out in a cross-functional Scrum team at Thermo Fisher Scientific Vantaa.  

1.3 Scope of the thesis 

This thesis focuses on the implementation of the software updating feature in Laboratory Automa-

tion Controller (LAC) PC, a unit that manages the automation system and serves as a starting point 

for system-wide software updates. This focus was chosen to initially explore the methods and 

technologies that is needed to install software update without disrupting ongoing operations. 
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Given that the SRA tool operates on this same unit, choosing LAC PC for software updates in this 

initial iteration is a logical decision. The scoped objective for this thesis is the initial implementa-

tion of the core software for the SRA tool, following with the implementation of software updating 

feature in the controller PC. The first part of this thesis research technologies and technical re-

quirements to implement the feature and the second part focuses on developing the tool with the 

software updating feature.  

2 Theory 

2.1 Overview 

The theoretical part of this thesis, research the technologies and methods relevant to implement-

ing seamless software updates. The theory can be divided into three main components:  

• Linux operating system 

• Process of seamless software update  

• Application frameworks and technologies  
 
 

For the operating system component, information was gathered through searches from Jyväskylä 

University of Applied Sciences library’s search interface Janet Finna. The sources on seamless soft-

ware updates were found from official documentations, technology articles, and blogs from devel-

opers that have implemented such systems. For the application frameworks the information was 

gathered almost exclusively from online documentations released by the developers of each tech-

nology, which should guarantee that the information is accurate and up to date. 

The software and frameworks described in this theoretical section is selected primarily because 

they are already used in the company. This choice is rational, as the used technologies are compat-

ible with existing ones and leverages the current knowledge of other developers. 

2.2 Scrum  

Scrum is an agile framework used in software development to manage projects. Some of the main 

characteristics in Scrum are iterative delivery style and adaptive planning. The key roles in Scrum 

are the Product Owner, Scrum Master, and Development Team. The project is usually divided into 
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two-week iterations, called sprints. Each sprint includes Scrum events such as sprint planning, 

sprint reviews, and retrospectives. Daily stand-up meetings are held to track progress and coordi-

nate work. (Flewelling, 2018, Chapter 2) 

2.3 Linux operating system 

Linux is an open-source operating system that is known for customization capabilities and strong 

security features. It has been popular choice among IT professionals and organizations for several 

years. The operating system comes with different versions, known as distributions, that are collec-

tions of specific kernel and software tailored to meet various needs. Most of Linux distributions 

are free of charge and very scalable, making Linux a versatile and economical option for busi-

nesses. Some of well-known distributions are CentOS, Debian, Red Hat and Ubuntu. (Smith, 2012, 

p. 17) 

2.3.1 Boot process 

When a device running Linux operating system is turned on, series of events are triggered that 

eventually leads to a normally running operating system. Firstly, the firmware starts and performs 

check that hardware runs properly and then it searches for a bootloader program to run from a 

bootable device. Secondly, the bootloader program is executed, and it determines what kernel 

program is loaded. Finally, the kernel is loaded into memory and starts the necessary background 

tasks for the system to operate normally. (Breshnan & Blum, 2021, Chapter 10) 

2.3.2 Architecture 

A Linux system can be divided into three main levels (Figure 1). At the lowest level is the hardware 

that includes all the physical components such as CPU, RAM, Storage space and Network inter-

faces. In the core of the Linux system is the kernel. The kernel is responsible for managing pro-

cesses, memory allocation and acts as an interface between the higher-level software and the 

hardware. (Ward, 2021, Chapter 1.1) 
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Figure 1. Linux architecture (Ward 2021, Figure 1-1) 

2.3.3 Filesystem and partitions 

Partitions are defined in a specific area of the disk known as the partition table. Partitions divide a 

physical storage drive into isolated sections (Figure 2). Partition table and each partition of desired 

size can be created using command line tools, such as parted. After partitions are created, they 

can be formatted into a filesystem. (Ward 2021, Chapter 4) 

A filesystem is all the data, files and directories that user interacts with. As Ward (2021, Chapter 

4.2) states: “It supplies the structure to transform a simple block device into the sophisticated hi-

erarchy of files and subdirectories that users can understand.”  

To access the data in the filesystem the correct partition location from the partition table needs to 

be used. Linux filesystems are usually formatted into ext4 format, which is native to Linux.  When 

filesystem is created, a unique identifier is generated to identify the filesystem. This UUID, for in-

stance, allows the kernel to identify filesystems during the boot process. When the device boots, 

the kernel program mounts the root filesystem to the running system. (Ward 2021, Chapter 4.2) 
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Figure 2. Typical Linux disk structure (Ward 2021, Chapter 4). 

2.3.4 GRUB boot loader 

Boot loaders and firmware work closely together. Modern Linux systems use nearly universally 

GRUB, version 2, as a bootloader (Yogesh 2020 Chapter 3; Ward 2021, Chapter 5.4.2). As firmware 

the UEFI has mostly replaced the older BIOS (Banik 2022, Chapter 3). At the beginning of the boot 

process the boot loader loads the kernel into memory and runs it. On PCs, boot loaders use firm-

ware to access disks to read the files that is needed to load the kernel.  

GRUB has capability to navigate in the filesystem to find the kernel image and select the boot con-

figuration. The GRUB configuration file determines which kernel and filesystem is loaded at 

startup along with other boot parameters, such as splash image and whether the filesystem 

should be mounted in read-only mode. Additionally, GRUB allows users to manually select the ker-

nel and the root filesystem through its command line interface, instead of reading settings in the 

configuration file. (Ward 2021, Chapter 5) If there's an issue during the boot process, usually the 

user ends up to this command line interface to recover the system. 
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GRUB can be installed using grub install command that copies the boot loader into place and in-

forms the firmware about this boot loader. On systems that have UEFI firmware GRUB is installed 

by running command: 

# grub-install --efi-directory=efi_dir –-bootloader-id=name 

 

In this command efi_dir is the path of the UEFI directory in the system, typically mounted to 

/boot/efi. The second argument is an identifier. If the boot loader is installed in a disk that is used 

later in another system, the new systems firmware needs to be informed about this boot loader. 

(Ward, 2021, Chapter 5.5.3) 

2.3.5 Bash scripting 

Operating systems include a command-line tool, a shell, which enables user to interact with the 

system by entering commands in a prompt. Through this interface users can launch programs, 

manage processes, and manipulate files. Bash is the default shell for almost all the Linux distribu-

tions, and it runs as a command prompt as demonstrated in Figure 3. (McGrath, 2019)  

 

Figure 3. Simple command in Bash shell 
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Bash can be understood as either a shell or a programming language. As a programming language 

its core design is to execute other programs in an organized manner. Bash is particularly suitable 

for automating tasks by running sets of commands that needs to run together. (Ryder, 2018) Fig-

ure 4 demonstrates a simple Bash script that takes an argument as input. 

 

Figure 4. Bash script with an argument 

Following Table 1 presents some of commands that are used in Bash scripts in this thesis.  

Table 1. Bash commands (DigitalOcean, 2023; Javapoint, N.d; Red Hat, N.d) 

Command Description 

mount Mount a filesystem 

umount Unmount filesystem 

mount --bind Remount part of a file hierarchy in different lo-

cation, original location still available 

blkid Shows information about block devices 
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Table 2. (continued) 

Command Description 

chroot Changes root directory to a new directory 

dd Used for copying block devices 

echo  Writes to standard output 

cp Copies file 

 

2.4 Seamless software update 

Seamless software update, also known as dual boot or A/B system update can be installed without 

interrupting the device by using dual partitions. This dual partition configuration ensures that one 

functional system is always available, even if the update to the new partition fails. (Android, 2024) 

In the beginning of the update process the system runs in the active system partition (A). When 

update process is started, the inactive system partition (B) is installed with the update and veri-

fied.  After successful installation, partition B becomes active, and the bootloader is configured to 

boot the system from the updated partition. If there is an error with the new update during the 

reboot, the system can revert to the A partition, allowing the device to function normally as it did 

before the update. (Pasternak, 2024) 

A familiar example that utilizes seamless software update is the Android operating system. As 

stated in the Android official documentation (2024) the update is downloaded in the background 

to an inactive partition while the user continues to use the device normally. After the download is 

finished, the user reboots into the updated partition. Only downtime during an update is when the 

device reboots. If the update fails, the system reboots using the old partition.  

The same A/B update mechanism that is used in mobile phones, can also be implemented in Linux 

systems. Linux systems can be updated using A/B method, where one partition is actively used 

while the other is updated (Byrne, 2018).  This dual partition approach increases the reliability of 
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the system during updates and is ideal for devices that require high availability. Therefore, it may 

be considered a viable strategy to update software in a laboratory automation environment. One 

important benefit of the A/B update method is that it updates simultaneously all software compo-

nents. This approach allows the software to be tested and verified to function together before the 

installation. 

2.5 Application frameworks and technologies 

2.5.1 Docker 

Docker is a platform that makes it possible to run applications in an isolated environment, sepa-

rated from the host machine. Docker container is runnable package containing all the software 

and required dependencies, ensuring the container to run in any machine. Containers are built 

from Docker images, which are templates with instructions for creating the container. By default, 

containers are isolated from the host machine, but this can be controlled based on use case. One 

way of configuring the Interaction between host machine and the container is mounting specific 

parts of host filesystem to the container through volumes. Volumes are used to access and persist 

data used by Docker containers. Docker Compose defines the application environment with a 

Docker Compose file, where services, networks, and volumes can be configured. Volumes can be 

defined in the Docker compose file as well and can be connected to containers, allowing data to 

persist even after the container itself is deleted. (Docker, N.d) 

2.5.2 ASP.NET Boilerplate 

ASP.NET Boilerplate (ABP) is an application framework which provides architectural model based 

on Domain Driven Design. ABP automates common software development tasks such as user, role 

and permission management. This allows developers to focus more on business logic than boiler-

plate code. ABP comes with ready-to-use templates that are useful for enterprises and developers 

looking to launch their project with fully configured environment. It can be integrated with mod-

ern frontend frameworks like Vue.js. (.NET foundation, N.d) 
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2.5.3 Vue.js 

Vue.js is a JavaScript framework for building user interfaces and single-page applications. The 

framework utilizes a component-based architecture that can be used to develop projects of any 

complexity. It is designed to be flexible, incrementally adoptable and enhances code reusability. 

(Vue.js, n.d) These characteristics suggest that Vue.js is a good choice for a project that starts with 

one feature but is intended to scale up over time. 

2.5.4 SHA256 checksum 

SHA256 algorithm is one of the most used hashing algorithms. It can be used to verify file integrity 

during file transfer. The hash value, a checksum, is calculated before and after the file transfer and 

the values are compared. Any change in the data results in a completely different hash value. 

(Jena, 2023) 

3 Implementation 

3.1 Software update process 

Figure 5 demonstrates the software update process as a “happy path” scenario, including each 

step of user interaction required to complete the update successfully.  

 

Figure 5. Software update process 
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3.2 LAC PC 

The LAC software is running in a Docker container in the active partition of the LAC PC. The SRA 

software runs in its own Docker container in the target PC as well. SRA GUI is served as a single-

page application through Ethernet port. The SRA container must have access to block devices and 

volumes to perform operations in the host file system.  

Figure 6 illustrates the Docker Compose configuration file. Both system partitions and the boot 

partition are mounted into the container as devices. This allows SRA to write to current inactive 

system partition during the update process. An access to the boot partition is needed to update 

the boot loader configuration after successful write operation. The configuration directory in the 

host system is mounted to the container as volume. The container runs in privileged mode with 

elevated access to run system level operations inside the host filesystem.  

 

Figure 6. Docker compose configuration of SRA container 

3.3 Configuring controller PC 

To be able to utilize A/B software update procedure in the controller PC, a specific configuration is 

needed. This involves making an initial deployment installation when the PC is first set up with fac-

tory settings. The deployment is achieved by creating a bootable USB drive with any Linux operat-

ing system. In this project, Ubuntu is used due to its ability to run a minimized version of the 
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operating system without complete installation. The USB drive contains initial system image with 

LAC and SRA software and a Bash script to run a set of operations to make the initial deployment. 

The deployment script (Appendix 1) initializes the controller PC by partitioning and formatting the 

hard drive according to the partition scheme (Figure 8). The deployment system image containing 

functioning operating system and all the Docker images, is installed to the system partition A. The 

script installs boot loader program and sets system A as bootable drive. A fstab file is created to 

define the mount points for the system A partition. Finally, a JSON file (Figure 7) is created to keep 

track of inactive and active partition of the hard drive. When the system is rebooted and USB drive 

is removed, the controller PC boots from system A partition and the SRA container is ready to per-

form a software update. 

 

Figure 7. Configuration file 

The partitioning is specified in the deployment script. It begins with a boot section, which contains 

the bootloader and other essentials for initiating the system's startup process. This is followed by 

two identical system partitions, which can contain fully functioning software versions. The last two 

section is reserved for persistent data to store user and application data accessible regardless of 

the active system partition.  
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Figure 8. LAC PC partition scheme 

3.4 Software update image 

The controller update image is built in Azure DevOps pipeline. The system image contains func-

tional Linux operating system and all the necessary software as Docker images to operate the con-

troller PC. The software version of the image is written into a JSON file in this pipeline. The initial 

system image installed in deployment is built using the same pipeline. 

3.5 SRA GUI 

SRA GUI is a Vue.js single-page application that has components for uploading the software up-

date image (Appendix 2) and an input field for SHA256 checksum. SHA256 checksum is used to 

verify successful upload process without data loss or corruption. The view has a component to dis-

play the current controller software version as well. 
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Figure 9. Interface for uploading software update 

The disk image can be selected from local filesystem by clicking “Choose file” button. The actual 

generic HTML file input element is hidden, and clicking custom button element triggers the click 

event of the hidden input element. The selected file is validated for type and the file name is dis-

played in the view after confirming selection. The checksum can be typed or copy-pasted to the 

input field. When user clicks the upload button, the selected file and checksum is sent as form 

data to SRA backend. The status of the file upload is indicated in the upload component. If an error 

occurs during the upload process or the checksum verification Is unsuccessful, an error message is 

shown in the component.  

3.6 SRA Backend 

The SRA backend is built on the ASP.NET Boilerplate framework. The file uploaded by the user is 

handled by SoftwareUpdateController (Figure 10), a web controller, which utilizes Soft-

wareUpdateService through dependency injection for handling the update operations. 
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Figure 10. SoftwareUpdateController 

SoftwareUpdateService (Figure 11) is responsible for writing the file into the inactive partition and 

checksum validation. The SRA application operates inside the active system partition that is fixed 

in size, in this configuration, 20 GB. The update image cannot be stored in memory or filesystem 

before the file is written to the inactive partition since update image is the same size as the active 

system partition. In ASP.NET framework this can be handled using streams. Streams handles files 

in chunks, as demonstrated in Code-Maze article (2024), which allows more effective memory 

management and enhance processing speed by enabling concurrent read and write operations on 

the file. However, a drawback of using this method is that it requires writing the image to the par-

tition without validation by the backend software, as it would require writing it to the temporary 

storage. 
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Figure 11. SoftwareUpdateService 

FileSystemManager (Figure 12), that is injected into the SoftwareUpdateService, provides helper 

functions for interaction with host file system. The manager can run Bash commands in the host 

operating system by utilizing .NET Process class. The partition configuration file, that was created 

when configuring LAC PC initially, is read to decide which partition the file is written. The inactive 

partition path, for example /dev/sda2, is checked if it is mounted to the filesystem, to avoid writ-

ing to the active partition. After successful writing, the partition configuration file is updated, and 

the new configuration is sent to the user. A successful writing operation means that no exceptions 

are thrown during the writing process and the checksum of the updated partition, and the user 

provided SHA256 checksum matches. In the end of the process, SRA runs a script in the host 

filesystem using chroot to update the settings to be able to boot from the updated partition on the 

next reboot.  
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Figure 12. FileSystemManager 

The script for post-update configuration (Figure 14) requires two arguments: the path to the boot 

partition and the path to the updated partition. The script mounts the new partition, that now 

contains the uploaded update image and runs a set of tasks in the new operating system. Firstly, it 

reads the UUIDs of each partition and defines the mount points for the new partition by creating a 

fstab file. Secondly, it copies the old network interface settings from the previous active partition 

to ensure communication after reboot. Finally, the script runs a sequence of commands that up-

dates the GRUB bootloader to enable booting from the newly updated partition. In this sequence, 
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the boot partition is mounted to the filesystem of the new partition. Essential system directories, 

from currently active filesystem are bind-mounted. These directories, for example, contain com-

munication with the kernel to ensure the that the new system partition can run programs during 

the settings update. In the end of the sequence chroot command is used to run grub-install in the 

new filesystem. When the system is rebooted, controller PC boots in system partition B and the 

new updated SRA container is ready to perform another software update. 

 

Figure 13. Script for post-update configuration 

4 Results and Conclusion 

4.1 Results 

The SRA development was launched and has a framework for future expansion. A straightforward 

GUI was implemented where user can upload the software update image. The image was 

streamed and written in place to the inactive partition, without the need for temporary storage. 

Ensuring the integrity of the file transfer, a checksum verification was implemented. Finally, the 
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bootloader was successfully, updated and system was able to boot successfully from the newly up-

dated system image. The update process was completed seamlessly, as the only downtime for the 

controller PC was during the rebooting phase.  

Implementation of the software update feature in this project provided one approach to such up-

dates, though not necessarily the optimal one. While the system functioned adequately, there is 

room for refinement. The implementation followed a "happy path" scenario, achieving successful 

file transfer and boot process without taking into consideration the potential error cases. These 

cases could include boot failures, and unhealthy operating system or higher-level software. 

In a more refined model, the update process could be more structured and rely more on operating 

system-level functionality rather than custom scripts. Allowing Docker container, that is designed 

to be isolated environment, to execute code and run scripts in host operating system in privileged 

mode could be a cybersecurity risk. Such interactions can potentially expose the host to unauthor-

ized access.  

4.2 Conclusion 

The development process was carried as part of a cross-functional Scrum team. Although the work 

was carried out individually, support and feedback by other team members were provided if nec-

essary. Throughout the development cycle, the progress was regularly presented to management 

and product owners as demo presentations. 

In the beginning of this project, final decision regarding the deployment of the controller PC has 

not been made, which brought some challenges. However, these challenges brought valuable in-

formation to the company, as this thesis included exploration on the deployment process of LAC 

PC and configuring support for A/B updates.  

Implementing the application containing the first feature proved to be a valuable learning experi-

ence and was an effective method for initial exploration of seamless software updates. The 

knowledge of Linux fundamentals turned out to be essential in this project and allowed to deep 

dive into Linux systems. This will be beneficial in future SRA development as the experience gained 
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through this project can be carried forward in future features that might require interaction with 

the operating system.  

Next steps in refining the update process could include implementing an automatic rollback mech-

anism in case of boot failure. This feature came up in multiple sources in research phase of seam-

less software updates. Naturally, it is an essential to secure the reliability of the laboratory auto-

mation system. Additionally, the process should be scalable, as eventually SRA should be able to 

initiate the software update process to the whole automation system. 

4.3 Reliability and ethics 

Using artificial intelligence tools can improve learning and students are encouraged to use AI to 

develop their working life skills (Arene, 2023). During the writing of this thesis, ChatGPT was used 

to provide feedback. In the beginning of the writing process, it was used to plan the thesis struc-

ture.  Additionally, it was used to refine text and vocabulary by suggesting synonyms and restruc-

turing sentences. 

When using AI tools, the practices of scientific writing must be followed. Ideas, information, 

words, or other material of others cannot be published without a reference. Artificial intelligence 

cannot be used as a source for scientific text, and authors are responsible for the accuracy of their 

works. (Arene, 2023) These ethical guidelines were taken into consideration in this thesis process. 

AI tools were not used to retrieve information in this thesis. When refining text, the original source 

was checked to not alter the original writer’s information. 
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Appendices 

Appendix 1. Script to configure LAC PC 
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Appendix 2. Vue.js component for uploading file 
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