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1 Introduction

In today's technological world, teaching is becoming increasingly electronic, which is why many
different digital tools have been developed to support teaching. Yet many students change their
learning path or drop out, raising questions about how to better support students' needs. This
need led to the idea of developing a tool to help understand students' motivations and goals in
their career choices and to link the skills available to students and the courses offered by institu-

tions to widen their career planning.

The project integrates the international SFIA (Skills Framework for the Information Age) frame-
work, which defines the skills and competences required for specialist roles in the information
economy. This thesis designs and implements an AP| database service based on the SFIA frame-
work, which allows users to search for information on the skills required for different career paths.
The APl will be used to test whether the SFIA skills search service can be implemented in such a
way that it can be easily deployed in different environments and serve the needs of both students
and institutions. The study will also explore how the visualization of SFIA skills could support stu-

dents' skills development and guide them towards their career goals.

This project investigated the possibility of developing an API solution that retrieves data from the
SKILL-db database regardless of the operating environment. The aim of the project was to deter-
mine how JavaScript technologies can be used to implement data retrieval systems. During the de-
velopment process, the required components of the API functionality, compatibility with other
platforms and presentation of information in a user-friendly and interactive way were considered.
The results of this work prove that the initial solution is feasible but requires further development,
in terms of optimization of database integration and scalability. This study provides a basis for the

development and application of API solutions for different user environments and purposes.

2 Purpose, aims and objectives

SFIA API is one of Marko Rintamaki’s many ongoing projects, and in this assignment Rintamaki,
who works at JAMK as a Senior Lecturer who is well versed in latest technologies and researching
ways to implement these technologies into applications for students. He asked the author to in-

vestigate if such an APl could be developed, and if it could work in an environment such as GitHub



Pages. Rintamaki's goals to bring more visuality to learning are part of the objectives, where the
purpose of the APl is meant to visualize the skills needed. This started a project to find out if it was
possible to design an API solution that could be designed that would work in as many environ-

ments as possible, which would mean creating the lightest possible solution.

Significance

The development work of SFIA API is relevant from several perspectives. It should provide a solu-
tion to the need for students and teachers to have clear information on the skills required for pro-
fessions and career paths. SFIA API should allow users to map the skills required for different occu-
pations and tasks and to compare them with the learning content offered by education and
training. This information would help students to plan their studies and goals in a more informed

way, which can reduce dropouts and uncertainty in career choices.

SFIA API also should enable institutions and organisations to better link their educational content
to the needs of the world of work. By knowing what skills are valued in the labour market, course
contents can be developed to meet these demands. This will enable closer cooperation between

education and the world of work and improve the graduates’ employability

The SFIA APl is to provide a technical solution that can be deployed in many different environ-
ments thanks to its scalability and extensibility. It serves as a powerful tool for managing and visu-
alising career path information, making it a flexible and valuable tool for educational institutions

and other organisations.

Objective of the project

The aim of the project is to see if it is possible to develop an API solution that retrieves and visual-
izes data from the SKILL-db database regardless of the operating environment. The implementa-

tion will use JavaScript technologies as a starting point for the solution.



3 Theoretical background

Reference Framework

This thesis is divided into two parts, of which the first part is theoretical focusing on the require-
ments and requirements elucidation in software development. The second section is the practical
part, which focuses on the development of the prototype itself, and the tools and technologies

used to develop it.

3.1 Concepts

WIMMA Lab was a two and half months long course provided by JAMK for information technology
students which was run annually during the summer vacation, where students were divided into
imaginary departments to simulate working in real-life company (WIMMA Lab, 2023). Each depart-
ment had one or more projects to complete during the summer and teaching the agile develop-

ment methods and project-based teamwork skills and value of collaboration.

The SKILL-db is a database programmed and developed by Wimma Lab 2023 loTitude group, im-
plemented according to the specifications of the eighth (8) version of SFIA. SFIA Foundation has
already released the next version of SFIA, which is the ninth (9) version, and differs from eight in
some key areas. It still retains the seven levels of responsibility but introduces new Level Essence
Statements to further clarify descriptions of the SFIA levels and closer alignment with generic at-
tributes (Moving to SFIA 9, 2024). It also introduces few new skills for business administration

(SFIA 9 Full Framework View, 2024).

The SKILL-db APl is the APl interface of the Sfia database which allows reading data from the data-
base. The SFIA APl is an APl now developed that will use SKILL-db API to retrieve exact information

from the database for presentation on, for example, web pages.

JAMK, Jyvaskylan ammattikorkeakoulu (Jamk University of Applied Sciences) is a university for ap-
plied sciences located in Jyvaskyld. JAMK provides many different Bachelor’s degree programs and
many master’s degree programs. All these programs can be studied in English. This study is focus-

ing on this educational institute.



3.2 Data management and databases
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Figure 1. SKILL-db structure

The figure illustrates the structure of the SFIA database known as SKILL-db which was developed
by loTitude project in Wimma Lab using the accompanying SKILL-db API that will search for data by
keywords and provides the skill data of them according to the definitions of the function used. For
example, accessing path /skills returns the whole database, and /category can be used to return
skills of specific category. As seen in the figure above, the SKILL-db and SKILL-db APl images are
served in one Docker Container and is ready to use after changing the default passwords and se-

crets, and composing the build with Docker.



3.3 Research questions

For this work, several different questions needed to be answered to produce a complete imple-
mentation that matches the goals set from the customer of this study Marko Rintamaki, who
wants to see this kind of technology to be used in his projects like WIMMA Capstone and Future

Factory.

The research questions for this study are listed below:

1. How relevant is the SFIA Framework to students' future career plans?

2. Do students see a connection between the SFIA framework and their professional skills develop-
ment?

3. Would students consider SFIA to be a useful tool for evaluating and improving their skills?

4. Do students think their university should integrate SFIA into their curriculum or offer courses based
on the framework?

For these questions to be answered, a method was needed to gain the answers. The methodology

of the research is described in following chapter.

3.4 Methodology

For the SFIA API, technical testing methods such as unit testing and integration testing were em-
ployed to ensure the reliability, performance, and security of the API. Each development phase
was evaluated using a combination of user feedback and technical metrics, including performance
and usability tests. The ultimate goal was to create comprehensive and easy-to-understand docu-
mentation that would facilitate the deployment and integration of the SFIA APl within educational

institution systems and applications.

To assess the level of interest in the SFIA Framework, a quiz was created, targeting at least two
student groups. The thesis author conducted a brief introductory presentation (Appendix 3) for
these classes, explaining what the SFIA Framework is, its goals, and the importance of understand-
ing student interest in such technology. This approach was deemed the most suitable for this
study, as it was necessary to first gauge the students' interest and determine whether SFIA-based

technologies could play a more prominent role within JAMK and similar educational environments.



The quiz was designed to be anonymous, with no personal information such as names or email ad-
dresses collected from respondents. It utilized a quantitative research method, allowing data to be
gathered from a large group of participants through structured questions. The survey was com-
posed of multiple-choice questions to streamline the data collection process. Microsoft Forms was
used as the tool for the quiz, as it is user-friendly, accessible, and enables efficient data gathering.
Additionally, it ensured that only JAMK ICT students had access to the quiz, maintaining the integ-

rity and relevance of the data collected.

4 Implementation

This section focuses on the development process of the SFIA APl and explores how the existing
SKILL-db API could be further developed to achieve the objectives for which the SFIA APl was cre-
ated. The chapter outlines the key development phases: the design phase, the development
phase, and an evaluation of the outcome—assessing whether the goals were met through the ac-

tivities and design choices made, using the research methods selected for this project.

The development of the SFIA API began as part of the Career Scouter 2.0 project, where it was uti-
lized to display the skills associated with various roles and the corresponding responsibilities of

these professions. The SFIA APl worked by transforming the data from the SKILL-db and displaying
it within a hover element on the webpage. When a user hovered the mouse over a skill element, a

separate informational box would appear, showing the skill's description.

At this stage of development, the implementation was a basic solution, consisting of a simple black
box with white text, providing a description of the skill. Since the theme of the interface was cus-
tomizable by the end user, the focus during this phase was placed on functionality rather than ap-
pearance. As a result, minimal time was spent on refining the visual design, with the primary goal

being to ensure the core features worked as intended.



4.1 Quiz

In this chapter, we focus on the quiz held by the author. It details the participants, the questions of

the quiz, who it was held to and the ethicality of the quiz.

I SFIA

FOUNDATION

SFIA Survey

answer the following guestions. All

and the relevance of it in their own use.

Section 1

SFIA

14 :Ne cfescribe the 5 generic attributes at 7 different SFIA
eve S OUNDATION

SF1Alevels

Levell Level 2 Level 3 Level 4 Level5 Level 6 Level 7

Follow

Generic altiributes

Demonstrating increasing levels of autonomy - the level of ownership and accountability for

AUTONOMY results in the workplace

Demonstrating increasing levels of influence - the level of positive impact with colleagues,
INFLUENCE clients, suppliers, partners, managers, leaders and the industry as a whole

Demonstrating the ability to perform work of increasing complexity - the scale and impact of
COMPLEXITY  the issues, opportunities, tasks and processes addressed in the workplace

Demonstrating increasing business skills and positive behaviours — operating effectively with

BUSINESS
the required level of impact in the workplace

SKILLS

" Demonstrating increased responsibility for developing and applying knowledgeto achieve
KNOWLEDGE  jngividual and organisational objectives in the workplace

Frozenpe ke 18 thane 0.5

How important do you consider SFIA's goals in terms of career development and skills enhancement?

) Extremely important
) Somewhat important
) Meutral
!} Somewhat not important

Extremely not impartant

Figure 1. Quiz Layout



In figure above, which illustrates the structure of the quiz used to further chart the interest for
SFIA based technologies and web services aimed to help students to plan their study paths and
what skills their careers would need. For this anonymous quiz two first year student groups were
selected from the Institute of Information Technology. These classes were TIC24S1, ZJATIC24S1

and TIC24S2. The multiple-choice quiz was presented as follows:

“The aim of this survey is to gather perspectives on the importance of SFIA’s goals and the rele-
vance of it in their own use. Please answer the following questions. All responses will be handled

anonymously.

The Skills Framework for the Information Age (SFIA) is a framework that defines the skills and com-
petencies required by professionals working in the digital and technology sectors. Primary goal of
SFIA is to provide a clear and standardized approach for identifying, developing, and managing the
skills needed to drive the digital transformation of businesses and organizations. SFIA supports
both individual career development and organizational talent management by reflecting real-

world practices and evolving industry needs.

SFIA outlines the essential skills for professionals involved in the design, development, manage-
ment, and protection of both data and technology that drive the digital world. Rather than limiting
or defining what these professionals can or cannot do, SFIA aims to accurately represent real-world

practices, drawing on the insights and experiences of its user community.”

The first question was “How important do you consider SFIA's goals in terms of career develop-
ment and skills enhancement?” and options to answer were “extremely important”, “somewhat

V(4

important”, “neutral”, “somewhat not important” and “extremely not important”.

The second question was “How useful do you find SFIA for your learning and professional develop-
ment?” and the alternatives given were the same “extremely important”, “somewhat important”,

“neutral”, “somewhat not important” and “extremely not important”.

The third question was “Do you think there would be use for SFIA framework and technologies that

VAN (4

use SFIA in your study path?” where the acceptable answers were “yes”, “no” and “maybe”.
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The fourth and final question was “How would you rate the usability of SFIA in learning and skills

VN4

management?” and the acceptable answers were “excellent”, “good”, “neutral”, “fair” and “poor”.

4.2 Technology used

SKILL-db was implemented using Express.js, a lightweight and flexible Node.js-based framework.
With Express, the API can provide an efficient way to create routes, handle HTTP requests and

manage cache according to RESTful principles. The code itself was written in TypeScript.

SKILL-db was a Node.js-based APl implemented in TypeScript. It was built using the Express.js
framework, with PostgreSQL as the database. The APl was containerized with Docker, allowing for
easy deployment and scalability. The Nginx web server also runs in the background to receive in-
coming requests and improve performance (Skill-db Documentation 2023). SKILL-db uses a Post-
greSQL database to store and manage skills data. This database supports extensive data manage-
ment and provides advanced features such as in-description and ACID integrity. The APl was
containerized using Docker, which provides simplified deployment and scalability, and allows the

service to run easily on-premises.

Nginx acts as a web server to receive incoming requests, and the Docker container allows the en-
tire suite to run quickly, with Nginx directing traffic to the Express server, which uses a PostgreSQL

database for data management.

Docker

Docker is an application deployment automation tool based on application deployment containers
that can be deployed to different environments easily and efficiently using Docker. Docker works
by packaging an application and all the dependencies, platforms, environments and connections
between them needed (operating systems, programs, libraries, languages etc.) to run it into a
compressed container, which can then be run in multiple locations, depending on the user/busi-
ness need, including on-premises and in the cloud (Docker, 2018). The lightweight nature of

Docker containers brings a possibility for a single server or virtual machine to run multiple Docker
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containers at the same time, reducing the amount of maintenance required on creating, maintain-
ing multiple virtual machines, which in turn reduces the time and resources spent on mainte-

nance.

PostgreSQL

PostgreSQL was selected as the database management system for SKILL-db due to its extensible
open-source architecture and its ability to accommodate modifications efficiently. As a relational
database system, PostgreSQL adheres to ACID (Atomicity, Consistency, Isolation, Durability) princi-
ples, ensuring data integrity and reliable transaction handling. Additionally, PostgreSQL offers a
comprehensive set of SQL functions and operators, supporting complex data management tasks

while maintaining efficiency in handling large datasets.

Although PostgreSQL includes advanced features such as indexing, transactions, JSON support,
and spatial data processing, many of these capabilities remain unused in SKILL-db. This is primarily
due to the static nature of the database, which typically does not undergo modifications once ini-
tialized. As a result, while PostgreSQL’s advanced functionality provides potential scalability, the
SKILL-db implementation primarily benefits from its stability and efficient querying capabilities ra-

ther than its full range of features.

The current framework of SKILL-db is presented in Appendix 1.
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Below is an example of the very early implementation used in the Career Scouter 2.0 prototype:

Systems and software life cycle
engineering

Title:
Systems and software life cycle engineering

Description:

Represents and leads systems and software
life cycle working practices at the highest
level in the organisation. Identifies
opportunities for innovation in systems and
software life cycle working practices to
achieve organisational goals and objectives.
Leads the essential cultural and
environmental changes and communicates
the benefits to all stakeholders. Oversees the
quality of the work performed and delivers
measurable business benefits.

Figure 2. Testing SFIA APl in the prototype version of Career Scouter

With this implementation, SFIA API can already be declared functional in the Node-based Vue.js
environment and in some other environments based around JavaScript/HTML frameworks. What
remains to be carried out is to make SFIA APl work on GitHub Pages, which will fulfill the client's
wishes for SFIA API to be deployable firstly on the platform of their choice and secondly to fulfill

the need for the possibility of deployment in other environments.

4.3 API development

This development was carried out in phases, focusing on the scalability and interoperability of the
SFIA API with different environments. In the first phase, the SFIA APl was designed to support a

database service related to SFIA skills, allowing users to search and visualize the skills and compe-
tences required for different career paths. The SFIA API provides access to this data, allowing both
students, career tutors, teachers as well as study counsellors and degree programme coordinators

to use it in their own planning and development.
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The SFIA APl was developed in a modular way so that it can be easily customized and extended in
the future. The aim for the SFIA APl is to be platform-independent and to integrate seamlessly
with the various information systems that educational institutions and other organizations can
use. The development work will also consider security and performance requirements to ensure

that the SFIA API is reliable and fast even in large-scale deployments.

4.3.1 Restrictions

Developing the SFIA API for GitHub Pages presented certain challenges, primarily due to the limita-
tions of GitHub Pages in handling external dependencies. Specifically, required modules such as
axios could not be bundled with package managers like Vite or Webpack, as GitHub Pages does
not support such bindings. This restriction left only two possible solutions: either importing axios
via a CDN (Content Delivery Network) within a separate <script> block or downloading axios

manually and including it within the API files.

To simplify development and minimize dependencies, the latter approach was avoided. Instead,
the decision was made to use as few external packages as possible—ultimately eliminating the
need for any additional modules. Rather than relying on axios for handling HTTP requests, the na-
tive JavaScript fetch function was utilized. Since fetch is built into modern JavaScript environ-
ments, it does not require external downloads or CDN imports, ensuring a more lightweight and

easily deployable API.

4.3.2 Tools and technology

SFIA APl is simple in its implementation and uses only JavaScript and the axios module to contact
Sfia-db, the address of which must be determined by the end user and set to the correct format
when SFIA APl is deployed. Otherwise, SFIA API can be used either as a loadable module in the

user’s own project or directly as a function.

SFIA API consists of two parts SFIA APl itself and SFIA Visualize. SFIA APl handles communication

with the SKILL-db and has four functions, which are as follows:

1: getSkills which retrieves all the skills in the SKILL-db.
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2: getSkillsByCode retrieves a specific skill from SKILL-db and returns it and its accom-

panying information.

3: Function getResponsibilites retrieves the Sfia responsibilities and returns them.

4: Function getResponsibilitiesByCode returns the responsibility information re-

trieved by the SFIA code and returns it.

5: Test these functions with Unit Testing. (See Appendix 3)

SFIA Visualize, on the other hand, handles the presentation of this information and provides for
this a function, which retrieves the given code for the skill or responsibility in question, and dis-
plays it as a box when the user hovers the mouse over the target gesture where SFIA Visualize set

to activate.

5 Results

This research has demonstrated that it is possible to create lightweight REST API solutions, such as
the SFIA API, which can be used to implement various data visualizations—particularly for educa-
tional purposes. These visualizations add value to learning environments where presenting com-

plex information in an easy-to-understand, interactive format is essential.

The SFIA API can be hosted on a GitHub Page or any other environment capable of running Javas-
cript and connecting over the Internet to the SKILL-db service. This flexibility allows it to be inte-
grated into a wide range of applications and websites without requiring complex server infrastruc-
ture. Its lightweight design ensures scalability, while the speed of SKILL-db’s PostgreSQL database
enables rapid data retrieval, making it well-suited for handling large datasets efficiently. This is
particularly important for interactive visualizations and real-time data processing, where fast data

access is critical for maintaining smooth user experience.
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Up next, this paper will detail the two distinct plans for achieving these results: the further devel-
opment of the SFIA APl and the necessary optimizations to the SKILL-db and SKILL-db API. These

plans outline the technical steps required to enhance system efficiency and usability.

Plan 1: SFIA API + SFIA VISUALIZER

Figure 4 below illustrates the structure of this method where SFIA API uses SKILL-db API to retrieve

data and transforms it on the web service side to usable data.

Web Service Side SFIA Server Side

SFIA AP + SKILL-db B

API SKILL-db

Figure 3. Plan 1: SFIA API + SKILL-db API

In this plan, the SFIA API initiates a fetch request to the SKILL-db API to retrieve the full contents of
the SKILL-db. It then processes this data, filtering it down to the required role or roles before pass-
ing it forward to the SFIA Visualizer, which displays the relevant information to the user. However,
this approach is resource-intensive for both the end user and the server hosting the SKILL-db. Each
time a user interacts with a new element on the website, a fresh request is sent, and the server
responds by transmitting the entire database table again, leading to unnecessary data transfers

and increased server load.
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To address these inefficiencies, the author proposes further development of both the SKILL-db and
the SKILL-db API, as outlined in “Plan 2”. This approach aims to optimize data retrieval, reducing

redundancy and improving overall system performance.

Plan 2: SKILL-db and SKILL-db APl Rework

Plan 2, as illustrated in Figure 5, focuses on enhancing the existing SKILL-db API, which currently
provides only basic access to the SFIA database. The primary goal of this development is to opti-
mize the way skill data is retrieved by reducing redundant full-database queries. At present, every

request results in the APl returning the entire dataset, which is inefficient.

Web Service Side SFIA Server Side

Web Page SK:FEIW SKILL-db

Figure 4. Plan 2: Web Services use SKILL-db API directly

To improve this, the SKILL-db APl should be extended to allow requests for specific skills based on

a given identifier, similar to how the SFIA API retrieves individual skills using their four-letter iden-
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tification code. Additionally, the response should include SFIA’s color coding system, which catego-
rizes skills into different fields. This would enhance visualization on the web service side, making it

easier to present skill-related information in a structured and meaningful way.

Extended functionality on the SFIA-db API side would make creating another APl redundant, as
SKILL-db API could return all the data requests fully. The visualization of this data then relies on
the Web Service or Web Page developer to carry it out, and the SKILL-db API requests cannot be
modified by the Web Service developer, whereas in method 1 the developer can edit the requests
to suit their needs. In this method, the SFIA APl is no longer needed, and SFIA Visualize sends the
fetch request to SKILL-db API directly to construct the elements for the skill from returned data
from the SKILL-db API.

Unit Test results

During the development, Unit Testing was used to reach the goals for desired APl behavior and to
ensure the robustness and reliability of the SFIA API. A Unit Testing Manifest was created to guide
and automate the testing process by outlining specific test cases targeting the most critical func-
tionalities of the API. These included tests for data retrieval, error handling for invalid requests,
performance under large data loads, and response format validation. Testing was done using mod-
ern JavaScript testing frameworks Jest and Supertest, which allowed the simulation of HTTP re-
guests to the APl endpoints and helped ensure consistency between expected and actual re-
sponses. In addition, native JavaScript features such as the fetch() function were preferred over
external packages like Axios, due to the technical limitations of GitHub Pages. This constraint led
to a development decision to keep the number of dependencies minimal, further reinforcing the
lightweight nature of the SFIA API. Each unit test was documented and included in the develop-
ment process as part of continuous validation and iterative improvement. (See Appendix 3 and 4

for the full manifest and test implementation overview).
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tests/sfia-api.test.js
SFIA API Unit Tests
Should retrieve skill data successfully (7
Should return 484 for invalid skill ID (
API should return response in less than 3 seconds for large dataset (13 ms)
APT should return valid JSOM schema for skill data (71 ms)

Test Suites: 1 passed, 1 total
Tests: 4 passed, 4 total
Snapshots: @ total

Time: 8.758 s, estimated 1 s
Ran all test suites.

Figure 5: Final Unit Testing results

5.1 Results of the quiz

The results from the quiz are described in the pie chart below.

The quiz was answered by 45 first-year ICT students, which is about everyone from the two groups
who participated in this questionnaire. The presentation slides that were shown to the students
prior to the questionnaire itself can be found in Appendix 3. All slides were taken from the SFIA

homepage, which served these slides for the explicit purpose of explaining what SFIA is and what

it seeks to accomplish.

1. How important do you consider SFIA's goals in terms of career development and skills enhancement? Mare details

® Extremely important 22 I

® Somewhat important 19

® Neutral 4 49%
® Somewhat not important 0 42%

@ Extremely not important 0

Figure 6. Question 1 answers



19

In figure six, we see the answers to first question, which was “How important do you consider
SFIA’s goals in terms of career development and skills enhancement?”. The overwhelming majority

of students answered positively.

2. How useful do you find SFIA for your learning and professional development? Moare details
9%
@ Extremely useful 18 ‘
® Somewhat useful 23 40%
@ DNeutral 4
® Somewhat not useful 0
@ Extremely not useful 0 51%

Figure 7. Question 2 answers

In figure seven, we can see answers to question two, where question was “How useful do you find
SFIA for your learning and professional development?” The answers were a little more toward neu-

trality but still maintained positivity.

3. Do you think there would be use for SFIA framework and technologies that use SFIA in your study path? More details
29%
® Yes 32
® No 0
® Maybe 13
%

Figure 8. Question 3 answers
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In question 3 as seen in Figure 8, the question “Do you think there would be use for SFIA frame-
work and technologies that use SFIA in your study path?” was the most divisive one, where most

answered yes and one third answered maybe.

4. How would you rate the usability of SFIA in learning and skills management? Mare details
20%
® Excellent 13 / 335
® Good 21
@ Average 9
® Fair 0
® Poor 0

47%

Figure 9. Question 4 answers

In figure nine we see answers for question four, which had more students aligned towards the av-

erage than in questions 1 or 2, but still only one fifth was those who answered average.

5.2 Data analysis of results

From The responses from the two groups that participated in the quiz clearly indicate a strong in-
terest in SFIA-related technology and its application in both study path planning and career devel-
opment. Not a single student selected “no” in response to question 3, which specifically assessed
their interest in integrating the SFIA framework into their study paths. Furthermore, the over-

whelming majority rated the usability of SFIA in learning as either good or excellent.

These findings suggest that students recognize the value of technologies designed to support
study path planning and career guidance. The results also highlight a clear opportunity for further
development and potential integration of the SFIA framework into the IT Institute’s educational

materials, reinforcing its relevance in academic and professional growth.
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6 Discussion

6.1 Main outcomes

The main results of this thesis were that the possibility of this kind of APl system was deemed pos-
sible, and significant interest for SFIA Framework was found, which warrants further development

for SFIA based technologies and possible implementation into JAMKs systems and structures.

6.2 Reliability and ethicality

To achieve full usability of SKILL-db, SKILL -db, the body of the SKILL -db needs to be developed to
provide a path to the soft_skills section, which skills that SFIA describes as soft skills (SFIA, 2024),
and also to work with the data in the database itself and fill in several missing descriptions so that
SFIA-API can return a description of the same length for skills or responsibilities; currently some
skills have 11_description (Level 1 Description) but not I7_description (Level 7 description) and vice
versa, so if SFIA API tries to return a level 1 description for all, for example, this is not possible for
every skill or responsibility because this data does not exist. Another extension to be developed
would be to make the database at least bilingual, if not trilingual (Finnish, Swedish, English), so
that SKILL-db could retrieve pre-translated matches of descriptions for sites that may have differ-
ent language or even multilingual platforms and could with this extension make wider use of

SKILL-db and SFIA API.

The third extension to be developed would be to include colour coding in the skills on the data-
base side, so that API, which visualises them, could download their colour coding directly from the
database. This would improve data presentation and make the visualizations more intuitive and
clearer for users. Currently, colour coding can only be implemented through manual coding or
configuration files, but moving the logic from colour coding to the database side will create a cen-

tralised solution that is easy to manage and customise.

In the database, these colour coding can be given, for example, a separate field that would contain
the colour coding of each skill to which Sfia category they belong. The API could then also sepa-
rately request a specific colour-code for a particular group of skills, although this is already a sup-

ported action through their category ID.
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6.3 Suggestions for further development

In this work, it was determined that the desired results outlined by the customer can be techni-
cally achieved through two distinct approaches. The primary approach focuses on guiding the fur-
ther development of the SFIA API, ensuring it meets the necessary requirements and functionali-
ties. Meanwhile, the secondary, though still significant, approach involves reworking various
features and mechanics of both SKILL-db and the SKILL-db API to enhance their compatibility and

efficiency.

6.3.1 Further SFIA API development

If implementing plan for SFIA API, which was explained in Chapter 5, the SFIA API should be devel-
oped to include soft_skills in the future. This will be possible once a new version of SKILL-db is im-
plemented with support for this functionality, ensuring that the API can properly utilize it. The cur-
rent structure of the SFIA APl should also be assessed for its adaptability to other environments, as
maintaining its usability in different contexts is important for long-term sustainability. Additionally,
its visual presentation should be further refined to effectively communicate the retrieved infor-
mation. At the same time, ensuring APl compatibility with various system requirements remains a
priority. It should be evaluated how the SFIA API can be leveraged in future applications, whether

in different domains or entirely new use cases, to maximize its flexibility and relevance.

From a long-term perspective, scalability and security must be key considerations. The API should

be designed to handle potential expansions, accommodating large numbers of students and appli-
cations without compromising performance. Additionally, data security must be a priority, ensur-

ing that all information passing through the APl remains protected against unauthorized access

and potential vulnerabilities.

6.3.2 Expanding SKILL-db API functionality

If or when developing the SKILL-db APl more, which was also mentioned in Chapter 5, the func-
tionality of the SKILL-db APl must be expanded to accommodate soft skills. This enhancement
should allow the API to handle requests based on a unique identifier, such as an ID or another dis-

tinguishing attribute, ensuring that only the relevant skills are retrieved. This optimization is cru-
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cial, as it prevents the server from unnecessarily returning the entire skill dataset with each re-
guest, thereby improving efficiency and reducing data transfer overhead. The response from the
SKILL-db API should contain essential details for each requested skill, including the skill name, an
assigned color code, and descriptions tailored to proficiency levels ranging from 1 to 9. Addition-
ally, a general description should be included to provide overarching context for each skill. This
structured dataset is then utilized by the Web Service layer, where it can be processed as needed.
Specifically, the color code can be employed to visually categorize skills, allowing the front-end in-

terface to clearly indicate which category a particular skill belongs to.

A significant advantage of enabling targeted API requests is the reduction in bandwidth usage.
Currently, when retrieving skill data for specific roles, the SFIA API fetches the entire skill database
during each call, which is inefficient. By implementing more refined queries within SKILL-db, only
the necessary data for the requested roles will be transmitted, thereby optimizing resource utiliza-
tion and improving response times. Furthermore, SKILL-db must undergo modifications to align
with the latest version of the SFIA framework, transitioning from SFIA 8 to SFIA 9. This update ne-
cessitates not only structural adjustments but also the completion of skill descriptions for all en-
tries to ensure consistency and completeness in the dataset. These improvements will enhance
the accuracy and usability of the system, ultimately leading to a more streamlined and effective

skill management process.
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6.4 Discussion

This study investigated, developed and monitored the development of a lightweight, easy-to-inte-
grate APl solution that aims to visualize database data interactively and efficiently. The develop-
ment work focused on keeping the API simple in structure and aimed at miniaturizing the use of
external packages, as in some environments this is not feasible. The results show that it is possible
to create a scalable and adaptive solution that meets these requirements. This work provides a ba-
sis for further development of the API, in relation to improving the compatibility of the environ-

ment and visual features.

Already existing tools and systems should be developed further, as detailed in chapter

Great interest in SFIA Framework was distinguished and students felt that such tools as SFIA could
be useful in their study paths and researching their career paths, and as such teachers at JAMK
should research more if and how SFIA could be more involved in study materials and how the skills

SFIA describes be used in reflecting real world understanding and competencies in JAMK courses.
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Appendices

Appendix 1. SKILL-db PostgreSQL framework

Table: sfia8_skills

Column Name Data Type Description
id character(4) Unique identifier

title character varying(64) Title of the skill

category character varying(64) Category of the skill
subcategory character varying(64) Subcategory of the skill
igiirrl]_descrip— charactervarying(1024) | General description of the skill
1_description character varying(1024) | Level 1 description of the skill
2_description character varying(1024) | Level 2 description of the skill
(3_description | charactervarying(1024) | Level 3 description of the skill
l4_description | charactervarying(1024) | Level 4 description of the skill
5_description | charactervarying(1024) | Level5 description of the skill
6_description character varying(1024) | Level 6 description of the skill
7_description character varying(1024) | Level 7 description of the skill

Table: soft_skills

tion

Column Name Data Type Description

id character(4) Unique identifier

title character varying(64) Title of the soft skill

category character varying(64) Category of the soft skill
gen_descrip- charactervarying(1024) | General description of the soft skill
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Table: sfia8_responsibilities

Column Name

Data Type

Description

id

character(4)

Unique identifier

title

character varying(16)

Title of the responsibility

1_description

character varying(2048)

Level 1 description of the responsibility

2_description

character varying(2048)

Level 2 description of the responsibility

[3_description

character varying(2048)

Level 3 description of the responsibility

4_description

character varying(2048)

Level 4 description of the responsibility

5_description

character varying(2048)

Level 5 description of the responsibility

6_description

character varying(2048)

Level 6 description of the responsibility

|7_description

character varying(2048)

Level 7 description of the responsibility

28
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Appendix 2: Presentation slides

Prior the quiz a short presentation was held by the thesis author to reach out to the students

about what SFIA is, what its goals are and what how it works, so they could answer the quiz know-

ing what SFIA is about.

1 I SFIA

FOUNDATION

Attribution-ShareAlike 4.0 International (CC BY-SA 4.0)

HOW SFIA WORKS

An introduction to SFIA concepts, principles and terminology.
1. What is the SFIA framework?

2. The levels of responsibility

3. The professional skills

Prototype-likely to change 0.1

Figure 10: Presentation slide 1
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* What is the SFIA F K 1
at IS the Famewaor 006

The SFIA framework describes
the skills required by SFIA 8
professionals who...

Q design, develop, implement,
manage and protect

Q the data and technology

Q that power the digital world.

Prototype-likely to change 0.1

Figure 11: Presentation slide 2

3 What does SFIA describe? WIFSEIA

Within the scope of SFIA are the skills needed by
SFIA has become the many pf the worlc_i's most in-(‘iem_angi occupations,
globally accepted common including professionals working in fields such as...

language Data science Information and ital
and analytics cov:‘:g#:;f:é:? 5] | transformation
describing

skills and competencies

Information
and cyber
security

Software
engineering

for the digital world

Applied
computing and
computational
science

User centred
design

independent of specific
methods, technologies, and
suppliers

Human
resource and
workforce
management

Digital product
development,

Business
change

Learningand
education sales and

marketing

Prototype-skely 10 change 0 1

Figure 12: Presentation slide 3
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4 e : I SFIA
Workplace responsibilities and skills

©OO

First, we will explain the levels of
responsibility

:
E;:;gsol.;e Development and implementation
professional
skills

O SFIA combinesdefinitions of workplace responsibilities and skills to describe levels of competence
O Foreachskill at each level, SFIA provides a clear description of the level of competence required.

Prtetype-knty 19 chasge 0.1

Figure 13: Presentation slide 4

5 You can think of the SFIA framework as a Il SFIA

FOUNDATION

dictionary. @®O

For simplicity - you can think of the SFIA Like a dictionary — the SFIA framework is an
framework as a dictionary. extensive resource.
* You don’t need to use or remember
SFIA identifies and describes... everything in a dictionary.
= Professional / specialist skills = You do need to know how to use a

= Levels of responsibility in the workplace dictionary to find the things you need.

= Genericattributes and behavioural factors
This course explains the structure of the

... much like a dictionary defines words and framework.

their meanings. = Once you know that, you can use the

contents of the framework to support skills
and people management in your
organisation.

Prototype-likelyto change 0.1

Figure 14: Presentation Slide 5
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7 Independent of specific methods, technologies ' SFIA

FOUNDATION

and suppliers.

For example

SFIA describes... SFIA does not describe...

Programming/software development... Specific programming languages

SFIAdoes not

Project management... reference or Specific project management methods or certifications
i . mandate specific . . i
A range of service management skills... methods, Specific service management processes and working
technologies and practices (suchas ITIL)

suppliers

Specific cloud techniques or the well-known cloud
platforms (AWS, Azure, Google)

A range of skills related to working in
“the Cloud”...

The benefit of this approach...

v Provides a long-lasting, future-proof approach for skills development in an industry with a rapidly changing set of
technologies, suppliers, methods

v' Enables the specific technologies, methods and suppliers to make use of a common language — to support their
specific focus

v Provides a generic framework for re-skilling and professional development.

v Removing silos helps individuals and organisations.

Prototype-likelyto change 0.1

Figure 15: Presentation Slide 6

) SFIA professional skills i SEIA

2

SFIA 9 Summary Chart

Developing and implementing plans, policies, and practices that control, protect and
Data management optimise the value of data assets. 2 3 4 s 6
. - Developing models and diagrams to represent and communicate data requirements
Data modelling and design itz secets, 2 3 4 5
Database design Specifying, designing and maintaining mechanisms for storing and accessing data. 2 3 4 5
Data engineering E)tisrweglmg, building, operationalising. securing and monitoring data pipelines and data 2 3 2 5 6
- Installing, configuring, monitoring, maintaining and improving the perfermance of
Data analytics databases and data stores. 4 3 & B ® G
. Applying mathematics, statistics, data mining and predictive modelling technigues to
Data science gain insights, predict behaviours and generate value from data. “ e & E ®
Machine I,earning Developing systems that learn throeugh experience and by the use of data. 2 3 4 5 6
Protorypd

Figure 16: Presentation Slide 7
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28 Professional skills and generic attributes work

together.

©DO)

Increasing responsibility, accountability and impact in Data science

Data science: Applying mathematics, statistics, data mining and predictive modelling techniques to gain insights, predict behaviours and generate value from data.

Data science is
not defined atLevel 1

Prototype-likelyto change 0.1

Level 2 - Assist

Genericattributes
Works under routine di
immediate colleagues.

Datascience: Lew
Under guidance, applie
techniques to data.

Analyses and reports fi
simple issues, using al|
standard software fran

Level 3— Apply

Generic attributes
Works under general d
monitors own work. In{

Data science: Lew
Applies existing data s(
problems and datasets
programming techniqu

Selectsfrom existing d
prepares data to be ust
models.

Evaluates the outcome|
datascience models. T
opportunities to train g
the data they use.

Publishes and reports (
meet customer needs |
agreed standards.

Level 4- Enable

Generic attributes
Has substantial person
decisions which impac
objectives.

Data science: Lewt
Investigates the descri
toassess the usefulnes
analytics solutions.

Applies a range of datz
uses specialised progr;
Understands and appli
specific to the industry,
and other implications

Selects, acquires and i
analysis. Develops dat;
methods and evaluates
Advises on the effectivi
technigues based on p
comprehensive researc

Contributes to the deve
menitoring and deploy
solutions.

Level 5—Ensure,

Generic attributes
Responsible for deliver
objectives under broac
influential advice in sp

Data science: Lev.
Plans and drives allste
of datascience and an

Provides expert advice
problems to be solved
science solutions. Ider
to use or acquire.

Specifies and applies &
technigues and specia
languages.

Reviews the benefits a
technigues and tools a
improvements. Contrik
policy, standards and g
evaluating. monitoring
science solutions.

Level 6 —Initiate,

Generic attributes
Accountable for action
significant area of work
strategy formation.

Data science: Lew
Leads the introduction
and analytics to drive il
value.

Develops crganisationg
and guidelines for date

Sets direction and leag
use of datascience ant
methodologies and tog
development of organi
datascience and analy

Plans and leads strateg
datascience initiatives
create value and drive

Level 7 — Set strategy, inspire, mobilise

Generic attributes (summarized)
Accountable at the highest organisational level,
Makes decisions critical to organisational
success.

Datascience: Level 7

Directs the creation and review of a cross-
functional, enterprise-wide approach and
culture for generating value from datascience
and analytics.

Drives the identification, evaluation and
adoption of data science and analytics
capabilities to transform organisational
performance. Leads the provision of the
organisation’s data science and analytics
capabilities.

Ensures that the strategic application of data
science and analytics is embedded in the
governance and leadership of the organisation.

Aligns business strategies, enterprise
transformation and datascience and analytics
strategies.

I SFIA

FOUNDATION

Figure 17: Presentation Slide 8

These slides that | used for these two presentations were freely given by SFIA Foundation at their
homepage, and | took the most important ones to quickly teach the classes in question the best |

could, so the students can answer the quiz.
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Appendix 3: Unit testing manifest

Unit Testing Manifest for SFIA API

Test Suite Name: SFIA AP| Unit Tests
Test Framework: Jest, Supertest
Test Scope: To verify the correct functionality, performance, and error handling of the SFIA API

endpoints

Unit tests will be executed using Jest and Supertest. Automated tests will run after each update to
ensure that all parts of the SFIA APl are functioning as expected, improving the overall reliability of

the system.
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Test 1: Verify Successful Retrieval of Skill Data

Test Name: Should retrieve skill data successfully

Test Description: Ensure that the API successfully retrieves data for a specific skill based on its

identifier.

Test Steps:

- Send a GET request to the /skills/{skill_id} endpoint.
Check if the response status is 200 OK.

- Validate that the response body contains the skill's correct details (e.g., name, descrip-
tion, associated color coding).
Expected Result:

- The API should return a 200 OK response.
- The response body should match the expected data structure for the given skill ID.
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Test 2: Validate Error Handling for Invalid Skill ID

Test Name: Should return 404 for invalid skill ID

Test Description: Test how the API handles requests for non-existent or invalid skill IDs.

Test Steps:

- Send a GET request to the /skills/{invalid_skill_id} endpoint (use an invalid skill ID).
Ensure the response status is 404 Not Found.

- Check if the response body contains an error message indicating that the skill was not
found.

Expected Result:

- The API should return a 404 Not Found response.
- The response should contain an error message "Skill not found".
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Test 3: Check Response Time for Large Data Sets

Test Name: API should return response in less than 3 seconds for large dataset

Test Description: Verify that the API returns responses in a reasonable amount of time when que-

rying a large dataset.

Test Steps:

- Send a GET request to the /skills endpoint to retrieve all skills (or a large set of data).
- Record the response time.
- Verify that the response time is within acceptable limits (e.g., less than 3 seconds for a
large dataset).
Expected Result:

- The API should respond within the set performance threshold, indicating that it can effi-
ciently handle large datasets.
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Test 4: Validate Data Integrity and Format (JSON Schema Validation)

Test Name: APl should return valid JSON schema for skill data

Test Description: Ensure that the data returned by the APl adheres to the correct JSON schema

format.

Test Steps:

- Send a GET request to the /skills/{skill_id} endpoint.
- Validate the response body against a predefined JSON schema for the skill data.
Expected Result:

- The API response should conform to the predefined JSON schema, ensuring that the data
structure is consistent and correct.



Appendix 4: Unit testing code

request = require( 'supertest');
app = require('../server');

describe('SFIA API Unit Tests', ()

test('Should retrieve skill data successfully’, @)
skillld = 'stpl’;
response = await request(app).get( /skills/${skillId} );

expect(response.status).toBe(200);

expect(response.body).toHaveProperty('id', skillId);

expect(response.body) .toHaveProperty('title');

expect(response.body).toHaveProperty('category');
1)

test('Should return 404 for invalid skill ID', @)
invalidSkillld = 'ffff';
response = await request(app).get( /skills/${invalidSkillId} );

expect(response.status).toBe(404);
expect(response.body).toHaveProperty( 'message', 'Skill not found")

});

test('API should return response in less than 3 seconds for large dataset',

0 =>A

start = Date.now();
response = await request(app).get('/skills');
end = Date.now();

expect(response.status).toBe(200);
expect(end - start).toBelLessThan(3000);

1)

test('API should return valid JSON schema for skill data',
skillld = 'itsp';
response = await request(app).get( /skills/${skillId} );
expect(response.status).toBe(200);




skillSchema = {
type: 'object’,
properties: {
id: { type: 'string' },
title: { type: 'string' },
category: { type: 'string' },
})
required: ['id', 'title', 'category']

1

ajv = require('ajv');

validate = ajv().compile(skillSchema);

isValid = validate(response.body);
expect(isValid).toBe( );

1)

});

40
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