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Most information and cyber incidents involve a human component — often an employee making
a simple mistake that grants attackers access to systems or data. To mitigate this risk,
organizations should consider implementing an effective security awareness program focused

on creating a strong security culture to better protect their assets.

The objective of this study is to investigate how security culture can be measured at
Organization X. Although the organization places a strong emphasis on security culture, it has
been struggling to identify the appropriate methods for assessing the impact of its annual

security awareness program and the culture cultivated through its activities.

The literature review in this thesis introduces concepts and frameworks related to security
culture, including information security and cybersecurity, security awareness, and organizational

culture. It also explores available models for measuring security culture.

This thesis examines how security culture can be measured and how selected measurement
techniques can be applied to Organization X. It aims to serve as a valuable resource for other

security professionals seeking to evaluate their security culture.

The measurement methods developed to analyze the security culture of Organization X were
created in 2024. The research methods included multiple interviews, workshops, and
brainstorming sessions. The developed measurement techniques were implemented at
Organization X in 2024, and it is recommended that they be applied on a monthly and annual

basis.
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1 Introduction

In today’s digital landscape, organizations must continuously adopt new measures to
safeguard their systems and assets. The time when physical threats represented the
primary security risks has passed, and these traditional risks have evolved into new
challenges, particularly in the areas of information and cybersecurity. This thesis
originates from the commissioning organization’s need to assess whether the actions and

behaviors of its employees’ are helping to protect it against potential threats.
1.1 Background

According to the World Economic Forum, 71% of Chief Risk Officers believe that cyber
risk and criminal activity have a significant impact on their organizations. Furthermore,
cybersecurity was identified as the world’s fifth-largest risk, following misinformation and
disinformation, extreme weather events, state-based armed conflicts, and societal
polarization. The World Economic Forum also highlights growing concerns among
organizations that cyberattacks will not only persist but also become increasingly
sophisticated. High-income countries, including the Nordic nations, rank cybersecurity
even higher and within their top three risks. This stresses the critical importance of
cybersecurity in the Nordics and reflects a serious apprehension regarding the potential

escalation of threats in this domain. World Economic Forum (2025, 15-30.)

Factors such as the ongoing geopolitical tensions, the emergence of new technologies,
and the adoption of Artificial Intelligence (Al), alongside the evolving nature of cybercrime,
contribute to an increasingly intricate cyber landscape of uncertainty and complexity. In
2024, the world experienced a notable increase in cyberattacks, with a significant rise in
incidents, including fraud, phishing, and social engineering attacks. Given that such attack
types typically target employees, organizations must exploring new methods to train their
staff to defend against these threats. (World Economic Forum 2024, 12-24.)

Successful cyberattacks commonly result in data breaches, which occur when
unauthorized individuals gain access to sensitive or confidential information. This is often
accomplished by manipulating employees into taking actions that provide access, such as
clicking on links in phishing emails. In 2023, the average cost of a data breach reached
4.88 million US dollars, marking a 10% increase from the previous year. Data breaches
are not only costly but also challenging to detect. On average, it takes 258 days to identify
and contain a breach, allowing attackers significant time to inflict damage. The most
expensive incidents are typically the result of malicious insiders—employees who

intentionally harm their organization. Such insider attacks average a cost of 4.99 million

Confidential



US dollars. While investing in proactive security measures like firewalls, multi-factor
authentication, and security awareness training can be expensive, these costs are

significantly lower than the potential financial impact of a cyberattack. (IBM 2024, 8-13.)

Digitalization and the rapid shift of employees moving to work from home due to COVID-
19 have put even more pressure on organizations and employees to focus on cyber
safety. Currently, most information security incidents stem from human error. Since
technology alone cannot shield organizations from all threats, and employees can pose
significant security risks while also serving as vital defense mechanisms, organizations
must strategically equip their workforce with the appropriate tools to counteract and
safeguard against cyberattacks. To achieve this, organizations should foster a robust

security culture, encouraging employees to adopt the right precautions.

In 2024, security professionals reported social engineering (89%) as the human risk they
were most concerned about, followed by password management and authentication
(45%), detecting and reporting incidents (43%), and artificial intelligence (31%). Social
engineering includes attack types such as phishing (email-based), smishing (text-based),
and vishing (phone-based), which are becoming more advanced and targeted with the
use of artificial intelligence. According to statistics, in 2023, approximately 9 million
phishing attacks were registered worldwide, making it the most common cybercrime type.
The second most common type was personal data breaches, with 1.66 million reported
cases. The statistics confirm that the human element is heavily involved in the most
common cyber-attacks, which calls organizations to ensure their employees receive
adequate awareness and training to identify and protect against attacks. (SANS Institute
2024, 9; Petrosyan 2024.)

An organization’s security culture has a significant impact on employee behavior, which
was demonstrated in a study conducted in 2021 on 97,661 employees across 1,115
organizations. The study analyzed how susceptible employees were to phishing.
Unsurprisingly, the results showed that employees working for organizations with a poor
security culture were more likely to open phishing emails and interact with them. However,
what was surprising was how significant the difference was. Employees at organizations
that had a poor security culture were 52 times more likely to provide their user credentials
in a phishing simulation than employees with a good security culture. This means that in
organizations with a good security culture, one in one thousand employees was likely to
be deceived into providing their credentials, whereas in organizations with a poor security

culture, the ratio was one employee out of just twenty. (Eriksen, Petri¢ and Roer 2021.)



Mature organizations that understand information and cyber risks focus on shaping the
security behaviors of their employees and measuring the organization’s security culture.
This thesis originates from a case organization’s need to measure security culture as part
of its security awareness program. The organization has a strong focus on security
culture, but has been struggling to find the correct ways to measure the effects of the
annual security awareness program and the culture they are creating through their

activities.

This thesis investigates how a framework for measuring security culture can be designed
and how it can be individually applied to Organization X. The intention is for this thesis to
serve as a tool for other security professionals who wish to measure their security culture
by outlining key research on the topic, existing methods, and the concrete measurements

that were created for Organization X.
1.2 Problem Statement

At an Information Security Forum seminar held in Spring 2024, security professionals from
across large organizations raised the question of how to measure the security behaviors
and attitudes of employees. None of the organizations present had metrics in place to
measure security behavior or security culture, or knew of an organization that did. This
was seen as a significant challenge, and it was commonly agreed that organizations are
struggling to understand and identify the measurements and methods that should be used

and how they can be applied.

Based on academic and professional research, a commonly approved model to measure
security culture does not exist. This thesis explains what methods have previously been
studied, why a commonly used model does not exist, and why tailoring measurements
based on the organization can give more value-added results. Furthermore, while this
thesis focused on designing concrete measurement methods for Organization X, the

created measurement models can easily be applied and adjusted to other organizations.
1.3 Research Questions

The objective of this research is to define security culture as part of an organization's
overall culture and to examine how it can be measured. This thesis provides tools to

understand the challenges of culture and managing an organization's security culture.
The main research question for this thesis is:

Q1. How can an organization-specific framework for measuring security culture be

designed and validated within the context of Organization X?



Three sub-questions supporting the main research question:

Q2. What are the key dimensions of security culture as identified in current academic
and professional literature?

Q3. Which methods and indicators are most effective in measuring security culture in
practice, and how can they be adapted to fit the context of Organization X?

Q4. What are the limitations and potential future developments in measuring and

improving security culture in organizations?
1.4 Scope and Limitations

This thesis provides a literature review of key models, concepts, and frameworks to
explain topics related to security culture and methods that have been used by researchers
to measure security culture. The scope has been limited to the most cited and often

referred to studies.

Interviews with relevant stakeholders and industry professionals were used to provide
independent input and expertise, and the work was conducted in workshops and during
brainstorming sessions. The measurement methods that were chosen solely reflect the

needs of Organization X and are limited to this organization.

The security culture results from the methods applied to Organization X are not included
in the scope or presented in this thesis. Hence, this thesis is limited to explaining the
research, its process, and the methods chosen to measure security culture at

Organization X.
1.5 Significance of the Study

This thesis outlines a set of tools that can be used to measure security culture on a
monthly and annual basis. By applying these measurement tools, Organization X should
be able to quantify the present security culture, thereby gaining insight into the behaviors
and attitudes employees have towards security, how this is manifested and reflected in
key metrics. The results should be analyzed to pinpoint high-risk areas that need to be
addressed in the organization’s security awareness program. Chosen awareness activities
should focus on strengthening the attitudes and behaviors that are in line with the

Organization’s values and focus on protecting the organization against harm.

While the measurement methods created in this thesis have specifically been made for
Organization X, they can be utilized by other organizations. Some parts can be applied
directly to any organization, whereas some elements should be tailored. The main benefit

of this thesis is to help Organization X, however, it can also benefit any other organization



looking into measuring security culture. It provides value by providing a comprehensive
overview of existing academic and professional research around security culture metrics,

examples of measurement tools, and the tools applied to the commissioning company.
1.6 Commissioning Company

Organization X is a large company that serves customers through global offices across
the world. The company has four main business areas that serve both consumer and

corporate customers.

The thesis was commissioned by the Chief Security Office at Organization X, which is a
unit responsible for monitoring and assurance activities in relation to information and

cybersecurity, including being responsible for the company’s security awareness activities.
1.7  Structure of the Thesis

This thesis includes five chapters. The first two chapters (Introduction and Theoretical
Framework) form the theoretical part of the thesis and include an introduction to the thesis
and a literature review. These are followed by the empirical part of the thesis
(Methodology, Results, and Discussion), which includes chapters describing the methods
used to collect and analyze data, outlines the data and results from conducted interviews

and workshops, and provides answers to the investigative and research questions.



2 Theoretical Framework

The previous chapter provided an introduction to this thesis, its topic, relevance, and the
research questions it will address. In this chapter, the focus will be on the conducted
literature review, which outlines key definitions, concepts, and models relevant to this

research. It also includes a critical review of previous research and potential gaps.
2.1 Information and cybersecurity

The terms information security and cybersecurity are often used in the same way,
however, they have a slight difference. They are regularly defined at a high level, and
hence, definitions can often vary. The National Institute of Standards and Technology
(NIST) categorizes information and cybersecurity as separate yet connected to each

other.

Von Solms and van Niekerk (2013) suggest that cybersecurity exceeds information
security, as it is not limited to only protecting information, but also other assets.
Taherdoost (2022), on the other hand, defines the difference between information and
cybersecurity to be information. Information security aims to protect all information,
regardless of where it is, whereas cybersecurity focuses solely on information in
cyberspace. By this definition, Taherdoost concludes that cybersecurity is a part of

information security.
211 Information Security

The International Organization for Standardization (ISO) has published an information
security standard, ISO/IEC 27002, which defines information security as the “preservation
of the confidentiality, integrity and availability of information” (ISO/IEC 27002 2005, 1).
The United States Committee on National Security Systems (CNSS 2010) defines
information security in slightly more detail as the "protection of information and information
systems from unauthorized access, use, disclosure, disruption, modification, or
destruction in order to provide confidentiality, integrity, and availability." The CNSS

definition includes not only information but also information systems.

The confidentiality, integrity, and availability of information are mentioned in the ISO
definition of information security, and these three words (confidentiality, integrity, and
availability: CIA) are often referred to as the CIA triangle and widely used in the field of
information security. ISO defines confidentiality as the means to ensure information is not
available or disclosed to unauthorized instances. Integrity is defined as the means to

protect the correctness and completeness of information, and availability as the means to



ensure access to information when requested by an authorized entity. The CIA triangle is
a key principle in information security, and it enables information security professionals to
consider how to guard an organization's data. (Taylor, Alexander, Finch and Sutton 2013;
Death 2023, chapter 1.)

Confidentiality is a cornerstone in information security, as it includes the restriction of
information, in essence, the act of protecting it. Protecting information ensures it cannot
be used for unlawful or unwanted purposes, which could result in legal or financial
penalties or undesired consequences to organizations or individuals. Ensuring the
integrity of information guarantees that only people with the appropriate security clearance
can update, change, or delete information. If the integrity of information cannot be
guaranteed, it is impossible to confirm whether the information in question is correct.
Information should be available and accessible when needed, otherwise, it is no longer

information, but unimportant data. (Taylor et al 2013.)

In information security, the asset that must be protected is always the information itself.
(von Solms & van Niekerk 2013, 97) Information is a wide term and can take on various
forms, from written and spoken to physical and electronic, and beyond. Vacca (2013,
chapter 1) states that it is not sufficient for an organization to secure its technical
infrastructure, as this will not protect all information assets, as not all assets are
dependent on technology. Information does not necessarily need technology to exist or to
ensure its protection. Thereby, according to Vacca (2013, chapter 1), information security

goes beyond information technology.

Protecting information is not limited to technology alone, it also includes all other forms.
Hence, information security includes not only protecting technology but also the various
forms in which information can be expressed, seen, and heard. As the world has become
more digital, so has information. A vast amount of information has been moved from
physical assets to digital forms, from paper forms to digital forms, books to ebooks.
Organizations no longer keep important information on customers, employees, or
processes on paper, but have moved it to digital form with the help of technology. Hence,
protecting technology is often highlighted when referring to information security. While
information today is mostly in digital format, it is important to understand that information
security goes beyond technology and continues to include other important areas, such as

printed material or discussions. (Taylor et al 2013.)

When an organization understands what its most important information assets are, it can
implement proper measures to protect them. A good information security professional

understands their organization's business, which will enable them to recognize where



important information, such as trade secrets and intellectual property, exists and what

impact its destruction, alteration, or theft could result in. (Death 2023, chapter 1.)
2.1.2 Cybersecurity

The United States of America’s Cybersecurity & Infrastructure Security Agency (CISA)
defines cybersecurity as “the art of protecting networks, devices, and data from
unauthorized access or criminal use and the practice of ensuring confidentiality, integrity,
and availability of information” (CISA s.a.). The United Kingdom’s National Cyber Security
Centre (NCSC) similarly defines cybersecurity as the function of protecting devices and
accessed services from theft or damage, and the prevention of unauthorized access to
personal information. (NCSC 2022)

The European Union Agency for Cybersecurity (ENISA) defines information security as a
subset of cybersecurity and cybersecurity to compromise “all activities necessary to
protect cyberspace, its users, and impacted persons from cyber threats’. They continue to
further define cybersecurity to cover “prevention, forecasting; tolerance; detection;
mitigation, removal, analysis and investigations of cyber incidents”. Cyber incidents are
defined by ENISA as “any occurrence that has an impact on any of the components of the
cyberspace or the functioning of the cyberspace, independent if it’s natural or human-
made; malicious or non-malicious intent; deliberate, accidental or due to incompetence;

due to development or due to operational interactions”. (ENISA 2017.)

Von Solms and van Niekerk (2013) highlight that many publications often use the terms
information security and cybersecurity analogously. For the two terms to correspond, their
definitions would also need to apply to both. Von Solms and van Niekerk (2013) argue
that while this is most often true, there are examples where the definition of information
security does not apply, for example, in cyberbullying. The loss of confidentiality, integrity,
or availability of information cannot be applied to cyberbullying. Therefore, it is suggested
that while the two terms can mostly be used equally, cybersecurity can be seen as

protecting more than just information.

According to Death (2023, chapter 2), cybersecurity threats are “risks or vulnerabilities
compromising the confidentiality, integrity, or availability of digital information, systems, or
networks”. This definition limits cybersecurity to digital formats (information, systems, and

networks), whereas information security comprises all formats, including physical.

Grubb defines cybersecurity as the act of identifying threats, calculating the risks

associated with those threats, and handling those threats accordingly. This is done by



using the CIA triad model to find out which threats are on the horizon. (Grubb 2021,
Chapter 1.)

Itis evident in literature that information security and cybersecurity are often mixed and
treated as synonymous. In many cases, the terms are used in the same context and text,
while the intention is to describe only one of them. This is common as the two areas
overlap in many ways and are often used interchangeably. NIST’s definition of
cybersecurity mentions that it is the protection, damage prevention, and restoration of
electronic communication services and systems. The challenge with information security
and cybersecurity lies in the fact that cybersecurity is a part of information security, yet
certain parts of information security are not included in cybersecurity, such as physical
data. (NIST s.a.)

In this thesis, information security will be addressed as the act of protecting information in

all formats, and cybersecurity as the digital protection of data, systems, and assets.
2.2 Security Awareness

Security awareness is an element that can be applied to both information and
cybersecurity. According to Roer (2015, chapter 1), there is no commonly agreed upon
definition of security awareness; hence, the definition changes based on the definer.
Siponen (2000) defines security awareness as the “conditions in which users within an

organization are aware of -ideally committed to - their security mission”.

In today’s digitalized world, organizations are forced to constantly implement new
measures to protect their systems and assets. Digitalization has enabled organizations to
develop better services and solutions, but this has also resulted in new threats and risks
to information and systems. As both information and systems are highly important for
organizations to function, they need to ensure both are adequately protected. (Rizal &
Setiawan 2023.)

New technology to fight cybercrime is constantly being developed, however, technology
will never be able to protect against all existing threats as cybercriminals around the world
are always one step ahead, relentlessly seeking to find gaps and loopholes to exploit
vulnerabilities. They are not only attacking digital solutions but also focusing efforts on
manipulating people. It is often underlined that humans are the weakest link in security,
accounting for most security incidents. For this reason, they should be a focus area for

any organization seeking to protect itself. (Hayden 2015, chapter 1.)

While employees can act as an extra layer of defense, they can unfortunately also act as

an extra attack vector. An attack vector is defined as a method that criminals use to



breach or infiltrate their victim. Cybercriminals have learned that they can bypass
technology and security controls by manipulating employees to act on their behalf. Since
technology cannot provide full protection, companies must ensure their employees are
equipped with the tools they need to fight these challenges, turning them from enabling
attacks to defend against them. To do so, organizations should develop an effective

security awareness program. (Hayden 2015, chapter 1.)

A security awareness program supports the development and implementation of security
policies and establishes the boundaries of acceptable and unacceptable behavior among
employees. It aims to limit risks by executing training and communication activities to
ensure employees understand relevant security threats and risks, have the knowledge to
identify them, and are thereby able to make the right decisions to prevent attacks and

breaches. (Gardner & Thomas 2014, Introduction.)

According to SANS Institute (2021), an organization has three types of weaknesses:
technical, process, and people. Most security professionals focus on the technical side,
such as fixing system weaknesses, but this is not the only type organizations should
concentrate on. Most organizations have processes, policies, and procedures in place, but
it is not enough for them to exist; they must also be well-designed, implemented, and
known to employees. If employees are unaware of them, they cannot comply. The last
type of weakness, people, is the most significant one. People are often referred to as the
“last line of defense” and are involved in all stages of security, from planning to
implementation. People are responsible for the two other weak types: technical and
process, and when everything else fails (technology, processes, and controls), people are
sent to solve the problem. For people to be equipped with the right level of knowledge on
what actions to take, an organization should have an effective security training and

awareness program. (Carpenter 2019, chapter 1; Death 2023, chapter 1.)

Chaudhary, Gkioulus and Katsikas (2022) outline the various actions of a security
awareness program to include, for example:

Bringing risks and threats to employees’ attention

Informing about the consequences of threats

Providing information about threat actors, their methods, and interests
Explaining the signs and ways to identify threats

Promoting existing security measures

Encouraging employees to use those measures to mitigate threats

Ensuring employees understand why security is important and what their role is

According to Carpenter (2019, chapter 2.), there are four main reasons why organizations

implement security awareness programs: compliance, information dissemination, behavior

10



shaping, and culture shaping. Understanding “why” a security awareness program is

being created will help define “what” actions a program should consist of.

Figure 1. The four reasons why organizations create security awareness programs
(Carpenter 2019, chapter 2)

A security awareness program is an important component in protecting organizations
against cyberattacks and is therefore often required by regulation or auditors. There are
several global and national regulations across industries that require organizations to, for
example, conduct annual security training, implement certain policies and practices, or
inform employees of security risks and their responsibilities to comply with procedures to
reduce risks. Lack of compliance with such laws and regulations can result in significant

sanctions or fines. (Carpenter 2019, chapter 2.)

Regulation can be used to justify a security awareness program and investing in it;
however, organizations that only focus on compliance often do the bare minimum and
simply ensure they run the activities required to be compliant. The challenge: compliance
does not necessarily mean that an organization is secure. It can leave significant gaps

and a lack of behavior change. (Carpenter 2019, chapter 2.)

In Carpenter’s model, organizations can also choose to focus on information
dissemination. As Figure 2 shows, this is the next step from being simply compliance-
driven. The intention is to concentrate on information sharing. Focus is put on running
communication activities, such as publishing information, and news and informing about
policies and guidelines. This approach also provides only limited benefits as such
programs are either formulaic or provide information without ensuring the information

leads to behavior change. (Carpenter 2019, chapter 2.)
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Figure 2. How each of the four “whys” map to a level of effectiveness (Carpenter 2019,

chapter 2)

Carpenter highlights that focusing on behavior shaping and shaping security culture
creates the most impact. It is also worth highlighting that these two approaches require
the most effort. Behavior shaping seeks to influence and manage how employees act,
whereas security culture shaping takes a step further because it not only focuses on the
actions employees take but also focuses on changing the organization's values, beliefs,

and attitudes, in other words, the essence of culture. (Carpenter 2019, chapter 2.)

If an organization is faced with a situation where processes, controls, and technology fail,
the last line of defense will inevitably be its people. Hence, people play a crucial role in
providing corrective measures and are the main target group for security awareness

programs. (Carpenter 2019, chapter 2.)

In 2011, the SANS Institute created the Security Awareness Maturity Model, which was
created in collaboration with more than 200 awareness officers. The model has some of
the same elements as Carpenter’'s model (2019), as it also emphasizes that more mature
and successful programs focus not solely on compliance, but behavior and culture
change. The SANS Institute model was designed to enable organizations to identify and
compare the maturity level of their Security Awareness Program. This model includes five
stages: non-existent, compliance-focused, promoting awareness and behavior change,
long-term sustainment and culture change, and strategic metrics framework. According to
SANS Institute, the most mature security awareness programs focus on behavior and

culture change, and measuring the program’s outcome and value to the organization and
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its leaders. A more detailed overview of the Security Awareness Maturity Model can be
found in Appendix 1. (SANS Institute Security Awareness Report 2024.)

Security Awareness Maturity Model *

‘Your Roadmap to Managing Human Risk

SN Il

o]
M

Non-existent Compliance- ing A Long-t Strategic Metrics
focused & Behavior Change Sustainment Framework
& Culture Change

Figure 3. Security Awareness Maturity Model (SANS Institute 2011)

Security awareness is about changing employees’ behavior to make the right decisions
and to take the right course of action. According to Carpenter (2019, chapter 2.), the
challenge lies in the assumption that employees will simply change their behavior if they
are provided with the right information and reasoning. Carpenter explains that while
people are aware and understand why they should do something, it does not mean they
will act in the preferred way. For example, speed limits are set to ensure everyone’s
common safety; they are mandatory by law, yet many still neglect to obey them. Drivers
understand the legal requirement, they understand the reason and risk, but they are

willing to accept the risk, knowing they are doing the wrong thing.

Carpenter, therefore, highlights that while a person is aware of something, it does not
automatically mean that they care about it, and consequently, if a person does not care
about something, they are also unlikely to change their behavior. Hence, the key to
changing human behavior is to create a security awareness program that is built based on
understanding how to inspire employees to exemplify certain beliefs and behaviors. The
messages and topics should resonate with employees and make them relevant and

meaningful. (Carpenter 2019, chapter 2.)

Gardner and Thomas (2014, chapter 1) have a different approach from Carpenter, which
centers more on the role of a security awareness program to explain company policies, in
particular the ones that focus on the usage, incorrect usage, and personal consequences

of not obeying the company’s communication and information technology rules. While
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Gardner and Thomas recognize that making security risks personal for employees, such
as explaining how much data their employer holds on them and the possible
repercussions if a criminal gains unlawful access to that data, their focus is still on

compliance as the ultimate driver for behavior change. (Gardner & Thomas 2014, chapter

1))

Schroeder (2017, chapter 3) claims that for employees to change their behavior, they
must want to change because the change addresses something they want. In other
words, change lasts only once a behavior can be replaced by another behavior that
provides someone with something they want or need more. For employees to change,

they must also be capable of changing and willing to change.
2.2.1 Risks and Vulnerabilities

At its core, security is about managing risks. The security function of an organization
varies depending on the company in question and can include functions such as physical
security, information, and cybersecurity, as well as data privacy and compliance. Each
function has its own responsibility area and looks at security risks from its perspective.
(SANS Institute 2021.)

No organization can eliminate all possible risks; they can only reduce the probability and
frequency of risks. Hence, the purpose of security is to ensure risks are managed and
kept at an acceptable level. Organizations need to define what risk level is acceptable,
also known as defining a risk appetite. They must thereafter conduct a risk assessment,
which enables an organization to decide which risks need to be prioritized and how to
ensure they are kept at an acceptable level. According to Death (2017, chapter 1), a risk
assessment forms the basis of a security program, describing the elements of change in
an organization. (SANS Institute 2021.)

Understanding the current threat landscape is essential in designing a successful security
awareness program. Threats come in many forms, and a good security organization
understands the threats it is expected to encounter. Criminals are constantly using new
and more sophisticated ways to attack organizations; it is, therefore, crucial to stay on top
of recent developments to ensure a security awareness program also addresses recent
threats. This is the only way to ensure employees are well-equipped to handle all threats.
(Death 2017, chapter 1.)

All organizations are potential targets for criminals. Criminals target their victims in
multiple ways, from trying to gain access to their systems, data, or facilities, to stealing

goods or even vandalizing them. To protect their assets, organizations need to ensure
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they take necessary actions to defend against possible attacks. This includes ensuring
proper controls are in place to defend and protect against potential security risks. (Death
2017, chapter 1.)

Cybercriminals use a multitude of ways to attack, manipulate, and gain access to systems
and sensitive information. For years, organizations have been focusing on protecting their
information technology, implementing the latest virus protection software, configuring
firewalls, and securing their networks. Technology has been the main vector to defend
against cybercriminals, and it has been highly successful. As technology has become
more and more secure, cybercriminals have been forced to find new ways of attacking.
They no longer try to gain access through firewalls but try to find ways to go around them

by utilizing humans. (Gardner & Thomas 2014, chapter 2.)

Today, one of the most common types of cyber threats is social engineering, which
involves manipulating people. Social engineering is a form of hacking where criminals try
to access systems or physical locations without having to break into systems. They gain
access to wanted systems and information through people, by using various tactics, such
as manipulation. Social engineering involves deceiving and manipulating people into

either giving sensitive information or access to it. (Speed 2011, 99-100.)

A mature organization has an established department working solely with Information
Technology security threats to secure systems and protect the organization from attacks.
An information security department is no longer an isolated function, but one that works in
collaboration with others to enable businesses to serve their customers and reach their
targets by ensuring security threats are adequately dealt with. Security Awareness experts
often work in Information Technology or Information Security organizations, and in many
cases are assigned to work on security awareness as one task among others. The most
mature organizations can have a dedicated team of experts working on security
awareness. (Death 2017; SANS Institute 2021.)

To reduce security risks, organizations need to look at their threats and weaknesses and
their possible impact. Management needs to understand what weaknesses were identified
in the risk assessment; what their impact could be, how likely they are to occur, and what
the potential impact is should they arise. Security awareness material should be updated
at least on an annual basis to ensure it addresses new and rising threats. (Death 2017,

chapter 1.)

Understanding security risks and vulnerabilities is highly important to run a successful
security awareness program, but competence in information or cybersecurity is not

enough. Clear and concise communication is key for any security awareness program to
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be understood and acknowledged. For this reason, Barman (2001, chapter 1) suggests
organizations hire an expert communicator with some level of technical knowledge to
drive training and communication activities. This will ensure communication is professional

and brings credibility to an Information Security department.
2.2.2 Measuring Security Awareness

According to Chaudhary et al (2022), while it is commonly understood that security
awareness programs should be adjusted and assessed regularly, a common
understanding of what to measure does not exist. Based on their research, past studies
on the topic have focused on measuring three areas: audience interest in a security
awareness program, the decrease in incidents, and the change in employees'
perceptions, knowledge, attitudes, and behaviors. According to Chaudhary et al (2022),
the first two do not provide adequate results, as in the first case, it does not measure
whether the program has changed behavior, and in the second case, it does not measure
whether the possible reduction in incidents is a result of the program. Therefore, they
suggest that the third option is the preferred measurement method and should provide the

best indication of a program’s success.

Defining a set of measurements that can be applied universally is challenging, as there is
no common agreement on the definition of a successful and effective security program.
Without this definition, it is difficult to agree on a unified set of predefined metrics. In
addition, all organizations have unique needs, which require security awareness programs
and metrics to be customized. With this said, Chaudhary et al (2022) have created a set of
measures that they claim should provide organizations with a common way to evaluate

their security program and be able to benchmark the results between other organizations.

In their research, Chaudhary et al (2022) analyzed 32 research papers to determine what
is measured or what is suggested to be measured to evaluate the effectiveness of a
security awareness program. The results indicate that the vast majority focused on
measuring employees’ behaviors, attitudes, and knowledge. When Chaudhary et al
evaluated the various methods used, they found that surveys were the most popular
method, as they allowed a large population to be assessed at the same time, and using
online surveys was considered easy and cost-efficient. The second most popular method
was utilizing passive data, such as reviewing technical logs, the number of security

incidents, clicking rates of malicious links, and increases in reported incidents.

The model suggested by Chaudhary et al (2022) includes a combination of a user survey
and passive data. Their model is divided into four sections, measuring: employees’

knowledge, attitude, and behavior towards cybersecurity, the direct and indirect value
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added to the organization, effectiveness of used awareness resources and delivery

channels, and interest and active participation in the program.

According to Solic, Velki, Fosic and Vukovic (2024), five questionnaires have been
scientifically validated to measure information security awareness, online behavior, and
user knowledge. Two of these questionnaires, the Users’ Information Security Awareness
Questionnaire (UISAQ) and Behavior Cognitive Information Security Questionnaire
(BCISQ), were created by Solic et al, the latter focusing more on psychological aspects.
The three other questionnaires are the Security Behavior Intentions Scale (SeBIS), the
Four Measurements Scale (FMS), and the Human Aspects of Information Security
Questionnaire (HAISQ).

The UISAQ includes a set of 37 items that are divided into four categories: Potentially
risky behavior, information security awareness, beliefs about information security, and
quality and security of passwords. The questionnaire was conducted on 135 Croatian
university students. The revised version of UISAQ was supposed to be published in 2014
to further improve the questionnaire, however, the later and revised version has not been

published.

The SeBIS was created by Egelman & Peer (2015) to assess end-user security behaviors.
Their questionnaire includes 16 items, which are divided into four categories that measure
attitudes towards: choosing passwords, device security, staying up-to-date, and proactive
awareness. In this survey, users evaluate their adherence to computer-related security
rules. The questionnaire was conducted on 503 Amazon employees who were paid to
take part in the study. The challenge with the SeBIS is that it only measures computer-

related security behavior, not all aspects of security awareness.

The FMS is designed to measure users’ risky behaviors with computers, how cautious
users are when using technology, how exposed users are to cybersecurity incidents, and
how dangerous users perceive technology to be. FMS thereby focuses on evaluating
users’ information security awareness and potential risky behavior. The questionnaire was
conducted on 39 information security experts and 23 academic personnel in Turkey. The
scope of the questions was limited to software and hardware and hence missing other

elements of security awareness.

The HAIS-Q includes 63 items that are divided into seven different areas: password
management, email use, internet use, social media use, mobile devices, information
handling, and incident reporting. Each of the areas is measured separately by knowledge,
attitude, and behavior. The questionnaire was conducted on 112 university students and

505 working Australians. Parsons et al (2017) were able to provide evidence that their
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questionnaire could show that employees who scored high on their survey scored lower in
phishing simulations, demonstrating that employees who had higher knowledge and better
attitude and behavior towards security were also better at identifying possible risks. The

challenge with this questionnaire is its length, with 63 questions.

The BCISQ questionnaire includes 17 items that are divided into two categories:
behavioral elements and cognitive elements. The questionnaire is divided into four
sections, two in each category. The first section is a simulation, where the participants’
actions or lack of action provide information on their knowledge and behavior. The
remaining three sections are self-assessments. The second section evaluates the
frequency of behavior, the third is how the participant rates statements in terms of
importance, and the fourth asks the participants to evaluate the rate of risk. The

questionnaire was conducted with 960 respondents from 41 countries.

According to Fertig & Schutz (2020), the most used tool to measure Information Security
Awareness is a questionnaire. Additional and supporting methods include, for example,
behavior tests and benchmarking. Many of the questionnaires used focus on measuring

knowledge, for example, how many characters a password should be made of.

Based on a literature review conducted by Rohan, Pal, Hautamaki, Funilkul, Chutimaskul,
and Thapliyal (2023), multiple models to measure information security awareness have
been described in literature. The research of Rohan et al evaluated 24 articles, in which
various methods were used to measure different aspects of security awareness. In their
research, Rohan et al highlight that the challenge of measuring security awareness is that
the concept of information security awareness is very broad, and thus, commonly agreed
upon measurements have not been agreed upon. Among the 24 articles that were
studied, the scope differed significantly between the studies, from measuring the impact of
training programs to measuring much broader areas, such as information security

awareness in general or human behavior.

The studies that were conducted in the 24 articles varied in topics, measurements, and
target groups. In most of the articles, the study was conducted on one group of people, for
example, university students. A few of the articles used by Rohan et al (2023) were no
longer available, four referred to earlier mentioned studies (HAIS-Q, SeBIS, FMS, and

UISAQ), and some were measuring irrelevant topics.

The remaining seven studies varied in scope: measuring cybersecurity events and training
program’s impact on cybersecurity awareness (Muhirwe & White 2016), measuring
individuals’ practices and perceptions regarding cybersecurity (Arpaci & Sevinc 2022),

measuring compliance and awareness (Bulgurcu, Cavusoglu & Benbasat 2010),
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measuring deviant behavior, specifically misuse and security carelessness (Chu & Chau
2014), measuring organizational information security culture (Naevestad, Meyer &
Honerud 2018), measuring internet user cyber hygiene (Vishwanath, Neo, Goh, Lee,
Jhader, Ong & Chin 2020), and measuring employee information security behavior
(Gangire, Da Veiga & Herselman 2020). The number of questions in the seven surveys
ranged from 18 to 75, of which the majority had approximately 27 questions. All the
questionnaires used the Likert scale, mostly a five-point scale. An overview of these

studies can be found in Appendix 2.
2.2.3 Critical Review of Previous Research

As mentioned earlier, a common understanding of how to measure security awareness
does not exist. Several studies have been conducted on various measurement methods,

but the vast majority have not been or cannot be applied to a business context.

The presented model created by Chaudhary et al (2022) includes a survey and data
metrics. What it lacks is a predefined set of scores or acceptable result levels, which they
state is dependent on the organization and its industry. Thus, leaving a potential challenge
in accessing sufficient data to benchmark against others. In addition, the model has not

yet been scientifically validated.

The questionnaires presented by Solic et al (2024) also have multiple challenges. The
sample size in the UISAQ, FMS, and HAIS-Q are relatively small. In addition, two of the
models were tested on university students and one on information security professionals
and academic personnel. A notable challenge in the three studies and methods is that
they have been conducted in either non-business environments or a limited group of
employees with a high degree of knowledge in information security. A general model that
could be utilized by organizations around the world should be tested in the correct
environment, with respondents working for companies, preferably located across multiple
countries and industries, and on employees who work for the same company. Models

should also be tested on non-technical employees.

The SeBIS questionnaire was tested at a real business, Amazon, and had a high sample
size, 503 employees. However, the employees were paid to take part in the study, which
could have had an effect on the study results. The questionnaire’s scope was also limited
to computer-related security behavior. Of the questionnaires, the BCISQ had the highest
number of responses (960) and was tested in 41 countries. However, the questions were
not business-related, but measured personal security behavior, such as “How long have

you been using the Internet?” and “How often do you lend your private debit or credit

card(s) and associated PIN(s) to anyone?”.
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Questions used by Fertig & Schutz (2020) focus on measuring knowledge, such as a
good length for a password. It can be argued whether such information could provide
accurate and useful feedback, as in most cases the length of a password is limited by
default. A question, such as whether employees reuse passwords, would provide better

insight into employees’ security behaviors and attitudes.

The 24 studies analyzed by Rohan et al (2023) repeated the same trend as in the
previous studies, where the number of respondents was very low or the studies were
again conducted outside a business environment, for example, on university students.
Many of the questionnaires used in the studies included too many questions, for example

75. A survey this long will have an effect on how likely employees are to provide answers.

Therefore, what is missing in the reviewed studies is the application in real-life
businesses, across industries and countries, and including a sufficient sample size. A
study should be designed for businesses and conducted across several international

organizations to provide sufficient results and the possibility to benchmark against others.
2.3 Culture

According to Bashforth (2019), culture is a combination of what we think, how we relate
with each other, and how we act; it is built around human behavior. Culture is often linked
to how a particular group of people sees the world, including what they believe in and how
those beliefs influence the way the group lives. Cultures exist on various levels and ways,
for example, residing within a geographical area, belonging to the same ethnicity, or
among people practicing the same religion. It may also be experienced within families or
even organizations, and it is the core of why people behave in the way they do. (Bashforth
2019, 1-2; Hayden 2015, chapter 2.)

Ferraro and Briody (2023, chapter 1) define culture as everything that people have, think,
and do. Their definition has three major structural components: 1. Something people
have: material objects, 2. Something people think: Ideas, values, and attitudes, and 3.
Something people do: Patterns of behavior. They also suggest that culture is not
instinctive or inherited but learned through interaction with others and through cultural
content, such as ideas, values, and behavior patterns. The referred-to behavior is a result

of learning and interacting with other members of the same culture.

According to Schein and Schein (2016, chapter 1), a certain culture is often difficult to
define as there are multiple areas to observe, including the way people speak, behave, or
how they identify themselves. The sum of culture is all aspects the community has learned

during its process of growing and developing. These learnings are the beliefs, values, and
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behavioral norms of the community, and they manifest as culture once they become basic

assumptions and, in time, are no longer a part of general awareness.

Culture is, therefore, a shared product of shared learning that defines who the community
is and what their shared purpose is. This can be seen as the community’s identity: How
the community presents itself externally and how it perceives itself to be. This identity is
the core of a culture. Schein & Schein (2016, chapter 1) refer to this identity as a
community’s “cultural DNA” and explain that, being the heart and soul of a culture, culture-
change programs can only succeed if they are aligned with the community's cultural DNA.
This is particularly important when addressing organizational culture, where culture-

change programs are most often executed.
2.3.1 Organizational Culture

All organizations, big and small, create a distinctive culture that evolves over time. The
culture reflects the insight the employees have learned and how they have adapted and
endured. It is a shared belief of how things are done and encompasses a common
behavior and way to function that is understood by all. (Denison, Hooijberg, Lane and Lief
2012, chapter 1.)

An organization’s culture is important, as according to research, it has a direct impact on
its performance. According to Denison et al (2012, chapter 1), research shows that there
are four main ways culture can affect an organization’s performance: It creates a common
sense of purpose - a mission and direction, adaptability and flexibility, engagement and
involves employees, and stability that is built on the organization’s core values. An
organization where all employees strive towards the same goal will work together to
achieve results. They will be able to adapt to change more quickly and will engage with
each other more often. All these attributes combined will ensure an organization is stable

and ready to deliver high results. (Denison et al 2012, chapter 1.)

Business strategy and culture are two of the top tools for senior leaders to improve
performance and guarantee a stable organization, yet most leaders choose to spend most
of their time only on strategy and operations. Culture goes beyond strategy, processes
and policies, and includes, for example, how employees communicate, their general
habits and norms, and how decisions are made by individual employees. Hence, it makes
sense to also utilize this vast possibility of leveraging culture and the people who live it
day by day. (Bashforth 2019, 10-12.)

Unfortunately, senior leaders often see culture as somewhat vague. Culture can be seen

as too difficult or too intangible. But as senior leaders spend time on strategy and
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operations, their employees are left without a sense of belonging and feeling of what the
organization stands for. As explained by Bashforth (2019), the best-performing
organizations are ones where employees' behavior and work methods are aligned and
connected to a common purpose and demonstrate shared values. In such organizations,
employees are clear on how things are to be done and what their priorities are.
Employees do not need lengthy and detailed instructions; they need common core values
and principles that matter. (Bashforth 2019, 39-43.)

What is also important to understand is that all cultures are unique, and they cannot be
replicated as they are a result of learning over time and the unique people who together
create common beliefs, values, and behaviors. This is why it is impossible to reproduce
another organization’s culture. No two cultures are or can be identical, just as no two
people can. According to Denison et al (2012, chapter 1), the starting point for any
organization in creating a culture is to first define its strengths and challenges, which
should be used to define values, behavior, and policies that support them. When
analyzing organizations' culture Denison et al (2012, chapter 1) use a sixty-item survey
that measures four cultural traits: mission, adaptability, involvement, and consistency. The
survey results outline the strengths and weaknesses of the organization’s culture and help
identify the impact it may be having on the organization's overall performance. (Denison et
al 2016, chapter 2.)

As mentioned by Denison et al (2012, chapter 1) the culture organizations have is highly
important and can significantly affect an organization’s performance; culture is often
heightened when there is a consensus that an organization has a good and generally
accepted culture that contributes to the organization’s success. However, culture is also
often called upon when something has gone wrong. When organizations have faced
catastrophes, culture is often used as the culprit. Media, shareholders, and the board of
directors may easily demand that, together with leadership, the organization’s culture
must be examined. Culture is often pinpointed as the reason for poor decision-making, the
reason employees and leaders fail to understand risks. (Kartchner, Bowen and Johnson
2023, chapter 1.)

While culture can be a binding force, gathering like-minded people together, it can also
blind the common group or community. Communities that have shared values and beliefs
tend to draw on actions that they see as acceptable and within the values of their
community. They can easily fall prey to doing things the same way they have always been
doing, and this can lead to problems. This is why addressing culture is vital. (Kartchner et
al 2023, chapter 1.)
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2.3.2 Culture Change

The need to change something is the result of dissatisfaction and disappointment, for
example, negative results, a decrease in sales, or employees unexpectedly leaving an
organization. This often sparks the need to change. To get employees to take part in
change, they need to be motivated to do so. They need to understand the problem and
why change is needed, but this alone is not enough. When change occurs, employees
often feel fear or anxiety about the unknown and how they will cope. This naturally leads

to resistance to change. (Schein & Schein 2016, chapter 2.)

The challenge of managing and transforming culture is that there are countless ways of
doing it. A “one size fits all” method does not exist, since all organizations have their own
culture, created and molded by the various and unique people within the organization.
Culture can be altered in multiple ways, but there are a few key methods that should be
utilized to gain results. First, top-down one-dimensional communication from senior
management to employees no longer works and will not result in successful cultural
change. Since an organization’s culture is created and transmitted by all employees,

everyone must be involved and engaged. (Hayden 2015, chapter 2.)

Once an organization has succeeded in getting employees engaged, it needs to find a
level of consensus on the needed change. Without common agreement on the direction
and transformation, employees might end up working against each other. In the
information security area, this is particularly challenging as security is seen as a blocker
for business instead of an enabler and ally. With the constant rise in security incidents,

this view should be changed and a consensus found. (Hayden 2015, chapter 2.)

Cultural transformation programs often fail due to a lack of proper follow-up and
measurement. Too often, organizations run a transformation program and assume it has
been successful simply by completing all the activities, such as communication with
employees. However, no organization should invest in culture transformation without

seeking better business outcomes. (Hayden 2015, chapter 2.)

According to research, organizations with good cultures outperform others. For this
reason, it is critical to measure culture change: Is culture improving performance, and
what is the link between culture and performance? In other words, how much does
changing culture change performance? If there is no relationship between the two, there is
no point in trying to change the culture in the first place. Finally, while culture change fails
when senior management dictates it, they do have a critical role in setting the direction
and ensuring that the change and communication are done in the right way. (Hayden
2015, chapter 3.)
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2.4 Security Culture

The term “security culture” is being used in organizations more often, however,
organizations struggle with understanding what it means, and more so, how to accomplish
it. Roer (2015, chapter 1) defines security culture as “The ideas, customs and social
behaviors of a particular people or group that helps them be free from threat and danger.”
Like Roer, Laycock, Petri¢ & Roer (2019) define security culture as “The ideas, customs
and social behaviors of a group that influences its security” and the Information Security
Forum (2024) as “For organizations, the sum of its behaviors”. Dhillon (1997) defines it as
“the totality of human attributes such as behaviors, attitudes and values that contribute to

the protection of all kinds of information in a given organization”.

These definitions strongly suggest that human characteristics are key attributes in security
culture. Martins and Eloff (2002) also emphasize the role employees play in protecting
data by describing security culture as an “assumption about perceptions and attitudes that
are accepted in order to incorporate information security characteristics as the way in

which things are done in an organization, with the aim of protecting information assets”.

In a study conducted by Longitude and Financial Times in 2020, researchers discovered
that 54% of respondents to their survey admitted to bypassing their organization’s security
policies within the past year. This strongly indicates that employees knowingly expose
their organizations to vulnerabilities. The study also revealed that nearly 40% of
employees said cybersecurity had nothing to do with them, which suggests that a
significant number of employees do not understand their role in protecting their
organization. The study concluded that a strong cybersecurity culture will reduce an
organization’s human vulnerabilities if it is done in a way that promotes behavior change
by motivating employees to think and act differently. A strong security culture is not about
strict policies and rules, but about empowering employees to be aware of risks and to be

proactive in tackling them. (Fujitsu 2020.)

With the increase in data breaches and their associated high cost, organizations are
progressively looking at their employees to create an extra layer of defense. This is
achieved by focusing on security awareness and, more so, the security culture of an
organization. Developing and fostering a strong security culture is an effective way for an
organization to minimize security risks and ensure employees take action to protect the
organization. According to Hayden (2015, chapter 3), culture is the most unused and

important resource for enhancing information security.

In a study conducted by Uchendu, Nurse, Bada and Furnell (2021), they analyzed 58

research articles on security culture and how security culture is defined. Most of these
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definitions referred to values, the attitudes of employees, and their assumptions. Security
culture was also defined as a subset of organizational culture, and having a strong link to

security awareness.

According to Hayden (2015), security culture is most often a subset of an organization’s
overall culture, as in large organizations, multiple security cultures can exist, for example,
within different countries, business areas, or teams. Often, the security organization has
different values and opinions on what to protect or prioritize than other parts of the
organization, such as Human Resources or Sales. In some organizations, these beliefs
and cultures can coexist, however, they can also clash, resulting in overall prioritization of
resources or budget, and thus affecting the information security across the organization.
(Hayden 2015, chapter 3.

People

Technology Policies

Figure 4. Key Elements of Security Culture (adapted from Roer 2015, chapter 2)

According to Roer (2015, chapter 1), all social behaviors impact an organization’s security
culture, and vice versa; security culture influences social behaviors. By creating
awareness around security topics, an organization can influence its employees’ security

behaviors, which ultimately results in changing the organization's security culture.

According to Roer (2015, chapter 2), the key elements that create a security culture are
people, policies, and technology. All three elements are interconnected, hence should one
element be changed, so will the others. Therefore, it is important to always consider the
effects of all three elements when conducting change. In this context, Roer defines
policies as generally recognized and known rules that regulate ideas, norms, and social
manners. He defines technology as any tool that is used in a defined way, and people as

the ones who use technology and who follow or disobey policies.
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According to Roer (2015, chapter 2), the society we are raised in defines the policies we
live by and the tools we choose to use. This shapes our social behavior, and by

understanding how they are linked, we can use them to shape and retain security culture.

Hayden (2015, chapter 5) has created a model, the Competing Security Cultures
Framework, to measure security culture. Hayden’s model has been adapted from well-
known organizational culture literature but focuses on describing and interpreting how
security is understood and practiced within an organization. Specifically, the model
focuses on identifying where competitive principles and values arise to highlight where the
greatest risks to an organization's security goals and objectives are. The Competing
Security Cultures Framework is built on the Competing Values Framework by Quinn and

Rohrnaugh (1983) but from a security perspective.

The Competing Values Framework by Quinn & Rohrbaugh (1983) seeks to understand
what characteristics and organizational qualities could be linked with a company’s
performance. Based on their research, Quinn & Rohrbaugh were able to group
organizational traits into core values that created certain cultures within organizations.
They discovered, for example, that some organizations were more successful when they
had strong hierarchies and bureaucracy to accentuate control and solidity, while other
organizations thrived when they were flexible and adaptive. These arousing patterns were
divided into four groups of organizational values and their cultures. (Hayden 2015, chapter
5.)
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Figure 5. The Competing Values Framework (Hayden 2015, chapter 5)

The clan culture in Figure 7 is one of four organizational behaviors and refers to
organizations with a culture of community, where employees value inclusion and a sense

of belonging. These organizations emphasize flexibility, personal development, and
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responsibility, and are more internally focused, wanting all employees to contribute to the

organization’s performance. (Hayden 2015, chapter 5.)

Organizations with an adhocracy culture work well with an ad hoc approach. They are
flexible by nature, valuing agility and innovation. These organizations are often startups or
organizations creating highly innovative solutions and working in a space of
unpredictability caused by external factors. Such organizations need to adapt to change

quickly to succeed and perform well. (Hayden 2015, chapter 5.)

Market cultures prioritize customers and key relationships, such as relations with partners
and regulators; performance is seen as possible through excellent relations with others.
While focusing on their stakeholders, they keep a tight grip internally within the
organization. (Hayden 2015, chapter 5.)

Organizations with hierarchies emphasize high control, are internally motivated, and focus
on being stable. The organization has strict rules and processes, and roles and
responsibilities are clearly defined. The culture is formal, highly organized, and

hierarchical, where stability overrules adaptability. (Hayden 2015, chapter 5.)

Hayden has used the Competing Values Framework as a basis for his model, as it helps
to explain the conflicts and opposing priorities that frequently lead to security risk and
failure. Hayden’s Competing Security Cultures Framework is adapted to the information
security area and focuses on specific characteristics that either improve or hinder security
performance in distinct industries or certain circumstances. The model also aims to

capture the people-centric approach to security culture. (Hayden 2015, chapter 5.)
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Figure 6. The Competing Security Cultures Framework (Hayden 2015, chapter 5)
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As can be seen from Figure 8, the Competing Security Cultures Framework mimics the
Competing Values Framework with a similar two-axis diagram, however, it focuses on
highlighting and applying this to information security. The diagonal axis corresponds to
how much an organization values security control, whereas the horizontal axis
corresponds to how much an organization focuses on internal versus external

environments. (Hayden 2015, chapter 5.)

In the Competing Security Cultures Framework, the diagonal axis represents the spectrum
of control an organization has over security. On one end of the spectrum is losing control,
and on the other, tight control. This represents organizations that have lost control, where
the level of security can fluctuate across the organization, and organizations that have
tight control, where security is built on standards and focuses on ultimate stability. These
two examples are complete opposites, and most organizations lie somewhere in between,
perhaps leaning towards one or the other. The axis reflects the values an organization
must have to make security more effective, but in two opposite ways: by promoting a strict
and orderly environment or encouraging a flexible and situation-based approach. (Hayden
2015, chapter 5.)

Control is often enforced by assigning authority, hierarchy, and setting in place
documented processes and procedures that define appropriate behaviors. Depending on
the organization, control over security is implied by many factors, such as the size of a
security team or function, support from senior management, or the magnitude of the
mandate given. In Hayden’s model, control has been moved to the top of the diagram,
versus in the original Competing Values Framework. This has been done to emphasize
that security cultures with tighter control are exemplified in the two top quadrants (Process
and Compliance), and to highlight that security culture is most often a control-focused

culture. (Hayden 2015, chapter 5.)

The horizontal axis on the Competing Security Cultures Framework shows whether an
organization is concerned with understanding and managing security internally within its
organization or externally towards stakeholders. In an organization that focuses on
internal programs, security is seen as efficient when it is aligned across functions, and the
result is a consistent organization-wide program that protects the organization's
information assets. On the other spectrum of the axis are externally focused security
programs, which are considered successful when they result in good relations between
the organization and outside stakeholders. This creates a need to meet contractual and
regulatory obligations, protect data, and avoid security failures that could result in

reputational loss or the inability to execute business. To support this model, organizations
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may need to spread responsibility for security to various teams or units to ensure the

different needs of the numerous external parties are fully met. (Hayden 2015, chapter 5.)

Tight Control
Iy

Process Culture Compliance Culture
Managed Coordination Rational Goals
Core Values: Core Values

Stability Conformity

Visibility Repeatability

Standardization Documentation
Cardinal Directive: Cardinal Directive:

Enforce Policy Pass Audlits

Internal _ _ External
Focus " Focus

Trust Culture

Human Relations

Core Values:
Communication

Autonomy Culture
Adaptive Systems
Core Values:

Flexibility

Agility
Innovation
Cardinal Directive:
Get Results

Participation

Commitment
Cardinal Directive:

Empower People

v
Loose Control

Figure 7. The Competing Security Cultures Framework with expanded details (Hayden
2015, chapter 5)

The different quadrants of the Competing Security Cultures Framework show in more
detail the values and components of each security type. Each of the quadrants includes a
group of values, assumptions, and priorities that impact how security decisions are made
and activities run within an organization. Ultimately, all organizations are a mix of cultures,
and hence, most organizations can identify themselves in a mix of the quadrants.
Nevertheless, understanding this framework and where an organization fits in provides
input on what to possibly shape and how to communicate within an organization about its

security culture. (Hayden 2015, chapter 5.)

To measure where an organization is placed on the Competing Security Cultures
Framework, Hayden has created a diagnostic tool with ten questions. The Security

Culture Diagnostic Survey is presented in Appendix 5. (Hayden 2015, chapter 6.)
2.41 Changing Security Culture

Hayden (2015, chapter 1) highlights that a key distinguishing feature of culture is that it is.
for the most part, invisible, something that occurs in our subconscious mind. In his
opinion. security culture is not about technology or controls, it is about changing what an
organization thinks and believes, and what security means to an organization. Policies,
processes, and technology are in place to support employees, but people are the ones
who define what they are, do, and protect, ultimately being responsible for the security

and how it is implemented.
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The seven dimensions of security culture, as described by Carpenter and Roer (2022,
chapter 6), are codependent, observable, and measurable. They are key in understanding
security culture and how to intentionally influence and develop it. The seven dimensions
that capture the phenomenon of security culture include: attitudes, behaviors, cognition,

communication, compliance, norms, and responsibilities.
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Figure 8. Visualizing the seven dimensions of security culture (Carpenter & Roer 2022,

chapter 6)

Figure 8 visualizes how the seven dimensions are connected. Attitudes focus on what
employees feel: to what extent they care about security and whether their attitude is
positive, neutral, or negative. Employees’ overall attitude towards security is a critical
factor, as studies have shown that the best predictor of an employee’s behavior is not
their acquired knowledge, but their attitude towards security. (Carpenter & Roer 2022,

chapter 6.)

The second of the seven dimensions (behavior) defines what is considered acceptable
actions and how employees perceive other employees' actions. Employees are likely to
assume the behaviors they observe from others, and over time, these will become

common ways of behaving. (Carpenter & Roer 2022, chapter 6.)

Cognition focuses on what employees know, how they learn, and how they apply their
learned knowledge. The knowledge employees acquire can affect their behavior;
however, this knowledge does not necessarily mean they will act in a preferred way. Thus,
while training employees is an important part of security awareness programs, it is only
one dimension. It should be supported with strong messaging from senior management
that clearly explains why security is crucial for their organizations and their success.
Furthermore, activities such as providing rewards and reinforcement can have a positive

influence. (Carpenter & Roer 2022, chapter 6.)
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Communication refers to how security is communicated across an organization, to what
degree their leadership is involved, and whether security is deemed a core value.
Carpenter and Roer (2022) highlight the role of senior management in communicating
their vision and repeating the organization's values regularly, as this will ensure
employees understand what is expected from them and the behaviors they should show.
(Carpenter & Roer 2022, chapter 6.)

Compliance refers to how well employees adhere to policies and procedures. All
organizations need rules that address what is allowed and what is not. Regardless, in
many organizations, employees do not act correctly. This may be because employees are
simply not aware of the existing rules, or they are too difficult to follow. A security
awareness program should therefore address how to communicate these rules and

ultimately how to ensure compliance. (Carpenter & Roer 2022, chapter 6.)

Norms refer to what employees see and to what extent security beliefs, behaviors, and
values are rooted in the norms and unwritten rules of an organization. Norms comprise of
informal rules, rules that are not official and written down. Research shows that
employees are more likely to adhere to norms than official rules, as these are seen as a
“normal way” for employees to act. A solid security awareness program addresses the
difference between norms and policies and seeks to influence employees' behavior to

align norms with the organization's policies. (Carpenter & Roer 2022, chapter 6.)

The last of the seven dimensions (responsibilities) refers to what extent employees feel
they are empowered to make security decisions and to what extent they will help ensure
that other employees follow the organization's security rules. Communicating employees'
responsibilities should be done by focusing on positive change and by making them
understand that even small changes and actions can make a big difference. (Carpenter &
Roer 2022, chapter 6.)

Roer’s Security Culture Framework was created to address the lack of focus on the
human aspect of security. This framework was created due to the overall lack of an
existing model that took into consideration the human element. Security awareness
programs tended to rely heavily on employee training, which was often information-
focused and pinpointing mistakes employees made. Roer’s framework, therefore,
incorporates the human element and focuses on using employees as an extra asset.
(Roer 2015, chapter 7.)
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Figure 9. The Security Culture Framework at a glance (Carpenter & Roer 2022, chapter 8)

Roer’s Security Culture Framework reflects a continuous cycle that should be completed
in succession, starting from the measure, continuing to involve, followed by engagement.
All three steps create specific output that is transferred to the next step. Completing a full
cycle should result in the ability to document change, and most significantly, the
improvements that have been made to the security culture. The Security Culture
Framework is designed as a continuous cycle that is repeated regularly, for , on an annual
basis. (Roer 2015, chapter 7.)

The first step of the framework (measure) includes identifying differences between an
organization’s existing culture and the preferred state, including setting concrete goals for
the organization's security culture. Carpenter and Roer (2022, chapter 8) suggest that
there are multiple ways of measuring culture, but regardless of the chosen measurement,
the most important aspect is to ensure that the measurement can be repeated. The
measure phase consists of three different actions: defining a baseline (as-is state),
deciding where the organization wants to be in terms of its security culture (to-be state),

and finding the gap between the baseline and the to-be culture.

In the initial stage of defining the as-is state, it is important to choose metrics that can be
repeated and are likely to be relevant during the next five to ten years. The as-is state is
measured in the beginning, but it is also revisited regularly to analyze if the security
culture has improved. By choosing metrics that measure the same phenomena with the
same methods, organizations can ensure their results are comparable throughout the
years. Defining a to-be state ensures the organization has a clear understanding of what it
wants its security culture to look like and how to reach it, as this stage defines the actions

and focus areas of the security awareness program.

Carpenter and Roer (2022, chapter 8) suggest setting three different goals for the to-be
state: a long-term goal of three to five years, an intermediary goal of one to two years, and

a per-iteration goal. Long-term goals should be strategic and support the organization’s
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overall business goals. Iterative goals should include smaller, bite-sized goals that help
achieve the longer-term goals. Once the as-is stage and the to-be state have been
defined, organizations should compare them to understand how far they are toward the
goal. This stage will also assist in understanding if the goals are realistic or whether they

should be more reasonable and attainable.

The next step in the Security Culture Framework is involve, which focuses on creating
support with important stakeholders and understanding target audiences. During this step,
organizations often seek to identify employees who can help promote the organization’s
security culture towards other employees by acting as so-called security ambassadors or
champions. These individuals engage with other employees, act as role models, and help

drive positive culture change. (Carpenter & Roer 2022, chapter 8.)

To gain traction for a security awareness program, it is important to ensure support and
alignment with key stakeholders. This includes, for example, senior management and
relevant departments, such as Cyber Security, Human Resources, and Marketing. Key
stakeholders can help outline the organization’s top security risks and unwanted behavior
from employees, which can be utilized to create target audiences for security awareness
activities. The earlier chosen security culture goals should also be used to assist in
choosing target groups. An organization can choose to focus on a specific goal or choose

multiple ones. (Carpenter & Roer 2022, chapter 8.)

The final step of the Security Culture Framework (engage) includes the activities and
content that will be directed toward the target group(s) and used to reach the earlier
defined goals. In this step, organizations match the goals set in the measure-step with the
target groups defined in the involve-step, to decide what activities and topics to include in
the security awareness program. Activities can include, for example, e-learning, videos,
games, posters, newsletters, and reminders. Once all three steps of the Security Culture
Framework have been completed, the steps are repeated. (Carpenter & Roer 2022,

chapter 8.)

The Security Culture Framework has been designed to be simple enough to be used by
organizations of all sizes, and it is highly adaptable. Using a documented framework is
also important as it can serve as documentation of the process and steps taken should an
organization be hit with an incident or breach. This documentation can be used to prove
that the organization has taken necessary steps to address the human layer in their
security and that action has been taken to reduce risks and improve security. (Carpenter
& Roer 2022, chapter 8.)
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Since an organization’s security culture is shaped by the daily choices, relations, and
attitudes of its people, changing its security culture is a lengthy and difficult process, as it
requires changing the way people think, not just how they act. Like the SANS Institute
Security Awareness Maturity and Carpenter’s Security Culture Shaping models, Hayden
(2015, chapter 1) also highlights the importance of taking a people-centric approach to
security culture. This means putting employees at the center of an organization's security
challenge and stressing their central role in solving them, in contrast to emphasizing how

employees contribute to security challenges.

Both SANS Institute (2021) and Carpenter (2019, chapter 1) state that most organizations
take the easier route of designing a compliance-driven security awareness program.
Hayden (2015, chapter 1) also highlights the challenges from a security culture
perspective: Regulation often aims at ensuring organizations take security more seriously
while forcing organizations to make important improvements. The challenge, however, is
that compliance does not necessarily mean something is more secure. This can be seen
in various cases where IT systems have been signed off by auditors yet have ended up
being compromised by a cyber-attack. The challenge lies in the fact that compliance often
looks at things from a singular point of view, forgetting the bigger picture, resulting in the
idea that if auditors are satisfied, the organization itself must be secure and protected.
This, unfortunately, is not the case, and where security culture steps in. A solid security
culture ensures employees take a more people-centric and broader view; by nature, they
question and raise issues from a wider security perspective and see the overall risks, not

just what ensures the organization is compliant. (Hayden 2015, chapter 2.)

A people-centric security culture focuses on employees - individuals, and how they have
a central role in solving security problems. While all employees are needed and can
contribute, according to Hayden (2015, chapter 5), four groups of employees have the
greatest chance of changing an organization’s security culture: senior management,

security awareness teams, security researchers, and security practitioners.

Senior management has the greatest possibility to influence an organization through their
decisions and actions. They can dictate the rules by which the organization is to live, but if
they do it in the wrong way, the results will not change the security culture for the positive.
Hence, management’s most important role is to live and breathe their culture; to serve as
role models, and to show employees what their security culture should be. In addition to
management buy-in, organizations focusing on security awareness should have an
employee or employees and/or a team dedicated to running security awareness activities.

This also includes acting as “cultural change agents”. Due to their work, these individuals
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already understand the need for a people-centric security culture and are the key people

to drive it within their organization. (Hayden 2015, chapter 2.)

The third group of people who can influence an organization's security culture is what
Hayden (2015, chapter 2) calls Security Researchers. These are the individuals who think
in different ways, always seeking new ways of doing things (good and bad) in the
information security space. These individuals not only bring attention to challenges but
also new solutions and innovative ways of thinking. The final employee group that can
influence security culture is security practitioners, the people who ensure that the daily
work around information security functions properly. Hayden (2015) argues that you
cannot change the security culture without them, as they live in the security culture each
day. Security practitioners have two key roles: they provide knowledge and insight on how
the security culture functions — where it works and where it does not, and take an active

role in changing what they can towards a better security culture.

While Hayden (2015, chapter 2) identifies the above-mentioned four employee groups
with the greatest effect on changing an organization's security culture, he also highlights
that the core of a people-centric security culture is engaging with the people outside the
security area. To be successful, an organization must adopt the values and priorities of
the larger organization and its people and understand what the world looks like from their
perspective. This means that communication must not be purely pushed by the security
function towards the organization, but rather a collective way of engaging and interacting.
(Hayden 2015, chapter 2.)

According to Martins & Eloff (2002), creating an information security culture is a
challenging task that requires multiple years to achieve and is affected by numerous
aspects. Culture reflects how things are done and, therefore, derived from employee
behavior or through a group of people from organizational behavior. Martins & Eloff (2002)
define organizational behavior as focusing on three separate levels: individual, group, and
organization. All three levels need to be addressed when implementing a security culture
within an organization. From an individual point of view, employees should be encouraged
to instill the correct security behavior. From a group-level perspective, management’s
attention and support are needed to enable success, and from an organizational level,

processes and structures must be applied to ensure employees know how to behave.

On an organizational level, policies and processes should exist to ensure employees are
aware of them and they are educated to understand and apply them. With time, this
behavior should evolve to be part of the organization’s information security culture. This

also applies to the other identified elements, such as analyzing risks, benchmarking
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against other organizations, and having a sufficient budget. They all play an important role

in creating an information security culture. (Martins & Eloff 2002.)

Management must show support and create an environment of trust. Mutual trust between
management and employees ensures new processes and procedures are easier to
implement and supports employees in changing their behavior. Each employee
contributes to an organization’s information security culture by adhering to the correct
behavior, but this requires that the organization is successful in communicating what

behavior is needed from employees and why. (Martins & Eloff 2002.)

Organizations are constantly faced with change, for example, digitalization, competition,
and world economics. These are all issues that organizations need to tackle at all levels of
an organization, and they all affect an organization's information security culture. By
overcoming them in the right way, an organization can create a solid information security

culture that contributes to satisfied customers and productivity. (Martins & Eloff 2002.)
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Figure 10. Information security culture model (Martins & Eloff 2022)

An organization’s security culture is ultimately the sum of its common values and beliefs.
By focusing on their security culture - their values and beliefs, organizations can succeed
in reducing their information security risks, increasing their value, and avoiding security
incidents. To understand what an organization's values and beliefs are and where they
stand, they need to begin by defining their baseline: What does the organization's security

culture look like, and how can it be measured? (Hayden 2015, chapter 5; ISF 2024.)
2.4.2 Measuring Security Culture

Changing or managing an organization’s security culture requires understanding what
security culture is, how it manifests, and how it can be measured. In other words, how it is
defined, observed, and assessed. Assessing security culture can be done by using both

qualitative and quantitative measurements, both of which should be used to understand
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what is happening below the surface. Combining qualitative and quantitative data enables
organizations to measure the link between culture and action. Quantitative data provides
real numbers, while qualitative data provides insights, such as why something happened

or tends to happen. (Hayden 2015, chapter 5.)

To demonstrate the value of a security awareness program and why investing in creating
a solid security culture is important, security teams must also provide proof that their
actions are creating behavior change and thus contribute to decreasing security risks.
This requires developing metrics and key indicators to measure change and return on
investment. (ISF 2024.)

According to Orehek and Petri¢ (2021), measuring security culture reliably and validly is
challenging, but not impossible. By measuring security culture, an organization can gain
feedback on employee behavior, how important they and their colleagues perceive
security to be, as well as their knowledge of information security. This information should
enable an organization to understand its weakest links and thereby enable it to address

these weaknesses to improve its culture.

According to ENISA (2021), commonly shared and approved methods to measure
cybersecurity culture do not exist, which leads to fragmented ways of working and
measuring. When organizations do not know what measurements to use, they often do
not collect them at all. ENISA suggests that analysis should focus on measuring
perceptions, attitudes, and knowledge, which should provide input on what measures to
take to protect one’s digital environment. ENISA also suggests using quantitative methods
to gather information about people's behavioral patterns and thinking around
cybersecurity, which should be combined with statistics on cyber incidents to identify

patterns and trends, and to determine what mitigation actions to implement.

Orehek & Petri¢ (2021) also claim that employees answers to surveys should be
compared and validated with evidence. If employees report to be complying with security
rules, this should be evident in data, such as a low level of security incidents. Therefore,
there should be a correlation between answers and actual employee behavior. If such a
correlation cannot be seen, it is suitable to assume that employees have answered
questions with bias, such as social desirability bias. This can occur when a survey is
conducted in an organizational setting, where employees might feel obligated to answer
questions in a certain way or feel they are being observed. This can lead to employees
providing answers that mimic security rules rather than reality. This sensitivity to
answering security-related behaviors honestly is problematic in effectively measuring

security culture.
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According to Da Veiga (2018), the first step in improving an organization’s security culture
is to begin by assessing the organization’s existing culture. It is imperative to understand
the current situation before taking action to change it. Assessing the current situation
creates an understanding of where to start and what employee behaviors need to be
monitored and changed. This will define the objectives for an annual security awareness

program, which should be assessed on an annual basis and adjusted accordingly.
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Figure 11. Steps used to improve security culture (adapted from Da Veiga 2018)

Hayden (2015, chapter 5) suggests that both qualitative and quantitative measures can be
used to measure culture. His method, the Competing Security Cultures Framework, is
designed to measure security culture and has been adapted from well-known organization
culture literature, but focuses on describing and interpreting how security, in particular, is

understood and practiced within an organization.

According to ISF (2024), each organization should create measurements which apply to
them. Organizations need to understand their security culture: What is the security culture
of the organization, and particularly what are its strengths and weaknesses. By
understanding the as-is situation, an organization is better equipped to take appropriate
action. When measuring and assessing the progress of a security awareness plan,
thereby the security culture of an organization, it is important to evaluate how successfully
results and processes have been achieved and whether there are any residual risks or
gaps. This will help steer what actions to take once the culture has been measured. (ISF
2024.)

ISF (2024) suggests using methods such as employee surveys to measure behavior
change, track demand to participate in security exercises, measure the number of human-
related incidents, and preferably correlate this with the number of training and activities
provided, and track how many security concerns or incidents have been raised by

employees.
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In 2015, Roer and Petri€ created the Security Culture Survey to create a scientifically
accurate way to measure security culture. The Security Culture Survey has seven
dimensions to measure security culture: attitudes, behaviors, cognition, communication,
compliance, norms, and responsibilities. The survey results provide a comprehensive
overview of each dimension and how the organization is performing in each area. The
survey has been created in a way that should provide honest answers and avoid
employees answering what they think they should answer. This is achieved by asking
questions on how they see other employees behaving and what they generally see as

acceptable values and behaviors within their organization. (Carpenter & Roer 2022.)

According to Carpenter & Roer (2022), security culture can be measured most accurately
from a group perspective, not by focusing on what employees do or know as individuals,
but by focusing on their observations and perceptions of the organization. Culture can be
measured in multiple ways, such as observation, experimentation, and interrogation
(surveys and interviews). An organization’s security culture can be observed by identifying
patterns and behaviors, for example, observing whether employees lock their laptops
when not in use, adhering to the clean desk policy, or watching out for tailgating. All these
activities can be observed and should give an indication of the general security culture;
however, it might be difficult to compare results over time as situations can differ.
Experimentations are often used to understand behavior, and a common cybersecurity
experiment is to conduct phishing simulations, where employees are sent emails
disguised as phishing emails to test if employees can recognize high-risk emails and
whether they take appropriate action and report them. Finally, surveys and interviews are
excellent methods to gather information on employee behaviors and attitudes. (Carpenter
& Roer 2022.)

In the earlier introduced SANS Institute Security Awareness Maturity Model (Figure 3), the
final step is the Strategic Metrics Framework, which is for organizations that have
implemented the most advanced security awareness programs, the focus is not only on
culture change but also on how to measure impact. The most mature security awareness
programs are aligned with the organization’s goals and have metrics in place to measure
tangible impact, including employees’ behaviors, attitudes, and perceptions. Metrics are
measured continuously and over a longer period to demonstrate long-term impact and to

expose trends that may not be evident via short-term data.

The SANS Institute’s (2021) approach to measuring culture change focuses on clear
metrics that measure outcomes and concrete behavior. Instead of only observing
employees or asking them questions, SANS Institute also relies on data, such as how

many employees fail phishing simulations or the number of employees using secure

39



passwords. As these results improve, so does behavior and thus an organization’s

security culture.

Setting clear metrics enables organizations to manage and improve their security culture
in a more structured way. They can be used to answer questions, such as “what is the
organization currently doing right”, “how can they improve”, and “what needs to be
changed or focused further on”. In addition, metrics enable organizations to communicate
the impact and value that their security awareness program is delivering to the

organization's security culture. (SANS Institute 2021.)

Regardless of the measurement method, it is important to ensure that employees do not
experience in any way that the honest answers they provide will have any repercussions
or impact on their job or status within their organization. If this cannot be achieved, it can
be assumed that the answers provided by employees will be influenced by social
desirability bias. (Orehek & Petri¢ 2021.)

2.4.3 Measurement Options

Wilson and Hash (2003) have defined three security metrics to measure: execution of
security policy, security service delivery, and consequences of security events. They
suggest using measurement techniques such as interviews, reports, surveys, focus
groups, benchmarking, evaluation forms, and independent observations. ENISA (2021)
finds that used measures should be based on the maturity of an organization and, more
so, focus on employee behavior, utilizing behavioral measurement theories. This includes
utilizing survey-based questions with possible interviews and interactive methods to

gather data.

Quantitative research provides insight based on numerical data, whereas qualitative
research is based on non-numerical data, such as words, emotions, and experiences.
Interviews are qualitative because they consist of the interviewee’s opinions and
experiences. There are multiple different kinds of interview methods, such as structured
and semi-structured interviews, theme interviews, in-depth interviews, and focus groups.
The biggest differences are how open and closed the interview questions are and the
flexibility of the interviewer when interviewing. (Moilanen, Ojasalo & Ritalahti 2022,

chapter 4.)

A structured interview is used when collecting facts and when using the same questions to
interview a larger group of people. After interviews have been conducted, they are
transcribed and analyzed. In a structured interview, questions have been created in a

specific order that must be used during the interview, but in a semi-structured interview,
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the order has been pre-defined, however, the interviewee can change them on the go as

well as the questions themselves. (Moilanen, Ojasalo & Ritalahti 2022, chapter 4.)

In an in-depth interview, the discussion between the interviewee and interviewer is
confidential to encourage the interviewee to share their views. In an open-ended
interview, a certain theme is discussed openly between the interviewer and interviewee.
This method is used, for example, when investigating the importance of a phenomenon,
when background work must be done before quantitative research, when quantitative
research has been completed, or to validate a measurement instrument. (Moilanen,
Ojasalo & Ritalahti 2022, chapter 4.)

Focus group interviews are usually organized for six to twelve people. This method allows
a deeper discussion within a group. The discussion is run by one or two interviewers who
provide a topic and ensure that the discussion is kept on track. (Moilanen, Ojasalo &
Ritalahti 2022, chapter 4.)

An interview will include a set of questions, but the answers, both in terms of content and
length, vary depending on the interviewee. The results should be analyzed and
interpreted, and can be coded for patterns. As open-ended interviews can create a vast
amount of data, depending on the length of the answers and the number of respondents,
it is worthwhile narrowing down the questions to be rather specific. (Moilanen, Ojasalo &
Ritalahti 2022, chapter 4.)

As suggested by Carpenter & Roer (2022), security culture can also be measured in other
interactive ways, such as observing and experimenting. Such activities can include, for
example, phishing simulations, red teaming activities or simply observing employees’
behavior in specific situations. Red teaming activities are ones in which security
professionals simulate real-life security situations to gain access to an organization's
systems, data, or premises. Such activities could include, for example, trying to access
premises by pretending to be someone else or pretending to have access to confidential
systems. As alternative measurement methods, SANS Institute (2021) suggests using

methods such as Net Promoter Score, focus groups, or interviews.

In addition to the above-mentioned options, organizations should also look at quantitative
measurement methods and utilize concrete data, such as the number of incident reports,
lost or stolen devices, and policy breaches. Quantitative methods include, for example,
surveys, and are used to test hypotheses. Quantitative methods will provide statistical
data that should validate employees' behavior and provide insight into what security risks
the organization should focus on mitigating. By monitoring statistics regularly,

organizations can also detect possible trends or increases/decreases in behavior.
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Finally, based on the reviewed literature and research, surveys are the most
recommended and preferred tools to measure security culture. Chaudhary et al (2022)
suggest that measuring knowledge, attitudes, and behaviors is best done by conducting
surveys. Surveys are an excellent method to study employee behavior, attitudes, and
opinions on information security. They are easy and cost-efficient to distribute, and user-
friendly as they offer predefined questions and a set of answers to choose from. Analyzing
and documenting interview results can be time-consuming, whereas survey results are

easy to gather and analyze, and the data can be used to identify correlations.
2.4.4 Surveys and Questionnaires

Veiga and Eloff (2010) created the Information Security Culture Framework (ISCF) to help
organizations implement activities that encourage employees to protect the organization’s
information assets. The framework can be used as a strategic plan for creating a
successful information security culture, but it was also designed to be used to assess
security culture. The notion of the framework is that by focusing on information security
components, an organization can influence employees’ security behavior and thereby

cultivate their security culture.

According to SANS Institute (2021), surveys are a preferred method of measuring security
culture. Surveys provide insight into employees’ attitudes, beliefs, perceptions, and norms,
and are therefore one of the most used tools to measure culture. To get the most out of
surveys, organizations should ensure they carefully consider the questions they ask and

how the questions are asked.

Orehek and Petri¢ (2021) highlight that surveys should be multidimensional, meaning that
they should measure various aspects. A survey should not be limited to measuring
employees' security knowledge or behavior, but should also include their attitudes. As an
example, Orehek and Petri¢ (2021) explain that if survey results show that employee’s
attitude towards security is becoming more negative, yet their knowledge level remains
the same, this should imply that the organization’s security culture program should focus
on improving attitudes towards security, not increasing employee’s knowledge level. The
challenge, however, lies in the fact that surveys that are designed to measure various
aspects can become lengthy. This can result in less willingness from employees to take

the time to answer such surveys and increase the cost of conducting surveys.

When conducting a survey, it is highly important to consider the sample size. First and
foremost, it should be statistically large enough to provide valid results. In addition, the
results should capture the true view of the entire organization. Orehek & Petri¢ (2021)

suggest that the optimal way would be to survey the entire organization, however,
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understandably, this might not be approved or manageable. By ensuring that the results
capture the full organizational picture, and the sample size is sufficient for also subunits,
the results may provide important indications of sub-cultures that could pose heightened
risks to the organization. (Orehek & Petri¢ 2021.)

When creating questions, it is important to first decide what one wants to know and what
behaviors one is interested in, thereafter, the questions should be designed in a way that
provides answers to address those needs. Surveys should not be too long, hence,
questions must be prioritized and limited to what is truly needed. In addition, questions
need to be written in a way that ensures they do not influence the answers. For example,
it is recommended to avoid asking security questions that can make the respondent
answer them in a certain way to avoid getting in trouble. Instead of asking “have you ever
shared your password”, questions should be asked in a non-biased way “how likely is it a

coworker has shared their password”. (SANS Institute 2021.)

In terms of answer options and scales, SANS Institute (2021) recommends using the
Likert Scale, which was developed by an American social scientist Rensis Likert. The
Likert Scale is seen as one of the most reliable ways to measure opinions, perceptions,
and behaviors. It does not include yes, no, or open-ended questions, but provides a range
of responses. Likert is a psychometric scale that allows respondents more freedom in their
answers as it provides multiple options from expressing agreement and disagreement to
neutrality. These scales are often used in psychology and sociology as answers are easy

to quantify once data has been collected. (SANS Institute 2021.)

The Likert Scale uses a set of predefined options, which can be numeric or verbal, and
are always used to answer closed-ended questions. The most commonly used number of
alternative answers ranges from four to seven. For example, a question can be designed
to understand how important something is to respondents. The first alternative would be
“very unimportant” and the last alternative “very important”. Additional options in between
would be, for example, unimportant, somewhat unimportant, somewhat important, and
important. (SANS Institute 2021.)

2.4.5 Statistical Data and Analysis

According to Freund and Jones (2014), the only role of metrics is to inform decisions, thus
meaning that metrics that are not being used for decision-making provide no added value
and are therefore considered unnecessary. Freund & Jones recommend using the Goal,
Question, Metric (GQM) method in developing metrics. Decision-making is derived from
goals, which the organization is trying to achieve. Therefore, each metric should be

created by first considering what the goal is for the organization, what question the metric
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is answering, and then defining the actual measurement. For example, goal: Reduce the
number of employees incorrectly classifying information, question: How much information

is classified incorrectly?, metric: Volume of incorrectly classified information.

Metrics are also an important tool in making comparisons, for example, comparing the
current station with the desired situation. They can also be used to prioritize activities,
create mitigating actions, and evaluate the effectiveness of past decision-making and the
actions that were taken. Regardless of what they are used for, it is good to evaluate the
metrics regularly and consider whether the data is correct and serves its purpose. (Freund
& Jones 2014.)

ENISA (2021) recommends using quantitative methods to measure security culture but
highlights a few challenges with using security-related statistical data, such as it is often
difficult to interpret. For example, the number of tickets related to security rose towards IT.
An increase in tickets raised can be seen as employees not acting according to company
rules, which refers to poorer employee behavior, or vice versa; increased security
awareness among employees and thus users detecting and reporting more incidents.
Another metric that is often used is the number of employees trained or completing
specific training. This, however, does not mean that employees have learned or changed
their behavior, especially if the training can be completed online and simply clicked

through without absorbing knowledge.

SANS Institute (2021) also recommends using metrics but suggests keeping them simple.
This means only focusing on metrics that provide value to an organization. When
measuring culture, both quantitative and qualitative methods should be used to provide a
clear and comprehensive overview. SANS Institute also highlights that because
measuring security culture involves measuring humans, multiple ways to capture impact
need to be used. Ultimately, the key is using the measurement options that work best for

each organization, since one method does not work for all.

ISF (2020) provides example statistics that can be used, such as:

e Percentage of completed training

e Training exam pass/fail rate

e Training evaluation scores

¢ Number of employees that bypass security controls

e Average time to perform good behavior (e.g. reporting phishing)

e Number of security champions

¢ Number of employee interactions with security champions

¢ Number of employees using security controls (e.g. wearing ID badges, lockable
storage)

e Number of incidents reported

o Number of employees that ignore password rules
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Freund & Jones (2014) suggest the following examples:

e Percentage of personnel who have had generic security awareness training

e Percentage of personnel in specific roles who have received awareness training
pertaining to their specific responsibilities

¢ Number of personnel who were rewarded or commended for their security
decisions and actions

¢ Number of personnel who were reprimanded or fired for their security decisions or
actions

SANS Institute (2021) recommends considering which behaviors are important to an
organization and then creating the applicable measurement methods to measure them. In
general, SANS Institute suggests measuring what employees think and what they know,
but also what they do, for example, measuring:

Number of security bugs in code

Percentage of people failing phishing simulations
Number of lost devices

Number of data access violations

One of the most often used and debated metrics in security awareness are the results of
phishing simulations. There are two metrics organizations tend to focus on: how many
employees clicked a link (click rate) and how many reported the email as phishing. There
is much debate about what constitutes a good result from a phishing simulation, and
whether this is the click rate. This, however, depends on the simulation: how difficult it
was, was it highly targeted or generic? The challenge is in comparing simulations and

their results with each other.

An option is to classify the simulations in terms of difficulty and try to compare the same-
level simulations against each other. As the time of day and day of the week can affect the
results it would be optimal to ensure the emails are sent out on the same day of the week
and at the same time to ensure the best comparability. In addition, organizations can look
at creating tier groups, such as sending specific simulations to specific employees based
on their roles or how long they have been in the company. Whichever statistic an
organization chooses, it is important to understand that when evaluating culture, the value
a metric provides is not from a single moment, but the trend that can be seen over time.
(SANS Institute 2021.)
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2.4.6 Measurement Examples

Based on research and academic principles, Carpenter & Roer (2022) claim that the best
way to measure security culture is by sending a survey to all employees. The Security
Culture Survey is a survey created by Roer for a security company called KnowBe4,
which offers services, such as measuring an organization’s security culture and
benchmarking results against other organizations. The survey includes 31 questions and
measures security culture across the seven dimensions of the Security Culture
Framework (Roer 2015, chapter 7). Each of the seven dimensions has three to six
questions. The survey questions are unfortunately not publicly accessible; however, Roer
has published an outline of each dimension and suggestions around questions. This list

can be found in Appendix 3.

Da Veiga & Eloff (2010) created what they refer to as an Information Security Culture
Framework, which was designed to assess whether an organization’s security culture
improves the protection and security of its information assets. The survey is divided into
seven categories: leadership and governance, security management and operations,
security policies, security program management, user security management, technology
protection and operations, and change. The survey includes questions (statements) for all
seven dimensions, resulting in a total of 85 statements and using a five-point Likert scale

(Strongly disagree to strongly agree). Questions include, for example:

e Q1.1 believe it is necessary to protect information to achieve the business strategy
of [company]

e Q2. | believe [company] pays adequate attention to an information security
strategy to protect information

e Q3. Information security controls are adequately deployed in [company) to protect
information (Da Veida & Eloff 2010)

According to Sas, Hardyns, van Nunen, Reniers and Ponnet (2021), a unified and
validated tool that can be applied across sectors and organizations does not exist, nor
does an underlying agreement on the components or constructs that comprise a security
culture. Thus, it is not surprising that a limited amount of research has been conducted on
the topic, and only a few have resulted in actual measuring tools. Sas et al (2021)
reviewed 16 tools that were created to measure security culture and analyzed six of them
in detail. The research concluded that a standardized tool to measure security culture

should be created.

Of the six tools analyzed by Sas et al (2021), only four focused on measuring information

security culture. The two remaining ones measured physical security culture. Four of the
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models measured security culture and provided improvement suggestions, while two
focused solely on measuring culture. All six tools used questionnaires for measurement, in
addition, two of the tools also used interviews, document analysis, and observations as
additional measurement methods. This was seen as a strength, especially combining
qualitative methods to gather a more comprehensive picture and views. All six methods
measured employee behavior, and half also technological aspects. A complete

comparison of the six tools can be found in Appendix 4.

Schlienger & Teufel (2003) created a questionnaire that was designed to measure the
security perceptions and attitudes of employees. Each question is designed to have three
parts that measure a) individual attitudes, b) perceptions of the company’s attitudes, and
c) the best solution. The questionnaire includes a total of 10 questions, and five questions
on demographics and the questionnaire itself. In addition to sending out the questionnaire
to employees, Schlienger & Teufel conducted unstructured interviews with security
employees. The questionnaire was created and tested on a global company. The answer
options in the questionnaire were based on a three-point Likert scale (True, False and |

don’t know), and example questions included:

e Q1. The computer and electronic communications systems should be used for
Orange’s [company] business activities only
a) Personally | think this is
b) Orange [company] regards this as
c) If I were responsible, | would regard this as
e Q2. Every employee should be trained in the information security controls he/she
is supposed to use in his/her work.
a) Personally | think this is
b) Orange [company] regards this as
c) If I were responsible, | would regard this as

Martins and Eloff (2002) developed a questionnaire to measure information security
culture on three different levels: individual, group, and organizational. Their questionnaire
includes 45 statements that address nine specific areas: policies and procedures, risk
analysis, benchmarking, budget, management, trust, awareness, ethical conduct, and
change. The answer options were based on a five-point Likert scale (strongly disagree —
strongly agree and the questionnaire was designed and conducted on an IT consultancy

company. Example questions include for example:

e Q1.1 know what the term information security implies.
e Q2. | think it is important to implement information security in the organization.
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Alnatheer et al (2012) have created a questionnaire with 19 statements that are divided
into the following categories: Top management involvement in information security,
information security policy enforcement, information security training, information security
awareness, and information security ownership. The answer options were on a five-point
Likert scale (strongly disagree — strongly agree). The study was conducted in Saudi

Arabia on multiple companies. Example questions include:

e Q1. Senior management gives strong and consistent support to the security
program
e Q2. Information security policy is communicated well

AlHogail & Mirza (2015) propose using the information security culture framework created
by AlHogail (2015), which uses a questionnaire to assess information security culture. The
questionnaire assesses employees' knowledge, behavior, perceptions, and beliefs, and is
divided into five topics: strategy, technology, organization, people, and environment.
Depending on the question, the answer options are either on a two- or five-point Likert
scale. The study was conducted at three organizations in Saudi Arabia. The questionnaire

includes questions, such as:

e Q1. | have received training on using information security hardware and software
e Q2. Information security strategy element clearly state what is expected from me

In their research, Sas et al (2021) conclude that organizations should use a multi-method
approach to measure security culture by using both a questionnaire and conducting
interviews. They also recommend that employees across an organization and from all
levels should be included in the surveys and interviews to get a comprehensive view of
opinions. The questions used should address both internal and external threats and focus
on the most experienced threats. Ultimately, the results of the survey should highlight the
strengths and weaknesses of an organization’s security culture, thereby indicating
recommendations on future focus areas, and finally, the measurements should be carried

out regularly.
2.4.7 Critical Review of Previous Research

Hayden’s (2015) Competing Security Cultures Framework was created based on the
Competing Values Framework by Quinn & Rohrnaugh (1983), with the difference that it is
specially adapted to the security area. Quinn & Rohrnaugh’s model was created to

measure organizational culture and, in particular, the opposing priorities and values that
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affect employees’ decisions and actions. According to Hayden, his model allows an
organization to understand how security is seen and practiced by its employees, and
identifies competitive principles and values that can pose risk to the organization’s
security goals and objectives. The main idea was to measure and analyze specific traits

that either increased or hindered information security performance.

The challenge with Hayden’s model is how it portrays the relationship between tight and
loose control. This axis represents the level of control an organization has over its security
and suggests that organizations with a trust or autonomy culture have loose control over
their security. This indicates that organizations that value communication, participation,
and commitment, and where employees are empowered, have loose control of their
security. In addition, this applies to organizations with autonomy culture where flexibility,
innovation, and performance are valued. One could argue that in organizations that have
open communication, employees are included and empowered have strong cultures due
to a common sense of belonging and coexistence. This togetherness would most likely
portray the contrary and a common will to do the right thing and act securely. According to
Hayden, control also refers to the extent to which organizations restrict employees’
behavior. Research, however, shows that while rules and laws are implemented, it does
not necessarily mean that people will obey. In an organization that promotes security
openly and by explaining the reasoning is much more successful than when rules and

policies are dictated.

In addition, the value that the Competing Values Framework provides can be argued. The
model is very limited as it describes only four main types of security cultures, and at a very
high level. Based on the survey they have designed, they can place an organization on
the axis, but this does not provide enough information on an organization’s security
culture, nor does it measure it sufficiently. For an organization that wants to understand its
security culture, this model simply does not provide enough value-adding information to

take concrete actions or to draw conclusions about employees’ true behaviors.

The seven dimensions of security culture, created by Carpenter and Roer (2022), are
extensive and capture employees’ behaviors from multiple perspectives. Roer’s Security
Culture Framework (2015) focuses on the human aspect of security and runs in a
continuous cycle, in which a full circle should demonstrate change and the improvements
to security culture. The model is simple, yet includes relevant steps, and focuses on
continuously improving the culture over a longer period. The framework is adaptable,
however, both models by Carpenter & Roer and Roer do not provide any measurements

or metrics. Therefore, they can be difficult to utilize or expensive to acquire.
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Orehek & Petri¢ (2021) claim that security culture should be measured with employee
surveys and validated with evidence, such as data. The answers employees provide
should correlate with available data. ISF (2024) suggests the same, however, they also
suggest tracking how much training is provided or how often awareness activities are
held. The challenge is that it does not matter how many training sessions employees need
to take, if they do not commit to changing their behavior. Hence, while an organization can
host numerous security-related training courses a year, it does not mean that employees
have paid attention or learned anything of value. Thus, the number of activities or trainings

courses attended should not be used to measure security culture.

According to Carpenter & Roer (2022), security culture should be measured from a group
perspective, not from an individual viewpoint. While it is understandable to assume that
employees’ observations can be seen as a good measurement, the challenge is that

situations vary and interpretations can affect the results.

The Information Security Culture Framework (ISCF), created by Veiga and Eloff (2010),
focuses on measuring information security culture. The questionnaire includes 45
questions and is answered on a five-point Likert scale. The questions seem difficult for
employees to answer, as they are vague or require a high degree of understanding of the
organization’s strategy and governance model, which most regular employees would not
have. Questions include, such as: The information security controls implemented by ABC
support the business strategy, or | understand how information security is managed in

ABC to protect information.

Numerous sources, such as Freund & Jones (2014), SANS Institute (2021), ENISA
(2021), and ISF (2020), recommend using metrics to measure security culture. ENISA
highlights the challenges with metrics, such as the difficulty interpreting them and their
reliability. Many of the suggested metrics can be questioned, for example, the percentage
of completed training and phishing simulations. As mentioned before, employees can
complete security training without changing their behavior. In addition, there is much
controversy around using phishing simulations are metrics. Should they be used, they at

least need to be used in a way that enables the results to be comparable over time.

Of the measurement tools analyzed by Sas et al (2021), the questionnaire created by
Schlienger & Teufel (2003) includes ten questions that measure the persons’ individual
opinion, their perception of the company’s attitude, and their opinion if they were in
charge. Since the questions were created in 2003, they use terms that are no longer used,
but the length and way the questions have been created seem to add value, and therefore

this questionnaire could be used as a basis to create a similar survey.
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Martins & Eloff’'s (2002) questionnaire is more extensive than Schlienger & Teufel’s
(2003), however, it focuses on areas of less importance when measuring security culture,
such as budget. Questions, such as: | know what the term information security implies,
and | think it is important to implement information security in the organization, focus
either on knowledge or opinion, not behavior. The questionnaires created by Alnatheer et
al (2012) and AlHogail & Mirza (2015) have good elements, but they too fall short with

questions that are difficult for regular employees to answer.
2.5 Summary

This chapter has included a literature review of key research, definitions, models, and
frameworks around information and cybersecurity, security awareness, culture, and

security culture. The following summarizes the most important areas.

The past few decades have seen a surge in the development and implementation of
digital solutions. While this has enabled industries around the world to advance and take
big leaps in productivity, it has also opened the door to new risks. As the world becomes
more digitally connected, new emerging risks arise that are increasingly being exploited
by cybercriminals. New technology, such as artificial intelligence, brings unimaginable
opportunities, but also unprecedented risks that cybercriminals are all too eager to exploit.
Artificial intelligence is not used only for good, as it has become a significant tool for
criminals, enabling them to develop more advanced attacks and exploit vulnerabilities,
and at a high cost for organizations, when the average cost of a data breach is 4.88
million US dollars. It is therefore no wonder that information and cybersecurity have
become a top risk for organizations around the world. (World Economic Forum 2025; Rizal
& Setiawan 2023.)

Information security is the act of protecting information in all formats, whereas
cybersecurity is the digital protection of data, systems, and assets. Access to information
and digital systems, and assets is highly desired by cybercriminals because it is their
bread and butter. Cybercriminals try to steal information that they can use and sell and
turn it into cash. In its simplicity, cybercrime is pure business, and information is the
commodity. Organizations are trying their best to defend against these attacks by
adapting the latest protective technology. This has forced cybercriminals to find new ways
of penetrating organizations, particularly by utilizing employees to gain access. This can

be done in multiple ways, for example, social engineering. (Death 2023, chapter 1.)

In 2024, cybercrime increased both in frequency and sophistication. 72% of organizations
reported an increase in cyber risks, and 42% reported an increase in phishing and social

engineering attacks. These attacks are specifically targeting employees and relying on
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them to make mistakes, opening the door for attackers to gain access to systems and
data. This is why it is increasingly critical to ensure that an organization has a collective
mindset to defend against threats where employees are knowledgeable and willing to take
action. To achieve this, organizations need to ensure they foster a sound security culture,
where employees are motivated to think and behave securely. (World Economic Forum
2025.)

People are often referred to as the weakest link in security, which can be argued to be
true, as statistically, most security incidents have a human component. It is, however,
important to understand that while employees can make mistakes, they can also be used
as an extra layer of defense when they know how to behave. Implementing an
organization-wide security awareness program trains employees to understand and
identify relevant security threats and risks, and equips them with the knowledge to prevent
attacks and breaches (Hayden 2015, chapter 5; Gardner & Thomas 2014, chapter 1.)

Organizations that have a security awareness program are often compliance-driven, as
many industries have a regulatory requirement to run annual security training. But
compliance does not equal a secure organization, it can result in considerable gaps and a
lack of behavior change among employees. Organizations can also choose to focus on a
program that focuses on information sharing, but knowing about security instructions does
not necessarily mean an employee changes their behavior. Focusing on behavior change
alone can influence how employees act but concentrating on an awareness program
dedicated to security culture shaping goes beyond the actions employees take and works
to change an organization’s culture: its values, beliefs, and attitudes toward security.
(Carpenter 2019, chapter 2.)

Organizations with the most mature security awareness programs focus on not just
building a solid security culture but also applying strategic metrics to measure change.
Successful security awareness programs inspire employees to demonstrate specific
beliefs and behaviors, which are derived from a desire to change and do something
meaningful. Measuring the effectiveness of a security awareness program often focuses
on the same as measuring security culture: employees' behaviors, attitudes, and
knowledge. (SANS Institute 2024; Carpenter 2019, chapter 2; Chaudhary et al 2022.)

An organization's culture is learned by interacting with others and through sharing ideas,
values, and behavior. As an organization grows, these beliefs, values, and behavioral
norms become basic assumptions and will translate into unconscious actions. All
organizations have their own culture, which develops with time and becomes a way to

function that is commonly understood and acted upon. Culture has a key role in an
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organization, and based on research, organizations with a common culture perform better
and even outperform others. (Ferraro & Briody 2023, chapter 1; Schein & Schein 2016,
chapter 2; Denison et al 2012, chapter 2.)

Studies confirm that employees bypass organizations' security processes and policies,
which is a clear sign that employees are willing to expose their organizations to
vulnerabilities and potential attacks. While this is done intentionally, for example, to
complete a task in less time, employees are most likely simply not aware of the danger
they are inflicting or the potential repercussions. This is a result of employees not
understanding what they should do, and more so, why they should do so. Ensuring an
organization has a strong security culture will result in a reduction of human vulnerabilities

as employees are motivated to think and act differently. (Fujitsu 2020.)

Various frameworks and methods that define security culture have been created, and they
enable organizations to conclude on their cultural characteristics. In addition, Carpenter
and Roer (2022) define seven dimensions of security culture that have been created to
help organizations understand security culture and how to influence and develop it. To
understand one's culture, an organization should measure the existing culture. Next, they
should define concrete goals for the future culture and measure them regularly. Metrics to
measure security culture should be repeatable and relevant for the next five to ten years.
In this way, the results can be compared throughout the years, which should show a

change in the culture.

By measuring security culture, an organization can learn about employee behavior, their
opinions towards security, and their level of knowledge. Research can be done by utilizing
both quantitative and qualitative methods, and using both enables organizations to
measure the link between culture and action. Quantitative data provides concrete data by
numbers, whereas qualitative data provides insights into what has happened or tends to
happen. A common measurement method used by all does not exist, hence, it is
recommended to use various methods, such as surveys, interviews, and data. As all
organizations are different, it is recommended to adjust metrics based on the organization
in question. The main measurement method recommended in literature and academic

research is an employee survey. (Hayden 2015, chapter 5; ISF 2024.)
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3 Methodology

The previous chapter provided an overview of previous research, definitions, models, and
frameworks related to this thesis. In this chapter, the focus will be on how this research
was designed, how data were collected and analyzed, and how reliability and validity were

considered.
3.1 Research Design

The purpose of this research was to investigate how an organization-specific framework to
measure security culture could be designed and validated for Organization X. This
required both understanding the organization in question, their needs and desires for this
research, as well as studying relevant academic and business literature on the topic and

interviewing experts that could provide additional input and recommendations.

This thesis was conducted as action research. The approach was selected to research a
topic in-depth while creating a solution to change it. The study subject was seen as a

challenge at Organization X, and a solution was needed to address it.

During this research, the researcher took an active part in overseeing as well as
participating in group work and interviews. By managing the project and actively
participating, the researcher gained extensive knowledge of the research topic and how
the research question could be solved. By taking an active role, the researcher was able
to suggest improvements and assess and adjust the changes throughout the research

cycles.

In this research, the researcher took part in each stage and ensured timely progress. A
significant amount of time was allocated to gathering information and reviewing related
literature to understand the available options. In addition, numerous iterations were

conducted along the way, which included multiple workshops and brainstorming sessions.

Action research is a method used to create a deeper understanding of a situation or the
practical consequences to improve a situation. According to Seale, Gobo, Gubrium and
Silverman (2004, 478-489), the process of action research is highly important and
involves working with people as a part of the research. Action research includes both
gaining understanding of theories, but also knowledge from encounters with other people
and by doing things in practice. This also includes co-operative inquiry, in which research
is done collectively within a group that generate ideas and draws conclusions from

experience. Research is done in collaboration with people, not on people.
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Action research was chosen as the approach for this thesis to conduct in-depth research
on the topic of measuring security culture and to simultaneously create new ways of
measuring security culture at Organization X. This was done by working alongside a team
of security awareness experts and conducting research during three individual cycles,

where measurements and metrics were designed specifically for Organization X.

The work involved qualitative research methods, as the purpose was to acquire
information to understand the phenomenon of measuring security culture. Methods used
included conducting interviews, workshops, and brainstorming. Interviews are often used
to gather information in development work and serve as a good tool to suggest ideas or
input. Interviews serve as a tool to create clarity on a certain topic or provide knowledge.
Interviews were conducted as open-ended interviews, where high-level questions had
been created in advance, but their order and wording were decided upon during the
interview. New questions were also created during the interviews, based on the
discussions and input provided. The interviews were informal by nature and included
discussing a certain theme or challenge, and both parties took part in the discussion.
(Moilanen, Ojasalo & Ritalahti 2022, chapter 4.)

Collaborative methods were also used to generate ideas to create measurement tools and
metrics to measure security culture at Organization X. Collaborative methods are often
used in research, where the intention is to develop new ideas or solutions. This requires
ensuring an open and positive atmosphere, where each participant’s input is welcomed.
Collaborative methods include creative problem solving, which is a process that includes
being aware of a problem or a chance for improvement. It includes generating, evaluating,

choosing, and implementing ideas. (Moilanen, Ojasalo & Ritalahti 2022, chapter 4.)

In this research, creative problem solving was conducted during workshops and
brainstorming sessions, where the main questions revolved around “how” measurements
and metrics could be created. Three longer workshops and ad hoc brainstorming sessions
were held to address questions and to come up with or test ideas to move forward with

the research.

Research was divided into three parts, which included conducting a current state analysis,

reviewing existing, models and action research.
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Figure 12. Overview of the empirical part of this research.
3.2 Population and Sample

During the research, four main interviews were conducted. This included three employees

from the commissioning organization and one external expert.

The first interview was with a senior manager at Organization X, who was previously
responsible for security awareness activities. In addition to previous experience in security
awareness, he has also worked in the information security area for more than 20 years
and thus has extensive experience in the area. He was also the responsible contact

person at Organization X for this thesis.

The senior manager’s interview was conducted during the first action research cycle and
as part of the planning phase. He provided his views and ideas on what the
commissioning organization was interested in gaining from this research and helped

define the scope and research questions for this thesis.

The second interview was also held during the first cycle of action research with a world
industry leading security awareness expert who teaches courses on security culture and
security awareness. He was chosen due to his vast experience in the area and due to his
continuous work and research with organizations around the world. He provided
knowledge and examples on measurement options and input based on previous

experience with other organizations.

The third interview was held after the project team had created the first draft of the
security culture survey for Organization X. This was shared with a colleague who was
simultaneously working on a survey to measure the risk culture of the commissioning
organization. The draft created by the project team was shared with the colleague, who

also shared his survey, and the methods and questions were discussed.

During the three action research cycles, multiple meetings were held with key
stakeholders, and a final meeting was held with the Chief Security Officer, who had the
chance to ask questions and provide input to the final measurement tools and metrics,

which he approved in the meeting.
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3.3 Data Collection

A mix of methods and methodologies can be used to conduct research, for example,
gathering quantitative and/or qualitative data. Quantitative research is objective and
empirical and seeks to answer “what” and “do/does”, whereas qualitative research is
subjective and inductive. Qualitative research seeks to understand, examine, and

discover, and to answer “why”, “how”, and “what”. (Ayton et al 2023.)

Qualitative research is often used when a researcher knows little about the phenomenon
or concept that is being investigated or when they are unable to clearly define the scope.
To qualify means to assign a quality or to describe something. Thus, qualitative research
is used to understand a phenomenon from the viewpoints of the people experiencing it.
Qualitative research uses methods such as interviews, focus groups, and observations,
which seek to gain insight into how people perceive situations, which are often reflected

by their motivations and feelings. (Ayton et al 2023.)

This research used the following qualitative methods: Interviews, workshops, and
brainstorming sessions. Interviews were conducted with experts, colleagues, and
stakeholders throughout the research, who provided important expertise, knowledge, and
support. The other methods used were conducting work in multiple workshops and during

brainstorming sessions.

To create an organization-specific framework for measuring security culture, an extensive
literature review was conducted to understand what measurements had been studied and
created. This included analyzing academic research and literature to understand what
frameworks already existed and whether they could be applied to Organization X. In
addition to the literature review, interviews were conducted with employees from
Organization X, peers, and industry experts, including experts in Security Awareness and

measuring culture.
3.4 Data Analysis

The recommended way of analyzing qualitative data is to do it along with data collection.
This ensures that the researcher is aware of the amount of data collected and the content,
which should help limit the number of people who are interviewed, as topics and

information gathered become repetitive. (Merriam and Tisdell 2016.)

Data analysis refers to the process of understanding and interpreting data. This can be
done in multiple ways, such as coding, in which the researcher analyses a transcript and

highlights the information that is relevant to answering the research question. Once data
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has been assigned a code, it can be categorized by grouping the comments and notes
that correspond. (Merriam & Tisdell 2016.)

The interviews and discussions during workshops and brainstorming sessions during this
research were accounts of employees’ experiences, opinions, and ideas. These were all
documented in transcripts and notes, which were organized to ensure data could be easily
retrieved. As this research was conducted for a specific organization, the data was treated
as a case study, where all information is gathered in one resource package. The data was
organized in chronological order and based on the three action research cycles. The data
gathered and the steps taken during the research are presented and described in Chapter
4.

3.5 Reliability and Validity

One of the most important actions for a researcher is to ensure a study is reliable and
valid. This includes ensuring that the measurements assess what it is designed to
measure and thereby confirm that the method will provide reliable and valid results
throughout time. Validity refers to whether a data collection method measures precisely
what it is designed to measure, and reliability refers to whether a data collection method

and analysis can produce consistent findings. (Saunders 2017.)

In this research, it was important to first carefully review academic and business literature
to understand the topic and only then move to measure the research topic.
Metsamuuronen (2005) highlights the importance of ensuring the conducted literature
review is done using reliable sources, which are, for example, academic journals and their
references. Academic journals are peer reviewed and go through a rigorous analysis
before being approved, which ensures a higher level of validity and reliability. Academic
and business literature includes basic theories that can be applied and used in research,

but in particular, business literature should be reviewed critically.

To ensure the quality of this thesis, a comprehensive examination of available literature
was done, and sources were chosen based on their quality. However, the availability of
reliable literature on the topic was a concern since finding academic books and articles on
measuring security culture was somewhat challenging. To ensure the use of reliable
resources the following actions were taken: the list of references was reviewed and
checked, the number of times articles had been cited was reviewed, and the qualifications
of the authors were analyzed. When reviewing existing academic articles, the reliability
and validity of the research were outlined and checked, and the articles often used and

referred to the same references, which helped with the analysis.
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The terms “reliability” and “validity” were originally used in traditional quantitative research.
Therefore, according to Costello (2003), it has been debated whether they are applicable
in the context of qualitative and action research. For qualitative research to be valid, it
must be accurate, correct, or true, which can be challenging to verify with certainty.
Therefore, Costello suggests focusing on the credibility and trustworthiness of the
research. A solution is, for example, an audit trail that provides evidence of the researcher
being careful and systematic, using multiple sources to collect data, and continuously

testing assumptions. (Costello 2003.)

This thesis used interviews, workshops, and brainstorming sessions to collect data.
Utilizing three action research cycles ensured that data could be collected multiple times,

for example, conducting interviews and workshops during all three cycles.

Since the topic of the research was to find a way to measure security culture at
Organization X, the research was closely executed with the help of people working at
Organization X. This included interviews with carefully chosen employees that could
provide suggestions, ideas and input to the work, while understanding the organization
and its nature. In this research, it was important that the organization, its structure, and
ways of working was understood by the interviewees. In addition, an interview was
conducted with one of the leading experts in security culture to validate the findings from

the literature review and provide additional suggestions.

To ensure the data was captured correctly, detailed notes were taken during each
interview as well as during the workshops and brainstorming sessions. This ensured that

the data was documented and could be referred to at a later stage.

Costello (2003) also highlights that action research is predominantly qualitative and thus
sensitive to the researcher’s bias. This is often the case due to the researcher engaging in
the study. Costello therefore suggests that results should not be generalized, validity
should be addressed by questioning whether the findings are truly about what they appear
to be and whether they measure or describe what they are designed for, and reliability

whether a another study would yield the same results.

The threat of researcher bias was acknowledged and considered throughout the research,
and obijectivity was a priority. The challenge with qualitative data is that it is difficult to
replicate. In this research, data was collected in interviews, workshops, and brainstorming
sessions, which by nature contain variables that cannot be replicated as they are unique
events and based on personal knowledge, views, or opinions. For this reason, interviews
and workshops were carefully planned, and interviews, workshops, and brainstorming

sessions were documented and archived.

59



Because this research was organization-specific, the data collection methods used could
be utilized by another company, but the results would not be due to the specificity of the

study subject.
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4 Results

The previous chapter explained the methodology used to conduct this research, what data
was collected, how it was collected, and analyzed. This chapter will focus on explaining
the results of the research by explaining how the research was conducted and how action
research was applied as the research method. In this chapter, the theory of action
research is first introduced, and the research results are outlined and explained through

the applied action research process and its three cycles.
4.1 Action research

Action research is a form where research is done most often on the researcher themself
or, for example, a group or organization, and concerning their own work or the context or
situation they are in. Action research is self-reflective and used to improve and understand
practices and the circumstances these practices are carried out. It can also be described

as gathering information to create change. (Carr & Kemmis 1986, 162.)

The different stages in qualitative research are planning, data collection, and analysis.

Action research, however, includes an additional action stage, where an analysis of the
results will be provided or a solution to the research question will be offered. (Kananen
2011, 149.)

Action research aims at increasing understanding of a study subject, for example, a
particular problem or phenomenon, and to create change. Thus, action research aims to
understand context and to improve it through either change or action. Action research is
practical, focused on solving problems and finding solutions to change them, and often
undergoes stages. These stages seek to understand the problem, plan a solution,
implement a solution, and reflect and evaluate the solution. These stages are carried out

cyclically and iteratively. (McNiff 2013.)

“Action” refers to what the researcher does, while “research” how the researcher learns
about what they do. Action research is used to analyze what is being done and requires
self-observation, critical analysis, and reflection. It is most often researcher-driven, where
a problem or problems are identified with the aim of understanding and improving them,
and the researcher takes an active part and frequently participates in the activities they
are studying. (McNiff 2013.)

Action research includes various steps that are performed in sequence. Once all steps
have been performed, the cycle is begun again and the work is adjusted based on

learnings from the previous cycle. An action research project has multiple cycles, each
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dependent upon the results and reflections of the previous cycle. Literature describes

various variations of these steps. (McNiff 2013.)

According to Mertler (2013), action research begins by identifying a problem, after which it
continues to follow a cycle that includes four steps: plan, act, observe, and reflect. As in
many cases, proper planning is key to success. This also applies to action research,
where once the research topic has been defined, the next step is to develop an action
plan. This plan should guide the research process by identifying and limiting the topic,
gathering information, reviewing related literature, and developing a research plan. These
activities are done before beginning to implement the project. Stage two (act) includes
implementing the plan and collecting data, as well as analyzing the data. In stage three
(observe), the researcher can revise, change, or make improvements as well as develop
future actions, also known as an action plan. In the final stage of the process (reflect), the
results of the research are summarized, and a plan for sharing the results is created. In

addition, the researcher reflects on the research process.

Action Research

V
, Planning Acting ::: Developing I::> Reflecting
A |:|' >
Stage ‘ Stage Stage Stage

A

L4

# |dentifying and
limiting the topic
« Gathering

information
» Reviewing related
literature
* Developing a « Collecting data
research plan * Analyzing data
A
» Developing an %
action plan
+ Sharing and
communicating
results

+ Reflecting on the
process

Figure 13. The step-by-step process of action research (Mertler 2013)

According to Willis and Edwards (2014, 12-13), action research includes seven iterative
steps, which form a circle. An action research circle can have multiple cycles, each
running independently and drawing from the learnings from the previous cycle. In the first
of the seven steps (identify a general or initial idea), an idea or plan is created. In the
second step (reconnaissance), the idea or plan is studied, followed by the third step (plan

and implement), where an action plan is created and implemented. In the fourth step
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(evaluate), the results of the action plan are assessed, which leads to the fifth step (revise
action plan), where the action plan is revised based on results. In the final step (begin

recursive action research cycle again), a new cycle is begun based on lessons learned.

Identify a general
orinitialidea

Plan and
Implement

Begin Recursive
AR Cycle Again

Revise Action
Plan

Figure 14. Action research model (adapted from Willis & Edwards 2014, 13)

Moilanen, Ojasalo & Ritalahti (2022, chapter 3.) present a similar, but more simplified
overview of the various stages in action research: plan, act, observe, and evaluate. These
four steps are carried out as a cycle that is repeated. Moilanen et al explain that the goal
of the research is first defined, and the objectives are thereafter set accordingly. This is
followed by a literature review to investigate whether the topic to be researched has
previously occurred or been studied. Once the researcher has familiarized themselves
with the topic, a project plan that outlines the target for development and its goals is
created. The concrete work begins by studying and experimenting with ways to reach the
research goals. Once this has been done, the results are analyzed, and the plan is
adjusted (goals, schedule, and experiments). The action research project continues by

using each step (plan, act, observe, and act) in cycles.

Evaluate

e . N
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Figure 15. The four stages of action research (adapted from Moilanen et al 2022, chapter
3)

As action research is not a linear process, but cyclical by nature, multiple rounds can be
done. This means that action research has a clear starting point, but it does not have a
specifically identified ending point. This is due to the nature of creating change. (Mertler
2013.)

In this thesis, action research was conducted based on the model created by Moilanen et
al (2022) and by utilizing the model’s four stages (plan, act, observe, and evaluate). The

research had a total of three cycles, during which each one included the four stages.
4.2 Current State Analysis

Organizations with a security awareness program should continuously evaluate their
program’s effectiveness with defined metrics. These metrics should provide senior
management with insight into how security impacts the organization's business and what
actions should be taken to further enhance it. A key component of the security awareness
program is the organization's security culture: the beliefs, attitudes, and behaviors of all
employees, as this is the backbone of how employees behave and adhere to security

policies and procedures. (SANS Institute 2021.)

Organization X has a well-established security awareness program, which includes
various training programs addressing different target audiences, a multitude of awareness
activities, and regular phishing simulations. The activities are developed and executed by
a dedicated Security Awareness team with defined goals: to create awareness about
security instructions and procedures, to reduce human risk by changing employee

behavior, and to achieve regulatory compliance.

In 2023, the Security Awareness team evaluated themselves against the SANS Institute
Security Awareness Maturity Model and, based on measurements outlined in the model,
concluded that they were moving from the second to last phase (Long-term Sustainment
and Culture Change) to the last phase (Metrics Framework). Based on data and feedback
from employees and senior management, the team had already succeeded in changing
employee behavior for the better, however, they wanted to measure the organization’s

security culture and to quantify how good the culture was (or potentially was not).

Measuring the security culture would allow the team to: 1. set a baseline for the existing
culture, 2. evaluate the security culture on an annual and monthly basis, and to see if they
had succeeded in changing employees’ security-related attitudes and behaviors, and 3.

pinpoint possible improvement areas.
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The SANS Institute Security Awareness Maturity Model’s final stage requires
organizations to have a thorough metrics framework that can demonstrate the value it
brings to the organization (SANS Institute 2021). To move forward in the SANS Institute
Security Awareness Maturity Model, the Security Awareness team at Organization X

decided to begin measuring security culture.
4.21 Used Metrics

A key part of the security awareness program at Organization X was their training plan,
which included multiple annual mandatory courses for existing and new employees. In
addition, the organization had implemented short security training sessions that were sent
to all employees every three weeks, but completion was set as voluntary. The Security
Awareness team used completion rates as a metric for all training. For mandatory training,
this measured compliance, and for voluntary training, it provided insight into how

important security was seen and prioritized.

In addition to training, the Security Awareness team conducted monthly phishing
simulations that targeted the entire organization. The results were a key metric used to
evaluate how easily employees could fall for phishing attacks and to measure how well
the organization was learning from previous simulations, thereby changing their behavior.
The results were shown based on business area, where lower-performing organizations

were contacted to take action to correct employee behavior.

Throughout the year, the Security Awareness team ran awareness activities, such as
campaigns, events, newsletters, polls, articles, etc. Feedback, as well as the number of
attendees and readers, were used as metrics to see to what extent employees had been

exposed to security awareness activities and how they rated the activities.
4.2.2 Used Methods

The security culture at Organization X had never been evaluated previously. The Risk
organization ran a one-off Risk Culture survey to selected employees, however, it did not
focus on specific areas, such as security. The survey was designed to measure risk and
control, for example, how well employees utilized and complied with the internal

instructions on risk management.

User feedback on provided training and online sessions was gathered by sending out
short questionnaires asking to rate the training/session and recommend improvements. All
other statistics were gathered directly from systems, such as click rates in simulations,
training completion numbers, number of readers for newsletters and articles, and

attendees to arranged sessions. In addition, the team was able to access statistics on
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reported incidents, such as the number of lost or stolen devices or other acts that
constituted breaching internal rules. However, these statistics were only utilized to see if

they showed areas that would benefit from raised awareness or training activities.
4.3 Planning for Measuring Security Culture

It was evident for the Security Awareness team that to develop further and achieve their
goal of creating sustainable behavior change, they needed to get a clear understanding of
the Organization’s existing security culture. It was therefore decided that the team would
research how security culture could be measured and what metrics should be agreed

upon to continuously monitor employee-related security risks (risky behavior).

In December 2023, a project team was established with employees from the Security
Awareness team to create a plan on how to measure security culture. This included
researching and evaluating existing methods of measuring security culture, measuring

employees’ perceptions, investigating suitable metrics, and validating the findings.

The work was carried out in multiple cycles, as per the action research model, and carried
out together with the project team. Each cycle included creating a new suggested metric

model, which was adjusted in the following cycles.
4.3.1 Preparing a Plan

In December 2023, a project plan was created. This included discussing and agreeing on
the goals and objectives of the project. The main goal was defined as: To create a
framework for measuring security culture at Organization X. The objectives were defined
as:

e Creating a way to measure security culture, initially the as-is situation to define the
existing security culture, and running the measurement each year to see whether
the culture is changing or improving

¢ Creating a set of defined monthly or quarterly metrics that should portray
employees’ security behavior and attitudes

The project timeline and working methods, as well as assigned roles and responsibilities,

were outlined and included.
4.3.2 Project Plan and Timeline

The project team approved the project plan and suggested a timeline, which would be
adjusted based on the number of cycles needed. The initial plan included three cycles. In
the planning stage, a current state analysis was conducted, literature reviewed, and

benchmarked. In the acting phase, a draft for measurement methods was created. In the
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1 Dec 2023 — 29 Dec 2023

* Analyse feedback
* Revise plan

4. Reflect

3.Observe

* Conduct
interviews

* Involve
stakeholders

+ Analyse current
state

* Review literature

* Benchmark

1. Plan

2. Act

* Create first draft

30 Dec 2023 — 15 Jan 2024

= Analyse feedback
* Revise plan

4. Reflect

3. Observe

= Conduct

interviews
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stakeholders

« Analyse current
state

* Review literature

* Benchmark

1. Plan

2. Act

* Create second
draft

phase, the feedback received was analyzed and the plan revised.

observing phase, feedback was gathered from stakeholders, and in the final reflecting

16 Jan 2024 — 20 Feb 2024

« Reflect on process
and results

* Summarize and
share results

4. Reflect

3. Observe

= Conduct
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* Involve
stakeholders

- Analyse current
state

* Review literature

* Benchmark

1. Plan

2. Act

= Create final
version

Figure 16. Agreed project timeline and cycles
4.3.3 Benchmarking

A part of the preparation work was to discuss with other security or security awareness
professionals what measurements and frameworks they had used or were aware of. This
also included looking into available material and literature. The review and discussions
indicated that while various methods have been used to measure security culture, a

common industry-leading method does not exist, as all organizations are unique.

In addition, measurement methods that had previously been applied at Organization X
were reviewed. This included a survey on risk culture and questions related to training.
Finally, multiple meetings were held with stakeholders to gather input on what surveys
and methods they had previously used and whether there were any dependencies on

other teams’ or units’ plans.
4.4 Creating the First Draft

This section presents how known security culture frameworks were used to create
security culture measurements for Organization X. The results utilize theory as well as
internal discussions and observations. In December 2023, the team started working on
the first draft for measuring security culture. This included reviewing literature and

academic research, and multiple brainstorming sessions to create an initial draft.

Based on research, the project team concluded that surveys are a common and proven
method to measure culture but require solid planning to ensure the information gathered
serves the initial need. In addition, creating additional metrics that supplement the survey

would require additional research and analysis.
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4.41 Plan

The plan phase began with an interview with a senior manager at Organization X, who
was also the responsible contact person at Organization X for this thesis. He provided his
views and ideas on what the commissioning organization was interested in gaining from

this research and helped define the scope and research questions for this thesis.

The research was conducted as an informal interview, and the following questions were
asked:

¢ What does Organization X want to achieve, or find out?
e Have similar activities been tried or done before?
¢ Are there any preconditions or limitations?

During the interview, the senior manager explained that while the organization looked at
incident data, no specific measurements or metrics had been created to specifically

measure the organization’s employees’ attitudes or behaviors in relation to security. For
this reason, Organization X wanted to create a method to measure security culture on a

monthly and annual basis.

Measurements and metrics had previously been discussed at Organization X, and with
peers and other organizations, yet a universal and suitable model had not been identified.
The organization’s Key Risk Indicators included metrics, such as lost or stolen devices,
links clicked in phishing emails, and training completion rates, but specific metrics to

measure security culture and which were regularly monitored were preferred.

The requirements for the measurements were to ensure they were comparable across
years, to see the trends, and for the metrics to be used monthly. In addition, there should

be a correlation between them to see if the monthly metrics validate the annual results.

The project team did not have a clear picture of the options that could be used to measure
security culture, hence, the work began by reviewing related literature to understand and
clearly define security culture. This was discussed within the project team, and a common
definition was agreed upon. Several definitions were reviewed, but in the end, the team
concluded by using Roer’s definition: “The ideas, customs and social behaviors of a
particular people or group that helps them be free from threat and danger.”. This definition
was chosen as it includes behaviors (our key focus area) of a certain group (in this case,
employees) and the security perspective (being free from threat and danger). (Roer 2015,

chapter 1.)

Once the literature review was completed and a ready-made framework was deemed not

to exist or be available, an interview was held with an industry-leading security awareness
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expert to verify the conclusions and get recommendations. The interview included the
following questions:

o Does a common framework to measure security culture exist?
Are you able to recommend a specific one?

¢ Do you have any views on questionnaires, such as the UISAQ (Users’ Information
Security Awareness Questionnaire), the SeBIS (Security Behavior Intentions
Scale), FMS (Four Measures Scales), HAISQ (Human Aspects of Information
Security) and the BCISQ (Behavior Cognitive Information Security
Questionnaire)?

o Do you know anyone who is using them?

The expert confirmed that a commonly used and validated framework did not exist. He
did, however, share a version of metrics that had been created by his organization with
the help of other security awareness experts. This included five categories that measured
employee behavior, culture, strategy, compliance, and a potential ambassador program.
In addition, he provided a sample questionnaire that included 15 questions, divided into
perceptions, attitudes, and beliefs of five categories: the security team, security policies,

security training, cybersecurity in general, and security behaviors.

When discussing the models that were referred to in the questions, he concluded that he
had not used them. He reminded of two key issues to consider: What do we want to
measure and why do we want to measure it. According to him, three things can be
measured: Culture (what people think), knowledge (what people know), and behavior
(what people do). All of these are important, but also different. Therefore, it is important to
determine what is being measured, and why it is being measured. A strong
recommendation was to decide on the reason for measuring something and what the
results would be used for. This was emphasized from the viewpoint that organizations
often take the time to measure something, but if nothing is done with the results, it is a

waste of time.

LT3

Roer’s book “Build a Security Culture” and Carpenter's and Roer’s “The Security Culture
Playbook” were used as references to understand how security culture relates to a
security awareness program, the critical concepts and elements of security culture, and
how it can be measured. In addition, other literature and academic research were
reviewed to understand the main measurement methods. Most recommend using a
combination of data and statistics, for example, security incidents, and using a survey to
gather user input on behavior and attitudes. In addition, user interviews were

recommended to validate the survey and data results.

The project team chose to use all four options for measuring security culture: using a

survey, conducting interviews, using data and statistics, and conducting red teaming
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exercises. A workshop was held to define the need and set of requirements for a security
culture survey. The agenda of the workshop included:

Defining the goals for the survey

Discussing ideas and setting requirements
Defining and addressing restrictions

Agreeing on suitable methods and frameworks
Defining reliability and validity

During the workshop, the project team agreed that the main intention of the survey was to
measure the security culture of Organization X, enabling the project team to quantify
employees' common customs and behaviors towards security. Understanding employees’
attitudes and behaviors around security was deemed highly important to ensure the team
could address these behaviors and thereby reduce the risk and the impact of possible

security incidents and breaches.

To ensure continuous review of the security culture, the survey questions had to be
designed in a way that guaranteed they were applicable for the next 5-10 years, allowing

the team to execute the survey on an annual basis and compare results across the years.

The objectives for the security culture metrics were agreed as follows:

e To identify weak areas that most likely pose the greatest risk to the company

¢ To understand why employees are behaving the way they are

e To identify activities or initiatives that have the greatest impact and are therefore
worth continuing

¢ To identify activities or initiatives that have the lease impact and therefore need to
be changed, discontinued or improved

¢ To be applicable for the next 5-10 years

Next, Quinn and Rohrbaugh’s (1983) Competing Values Framework was studied to
understand how they measure culture, and thereon Hayden’s (2015, chapter 5)
Competing Security Cultures Framework on how it uses the Competing Values

Framework, but from a security context.

Hayden’s Competing Security Cultures Framework includes a Security Culture Diagnostic
Survey (SCDS), which has a predefined set of ten questions that seek to define an
organization's unique traits and cultural and behavioral norms. The full questions can be
found in Appendix 5. The results of the survey indicate what characteristics, values, and
behaviors an organization exhibits based on four different security cultures outlined in the

framework. (Hayden 2015, chapter 5)
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44.2 Act

The project team analyzed all survey questions in the SCDS and agreed that the answers
to the questions were very long and therefore decided to break them down into shorter
sentences to get a better understanding of their core meaning. These can be seen in
Table 1.

Table 1. Security Culture Diagnostic Survey questions and proposed shorter versions
(Hayden 2015, chapter 5)

SCDS survey question

SCDS answers Project team’s shorter
version
1. What'’s valued most?
Stability and reliability are valued | | value following rules and
most by the organization. It is guidelines.

critical that everyone knows the
rules and follows them. The
organization cannot succeed if
people are all doing things

different ways without centralized

visibility.
Successfully meeting external | value meeting external
requirements is valued most by requirements.

the organization. The
organization is under a lot of
scrutiny. It cannot succeed if
people fail audits or do not live up
to the expectations of those

watching.

Adapting quickly and competing | value agility and the ability to
aggressively are valued most by adapt to changes quickly.

the organization. Results are
what matters. The organization
cannot succeed if bureaucracy
and red tape impair people’s

ability to be agile.

People and a sense of | value the sense of community.
community are valued most by
the organization. Everyone is in it
together. The organization cannot
succeed unless people are given
the opportunities and skills to

succeed on their own.
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The original answers to the SCDS questions were written objectively and in the third
person. The team was concerned that presenting the answer alternatives in this way
would be perceived by employees as too vague, and employees might find it challenging
to answer questions as they are asked to evaluate from a wider organizational

perspective, not from a personal perspective.

After analyzing the SCDC questions, the project team concluded that the questions were
difficult to answer by regular employees, as they required knowledge of how the
organization, for example, managed its technology or operations. In addition, when
discussing the Competing Security Cultures Framework, it was rather clear where
Organization X would sit on the graph, and hence the results would not provide much
insight into the actual security behaviors or attitudes of employees. For this reason, the

project team decided to investigate other survey alternatives.

The project team then decided to study Roer’s (2015, chapter 7) Security Culture
Framework and its seven dimensions used to measure security culture. In this model,
each dimension is individually measured and placed on a scale from low risk to high risk.
Research on the Security Culture Survey concluded that the survey was not available to
the public but had to be purchased as part of a security awareness program offered and
sold by a private company. While the actual survey questions were not available, Roer
has published the seven dimensions as well as an outline for each dimension with a set of
broad-level example questions. This overview was evaluated, and the project team
concluded that even though they could not directly use the Security Culture Survey or its
ready-made questions and framework, they could utilize the available dimensions and
outlines. An overview of Roer’s Security Culture Survey (Roer 2015, chapter 7) can be

found in Appendix 3.

After concluding that the questions in the Security Culture Survey could not be accessed
and therefore directly used, the project team reviewed example questions created by
SANS Institute (2021). While the example questions were seen as good, the project team
agreed that many were not necessarily applicable to Organization X or did not provide
answers to the questions the team was seeking. The project team, therefore, decided that
while a ready-made solution would be easy to implement, the team needed to create a

survey of their own that specifically addressed their needs.

By using questions from multiple sources, adjusting them based on the specific needs of

Organization X, and grouping them with the seven dimensions of the Security Culture
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Survey, the project team was able to create the first version of their security culture

survey. This can be found in Appendix 6.

Next, monthly data and statistics were considered. Chaudhary et al (2022) define the
criteria for good metrics to be:

Consistent measure (i.e., no subjective criteria)

Cheap or economical to gather (i.e., preferably automated)

Expressed as a cardinal number of percentages

Expressed using at least one unit of measure

Contextually specific (i.e., relevant to decision-makers so they can act)

SANS Institute (2021) has created a set of human risk metrics, which they have divided
into the following groups: compliance metrics, behavior metrics, culture metrics,
ambassador program metrics, and strategic metrics. The model includes a set of 41
metrics divided into the above groups. Eight of those questions form a human risk score
that can be used by management to see the current state of an organization’s human risk.
When evaluating the metrics, it was evident that not all of them could be applied to
Organization X, and in some cases, the data gathered could not be validated. For
example, password sharing with others was measured via a security culture survey, and
thus the accuracy of the results could be questioned. From the 41 suggested metrics, 13

were chosen to be used in the first draft. These are listed in Appendix 7.
4.4.3 Observe

The first drafts of the culture survey and metrics were presented to key stakeholders and
discussed. The first draft was seen as a good starting point, but it needed a bit more work
in terms of defining the actual questions and their concrete relevance, as well as the
actual wording. Using the seven dimensions by Carpenter and Roer (2022) was seen as a

good idea as it gave structure and ensured that important areas were addressed.

The 13 metrics were also seen as a good starting point, but based on feedback, not all the
data was easily accessible or existed. In addition, the number of metrics could be
decreased to provide an even better overview of the most important factors. For this
reason, it was decided to reassess the metrics and see how well they measure security

culture and whether the data added true value.
4.4.4 Reflect

Regardless of a lengthy and detailed literature review, it was surprising not to find a ready,
or nearly ready-made, version of metrics and a survey that could be directly utilized at

Organization X. However, it was evident that researchers had come to the same
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conclusion that a ready-made solution is not available, since the survey questions and

metrics depend on the organization in question.

During this cycle, the project team succeeded in completing a thorough literature review
and created a first draft for measuring security culture. Key learnings during this cycle
include that investing sufficient time in planning, preparing, and reviewing literature is

highly important and a key success factor.
4.5 Creating the Second Draft

The second research cycle began at the end of December 2023 and focused on
improving the first versions of the survey and metrics, as well as deciding on interview

questions.
451 Plan

During the first action research cycle, the project team was able to create the first draft of
the security culture survey for Organization X. This was shared with a colleague at the
beginning of the second cycle with a colleague who was simultaneously working on a
survey to measure the risk culture at the commissioning organization. The draft created by
the project team was shared with the colleague, who also shared his survey. It was
concluded that there was very minimal overlapping with the two surveys, however, it was
agreed to share the results to cross-reference and find potential correlations. A timeline
for distributing the surveys was also agreed to ensure that both surveys were not sent out

at the same time.

Alignment meetings were also held with communication and management support
departments to provide transparency on the work that was being conducted and to gather

input.

When designing the second version of the security culture survey, the project team had to
take into consideration several issues, such as the length of the survey, how the questions
were written, and how they would be answered. During a workshop in January 2024,

these alternatives were discussed from multiple angles.

Roer’s (2019) Security Culture Survey consisted of 31 questions, however, the team
concluded that this was too many questions. To ensure employees take the time to
complete the survey, it was clear it could not be too long and time-consuming, yet it had to
include enough questions to address and provide answers to the survey goals. The

project team agreed on no more than a total of 20 questions.
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It was also important to include demographic questions on the respondents, such as age,
country, and business area, to see whether there were any correlations between
demographics and behaviors and opinions. Including demographic questions would
naturally extend the questionnaire and thus possibly decrease the number of questions
addressing security behaviors and perceptions, but they were deemed as important

information to draw conclusions and find possible correlations.

During the workshop, various alternatives for demographic questions were considered,
such as including gender, but the team concluded that most likely, there would not be
significant gender-related differences in the answers. In addition, going forward, security
awareness activities could not be directed to employees based on gender. Age, on the
other hand, was seen as an important factor to understand if there were differences
between younger generations versus older ones. We were interested in seeing if younger,
more technologically experienced employees, took security more seriously or found it
more relevant to them. Therefore, we decided to ask employees to choose the age group

they belonged to. Employees were also given the option of choosing “prefer not to say”.

Since Organization X is a mix of employees who have recently joined, to employees who
have spent 40 years in the company, we were interested in finding out whether there were
any differences in the behaviors or beliefs based on how long an employee had worked at
Organization X. We were particularly interested in finding out if the length of employment
at Organization X influenced the respondents’ answers. Therefore, it was agreed to

provide options to indicate the length of employment.

As Organization X has operations in multiple countries and locations, we also wanted to
investigate whether cultural differences could be seen in the employees' responses.
Hence, we wanted to include a question on what country the respondents were located in.
As Organization X has offices in various locations, there was a possibility that the results
could indicate that employees in certain countries had more negative or positive values or
behaviors. If so, this was of interest to the project team as it could potentially identify

areas or issues to improve or learn from.

The final demographic question that the team wanted to include was which business area
the respondent belonged to. This would naturally allow the team to see if employees’
behaviors or opinions differed based on where they were in the organization. During
previous work, the project team had noticed a stronger focus on security by certain senior
managers and wanted to see if this could be seen in the survey results and employees’

perceptions.
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To ensure the answers provided were as truthful as possible, the team decided that the
survey had to be anonymous. This would ensure that the team would be given honest
answers, without any fear of repercussions or improper disclosure of information. For the
team, this was a concern, as there was a risk of employees being afraid to answer
questions that could indicate or prove they had acted against the organization’s policies or
procedures. Based on internal company rules, the team was obligated to use Microsoft
Forms for the survey. Access to the form and results was restricted to only two employees

to ensure the highest level of confidentiality.

Most of the team workshop was allocated to discussing the actual survey questions and
how they should be adjusted based on feedback received. The format of the questions
was discussed. Again, the team turned to various examples and discussed alternatives.
Open-ended questions were deemed too time-consuming as their results needed to be
manually analyzed and categorized to be comparable. In addition, simple “yes” and “no”
questions were seen as too limiting. Hence, the team agreed on using concise statements

that would be measured on the Likert Scale.

The Likert Scale is seen as one of the most reliable ways to measure people’s attitudes,
perceptions, and opinions, and it was used in most literature and examples. It provides the
respondent with predefined answer alternatives that are measured on a scale. The most
used scale is five alternatives, such as 1 is “Strongly agree” and 5 is “Strongly disagree”.
Likert-type questions are regularly used to provide the respondents with more options,

and they are easier to quantify once the answers are analyzed.

Using the Likert Scale also enables questions to be asked in a way that ensures the
answers are normalized. For example, all answers that are equal to 1 = Strongly agree
are representative of a strong security culture. And vice versa, answers that equal 5 =
Strongly disagree represent a weak security culture. Standardizing all answers in this way

makes analyzing the data much easier. (SANS Institute 2021)

While a five-point Likert Scale was chosen, the team agreed that the survey should
include one open question at the end to give employees the chance to also express their
overall opinions or to address issues. It was decided to write the question so that
employees were asked if they had additional comments related to the question topics or
the overall security culture at Organization X. This limited the scope of the answers to
security culture but also gave the employees the chance to raise any other related topics
that the survey possibly had missed. Finally, the team discussed that based on the survey
results, the team might have additional questions for respondents, and hence it was

agreed to include at the end of the survey a possibility for employees to indicate if they
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were willing to be interviewed. This would also allow the team to ask new questions and

get more in-depth answers.

To guarantee the reliability and validity of the data collected via the security culture
survey, certain steps needed to be addressed. During the workshop, the team discussed
the action needed and decided on specific steps. First, the team considered the
distribution method for the survey and how to ensure the sampling was random and
captured the entire spectrum of employees across Organization X. Random sampling
ensures that all employees have an equal probability of being included, which aims at
minimizing bias and improving generalization. Multiple distribution methods were
considered, including randomly choosing employees to send the survey to. Publishing the
survey online on the company intranet or other communication channels could potentially
result in unreliable data, since the responses could be biased, for example, attracting
employees interested in security or culture. It was therefore decided that the best option
would be to choose random employees across all countries and organizations and send

the survey via email.

We also calculated how many responses we would need to ensure that the gathered data
was statistically reliable. This was done by using an online calculator. Based on the
number of existing employees, we concluded that we needed a total of 381 responses. To
succeed, we agreed to initially send the survey to a total of 1,500 employees and replicate
it with a new list of randomly chosen employees if we were unsuccessful in securing the

number of responses needed with the first send-out.

To validate our findings with additional measures, the team agreed to conduct interviews
in addition to collecting data via the survey. Employees were asked at the end of the
survey to indicate whether they would be willing to take part in an interview. These
respondents would also be chosen randomly, and the interviews would be done with pre-

made questions.
452 Act

A cybersecurity-aware person is characterized as being capable of identifying, judging,
preventing, or resolving threats in cyberspace (Wang et al 2018). We therefore wanted to
create survey questions that measured how well employees could achieve these goals of

identifying, understanding, preventing, and/or resolving threats.

Since many of the previously reviewed surveys and frameworks had good elements, it
was decided to utilize the parts that applied to our goals. Most importantly, we wanted to

create questions that would provide insight that would allow us to draw solid conclusions
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on the overall security culture of Organization X and provide concrete input on what

issues to address and focus on through the Organization’s security awareness program.

Roer’s Security Culture Survey was used as a basis for building the survey questions,
which were supplemented with other frameworks and available examples. Using Roer’s
security culture dimensions enabled us to divide the questions into seven different
categories: attitudes, behaviors, cognition, communication, compliance, norms, and
responsibilities. Using these dimensions ensured we covered all relevant topics and areas

and created structure.
Attitudes

According to Roer (2015, chapter 7), employees' attitudes, in other words, feelings and
beliefs, towards security protocols and issues, can be measured by asking how much
employees overall care about security and whether their attitudes towards security are

positive, neutral, or negative.

Based on our survey goals, one of the most important questions to ask employees was
whether they a) felt that security was a priority, and b) this was also visible in the
organization’s core values. Answers to these questions would create the entire basis for
the company’s security culture and define whether a security culture existed and was felt

by employees.

According to Bashforth (2019, 106), a company’s values should be implemented top-down
by senior management. Top management should live and breathe the organization's
values, thereby acting as role models on how to behave. As a company’s core values can
significantly influence its employees’ behaviors and attitudes and have a major effect on
the decisions employees make, it is important from a security perspective to understand
whether employees see top management and the organization as valuing security. Hence,

the first survey question focused on measuring the security attitudes at Organization X.

After lengthy discussions with the project team, we chose to focus on two components:
security was seen as a priority at Organization X, and was the company culture supported
reporting security incidents. These two questions were addressed with the following

statements:

Question 1. | believe that security is a priority and a part of our way of working at

Organization X

Question 2. | feel comfortable reporting a security incident even if | have caused it
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Behaviors

How employees behave has a significant effect on a company’s risk posture, as
employees can both be responsible for creating cyber incidents or for taking action to
protect against them. In Roer’s (2015, chapter 7) Security Culture Survey framework,
behaviors are defined as employees’ actions and the activities that impact an
organization’s security. Therefore, it is important to understand what employees consider

acceptable behaviors and how employees experience each other’s behavior.

To measure key behaviors, the project team discussed which important areas should be
included. This was done by taking a risk-based approach and by pinpointing the most

likely security risks that can be caused by employee behavior.

Cybercriminals aim to gain access to an organization’s systems and data, and this is often
done by utilizing the human element and the errors humans make. One example is for
employees to intentionally use weak passwords or reuse existing passwords. As this is a
common way for cyberattacks to occur, the team felt it was important to ask employees
how well they adhered to keeping their passwords safe and the organization's password
policy. Instead of creating a statement about their behavior, their perspective was
changed by their colleagues. According to SANS Institute (2021), people tend to answer
security behavior-related questions more positively as they are afraid of being punished
for not acting according to official rules. Hence, SANS Institute recommends asking
questions where employees evaluate their colleagues, as this should provide more honest

answers.
Question 3. My colleagues would never share their passwords with anyone else

In addition, we chose to measure other key security behaviors, such as willingness to
obey security rules and policies, for example, wearing their access card visibly and
labeling information. By obeying companywide security policies and instructions,
employees ensure they take appropriate action to prevent attacks from occurring. After
multiple discussions, the team concluded to include a question focusing on protecting

against social engineering attacks from a physical security perspective.

In the cybersecurity area, attention is often paid to technology and protecting against
technological risks, yet physical security can be just as important. Social engineering
attacks can often start by gaining access to an organization’s premises. This is done by
manipulating an employee to grant access. At Organization X, one of the most important
security rules was to ensure no one was able to gain unauthorized access to its premises.

All employees received annual training on the risks associated and the required actions to
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be taken. One policy was that each employee had to always wear their access cards
visibly. For this reason, it was decided to ask employees whether they behave
accordingly. The results for this question were also important as it would provide insight

as to whether additional training and action were needed to ensure full compliance.
4. | always wear my access card visibly at Organization X premises

Finally, as Organization X had, within the past few years, launched new training initiatives
and significantly increased security training frequency and quality, the team wanted to
dedicate a question to finding out if employees felt that the provided security training had
changed their behavior. This statement could also provide information on whether training

or other activities have affected the company’s security culture.
6. | noticed a change in my behavior as a result of security training
Cognition

According to Roer’s (2015, chapter 7) Security Culture Framework, cognition refers to how
employees understand security issues, what knowledge they have on the topic, and how
aware they are. The key question was: Do employees know how to report an incident or a
situation they find suspicious? The answer to this question would provide valuable insight
into whether employees had the required knowledge and skills to prevent possible

attacks.

As reporting a suspicious situation could potentially stop an attack before it advanced to
an actual data breach or incident, it was important to measure if employees knew how to

act. For this reason, the following statement was included in the survey:
6. | know how to report something suspicious or abnormal

Cyberattack types with a human element, such as business email compromise, phishing,
and social engineering, result in the highest losses for organizations. (IBM 2024) For this
reason, attacks that utilize the human component pose a greater financial risk and should
be continuously monitored and measured. As mentioned earlier, preventing phishing
attacks is a top priority at Organization X. While the organization has multiple advanced
systems in place to prevent phishing emails from reaching employees' email inboxes,
sometimes these emails are advanced enough to bypass all protective measures. For this

reason, employees are constantly educated about phishing and how to spot the signs.

Generative Al is used by cybercriminals to create more believable phishing emails,

making it easier for employees to fall prey to phishing attacks. As a result, organizations
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can expect more complex and realistic phishing attacks to occur. (World Economic Forum
2024) Since phishing is seen as a realistic cyber risk at Organization X, it was important to
measure how well employees can recognize the signs. These results would provide
valuable information on how much more training and awareness employees need going

forward.

Cyber incidents occur in many forms, but to limit the number of survey questions, we
chose to focus on the human element and thus to measure employee cognition related to
cyberattacks. With the advances in the cyber arena and the likelihood of employees being
targeted by phishing and social engineering, we chose to ask employees how they

perceived their ability to identify these kinds of attacks and thereby prevent cyberattacks:
7. 1 know how to recognize phishing
8. | can recognize signs of social engineering (e.g., tailgating)

As part of the behavior-related questions, employees were asked if they labelled
information correctly. In the cognition area, the question was taken one step further to
understand whether employees not only label information, but they truly understand how it
is labeled, and more so, why it is labeled. Because information classification is such an
important area at Organization X, it was necessary to ensure that both aspects, behavior

(acting) and cognition (understanding), were included.

Information classification is done at Organization X by assigning information to one of four
classes. These classes are explained in detail in multiple training courses and should be
understood due to their repetitive nature by all employees. The project team discussed
whether employees should be asked if they label information correctly, in other words,
took the correct action, instead of indicating whether they know or understand how to do
it. The challenge was that based on the team's experience, employees were aware of
company rules, but we assumed that information classification was not performed due to
inadequate knowledge or know-how, but due to a lack of prioritization. Assigning a certain
information class results in certain actions, such as limiting the information. This can be

seen as time-consuming and can be bypassed by labeling incorrectly.

A key cornerstone of information security is confidentiality, integrity, and availability of
information. This includes protecting information, both physical and digital, to ensure it is
not available or disclosed without authorization. To prevent this, Organization X has strict
policies and instructions on how to handle and classify information. Adhering to these
rules ensures information is handled with due care and accessed only by authorized

parties. Due to the Organization’s line of business, information classification is of utmost
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importance, and correct behavior is ensured with detailed instructions and mandatory
training. As this was a highly important area, it was decided to ask employees to indicate
their behavior and whether they knew to adhere to the policy by answering the following

statement:
9. I understand and follow Organization X’s information classification rules
Communication

The fourth dimension in Roer’s Security Culture framework is communication. Questions
in these areas are designed to measure the quality of communication and how well
employees are provided with support on issues and incident reporting. This includes
investigating how security is communicated within an organization, and how employees
are involved and supported. A security culture where employees feel it is safe to discuss
security, and leadership shows openness and acceptance, will help foster a good security
culture. (Roer 2015, chapter 7.)

Organizations that have a good security culture ensure that discussing and raising
security-related issues is a norm and encouraged. This builds employee commitment and
makes it easier for employees to report incidents, even if they cause them. (Roer 2015,

chapter 7.)

In larger organizations, it is often difficult to understand who to contact, and hence it was
important for us to understand if employees felt like they knew who to contact and had
dialogues with about security-related issues. The hypothesis was that if employees knew
who to contact, then the security awareness and communication activities our team had
been running would have been successful: seen and heard. For this reason, we chose to

include the following statement:
10. I know who to contact in case | have questions about security matters

As part of our efforts to bring security closer to the rest of the organization, we created
security-related content for team meetings. These were promoted to all leaders, and they
were given instructions on how to conduct these short sessions with their employees. The
aim was for leaders to act as role models toward employees and to do their part to
promote good security behavior. Therefore, the project team wanted to measure to what
extent information security was discussed in team meetings. Hence, the following

statement was included:

11. We discuss information security in team meetings

82



Norms

Norms are internal and unwritten rules that represent how things are done in a certain
organization. They are unique to organizations and showcases, for example, beliefs,
values, and behaviors. Changing an organization's norm is time-consuming and

challenging, as it requires changing an entire group's behavior. (Roer 2015, chapter 7.)

In the Security Culture Survey framework, the norm dimension measures how well
security-related beliefs, values, and behaviors are rooted in the norms of an organization.
From a security culture perspective, the project team wanted to understand how
employees saw information security concerning their jobs, and whether they felt it was
preventing them from doing their job. The results for this question would show on an
overall level how employees saw security — whether it was something they were obliged

to, understood and supported, or simply saw it as hindering their work.
12. Information security does not get in the way of doing my job

Norms and organizational culture often represent senior management's values and
behaviors. They act as role models and are responsible for acting according to the
organization’s culture and values. It is for this reason that it was important to measure
whether employees felt and perceived that leadership at Organization X prioritized
security. The results would indicate whether there was a need to act and work more with
leadership. In addition, the results would help show the team’s challenge to management

and the need for improved support.
13. Our leaders lead by example and actively promote security matters
Compliance

Roer’s (2015, chapter 7) compliance dimension measures how well employees adhere to
policies and instructions. It can be said that many of the previous statements created for
the survey also measure adherence to instructions, but in this dimension, the focus is
more on the broader view of whether employees know these instructions exist, and if so,

to what extent they follow them.

Organization X has a vast number of policies, guidelines, and instructions, which are often
written in very official and difficult language. They include legal and regulatory
requirements and can be seen as unrelatable by individual employees. For employees to
know how to behave, they must first know where that information can be found, and
second, if the instructions provided are clear. To understand how employees experience

these two aspects, we decided to ask the following questions:
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14. | know where to find security instructions that are relevant to me
15. | believe that security instructions are clear at Organization X
Responsibilities

For employees to take action to prevent cyberattacks, they need to possess the
knowledge and skills to act correctly. In addition, they need to feel that their actions have
a direct impact on the organization’s security. The Security Culture Framework’s final
dimension measures to what extent employees follow security rules and to what extent

employees feel empowered that their actions matter.

Ensuring employees feel they have a responsibility to protect their organization provides
them with the needed motivation to step up. Should an incident occur, employees must

take action to prevent the consequences and resolve the situation.
16. My actions have a significant impact on protecting Organization X
17. | feel comfortable addressing unusual or suspicious behavior in person

The project team created and concluded the survey questions based on multiple
discussions until everyone in the team agreed that all possible viewpoints were
considered. Most of the questions were specifically designed from a first-person
perspective, as this would create accountability and ensure employees answer the
questions from their perspective, not from a collective company or teamwide viewpoint.
For two questions, this was not possible as they asked about team and leadership
behavior. The final version of the aforementioned statements can be found in Chapter 4.
In addition, changes were made to wording, such as changing “organization” to the
company’s name. The company name was used throughout the survey to create

ownership.

The project team did not make any changes to the metrics created in the previous cycle

but was eager to get more input from stakeholders on them.

A set of interview questions was created to supplement the survey. It was agreed that the
interviews would be conducted informally, where additional questions could be asked if
needed. The team agreed that the following questions would be asked at least:

e How much do you know about cybersecurity and cyberattacks? Can you give
examples?

¢ Can you tell us about the security policies and instructions at Organization X? Do
you know where to find them?

e How important do you feel security is at Organization X?

e What is your impression of the leadership’s approach and commitment to security?
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¢ Do you feel that security incidents are handled adequately?
e Do you discuss security with your colleagues or in team meetings?

4.5.3 Observe

The revised and improved questionnaire was presented to key stakeholders and
discussed in detail. In the end, no changes were made, as the reasoning behind the
questions was seen as valid and relevant. The interview questions were discussed and

adjusted based on feedback from stakeholders.

The metrics that were designed during the first cycle were discussed again, and it was
agreed at this stage to remove the average time to detect an incident, the costs related to
an incident, downtime related to an incident, and compliance or audit violations. These
were removed as the data was not comparable or reliable. In addition, it was agreed to
add intentional data leakage, however, these statistics are highly confidential and hence

would most likely not be included in the version distributed to most participants.

The organization’s Chief Security Officer approved the measurement methods and

distribution of the survey.
4.5.4 Reflect

A significantly larger amount of time was put into altering the survey statements during
this cycle, which was logical as in the first cycle focus was on analyzing literature and

available frameworks. The iterations with key stakeholders and discussions within the

working team made a significant difference, as this ensured the statements were

considered from multiple angles.

In the end, four metrics were removed from the final list, as it was important to ensure that
the data was accurate and provide concrete input. Too many metrics can also be time-

consuming to produce and analyze.

A key learning from this cycle was that rewriting and adjusting the survey questions was
time-consuming, however, extremely important to ensure the questions would provide the

information needed.
4.6 Implementing the Final Version

In mid-January 2024, the project team began working on finalizing the metrics, survey,

and interview questions based on the received input. Once the adjustments were made,
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the project team began gathering the agreed-upon metrics and preparing to distribute the

survey.

During the first action research cycle, the project team was able to create the first draft of
the security culture survey for Organization X. This was shared with a colleague who was
simultaneously working on a survey to measure the risk culture at the commissioning
organization. The draft created by the project team was shared with the colleague, who
also shared his survey. It was concluded that there was very minimal overlap with the two
surveys, however, it was agreed to share the results with each other to cross-reference
and find potential correlations. A timeline for distributing the surveys was also agreed to

ensure that both surveys were not sent out at the same time.

Alignment meetings were also held with communication and management support
departments to provide transparency on the work that was being conducted and to gather
input. This was done twice: once during both the first and second cycle. In the second
meeting, the final survey and metrics were presented and approval requested and
received. The project team also held meetings with colleagues in other organizations, who
were responsible for the data the suggested metrics were built on. Access and the

reliability of the data were verified and agreed upon.
4.6.1 Plan

It was agreed that the survey would be sent out at the end of February 2024, which gave
the project team approximately four weeks to add the final questions to the survey tool

and ensure distribution.
4.6.2 Act

The preferred survey tool at Organization X was Microsoft Forms. Which was used for
sending out, as all employees had access to it, it was highly secure, and employees were
used to using it. In addition to creating the survey in Microsoft Forms, the survey was sent

out to participants via the tool.

The text accompanying the survey was reviewed and edited multiple times to ensure it
was not too long and included all relevant information. Since it was the first time that a
security culture survey was conducted at Organization X, the project team felt it was
important to explain what security culture is, why it is important, and why the survey was
being sent out. In addition, a specific page was created on the company intranet to

provide additional information and contact details.
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The survey was sent out on 20 February 2024 to 1,500 employees across all business
areas and countries. The survey was open until 18 March 2024 and received a total of
549 responses. A total of 40 employees indicated they were willing to be interviewed.
Respondent interviews were carried out, and results were analyzed by the end of April
2024.

The results of the survey were presented to management and the security organization. In

addition, the created metrics were used every month to create a management report.
4.6.3 Observe

The entire process of creating the final metrics and sending out the survey was successful
and achieved on time and without any challenges. The number of responses surprised the
team, and ultimately, there was no need to send the survey to additional employees, as
the response rate was already high. The feedback from interviews was positive, and there
seemed to be a genuine interest in security culture at Organization X. With that said, the
project team was also able to pinpoint areas that needed further development and

attention.
4.6.4 Reflect

The final action research cycle was planned well and executed accordingly. During this
cycle, most of the time was allocated to sending out the survey and analyzing the results.
The distribution of the survey and the survey tool worked well. It is recommended to use

the same method of distribution and survey tool.

The results of the survey were highly interesting, and in general, employees expressed
their interest in security and acknowledged its importance. A few comments referred to the
questionnaire and its questions, however, most of the comments provided positive or
constructive feedback on how various security aspects are run at Organization X. From
this perspective the open question in the survey provided valuable insight and additional

input.

The employee interviews also allowed the team to dig deeper into employee perceptions
and behavior. During the interviews, some employees admitted that they did not know
about security instructions or policies, yet in the discussions, they were able to
demonstrate understanding and even explain the rules. Therefore, while some employees
felt that they did not have adequate knowledge, they were not consciously aware that they
did. Several employees highlighted a lack of management focus on security, which

affected employees' behavior and perception of the topic's importance. This indicated that
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management involvement was needed to ensure security becomes an everyday topic,

thereby improving the organization’s overall security culture.

Key learnings in this cycle included the importance of proper planning, and given the

chance, employees were very willing to participate and engage in the topic.
4.7 Summary of the Action Research Cycles

Utilizing action research as a method was well received and ensured work could be
carried out in cycles, each cycle building on top of the previous one. It allowed the team to
focus on planning, take time to act, use others to observe and improve, and finally reflect

on what went well and what could be improved.

The first action research cycle was structured and included a high level of planning and
focused on understanding the topic and reviewing the literature. The initial literature
review and analysis of academic research took more time than anticipated, however, it
was rewarding and most definitely had a positive effect on the result. It was surprising to
see that a common industry-approved method to measure security culture does not yet
exist, and therefore, utilizing multiple studies, methods, and frameworks was the right

approach.

It was important to take time to agree on a common goal and objectives for the research,
as this ensured the team understood what to focus on. Due to the comprehensive
literature review, the team was able to decide rather quickly which measurement options
to use and which frameworks to apply. The first cycle also included testing different

options and concluded with a first draft.

The second action research cycle focused on improving the first draft by having multiple
discussion rounds on each question and reasoning. Taking the time to rewrite and adjust
the questions ensured that multiple aspects and viewpoints were considered. Investing
enough time and precision ensured the questions were thoroughly thought through and
should not leave room for interpretation. Utilizing one framework to create the basis of the

survey was a good idea and created the necessary structure.

The second cycle resulted in a revised and final set of survey and interview questions, as
well as a set of metrics. Again, utilizing literature and frameworks provided guidance and
an open atmosphere among the team, and continuous alignment with stakeholders

ensured an optimal result was reached. Gathering feedback and suggestions was key to

Success.
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The third action research cycle focused on running the survey, interviews, and gathering
metrics based on the work completed in cycles one and two. Teamwork and proper
planning ensured that the team was able to deliver according to plan and without

challenges.

During the action research cycles, the project team worked together virtually across
various countries by utilizing communication channels as well as brainstorming sessions
and workshops. Proper project management ensured the team had a plan, timeline, and a
clear vision of the result. This ensured the team knew what to deliver and which areas to

focus on.

The full suggestion for measuring security culture at Organization X is presented in
Chapter 4.

4.8 Final Measurements and Metrics

Using a combination of four methods: surveys, interviews, metrics, and red teaming
exercises, Organization X will be able to establish the organization’s security culture level.
This will be accomplished on an annual basis with a survey, which should indicate change
from the previous years, and with interviews that should provide additional information and
explanations about employees' perceptions, behaviors, values, and knowledge. The
answers could potentially also raise important issues, recommendations, or new or
emerging risks. Finally, the implemented metrics and red teaming exercises should be
used to identify key risks, analyze trends, validate results from the survey and interview,
and provide continuous feedback and information on employee behavior and the security

culture at Organization X.
4.8.1 Security Culture Survey

Based on an extensive literature and academic research review, known security culture
frameworks were used to create a security culture survey for Organization X. A ready-
made option was not identified, as available surveys were either focusing on different
topics, not applicable to Organization X, or deemed too detailed or lengthy. The final
survey is a result of utilizing various theories and frameworks as well as multiple iterations
based on internal discussions and observations. Questions included in Table 2. were

answered with a five-point Likert scale (1 = Strongly disagree, 5 = Strongly agree).
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Table 2. Final security culture survey for Organization X

Culture Dimension Nr. Statements
1 | believe that security is a priority and a part of our ways of working at
Organization X
Attitudes
2 | feel comfortable reporting a security incident even if | have caused it.
3 My colleagues would never share their passwords with anyone else
Behaviors 4 | always wear my access card visibly at Organization X premises
5 | noticed a change in my behavior as a result of security training
6 I know how to report something suspicious or abnormal
7 | know how to recognize phishing
Cognition
8 | can recognize signs of social engineering (e.g. tailgating)
9 | understand and follow Organization X’s information classification rules
10 | know who to contact in case | have questions about security matters
Communication
1 We discuss information security in team meetings
12 Information security does not get in the way of doing my job.
Norms
13 Our leaders lead by example and actively promote security matters
14 I know where to find security instructions that are relevant to me
Compliance
15 | believe that security instructions are clear at Organization X
16 My actions have a significant impact on protecting Organization X
Responsibilities
17 | feel comfortable addressing unusual or suspicious behavior in person

The following demographic information was asked: number of years employed by

Organization X, business area, location (country), and age group.

At the end of the survey, employees were given the option to provide additional comments
about the survey or the overall security culture at Organization X. Of the 549 respondents,

68 provided additional comments. The last question in the survey asked if the respondent

was interested in taking part in an interview. Of the respondents, 43 indicated that they

would be willing to share their thoughts in more detail.
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4.8.2 Security Culture Interviews

The interview questions were reviewed and adjusted after the second cycle. For some
questions, the wording was changed, and new questions were added. While the list of
questions is rather extensive, they are designed to gather more detailed information on
employees' behavior and observations and to provide an understanding of why employees

behave or view issues in this way.

The interviews are carried out as semi-structured, where the interviewee can change the
order of the questions depending on the interview. In addition, the interviewee has the
option to ask additional questions if topics arise in the interview that should be clarified or

researched in more detail.

The final interview questions included:

¢ How much do you know about security and threats to Organization X? Can you
give examples?

e Have you witnessed incorrect behavior? If so, what happened and why?

e Have you been in security situations where you do not know how to behave? If so,
when?

¢ Can you tell us about the security policies and instructions at Organization X? Do
you know where to find them?

e How do you feel about the security level at Organization X?

o What is your impression of the leadership’s approach and commitment to security?

¢ Have you discussed security with your colleagues? If so, when and why? If not,
why not?

¢ What do you think are Organization X’s greatest security risks?

¢ What would you do to improve the security culture at Organization X?

4.8.3 Security Culture Metrics

A thorough literature review was conducted to identify suitable metrics. This included
industry reports and methods suggested by organizations such as the Information
Security Forum, SANS Institute, and National Institute of Standards and Technology. The
final list of chosen metrics includes ones that can be used for regulatory compliance (e.g.,
percentage of employees having completed annual training), ones to measure employee
behavior (e.g., click rate in simulations), and adherence to company rules (e.g., data
leakage prevention). In addition, these metrics should also cover the main human risks:
human error, social engineering, authentication, detection and reporting, and employee

misconduct.
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Table 4. Final security culture metrics for Organization X

employees violate

security policies

process

Metric name What is measured? How is it measured? When is it measured?
Training completion Percentage of Learning Management Annually
employees that have System (LMS)
completed annual
training
Reinforcement training Percentage of LMS Monthly
employees completing
voluntary training
Phishing click rate in Percentage of Simulation program Monthly
simulations employees falling for
simulation
Phishing reporting Percentage of Simulation program Monthly
employees reporting the
simulation
Phishing report Percentage of Simulation program Monthly
offenders employees repeatedly
falling victim in
simulations
Multi-Factor Percentage of System admin Monthly
Authentication adoption | employees using Multi- information
Factor Authentication
Lost/stolen devices Percentage of devices Asset register Monthly
that were lost or stolen
Accidental Data Loss Number of employees Data Leakage Monthly
sharing sensitive Prevention (DLP)
information by accident system
Intentional Data Loss Number of employees Data Leakage Monthly
sharing sensitive Prevention (DLP)
information intentionally | system
Number of incidents Overall number of Incident tracking Monthly
incidents process
Policy violations Number of times Incident tracking Monthly
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4.8.4 Security Culture Red Teaming Exercises

Organization X has conducted regular red teaming exercises, such as ensuring
employees are wearing their key cards, trying to access restricted areas, and observing
employees’ security behaviors in certain pre-defined situations. These activities would be
continued, and the results reviewed by comparing them to the results from the survey and

interviews, and seeing if they corresponded.
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5 Discussion

In the previous chapter, the research results were presented by first describing the
detailed action research process and finally the results. This chapter includes answers to
the research questions, reflections on validity and reliability, ideas for further development,

and lessons learned.
5.1 Key Findings

The objective of this thesis was to research how an organization-specific framework for
measuring security culture could be designed and validated for Organization X. The
research was conducted as action research, which involved working and gathering data
during three cycles. This included searching for and analyzing existing methods,
considering which elements could be used for Organization X, and designing prototypes.
These prototypes were assessed and edited to create a complete set of measurements

and metrics.

The research resulted in a framework designed to measure security culture with a
combination of four methods: a survey, interviews, metrics, and red teaming exercises.
These were explicitly designed for Organization X and captured the specific needs of the
organization. The framework captures both an annual assessment with a survey,
combined with interview questions, and monthly metrics based on concrete data. Both are
additionally supplemented with red teaming exercises that can be executed when needed,
or when resources are available. The framework should provide a comprehensive

overview of the security culture at Organization X and its maturity and how it evolves.

The survey was designed to initially define the organization’s existing culture and,
therefore, to be used on an annual basis for the next five to ten years to assess changes.
The interviews were designed to be used alongside the survey to gather additional
information and validate the survey findings. Finally, the metrics were designed to
measure the culture on an annual and monthly basis and to also validate that the
responses given in the survey, interviews, and seen during red teaming exercises

corresponded with true behavior.

Organization X has a well-established security awareness program, which is a result of
increased attention and focus on security awareness for the past five years. During this
time, new resources have been hired, competencies increased, and a unique team has
been established to drive the annual security awareness program. This includes, for
example, developing and executing training, running awareness activities, and conducting

phishing simulations targeting the entire organization.
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The investigative questions for this thesis included:

o What are the key dimensions of security culture as identified in current
academic and professional literature?

¢ Which methods and indicators are most effective in measuring security culture
in practice, and how can they be adapted to fit the context of Organization X?

e What are the limitations and potential future developments in measuring and
improving security culture in organizations?

The literature review conducted as part of this research examined the key concepts and
frameworks of security culture as described in academic and professional literature. This
included presenting various definitions of security culture, both by researchers and
authorities, and explaining models and key elements of security culture. A few of the most
important frameworks and models to measure security culture were presented, such as
the Competing Security Cultures Framework by Hayden (2015), the seven dimensions of
security culture by Carpenter and Roer (2022), and the Security Culture Framework by
Roer (2015).

The comprehensive review was conducted on how academic and professional literature
recommend measuring security culture, and concrete examples were studied in depth.
While a common universal way to measure security culture does not exist, the most
recommended option, and the one researchers have tested the most, was to send out
surveys and questionnaires. In a few cases, these were complemented with interviews
and metrics. Experiments, or what are referred to in cybersecurity as red teaming
exercises, were mentioned in only a few instances. Data and metrics were discussed

more often, but concrete metrics were often not suggested.

The literature review provided a good framework for designing a questionnaire, however,
the questions were mostly written specifically for Organization X. It was evident in the
previously conducted research and became also evident in this research that questions
need to be applied to the organization in question, as all organizations are different. To a
certain degree, some questions can be applied in general, but the most significant
questions need to be designed based on the organization, the culture they want to have,

and the risks they see.

This also highlights the challenge that many of the researchers raised: For measurements
to be accurate, they would need to be adapted to the organization in question, as a
commonly used method to measure security culture does not exist. The limitation will
continue, since as long as a commonly agreed upon security culture definition has not
been agreed upon, nor can a method to measure it. In addition, as long as organizations
are unique, they will need specific metrics. Nonetheless, there is great potential to create

a commonly validated and agreed-upon method that has elements that can easily be
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adjusted based on the organization. There is also room for a set of predefined metrics that

all organizations could use.
5.2 Recommendations

This research aimed at developing ways to measure security culture at Organization X.
After a thorough review of the literature and academic research on security culture, one
common and generally approved solution to measure security culture could not be found.

This is because all organizations are unique, which means that one size does not fit all.

The methods created for this research were implemented at Organization X, and the
strong recommendation is that they are executed, as designed, on a monthly and annual
basis. This will provide the organization with clear information on the existing culture, but
also how it is progressing, and help identify potential high-risk areas that need further

attention.

The monthly and annual results should be presented to the senior management of
Organization X on a regular basis to ensure they can monitor and take potential action on

the results.
5.3 Reliability, Validity and Relevance

The quality of the research remained high due to the carefully chosen experts who were
interviewed, the thorough literature review, and the fact that the research was conducted
in three cycles. Working iteratively ensured that methods were tested before use, while
experts validated that the work that was being done was correct. The research could have
included more expert interviews, but this was not possible due to the time limitation of the

project.

The project team also included highly experienced experts in the field of information and
cybersecurity, which significantly affected the results positively. Their expertise, keen
interest in the topic, and willingness to push through were instrumental to the success of

the project.

The defined measurement methods for Organization X were executed in 2024, and the
results of the survey and interviews surprised the project team. Employees were much
more interested in security and behaving in the right way, versus the initial hypothesis.
Input provided during interviews was value-adding, and employees were highly engaged.
Conducting the survey and interviews was highly relevant as it enabled the organization to

understand what most employees thought of security for the first time.
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A few areas could have been improved, such as doing an actual test run of the survey
with a small sample of employees and getting feedback on what could be improved. This
could potentially have made the survey even better and enabled the project team to
address issues that could be challenges for some employees, such as interpreting words
incorrectly. Such feedback was not given to the project team but could be used to ensure

even better quality.
5.4 Further Research

Based on the literature review and discussions with peers and experts, there is a clear
need for organizations to measure their security culture in a reliable and common way.
This would enable organizations to benchmark their results against other similar
organizations, thereby identifying which organizations are doing well and what could be

learned from them.

Most of the studies that have been conducted by researchers were only applied to a small
number of people, often outside a business environment, which indicates that there is a
strong need of doing research on actual organizations and on multiple organizations at a
time. This would provide better input on the measurement methods, how to improve them,

and whether they could be applied to organizations, at least to some extent.
5.5 Reflection on Learning

This research introduced me to a new way of working: Action research, which was a
highly suitable method for this research and a method that | can utilize and apply also in
the future. The three cycles ensured continuous improvement and created structure. The
need to gather data, document, and analyze it was also interesting and taught me how
important thorough and continuous documentation is for any research project. | will

remember this also in the future when conducting research or working on a project.

The extensive literature review has significantly increased my knowledge and
understanding of security culture, how it can be measured, and what methods can be
considered. | now know and understand several of key frameworks, methods and

concepts that can be applied and used in future work or studies.

| enjoyed reading academic research and will continue to do so regularly. It was
interesting to learn about new studies and how the area of security culture is being
developed and tested. | realized how little time | normally have to read and consider
advances in our field due to busy workdays, something which has taught me to allocate

more time to read and learn.

97



Most importantly, this research taught me how engaged and interested | am in this topic
and that this was only the beginning. | plan is to continue research in this area and
hopefully one day succeed in creating a measurement model that can easily be applied to

any organization.
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Appendices

Appendix 1. Security Awareness Maturity Model levels (adapted from SANS Institute 2011)

Maturity level Non-existent Compliance- Promoting Long-term Strategic
focused awareness and sustainment and | metrics
behavior change | culture change framework
e Security e Program is e Program e The program e The program
Characteristics Awareness designed to identifies the has processes has a robust
Program meet top human and resources metrics
does not exist compliance or risks to the in place framework
e Employees audit organization e The program is aligned with
do not requirements and behaviors (at a minimum) the
discuss or e Training is that manage annually organization’s
exhibit secure limited to those risks reviewed and mission and
behaviors annual or ad e Training is updated business goals
e Employees hoc basis continuous e The program is o Measures how
do not know e Employees are throughout the an established behavior
or follow the unsure of the year and part of the change is
organization’s organization’s based on organizations reducing risk
policies policies specific roles, culture and supporting
e Employees e Employees are departments or | e Employees the
do not unsure about regions have shared organizations
understand their role in o Awareness attitudes, strategic goals
their impact protecting the material is perceptions
on the organization’s communicated and belief
security of assets in a way that e Measures and
the promotes reports on
organization positive changes in
e Employees behavior behavior and
easily fall change culture
victim to e Employees
attacks understand
their role in
protecting the
organization
and follow
policies
o 1.14 e 1.49 e 1.81 * 262 e 418
Average of
team size




Appendix 2. Overview of seven models to measure information security awareness
(adapted from Rohan et al 2023)

Authors(s) Objective Nr of items Scale
Muhirwe & White 2016 Measure cybersecurity 27 5 point Likert scale
events/ training programs
impact cybersecurity
awareness
Arpaci & Sevinc 2022 Measure individuals’ 25 5 point Likert scale
practices and perceptions
regarding cybersecurity
Bulgurcu, Cavusoglu & Measure compliance and 45 Mixed, including Likert
Benbasat 2010 awareness scale
Chu & Chau 2014 Measure deviant behavior, 32 7 point Likert scale
specifically resource misuse
and security carelessness
Neevestad, Meyer & Honerud | Measure organizational 24 5 point Likert scale
2018 information security culture
Vishwanath, Neo, Goh, Lee, Measure internet user cyber 18 5 point Likert scale
Jhader, Ong & Chin 2020 hygiene
Gangire, Da Veiga & Measure employee 75 5 point Likert scale

Herselman 2020

information security behavior




Appendix 3. Overview of Security Culture Survey (adapted from Roer 2015)

Nr Dimension Outline Questions to ask
The feelings and beliefs that To what extent do employees care about
1 Attitudes employees have toward the security security?
protocols and issues Are they positive, neutral, or negative?
The actions and activities
. of employee_s th.at have direct or What are considered acceptable behaviors?
2 LT indirect What do employees see others doing?
impact on the security of the ploy 9
organization.
Employees’ understanding, What do employees know?
3 Cognition knowledge and awareness of security How do they learn?
issues and activities. How do they apply that knowledge?
The qu_allty of comn_!unlcatlon chgnnels How is security communicated throughout the
to discuss security related topics, o
I . organization?
4 | Communication promote a sense of belonging and . L
h - To what extent is the leadership involved?
provide support for security issues and . .
Hi . Is security considered a core value?
incident reporting.
The knowledge of written How well do employees adhere to policies and
5 Compliance security policies and the extent that ploy P
procedures?
employees follow them.
The knowledge of and adherence to To what extent are security-related beliefs,
6 Norms unwritten rules of conduct in the behaviors, and values embedded in the norms
organization. and unwritten rules of the organization?
How employees perceive
their role as a critical factor in To what extent do employees feel empowered?
7 | Responsibilities sustaining or To what extent will they help ensure that other
endangering the security of the employees follow the rules?
organization.




Appendix 4. Comparison of the six measurement tools adapted from Sas et al (2021)

Analyzing Self- A WINS Information Understandin | Organization
Information assessment international Security g and al
Security of nuclear best practice | Culture measuring Information
Culture security guide for (Martins and information Security
(Schlienger & | culture in nuclear Eloff, 2002) security Culture
Teufel, 2003) | facilities and | security culture Assessment
activities culture (Alnatheer et | (AlHogail &
(International | (World al, 2012) Mirza, 2015)
Atomic Institute for
Energy Nuclear
Agency, Security,
2017) 2011)
Domain Information Physical Physical Information Information Information
security security security security security security
Key — Artifacts — Beliefs and — Beliefs, - —Top — Strategy (S)
indicators (e.g., attitudes principles and | Organizational | management (e.g., policies,
behavior, values level: policy, involvement in | guidelines,
technology, — Principles benchmarking | information best
security for guiding - , risk analysis security practices)
handbooks) decisions and | Characteristic | and budget
behavior s (e.g., — Information — Technology
— Official leadership, — Group level: | security policy | (T) (e.g.,
values (i.e., — Leadership accountability, | management enforcements | hardware,
the perception | behavior competency) and trust software,
of the — Information services)
company on - - — Individual security
security) Management Documented level: training -
systems (e.g., i awareness Organization
— True values | processes, expectations and ethical — Information (O) (e.g.,
(ie., the procedures, (e.g., security security beliefs,
rograms i — Change awareness values,
individual programs) policy, E
o norms)
. responsibilitie .
attitude — Personnel — Information
towards behavior s)and security — People (P)
security) behaviors . (e.g., behavior
ownerships of employees)
— Environment
(E) (e.g.,
national
culture, ethical
conduct, legal
systems)
Measurement | Questionnaire | Questionnaire | Questionnaire | Questionnaire | Questionnaire | Questionnaire
approach , interviews, , interviews,
document document
analysis, analysis,
observations observations




Type of Self- Self- Self- Self- Self- Self-
questionnair | assessment assessment assessment assessment assessment assessment
e
Number of 42 25-35 52 45 19 79
questions
Type of Three Likert scale: Likert scale: Likert scale: Likert scale: Likert scale:
answers options : true, strongly strongly strongly strongly strongly
false, | don’t disagree — disagree — disagree — disagree — disagree —
know strongly agree | strongly agree | strongly agree | strongly agree | strongly agree




Appendix 5. The Security Culture Diagnostic Survey (Hayden 2015, chapter 6)

Question

Answer options

1. What'’s valued most?

a)

c)

Stability and reliability are valued most by the organization. It is critical
that everyone knows the rules and follows them. The organization
cannot succeed if people are all doing things different ways without
centralized visibility.

Successfully meeting external requirements is valued most by the
organization. The organization is under a lot of scrutiny. It cannot
succeed if people fail audits or do not live up to the expectations of those
watching.

Adapting quickly and competing aggressively are valued most by the
organization. Results are what matters. The organization cannot
succeed if bureaucracy and red tape impair people’s ability to be agile.
People and a sense of community are valued most by the organization.
Everyone is in it together. The organization cannot succeed unless

people are given the opportunities and skills to succeed on their own.

2. How does the organization

work?

c)

d)

The organization works on authority, policy, and standard ways of doing
things. Organizational charts are formal and important. The organization
is designed to ensure control and efficiency.

The organization works on outside requirements and regular reviews.
Audits are a central feature of life. The organization is designed to
ensure everyone meets their obligations.

The organization works on independent action and giving people
decision authority. There’s no one right way to do things. The
organization is designed to ensure that the right things get done in the
right situations.

The organization works on teamwork and cooperation. It is a community.
The organization is designed to ensure everyone is constantly learning,

growing, and supporting one another.

3. What does security mean?

c)

Security means policies, procedures, and standards, automated
wherever possible using technology. When people talk about security
they are talking about the infrastructures in place to protect the
organization’s information assets.

Security means showing evidence of visibility and control, particularly to
external parties. When people talk about security they are talking about
passing an audit or meeting a regulatory requirement.

Security means enabling the organization to adapt and compete, not
hindering it or saying “no” to everything. When people talk about security
they are talking about balancing risks and rewards.

Security means awareness and shared responsibility. When people talk
about security they are talking about the need for everyone to be an

active participant in protecting the organization.




4. How is information managed

and controlled?

c)

Information is seen as a direct source of business value, accounted for,
managed, and controlled like any other business asset. Formal rules and

policies govern information use and control.

Information is seen as a sensitive and protected resource, entrusted to
the organization by others and subject to review and audit. Information

use and control must always be documented and verified.

Information is seen as a flexible tool that is the key to agility and
adaptability in the organization’s environment. Information must be
available where and when it is needed by the business, with a minimum

of restrictive control.

Information is seen as the key to people’s productivity, collaboration, and
success. Information must be a shared resource, minimally restricted,
and available throughout the community to empower people and make

them more successful.

5. How are operations managed?

c)

Operations are controlled and predictable, managed according to the

same standards throughout the organization.

Operations are visible and verifiable, managed and documented in order

to support audits and outside reviews.

Operations are agile and adaptable, managed with minimal bureaucracy
and capable of fast adaptation and flexible execution to respond to

changes in the environment.

Operations are inclusive and supportive, allowing people to master new

skills and responsibilities and to grow within the organization.

6. How is technology managed?

c)

Technology is centrally managed. Standards and formal policies exist to

ensure uniform performance internally.

Technology is regularly reviewed. Audits and evaluations exist to ensure

the organization meets its obligations to others.

Technology is locally managed. Freedom exists to ensure innovation,

adaptation, and results.

Technology is accessible to everyone. Training and support exists to

empower users and maximize productivity.

7. How are people managed?

People must conform to the needs of the organization. They must
adhere to policies and standards of behavior. The success of the

organization is built on everyone following the rules.

People must demonstrate that they are doing things correctly. They must

ensure the organization meets its obligations. The success of the




c)

organization is built on everyone regularly proving that they are doing

things properly.

People must take risks and make quick decisions. They must not wait for
someone else to tell them what'’s best. The success of the organization

is built on everyone experimenting and innovating in the face of change.

People must work as a team and support one other. They must know
that everyone is doing their part. The success of the organization is built

on everyone learning and growing together.

8. How is risk managed?

c)

d)

Risk is best managed by getting rid of deviations in the way things are
done. Increased visibility and control reduce uncertainty and negative

outcomes. The point is to create a reliable standard.

Risk is best managed by documentation and regular review.
Frameworks and evaluations reduce uncertainty and negative outcomes.

The point is to keep everyone on their toes.

Risk is best managed by decentralizing authority. Negative outcomes
are always balanced by potential opportunities. The point is to let those

closest to the decision make the call.

Risk is best managed by sharing information and knowledge. Education
and support reduce uncertainty and negative outcomes. The point is to

foster a sense of shared responsibility.

9. How is accountability achieved?

c)

Accountability is stable and formalized. People know what to expect and
what is expected of them. The same rewards and consequences are

found throughout the organization.

Accountability is enabled through review and audit. People know that
they will be asked to justify their actions. Rewards and consequences

are contingent upon external expectations and judgments.

Accountability is results-driven. People know there are no excuses for
failing. Rewards and consequences are a product of successful

execution on the organization’s business.

Accountability is shared among the group. People know there are no
rock stars or scapegoats. Rewards and consequences apply to

everyone because everyone is a stakeholder in the organization.

10. How is performance

evaluated?

Performance is evaluated against formal strategies and goals. Success

criteria are unambiguous.

Performance is evaluated against the organization’s ability to meet

external requirements. Audits define success.




c)

Performance is evaluated on the basis of specific decisions and

outcomes. Business success is the primary criteria.

Performance is evaluated by the organizational community. Success is

defined through shared values, commitment, and mutual respect.




Appendix 6. First draft of the security culture survey for Organization X

Culture Dimension

Statements

| believe that security is a priority and a core value at Organization X

Attitudes
| care about security and report security incidents even if | have caused it
| always wear my access card visibly in Organization X premises
Behaviors
My colleagues would never share their passwords with anyone else
Security related training at Organization X is relevant and helpful to me
| know how to recognize a phishing attack
Cognition

| know the consequences a ransomware attack can cause Organization X

| know how to report suspicious or abnormal security matters

Communication

We discuss information security in team meetings

Our leaders lead by example and actively promote security matters

Security rules are helpful for the work that | do

Norms
| seek for help when | have questions about security matters
| know where to find security instructions that are relevant to me
Compliance | believe that security instructions are clear at Organization X

| understand and follow Organization X’s information classification rules

Responsibilities

My individual behavior is important to secure and protect Organization X

| am comfortable to address inadequate security behaviors

10

10



Appendix 7. First draft of security culture metrics

Metric name

What is measured?

How is it measured?

When is it measured?

employees violate security

policies

Training completion Percentage of employees Learning Management Annually
that have completed annual | System (LMS)
training

Reinforcement training Percentage of employees LMS Monthly
completing voluntary
training

Phishing click rate in Percentage of employees Simulation program Monthly

simulations falling for simulation

Phishing reporting Percentage of employees Simulation program Monthly
reporting the simulation

Phishing report offenders Percentage of employees Simulation program Monthly
repeatedly falling victim in
simulations

MFA adoption Percentage of employee System admin information Monthly
using Multi Factor
Authentication

Lost/stolen devices Percentage of devices that | Asset register Monthly
were lost or stolen

Accidental Data Loss Number of employees Data Leakage Prevention Monthly
sharing sensitive (DLP) system
information by accident

Time to detect an incident Average time to detect an Incident tracking process Monthly
incident

Number of incidents Overall number of incidents | Incident tracking process Monthly

Costs related to incidents Overall costs Incident tracking process Monthly

Downtime related to Overall downtime or Incident tracking process Monthly

incidents unavailability

Compliance or audit Number of violations or Audit or compliance reports | Annually

violations fines

Policy violations Number of times Incident tracking process Monthly

11

11
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